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Abstract Wireless device-to-device (D2D) communica-
tion, which enables direct communication between co-lo-
cated devices without Internet access, is becoming
common. Simultaneously, security issues have become
technical barriers to D2D communication due to its “open-
air” nature and lack of centralized control. Automatically
establishing the secure association between wireless devi-
ces that do not share a prior trust remains an open and
challenging problem. Recent work has proposed to extract
shared keys from the similar ambient radio signals of two
co-located wireless devices. Using such methods, infor-
mation reconciliation based on error-correcting techniques
is implemented to make two co-located devices extract the
same bitstreams as the shared keys from their similar
ambient radio environment. However, due to the bounded
capability of the error-correcting code, existing methods
can only work effectively in a very short distance range. In
this paper, we propose a novel solution, called proximity-
based secure pairing (PSP), which allows two wireless
devices in physical proximity to automatically authenticate
each other and obtain shared keys according to the channel
state information of the WiFi signals. In contrast to existing
methods, PSP is built on private set intersection compu-
tation rather than information reconciliation, which makes
it effective over a wider distance range while ensuring
security and efficiency. We provide a thorough security
analysis and performance evaluation of PSP and
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demonstrate its advantages in terms of security, efficiency
and usability over state-of-the-art methods.

Keywords Secure pairing - Key agreement - WiFi -
Channel state information

1 Introduction

Background Wireless device-to-device communication
(D2D), which enables direct communication between
nearby mobiles, has become common in recent years. For
example, in mobile social networks (MSNs), people can
use a smartphone to directly exchange various types of
information such as texts, pictures, and videos [1, 2]. In
wireless sensor networks (WSNs), sensors can directly
communicate with each other to collaboratively sense the
physical world [3]. Authentication and key agreement are
fundamental requirements in ensuring the security of D2D
communication. However, compared to traditional network
communication, satisfying such requirements for D2D is
more challenging due to the broadcast nature of the wire-
less medium and the lack of centralized management.
The problem that we want to address in this paper is how
to securely pair two co-located wireless devices that do not
share a prior trust relationship in the D2D communication,
also called proximity-based secure pairing. More specifi-
cally, proximity-based secure pairing is actually the secu-
rity handshake process prior to data transfer in D2D
communication. In this process, two devices located in
physical proximity should be able to authenticate each
other and negotiate the shared communication keys.
Current research To achieve proximity-based secure
pairing, the most straightforward method is to take advantage
of human involvement. For example, in the seeing-is-
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believing system proposed by McCune et al. [4], the camera
of a mobile device is incorporated to capture the 2D-barcode
displayed on a second device to verify the device’s identity. In
the loud and clear system proposed by Goodrich et al. [5], a
text message displayed on one device is read aloud by a user
and recorded again via speech recognition by a second device.
As a further example, Mayrhofer et al. present an authenti-
cation mechanism based on accelerometer readings of the
simultaneous shaking processes of devices [6]. However,
such methods have two major limitations. First, with the
global trend toward miniaturization and increased variety of
device form factors, the devices may not have a common set
of hardware components required for establishing a human-
supported secure association. For instance, the devices may or
may not have a screen, buttons, LEDs, accelerometers, RFIDs
and NFC chips [7]. Second, in certain application scenarios,
such as WSNs, devices have to spontaneously establish a
secure link without human involvement.

In recent years, a new idea for implementing proximity-
based secure paring without human involvement has been
proposed in academia. This idea allows devices located in
close physical proximity to derive a shared secret key
directly from their common but continuously fluctuating
radio environment [7, 8]. The method’s feasibility relies on
the following observations [9]. First, all mobile wireless
devices come equipped with radios that can sense their
immediate radio environment. Second, co-located devices
that simultaneously monitor a common set of ambient radio
sources (e.g., WiFi access points or cell phone base sta-
tions) will perceive very similar small-scale temporal
variations in their wireless channels, known as small-scale
fading. However, an adversary far from these co-located
devices will perceive a very different small-scale fading.
Third, due to the environmental factors, the radio channel
varies in unpredictable ways over short time scales, which
produces inherent randomness in secret key generation.

Based on the above observations, some practical key
extraction protocols have been proposed. The received
signal strength (RSS) is first used for key extraction
because it can be easily perceived by wireless devices
[10-13]. However, such methods cannot work well in static
scenarios due to the infrequent and small-scale variations
characterizing RSS measurements. In addition, such
methods are vulnerable to predicable channel attack [10]
because RSS readings will increase and decrease if the
channel is blocked periodically. To address these issues,
recent studies have proposed to extract secret keys using
channel state information (CSI) available from orthogonal
frequency-division multiplexing (OFDM) [14-16]. In
contrast to RSS, CSI is a fine-grained metric derived from
the physical layer. It consists of 56 subcarriers in the fre-
quency domain and can be utilized to achieve higher
generation bit rate [17].
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In existing CSI-based key extraction protocols, the basic
procedures are similar. The first step is random bit gener-
ation, where a quantization method is used to convert the
CSI measurements to information bitstreams. Although the
CSI measurements of two end-parties in close physical
proximity are similar, the bitstreams generated respectively
by them may not be consistent. Next, the inconsistent bits in
these two bitstreams have to be found and removed to make
these two bitstreams consistent, a process called information
reconciliation. The error correcting technique is a common
method used in information reconciliation. In this technique,
partial information about the bitstreams is exchanged to
facilitate error correcting. Finally, due to the information
leakage in the process of information reconciliation [18], a
procedure called privacy amplification [19] is implemented
to protect the confidentiality and privacy of key generation.

Research motivation Existing CSI-based key extraction
approaches can only work effectively when the distance
between two co-located devices is very short (approxi-
mately 1 cm), which hampers their application in practice.
This is because it is limited by the bounded error correcting
capability of ECC used in information reconciliation pro-
cedures. According to our experiments, if we use an error-
correcting-based approach, the pairing success rate will
decease rapidly when the distance between the antennas of
two devices exceeds 1 cm. We define the distance range
that allows two devices to be successfully paired with a
high probability as the authentication distance. Our
research motivation comes from the question of how to
increase the authentication distance without decreasing the
authentication reliability.

Our contributions In this paper, we design a CSI-based
authenticated key agreement protocol named PSP. PSP can
achieve robust secure pairing of two wireless devices
located in physical proximity. The intuition behind PSP is
that the similarity degree of the CSI measurements of two
co-located devices can be taken as the proof of physical
proximity, and the consistent part of their CSI measure-
ments can be used for shared key generation. Specifically,
using PSP, two co-located devices that do not share a prior
trust relationship first generate bitstreams according to their
similar CSI measurements sampled from the same WiFi
source. Then, rather than making these two bitstreams
identical through information reconciliation, the bitstreams
are convert into sets, and then, PSI computations are
implemented to make the two devices obtain the intersec-
tion of these two sets. Finally, the cardinality of the
intersection is used for authentication; then, the intersec-
tion itself is used to generated the symmetric key. In
summary, PSP provides the following unique advantages.

— PSP enables a longer authentication distance. Accord-
ing to our experimental results, using an error-
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correcting-based information reconciliation process,
the authentication distance between two paring devices
is approximately 1 cm. Under the same experimental
conditions, the authentication distance of PSP is
approximately 5 cm.

— Using an interactive error correcting method for
information reconciliation [20], the secret bit genera-
tion rate will decrease rapidly with increasing distance.
In contrast, PSP can maintain a stable secret bit
generation rate within the authentication distance.

— In existing solutions, partial sensitive information is
exchanged in plain text for information reconciliation.
In PSP, all sensitive information is encrypted, which
means reduced information leakage.

Organization The remainder of this paper is organized as
follows. Section 2 introduces the related work in greater
detail. Section 3 presents the necessary preliminaries and
shows the feasibility of using CSI for secure pairing.
Section 4 describes the system model and the design goals.
Section 5 details the design of PSP. We provide the anal-
ysis of security and performance of PSP in Sect. 6. Sec-
tion 7 shows the evaluation results on the implementation
of PSP. Finally, we conclude our work in Sect. 8.

2 Related works
2.1 Secure pairing

In order to ensure communication security, it is imperative
to form secure associations between wireless devices
before formal data transmission. This process is generally
called secure pairing. By implementing secure pairing, two
devices can authenticate each other and exchange the
communication keys. Compared to wired networks,
achieving secure paring in wireless networks is more
challenging. That is because the pairing in wireless net-
works is more vulnerable to eavesdropping attacks and
man-in-the-middle attacks due to its open-air nature and
the lack of security infrastructure. Facing this challenge, a
lot of authentication and key exchange schemes for various
kinds of wireless networks such as VANETs and GSM
[21-24] systems have been proposed. These schemes are
mainly based on the novel public key cryptosystems, such
as identity-based encryption (IBE) or certificate less-public
key cryptography (CL-PKC), and the authentication is
based on user’s ID or pseudonym. In this paper, we focus
on the authentication and key agreement between two co-
located and direct-connected mobile devices. Their similar
ambient radio environment is taken advantage of to
implement authentication and key generation.

2.2 Privacy protection

Privacy protection is an important issue that needs to be
carefully considered when designing a secure protocol.
Generally, privacy refers to the private information that
should be exposed to other users or servers as little as
possible. Such information can be divided into two cate-
gories. The first category is associated with user’s sensitive
personal information, and its leakage will allow the user to
be identified and tracked by attackers. For example, the
user’s location is the most important private information in
location-based services (LBSs). How to protect the location
privacy has become the focus of attention in recent years
[25-27]. The second category is associated with the secure
pairing. The disclosure of such information will affect the
reliability of the authentication and the security of the key.
In this paper, the CSI measurement belongs to the second
category of private information. The disclosure of the CSI
measurement will cause the false pairing and key exposure.
Therefore, we adopt PSI algorithm to prevent the disclo-
sure of the devices’ CSI measurements when designing
PSP.

2.3 Key extraction using RF signal

Taking advantage of the randomness of a radio channel’s
physical layer characteristics for key extraction has been
theoretically explored in a number of studies. The works
done by Maurer [28] and Ahlswede and Csizar [29] show
that correlated randomness can be used to generate secret
keys, which establish the analytical foundations for secret
key generation in wireless communication. Sayeed and
Perrig [30] and Wilson et al. [31] exploit the randomness of
phase for secret key extraction in OFDM and UWB sys-
tems, respectively. Wang et al. [32] propose a phase-based
scalable and efficient secret key generation scheme. Tope
et al. [33] utilize the randomness of the received signal’s
envelope to share the secrecy between two parties. How-
ever, all these investigations are based on theoretical
analysis and only provide simulation results.

Because RSS can be easily measured using existing
wireless infrastructures, it is used in most practical secret
key generation methods that exploit temporal and spatial
variations in the radio channel [10-13]. They tend to
transform the RSS values into a sequence of bits and create
secrets based on the reconciled bits. However, RSS can
only provide coarse-grained channel information and may
vary at different receivers; therefore, the key generation
rate of RSS-based methods is low. Channel response has
also been exploited to generate keys. For instance, Mathur
et al. [34] utilize the channel impulse response (CIR)
extracted from a single frequency to generate secret bits.
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Compared to RSS, CSI is a much richer source of secret
information and can be obtained via orthogonal frequency-
division multiplexing (OFDM). The feasibility of using
CSI in OFDM systems to generate secret keys has been
explored in [16, 35], who establish the theoretic basis but
do not provide any practical solution. Then, a practical
CSI-based key extraction system is proposed by Liu et al.
in [14].

Remarkably, the above-mentioned works mainly focus
on key extraction. They are built on the assumption that
two communicating devices have been authenticated pre-
viously, whereas our scheme provides both authentication
and security. The work that is best related to our work is
proposed by Mathur et al. in [7] and named ProxiMate.
ProxiMate also provides authentication and security. The
differences between PSP and ProxiMate are as follows.
First, in ProxiMate, Alice and Bob generate the bitstreams
by measuring common RF signals such as FM signals or
TV signals. However, this is not currently possible using
commercial off-the-shelf wireless devices, such as cell
phones or WiFi cards, to measure these signals. In our
scheme, we utilize the CSI as the proof of authentication
and the source of the secret key. It is supported by 802.11n
and 802.11ac and can be extracted using commodity off-
the-shelf wireless NIC models. In addition, CSI contains
richer information about the wireless channel than do FM
or TV signals. Therefore, using CSI can significantly
increase the secret bit generation rate. Second, ProxiMate
uses (23,12) Golay code for information reconciliation. As
we present in Sect. 6, it suffers from low fault tolerance
and allows only a very short authentication distance.
Compared to ProxiMate, PSP is based on PSI and allows a
longer authentication distance.

3 Preliminaries

In this section, we present the background knowledge
needed for understanding our work. First, basic information
about CSI is introduced. Second, we illustrate the feasi-
bility of using CSI data for key agreement. Finally, we
show the basic principles of homomorphic encryption and
PSI.

3.1 CSI model

802.11a/g/n adopt orthogonal frequency-division multi-
plexing (OFDM) technology. In OFDM, the overall wide
bandwidth channel is divided into many small but
orthogonal subcarriers. Thus, for OFDM systems, channel
estimation is equivalent to measuring the parameters of all
the subcarriers. Compared with one-dimensional temporal
RSS data, the multi-dimensional CSI data contain more
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abundant channel characteristic information. In 802.11n
and its successor, 802.11ac, CSI in each frame is a large
complex-number matrix that describes the channel fre-
quency response (CFR) for each subcarrier in every spatial
stream. Its size is N, X N, X k, where N, and N,, denote
the number of transmitting and receiving antennas,
respectively, and k is the number of subcarriers. Each
complex value % in the CSI matrix can be transformed into
polar coordinates as i = |h|e/“", where h and Zh denote the
amplitude and phase of each subcarrier. Due to its spatial
decorrelation property, both the amplitude and phase of the
CSI value can be used for key extraction. In this paper, we
will focus on the amplitude of the CSI value.

3.2 The feasibility of using CSI for key agreement

In this paper, we use CSI as the proof of physical proximity
and the source of secret information. Its feasibility is
supported by the following properties. First, CSI is a
unique and correlated measurement for devices at a par-
ticular physical location. Second, CSI measurements sam-
pled by different devices are rapidly decorrelated with the
distance between the devices. Third, CSI is unpre-
dictable due to its excellent random property caused by the
multi-path effect of signal propagation.

According to the above-mentioned properties, if two
devices are located within a short distance, their CSI
measurement on the same WiFi source will be very similar
to each other. As a general rule of thumb, such distance
should be less than half of the wavelength of WiFi trans-
mission [7]. For example, using a 2.4 GHz WiFi signal
(wavelength A = 12.5 cm), the distance between two co-
located devices should be less than 6.25 cm. In this paper,
we call 0.54 the legitimate distance. If the distance
between two co-located devices exceeds 0.5/, their CSI
measurements will be uncorrelated.

We conduct experiments to validate our proposal. In our
experiments, we use four laptops [named Alice, Bob, Eve
and Peter (AP)] with the Linux 802.11n CSI Tool [36] and
Intel 5300 wireless NICs installed to form an AP-Client
network operating in the 802.11n 2.4 GHz channel. We set
the distance between the antennas of Alice and Bob to be
0.14, and we set the distance from Eve to both Alice and
Bob to be 1.54. Here, the wavelength 4 = 12.5 for the 2.4
GHz WiFi signal. Alice, Bob and Eve are first synchro-
nized; then, they collect measurements of CSI amplitude
values from the data frames broadcasted by Peter
independently.

For each device (Alice, Bob and Eve), we collect 600
data frames broadcasted by Peter. Then, we obtain the
amplitude values of all 30 subcarriers of each data frame
from the CSI matrix contained in the frame header. The
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experiment results are displayed in Fig. 1(a—c). Taking
Fig. 1(a) for example, we find the subcarrier CSI amplitude
variation sampled from the 600 data frames. Specifically,
the z-axis (CSI Gain) represents the CSI amplitude value,
the x-axis represents the subcarrier index, and the y-axis
(Packet Index) represents the data frame index. To be more
intuitive, different colors are used to render the amplitude
variation. As we can see, because Alice and Bob are
located in close physical proximity (Fig. la, b), their
measured CSI values look very similar. However, Eve,
which is far from Alice and Bob, shows much different
measured CSI values (Fig. 1c).

In addition, based on the hardware used in our experi-
ments, we investigate the correlation of CSI measurements
among different subcarriers. Figure 1(d) plots the
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static scenarios. The figure shows that the CSI measure-
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carriers. For adjacent subcarriers, the correlations of CSI
values are usually greater than 0.8. Although the subcarrier
signals in an OFDM channel are orthogonal with different
frequencies, the adjacent subcarriers have very similar
frequencies, which results in similar channel responses at
the receiver in the frequency domain. Based on this
observation, if we use CSI measurements of all the sub-
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3.3 Homomorphic encryption and PSI

Homomorphic encryption is an effective solution to pri-
vacy-preserving computation. It allows certain algebraic
operations on the plaintext to be performed using (possibly
different) algebraic operations directly on the ciphertext.
There are several homomorphic cryptosystems [37-39].
We use Paillier’s cryptosystem [39] in our work, which is
simple, efficient and widely used. This cryptosystem sup-
ports the following operations, which can be performed
without knowledge of the private key:

E(my,r) - E(my, 1)

(1)

= E(my 4 my, r1r2) mod n*

E(ml,l’l)mz

= E(my - my, r}") mod n’

(2)

Note that the random number r in a ciphertext E(m, r) does
not contribute to decryption or other homomorphic opera-
tions. It only prevents dictionary attacks by randomizing
the ciphertext. For the sake of simplicity, we use E(m) in-
stead of E(m, r) in the remainder of the paper. The
above properties can be simplified as E(m;) - E(m;) =
E(m; +my), E(m))™ = E(m; - my).

Private set intersection (PSI) is a useful cryptographic
primitive that allows two parities (client and server) to
interact based on their respective (private) input sets in
such a way that the client obtains nothing other than the set
intersection, and the server learns nothing beyond the client
set size. Based on Paillier’s cryptosystem, Freedman, in
[40], proposed an efficient private set intersection protocol,
which is applied in our work. In this protocol, the client
defines a polynomial P whose roots are his input set
elements:

P(y) =(x1 —y)(x2 = y)...(x — y)
k
:Zauyu
u=0

Then, he sends the homomorphic encryptions of the coef-
ficients of this polynomial to the server. The server uses the
homomorphic properties of the encryption system to
evaluate the polynomial at each element of his private set.
He then multiplies each result by a fresh random number
r to obtain an intermediate result, and he adds to it an
encryption of the value of his input, i.e., the server com-
putes E(r - P(y) +y). Therefore, for each of the elements
in the intersection of the two party input sets, the result of
this computation is the value of the corresponding element,
whereas for all other values, the result is random. The
details can be found in Sect. 5.
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4 System model and design goals
4.1 System model

As we can see from Fig. 2, our system model consists of
four wireless devices: Peter, Alice, Bob and Eve. Peter is a
WiFi AP. Alice and Bob are two legitimate devices that are
located within the legitimate distance (0.54, 6.25 cm for
WiFi at 2.4 GHz). Eve is a malicious device and is located
beyond the legitimate distance (far more than 0.57) to both
Alice and Bob. Peter, Alice, Bob and Eve form an AP-
Client network operating in the 802.11n 2.4 GHz channel.
In our system model, Alice and Bob have no prior
shared secret. They want to authenticate each other by
taking the CSI measurements sampled from the frames
transmitted by Peter as the proof of physical proximity.
When the authentications are passed in both sides, their
CSI measurements are further used to generate a shared
secret key for secure communication between them.

4.2 Threat model

In this paper, we discuss the security issue based on the
honest-but-curious (HBC) model. In the HBC model, each
party (Alice, Bob and Eve) could attempt to learn more
information than allowed by inferring from the results but
honestly following the protocol. In addition, we give the
following assumptions. First, all the details of our key
agreement protocol (including the values of all the
parameters) are public. Second, Eve can eavesdrop on all

| <0.54 |
((( ))) Alice Bob

C =)

Peter

Eve

Fig. 2 System model
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communications between Alice and Bob. In this paper, we
mainly consider the following two malicious attacks, which
should be well resisted in our scheme.

1. Masquerade attack Eve pretends to be the legitimate
device and attempts to establish secure association
with Alice or Bob.

2. Key cracking attack Eve eavesdrops on the communi-
cations between Alice and Bob and attempts to crack
their shared key by taking advantage of the collected
information.

4.3 Design goals

1. Realizing bidirectional authentication The authentica-
tion between Alice and Bob should be bidirectional.
Only located within the legitimate distance, the
authentication between two devices is likely to
succeed.

2. Resisting masquerade attacks The confidentiality of
the private information of Alice and Bob, such as the
CSI measurements and the generated bitstreams,
should be guaranteed. There should be minimal
information leakage when Alice and Bob exchange
authentication information. Eve cannot obtain effective
information to implement a masquerade attack.

3. Resisting key cracking attacks The shared secret key
with arbitrary length generated by our protocol should
have strong randomness to resist brute force attacks.

4. Allowing longer authentication distances Even within
the legitimate distance, the consistency of the CSI
measurements of two co-located devices will decrease
rapidly with increasing distance between them, which
may cause an authentication failure. We define the
distance range that allows two devices to be success-
fully authenticated with a high probability as the
authentication distance. Considering the usability, our

Bitstream generation

S
SIS, Bitstream B,

protocol should make the authentication distance as
close as possible to the legitimate distance (0.52).

5 Our design
5.1 Overview

Figure 3 shows the design model of PSP, which consists of
three main procedures: bitstream generation, encoding,
authentication and key generation.

1. Bitstream generation Alice and Bob sample signals
from the same WiFi source and obtain a sequence of
CSI measurements S, and S;. Then, by quantifying S,
and S, Alice and Bob obtain 0-1 bitstreams B, and By,
respectively.

2. Encoding By combining two adjacent bits and adding
the index information, B, and B, are converted to the
data set Ba and Bb, which can be used for the
subsequent PSI-based authentication and key
generation.

3. Authentication and key generation Using B, and B,,
Alice and Bob authenticate each other based on PSI
and further generate the shared key.

Below, we expand and elaborate upon each of the steps
described above. Refer to Table 1 for a summary of the
major notation used.

5.2 Bitstream generation and encoding

5.2.1 Subcarrier selection

According to the observations shown in Fig. 1(d), the CSI
measurements of two adjacent subcarriers are strong cor-

related. Therefore, it is unnecessary to convert the CSI
measurements of all subcarriers to bitstreams. In this work,

Encoding Authentication and key generation

Set fﬁ’a

)] 0101101010...

{101,1001...} - Shared

csl s,

Bitstream B,

key

M
PSI Ny

Set B,

~> 0111101011... =

{101, 1011...} | D

Fig. 3 The main process of PSP
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:‘;l;:fo:l Summary of the major Symbol Meaning
Sa, Sp The CSI measurement sequences sampled by users Alice (S,) and Bob (S;)
B,, B, The bitstreams generated by Alice (B,) and Bob (B,,) quantifying S, and S,
B., B, The sets generated by encoding B, and B,
PU,, PR, The key pair generated by Alice. PU, is public, PR, is private
Pu(y) The polynomial generated by Alice according to B,
T The predefined threshold used for authentication
K The consistent part of B, and B,

we only select portions of the subcarriers of which the CSI
measurements are weakly correlated. Specifically, we use
the CSI measurements of the 1st, 10th and 24th subcarriers
for bitstream generation.

5.2.2 Quantization

The sampled CSI measurements have to be quantified to be
converted into O—1 bitstreams. In our work, we use the
quantizer mentioned in [10], which is efficient and
accurate.

Suppose that, at a time sequence [f,f,,...,1,], the
channel measurements sampled by Alice and Bob are two
amplitude sequences of CSIL: S,(#1,...,1,) and Sp(t1, .. .t).
The quantizer can be described as follows:

1. Each user (Alice and Bob) calculates two adaptive
thresholds g, and g_ independently

9+ = Us@y,...1,) + ok Ogsy,.1)
q— = Hs(ty,..1,) — % * OS(t1,.t)>

where p and ¢ are the mean and standard deviation of
S(t1,...,t2), respectively, and o>0 is a tuning
constant.

70

60 |
50 |
40 |

30t 4=

CSI measurement
~

20 |

10 t

0 50 100 150 200 250 300
Sample index

Fig. 4 The impact of ¢
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2. Alice and Bob parse S, and S, respectively; discard

those CSI estimates that lie between ¢4 and ¢g_; and
maintain a list of indices to track the CSI estimates that
are discarded. They exchange their lists of dropped
CSI estimates and only keep the estimates that they
both decide not to drop.

3. Alice and Bob generate their bitstreams by extracting a

“1” or a “0” for each CSI estimate if the estimate lies
above g. or below ¢q_.

For the quantizer mentioned above, the challenge is to
choose the proper thresholds g, and ¢_. If fixed values of
q+ and g_ are used to quantify the whole sequence of CSI
measurements, this may lead to an undesired bitstream that
has low entropy and that is easy to crack. For instance, as
we can see in Fig. 4, the two red dashed lines denote the
thresholds ¢, and ¢_ calculated from all the CSI mea-
surements (¢« = 0.3). Most values with a sample index <
200 are smaller than g_, whereas the values with a sample
index > 200 are mostly larger than g, . If these two fixed
threshold values are used for quantization, there will be a
long run of zeros in the front part of the bitstream and a
long run of ones in the rear part. Therefore, to obtain bit-
streams with strong randomness, we let each user divide
their CSI measurements into small blocks and calculate g_
and ¢, for each block.

The next question is how large the block size should be.
We conduct experiments to determine the appropriate
block size. In our experiments, we set the distance between
Alice and Bob to be 1 cm, and we let them simultaneously
gather 232 samples of CSI measurements. The sampling
interval is set to be 200 ms, and o = 0.3. Then, we compare
the generated bitstreams. Figure 5 shows the comparison
results. As we can see, a too small of a block size will
increase the number of inconsistent bits. This is because
some outlier samples with extremely large or small values
have a serious impact on the mean value of CSI in one
block, which leads to an inappropriate threshold ¢, and g_.
However, too large of a block size will reduce the ran-
domness of the generated bitstreams. To obtain a good
trade-off, in our work, we set the block size as k = 40.



Wireless Netw (2019) 25:733-751

741

100

80}
60|
40}
20}

MU0,

10 20

The number of inconsistent bits

I D0 m A m

50 60 70 70 90 100
Block size

Fig. 5 The impact of block size k
5.2.3 Combination and encoding

After converting the CSI measurements of selected sub-
carriers to 0—1 bitstreams, Alice and Bob concatenate these
bitstreams together to obtain B, and By, respectively. In our
work, B, = Ba1||Ba,10||Ba24 By = By 1||Bp,10||Bs24. Here,
B,; (Bp;) means the bitstream generated from the ith
subcarrier, and the symbol Il means concatenating two
sequences.

However, the bitstreams B, and Bj, cannot be directly
used for authentication and key generation. This is because
B, and B, only contain two types of values (0 and 1).
Therefore, they cannot be treated as sets to be used for PSI
computation. The simplest way to address this problem is
to add an index number for each bit in B, and B;,. For
example, let B=[1,0,1,1,1,0,1,0] be the original bit-
stream. Now, we add the index number for each bit in B to
convert B to B= [11,100,111,1001,1011,1100, 1111,
10000]. For each element in B, the part with an underline
stands for its index. Obviously, because each component
now is unique, B can be treated as a set to be used for PSI
computation.

However, only adding an index for each bit in the bit-
stream is not secure. That is because Alice (as the initiator
of the authentication) can infer the whole bitstream of Bob
from B,N B, For example, let B, = [11, 100,110,
1001,1010, 1100], B, = [10, 101, 110, 1000, 1011, 1101]. If
Alice knows B, N B, = 110, she can infer that the bit value
B,li] in other positions except position 3 is opposite to

Byli]. In other words, B,[i] = B,[i] when i # 3. Therefore,
although there is only one component in the intersection,
Alice can learn the whole B;, through it.

Let f?a and Eb be the sets generated from B, and Bj.
According to the above analysis, B, and B;, should not be

inferred from B’a N Bb. To this end, we generate Ea and Bb
through two successive steps. In the first step, we convert
B, (By) to B, (B,). |B,| = 1|B,| (|B,| =1|Bs|) and B,[i] =
B,[2i — 1]||B.[2i] (B, [i] = By[2i — 1]||B[2i]). For example,
if B, =[0,1,1,0,1,0], then B, = [01, 10, 10]. In the sec-
ond step, we add the index number for each component in

/

B; (B,), and then, we convert it to By (Bp). Ba[i} = iHB; []]
(Byi] = i||B,i]). For example, if B, = [01,10,10], then
B, = [101,1010,1110]. The whole process of bitstream
generation and encoding is shown in Fig. 6.

5.3 Authentication and key generation

In this procedure, B, and B,, are further taken as the inputs
of the PSI computation for authentication and key gener-
ation. Specifically, authentication here means that both
Alice and Bob attempt to confirm that she/he is really
interacting with the one she/he intends to communicate
with (the one located in physical proximity). In our work,
this is achieved by computing B, N B, using the PSI-based
approach. According to our system model and the pre-
liminary observations (Fig. 2), the CSI measurements
sampled by Alice and Bob should be similar. Our basic
idea is to measure the similarity degree of Alice’s and
Bob’s CSI measurements by the value of |B, N By|. Intu-
itively, the more similar S, and S, are, the larger the value
of |B, N By| is. Therefore, Alice and Bob can authenticate
each other if both of them learn that the value of |Ba N By
exceeds an appropriately determined threshold. When the
authentication is successful, Bu N Bb can be further used to
generate the shared key. The details are presented as
follows.

Protocol 1: The basic authentication and key generation
protocol

Input: B, = [x|,x2,...%), By = [y1,¥2, . ., Ju]
Step 1: Alice performs the following in sequence.

a. Alice generates the Paillier key pair PU, and PR,,.
PU, is the public key, which is used for encryption,
and PR, is the private key, which is used for
decryption.

b. Alice defines a polynomial P, whose roots are the
elements in B, and uses interpolation to compute the
coefficients of P,.

Pu(y)
=(x1 = y)(x2 —y)..

n
k
= 5 agy
k=0

-(xn _Y)
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Fig. 6 The process of bitstream generation

c. Using PU,, Alice encrypts each of the (n+1)
coefficients by the semantically secure homomor-
phic encryption scheme and sends to Bob PU, and
the ciphertext vector P, = [Epy,(a0),Epy,(ai),
.. .EPU”(an)].

Step 2: Bob performs the following after receiving PU,
and P,.

a. Bob uses the homomorphic properties to evaluate the

value of the polynomial P,(y) at y;, that is, for each y;
in B, he computes Epy, (P,(y;)). Specifically,

Epy,(Pa(y) = Epu, (D awyf)
k=0

= Epy,(ap+ary! +axy? +---+a,y")

= Epu,(a0) - Epu,(a1y;). .- Epu, (any})
[accordingto Eq.(1)]

n

1
= Epy,(ao) - Epy,(a1)”" ... - Epy,(an)”

[accordingto Eq.(2)]
n s
= H EPUH (ai))" .
k=0

Then, Bob generates a random value r and com-
putes Epy, (rP,(y;) +yi) for each Epy,(P,(yi)).
Specifically,

Epy, (rPa(yi) + i)
= Epy,(P.(yi))" - Epu, (i)

c. Bob randomly permutes the set Ry =

{Epy, (rPa(y1) + 1), Epy, (rPa(y2) + ¥2), - - -, Epy,
(rP4(yn) + yn)}- Then, he sends the permuted R, to
Alice.

Step 3: Alice performs the following after receiving Rp.

a. Alice uses PR, to decrypt each element in Rg,.
Specifically, Alice computes Dpg, (Epy,
(rP4(y;) +¥i)). Then, Alice obtains the plaintext

@ Springer

set R, = {rPua(y1) + y1,7Pa(y2) + 2, - - -, 7Pa(yn)
+Yn}-

b. Alice computes I, = B, N Ry If |1.»| exceeds the
predefined threshold 7, she is convinced that Bob is
the device located within the legitimate distance
range. If |15 is less than 7, the authentication fails,
and the protocol is aborted.

c. If the authentication succeeds, Alice extracts the
index information of all the elements in I, to
generate the set T = {Ind(I,[i])|i =0,1,..., |Ls|
—1}. Here, Ind(I,]i]) refers to the index number of
the i-th element of 1[,. For example, if
I, = {101,1010,1101, 10010}, then
T ={10,101,110, 1001 }.

d. Alice extracts the data part of all the elements in I,
and splices them together in order to generate a new
bitstream K,;,, which can be used as the shared key.
For example, if I, = {101,1110,11011,100001},
then K, = 01101101.

e. Alice generates a random number N. Then, using a
predefined symmetric encryption algorithm (such as
DES or AES) and taking K, as the key, Alice
encrypts N. Finally, Alice sends N, T, and Eg,, (N) to
Bob.

Step 4: Bob performs the following after receiving
Alice’s message.

a. If |T| > 7, Bob chooses corresponding elements in
B, according to T, extracts their data parts and
splices them together, as Alice does to obtain a new
bitstream K. If T <1, the authentication fails, and
the protocol is aborted.

b. Bob attempts to decrypt Ex,, (N) by K,,,. If the result
is equal to N(i.e.K;b = K.,), Bob successfully
authenticates Alice, which means that Bob is
convinced that Alice is the legitimate device.
Finally, K,, can be used for further encrypted
communication between Bob and Alice.
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5.4 Reducing the polynomial degree

The above-mentioned protocol shows the basic steps of the
authentication and key generation procedure. However, it
cannot be directly used in practice. That is because the degree
of the polynomial defined by Alice according to B, is exces-
sive. In the actual computations, the high degree of the poly-
nomial will lead to an overflow and result in an incorrect output.
To reduce the polynomial degree, we make Alice and Bob
divide B, and B, into small groups and define a polynomial for
each group. The modified protocol is described as follows.

Protocol 2: The modified authentication and key
generation protocol

Input: B, = [x,x2,.. %, By = [y1,Y2. . -, V]
Step 1: Alice performs the following in sequence.
a. Alice generates the Paillier key pair PU, and PR,.

b. Alice divides the elements in B, into m groups, where
each group contains v elements. Here, we assume that n is

divisible by m, and n/m = v. Now, Alice obtains B/a,
B, = [XI,X27X3, .. .,Xm],
i = i1 X(i— 10425 - - -5 Xi]s

c. For each group X;, Alice defines a polynomial Py,,
whose roots are the elements in X;.

Px,(y) = (X(i=1)o+1 — )

v
(X—typr2 = ). - (X —¥) = Z ﬂi,kyk
k=0

d. Leta;=[a;0,a1,...,a;,] be the coefficient vector
of Px. Using PU,, Alice encrypts the (v+ 1)
elements in each a; and then obtains Epy,
(Px,(v)) = [Epu,(ai0), Epu,(aiy), - - -, Epu,(aiy)]

e. Let  Py=I[Epy,(Px,(y), Eru,(Px,(y)), - Epu,
(Px,(y))]- P, is sent to Bob by Alice.

Step 2: Bob performs the following after receiving PU,
and P,.

a.

Similarly to what Alice does, Bob divides the
elements in B;, into m groups, where each group
contains v elements, and then obtains I§;],

NG

Bb = [Y17 Y2,Y3,..., Ym]7
Yi = V(=15 Y(i=1)0425 - - -5 Vo)

Bob generates a random value r. For each
Epy,(Px,(y)) € P, and each y; € Y;, Bob computes
Epy, (rPx,(yx) + yk), and then, he generates the set
R,p (see the details in Algorithm 1).

Bob randomly permutes R,, and then sends it to
Alice.

Step 3: Alice performs the following after receiving R;.

a.

Alice uses PR, to decrypt all n ciphertexts received

in R, and obtains the plaintext set Ry, =
{rPx,(v) + )i = 1,2,..om k= (i — Do+ 1, (i—
Ho+2,...,iv}.

Alice computes I, = By N Ry If |Lu5| is less than ,
the authentication fails, and the protocol is aborted.
If the authentication succeeds, Alice extracts the
index information of all the elements in [, to
generate the set T = {Ind(I,[i])|i=0,1,...,
|Iab‘ - 1}

Alice extracts the data part of all the elements in 1,
and splices them together according to their index
number to generate a new bitstream K,, as the
shared key.

Alice generates a random number N and encrypts
N according to a predefined symmetric encryption
algorithm using K, as the key. Then, Alice sends N,
T, and Eg,(N) to Bob.

Step 4: Same as step 4 in Protocol 1.

Algorithm 1

Input:

B, = [V1,Ya, ..., Y]
random value r
PU, and Pg,

Output:

Rap = {EPUa (TPXL (yk) +yk)‘l =12,.mk= (7’ - 1)U +1, (’L - 1)U +2, ...,i’L)}

1: Rgp = {}

2: for each Y; € Bl; do
3: for each y;, € Y; do
4 compute Epy, (rPx; (yx) + yr)

5: Rap = Rap U{Epuy, (rPx, (yr) +yr)}
6: end for

7 return R,

8: end for
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6 Analysis
6.1 Security analysis

In this section, we analyze the security of PSP based on the
HBC model. As mentioned in Sect. 4.2, in the HBC model,
PSP should be able to resist masquerade attack and key
cracking attack. In order to achieve these two goals, we
mainly focus on two security issues in our design. The first
is authentication security, which contains two points.
(i) The authentication should be bidirectional. (ii) Only the
devices located within the legitimate distance can pass the
authentication and generate the shared key. The second is
key security. That is to say, the randomness and length of
the shared key K; can resist the brute force attack and
dictionary attack from Eve. The following analysis shows
that these two security goals can be effectively achieved in
PSP.

6.1.1 Semantic security of the Paillier cryptosystem

We build our security analysis on the assumption that the
Paillier cryptosystem is semantically secure [39].

Theorem 1 The Paillier Cryptosystem is semantically
secure if and only if the Decisional Composite Residuosity
Assumption holds.

Proof 1In [39], Paillier first defines the decisional com-
posite residuosity problem. Then, he presents the conjec-
ture that the decisional composite residuosity problem is
intractable. Finally, he presents Theorem 1 and proves it by
reducing the semantic security issue of the Paillier cryp-
tosystem to the decisional composite residuosity problem.
Due to space limitation, we direct the reader to [39] for a
complete proof. O

6.1.2 Authentication security

For ease of analysis, we first give the diagram of the
message sequence exchanged between Alice and Bob in
Protocol 1. Then, based on Fig. 7 and the system model
(Fig. 2) presented in Sect. 4.1, we present the properties of
PSP in terms of the authentication security through a series
of Claim and Proof.

Claim 1 The authentication in PSP is bidirectional.

Proof Obviously, Alice (the initiator of the PSI) can first
authenticate Bob according to the Ba N B;, that she learned
through the PSI computation in PSP (by message 1 and 2 in
Fig. 7). We say that the authentication implemented by
Alice is explicit.

@ Springer

Alice Bob

2 1

1. PU,.P,=[E,, (a).Ep, (@) Epy, (a,)]

% R, ={Ey, (rP,(y)+y)]i=12,..,n}

3. N,T,E; (N)

Fig. 7 Message sequence

As the responder of the PSI, Bob cannot directly learn
the value of B, N By,. According to PSP, Bob has to use N,
T, and Eg,, (N) (message 3 in Fig. 7) to authenticate Alice.
Because T contains all the index numbers of the elements
in B, N B, (|T| = |l§a N l?b\), Bob can first compare |71 with
the threshold 7. If |T| > 1, then Bob can further verify the
authenticity of T. Specifically, Bob can derive K;b from the
elements of Eb whose index number is contained in
T. Then, he attempts to decrypt Eg,(N). If
Dy (Ex,,(N)) = N, this implies that K, = K. Further,
if K(;b = K,», Bob can confirm the authenticity of 7. Be-
cause T is authentic and |T| > 7, Bob is convinced that
Alice is the legitimate device. We say that the authenti-
cation implemented by Bob is implicit. According to the

above analysis, the authentication in PSP is bidirectional.
O

Claim 2 [f honestly following the PSP protocol, Alice
cannot gain any additional information about B, other
than Ea N Eb.

Proof As we can see in Fig. 7, the only message received
by Alice from Bob is Ry (Rap = {Epu, (rPa(yi) +yi)}). If
yi € B,NB,, P, (yi) = 0. therefore, the decryption result is

y;. For y; & B, N By, the decryption result is a meaningless
random number. Therefore, Alice cannot gain any addi-

tional information about Bh other than Ba N Bb. O

Claim 3 If honestly following the PSP protocol, Bob
cannot gain any additional information about B, other
than f?a N éb.

Proof As we can see in Fig. 7, Bob totally receives two
messages from Alice. The first message contains PU, and
Pa = [EPU,, (a()), EPUa (a1 ), .. .EpUﬂ (a,,)] ACCOI'diIlg to The-
orem 1, Bob cannot recover g; from each Epy,(a;).
Therefore, Bob cannot deduce P,(y) from this message,



Wireless Netw (2019) 25:733-751

745

let alone get B,. The second message contains
N,T,Eg,(N). Because N is independent of B, and T is
related only to Ba N Eb, so the only useful information can
be deduced by Bob from this message is B, N By, O

Claim 4 If honestly following the PSP protocol, Eve
cannot be successfully paired with Bob as the initiator of
the protocol.

Proof According to PSP, the sufficient and necessary
condition for Eve to be successfully paired with Bob as the
initiator of the protocol is that B, is sufficiently similar to
By. In our system model (Fig. 2), Eve is far from Bob,
which makes her own CSI measurements differ greatly
from those taken by Bob. Therefore, using B, generated
from Eve’s real CSI measurements, pairing cannot be
successful. From this, if Eve wants to pass the Bob’s
authentication, the only possible way is to forge B, based
on Bb. However, according to Claim 2, Eve cannot access
Eb based on the messages received from Bob. Therefore, if
honestly following the PSP protocol, Eve cannot be suc-
cessfully paired with Bob as the initiator of the protocol [

Claim 5 If honestly following the PSP protocol, Eve
cannot be successfully paired with Alice as the responder
of the protocol.

Proof As described in the proof of Claim 4, Eve cannot
pass Alice’s authentication if B, is generated from her real
CSI measurements. According to Claim 3, Eve cannot
forge B, based on the information received from Alice else.
Therefore, if honestly following the PSP protocol, Eve
cannot be successfully paired with Alice as the responder
of the protocol. U]

Claim 6 [If honestly following the PSP protocol, only the
devices located within the legitimate distance can be suc-
cessfully paired.

Proof According to Claims 4 and 5, this claim can be
proved directly. O

6.1.3 All-zero-polynomial attack prevention

Remarkably, Eve can define a polynomial P,, of which the
coefficients are all zeros. In such a situation, because each
X; € Ba O; € Eb) is a root of P,, Eve can obtain B, (Bj) by
sending P, to Alice (Bob). To prevent this all-zero-poly-
nomial attack, when defining the polynomial, we make it
mandatory to set the coefficient of its highest degree term
to 1 (i.e., a, in the basic protocol and g;, in the modified
protocol), the same approach as in [41].

6.1.4 The quality of the key

The quality of the generated secret key depends on its length
and randomness. Obviously, it is easy to control the length of
the key by controlling the number of CSI samples collected by
Alice and Bob. For PSP, the randomness guarantee comes from
two aspects. First, the radio channel varies in unpre-
dictable ways over short time scales due to environmental
factors, which provides the inherent randomness for B, and Bj,.
Second, in our method, the non-adjacent subcarriers selected
for bitstream generation avoid the occurrence of repeated bit
segments in B, and B, which improves the entropy of the
generated key. Based on the above analysis, we obtain the
conclusion that a high-quality key can be generated by PSP that
can effectively resist brute-force key crack attacks.

6.2 Performance analysis
6.2.1 Time complexity

Now, we discuss the time complexity of the authentication
and key generation protocol (Protocol 2). In our protocol,
Alice first generates a pair of keys, the time of complexity
of which is O(1). Then, Alice has to define the polynomials
according to B,. In this step, the B, with length 7 is divided
into m groups, and each group contains v elements.
Therefore, its time complexity is O(mv?). Next, the coef-
ficients of these polynomials are encrypted, and each v-
degree polynomial needs v times encryptions. Therefore,
the time complexity of this step is O(vm) = O(n). After
that, Bob has to compute Epy, (rP,(yx) + yx). For each yy
in By, the technique needs O(v) exponentiations to compute
Epy, (rPx,(yx) + k). Therefore, the time complexity of this
step is O(vn). In the next step, Alice has to decrypt each
ciphertext in R,,. Therefore, the time complexity is O(n).
Finally, the time complexity of the step in which Bob
implements the authentication of Alice is O(1).

6.2.2 Robustness

Due to the presence of noise and manufacturing variations,
the bitstreams generated by two devices that come within
close proximity of each other may not be completely con-
sistent. We use the bit error rate to describe the degree of the
inconsistency, which is defined as the number of inconsis-
tent bits over the total length of the bitstream. Our experi-
ments show that the bit error rate will increase rapidly with
increasing distance between two devices. In this paper, the
high robustness means that these two devices can be suc-
cessfully paired with a high probability within the legitimate
distance even under the condition of higher bit error rate.
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To analyze the robustness, we compare PSP to an error
correction code (ECC)-based approach and a parity-check-
based approach. Both ECC-based and parity-check-based
approaches tend to make these two inconsistent bitstreams
become identical, which is called information reconcilia-
tion. Using the ECC-based approach, both B, and B, are
treated as distorted versions of “some” n-bit codeword of
an (n, k) error correcting code. The code C to be used is
known to all parties, including Eve. Let f.(-) be the
decoding function of C that maps any n-bit sequence to the
closet codeword in C. Obviously, if B, and B;, are very
similar, . (B,) will be equal to f,.(B;) with high probability.
Using parity-check, a number of rounds of parity checks
need to be implemented between two devices. Each round
check can find and correct 1 error bit. Actually, the basic
principles of these two types of approaches are the same,
which is error correcting. Intuitively, for any error cor-
recting algorithm, its error correcting ability is bounded
and will be deteriorated rapidly with increasing bit error
rate. We conduct a simulation to validate it. We generate
two identical bitstreams B, and Bj,,, which have the same
length of 100 bits. Then, we add different numbers of
inconsistent bits into B, and B, (from 1 bit to 15 bits), and
we use (23,12) golay code (ECC based) [7] and cascade
(parity-check based) [10] for information reconciliation,
respectively. For each bit error setting, we choose the
positions of inconsistent bits randomly and repeat 50
experiments. Figure 8 shows the experimental results. As
we can see from it, when the number of inconsistent bits
exceeds 10, both the ECC-based approach and the parity-
check-based approach cannot make B, and B, identical
with a high probability. Specifically, the ECC-based and
parity-check-based approaches cannot work stably when
the bit error rate exceeds 10%.

Our scheme is based on a principle that is completely
different from the above-mentioned methods. Instead of
making B, and B}, identical, we achieve authentication and
key generation by taking advantage of B, N B,. The
robustness of our protocol depends on an appropriate
threshold value 7 of |B, N By| chosen by Alice and Bob. If 7
is set as too large, an illegitimate device may pass the
authentication, which is called a false positive case. If 1 is
set as too small, this will result in a situation where two
legitimate devices can only be paired within a very small
distance range. Fortunately, due to the positive correlation
between the distance and the bit error rate, it is not difficult
to determine the value of 7. According to Fig. 9, the
maximum bit error rate is approximately 50%. Let us
consider the extreme situation. For the first situation, all
inconsistent bits in B, and By, are scattered in different 1§a []]
and By[i]. Therefore, the number of consistent elements
between l}a and Eb is 0. Let the length of 13’,1 and B’b be

@ Springer

1.0l 3 (23,12) Golay Code | |

S ' I Parity-Check

2

o

T 0.8t

C

o

(9]

Q

o 0.6}

—

o

[}

T 0.4

e 7 1

%))

0n

!

o 0.2} )

=}

’ | I
0.0 o

5 6 7 8 9 10

1 2 3 4
The number of inconsistent bits

Fig. 8 Fault tolerance of ECC and parity-check

0.6

v—v indoor
0.5 || *—= outdoor

0

03 [t

Bit Error Rate

02 ot

01 po o G

0.0

0 1 2 3 4 5 6 7 8 9 10 11
Distance Between Two Devices (cm)

Fig. 9 Bit error rate versus distance

N. For the second situation, all inconsistent bits in B, and
By, occur in the same B,[i] and B,[i]. At this time, the
number of consistent elements between B, and B is
0.5N. Therefore, choosing a value of 7 that is greater than
0.5N can almost fully eliminate the false positive cases. If
we set T to be 0.6, Alice and Bob can be successfully
paired with at least a 20% bit error rate. According to the
above analysis, our approach is more robust than the ECC-
and parity-check-based approaches. Our experimental
results shown in Sect. 6 will further validate this.

7 Evaluation
In this section, we evaluate the performance of PSP by

conducting a series of experiments and comparisons. We
first investigate the relationship between the bit error rate
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and the distance. Then, we show how to determine an
appropriate threshold 7t according to this relationship.
Finally, we evaluate the performance of our approach in
terms of efficiency, security and robustness.

7.1 Methodology

We conduct experiments with four laptops, named Alice,
Bob, Eve and Peter. The laptops are all equipped with
commodity off-the-shelf Intel 5300 wireless NICs. Peter is
configured as an AP. The wireless connections among the
four laptops operate in the 8§02.11n 2.4 GHz channel. Their
NIC clocks are synchronized. As shown in Fig. 2, the
antennas of Alice and Bob are located in less than 0.5/,
whereas Eve is deployed at least one A away from Alice
and Bob. As the AP, Peter broadcasts beacons every 50 ms.
The prototype of our scheme is built in Python. The
implementation of PSI is based on PHE 1.2.2 [42], which is
a library for partially homomorphic encryption in Python.
We conduct our experiments under scenarios for both
indoors and outdoors. In both scenarios, all equipment
remains static.

7.2 Bit error rate versus distance

As was noted in the previous section, the closer two
devices become, the more similar their CSI measurements
become. In other words, the closer two devices become, the
more consistent their generated bitstreams are. To validate
this intuition, we first conduct experiments to investigate
the relationship between the bit error rate and the distance.
Here, the bit error rate is defined as follows.

Definition 1 (Bit error rate) Assume that the total num-
ber of bits in B, and By, is N (len(B,) = len(B) = N), the

number of inconsistent bits between B, and B, is M, and
the bit error rate is defined as M/N.

In our experiments, we gradually increase the distance
between Alice and Bob (from 1 to 11 cm), and we record
the bit error rates at different distances. The experimental
results shown in Fig. 9 are in good agreement with our
expectations. As we can see from the figure, when the
distance between Alice and Bob is less than 1 cm, B, and
By, are almost completely consistent. When the distance
exceeds 3 cm, the bit error rate increases rapidly. The bit
error rate achieves a peak value of approximately 50%
when the distance exceeds 6 cm (about 0.54). In addition,
because the outdoor multi-path is much sparser than that of
indoors, at the same distance setting, the outdoor bit error
rate is less than the indoor bit error rate.

7.3 The impact of the threshold

According to the analysis in Sect. 6, the robustness of our
protocol mainly depends on the value of the threshold t. If
T is set as too large, an illegitimate device may pass the
authentication, which is called the false positive case. If 1 is
set as too small, this will result in the case where two
legitimate devices can only be paired within a very small
distance range. To determine the appreciate value of 7, we
conduct the following experiments. Let N be the length of
B, (len(Ba) = len(f?b)), and let ¢ be the bit error rate
between B, and Bj,. For each parameter combination (z, ¢),
we conduct 50 independent experiments. In each experi-
ment, we first randomly generate a bitstream with a length
of 1000 bits, and we take this as B,. Then, we randomly
choose 1000 x ¢ bits in B, and change their value (change
1 to 0 and O to 1). The modified bitstream is taken as B,.
Then, B, and B, are converted to Ba and Bb. Finally, taking
B,, By and 1 as inputs, we run the authentication and key
generation protocol (Protocol 2). For each parameter
combination (t,¢), we record the authentication pass rate,
which is defined as follows.

Definition 2 (Authentication pass rate) Given the fixed
threshold 7 and the fixed bit error rate, we perform K trials
in which the PSP is run to make Alice and Bob authenticate
each other. Assume that the number of the successful
experiments (the authentication is passed) is R, and the
authentication pass rate is defined as R/K.

Figure 10 shows the experimental results. As we can
see, if T = 0.3N or T = 0.35N, the authentication can be
passed when the bit error rate achieves 50%. Specifically,
according to the relationship between the bit error rate and
the distance shown in Fig. 9, a device that is located
beyond the legitimate distance may pass the authentication
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Fig. 11 The time cost of authentication

(false positive case). To eliminate false positive cases, we
set 7 to be 0.4N in our following experiments, which can
maximize the authentication distance between two legiti-
mate devices.

7.4 Efficiency evaluation of the authentication

In the simulation environment, we test the time cost of our
authentication and key generation protocol (Protocol 2).
We generate the sets B, and By, artificially, fill them with
the same number of random elements, and record the time
from defining the polynomial to working out the intersec-
tion by both sides. Figure 11 shows the experimental
results. As we can see, the length of PU, (homomorphic
encryption key) has a great impact on efficiency. Obvi-
ously, the longer the key is, the greater the security
becomes and the lower the efficiency. In the following
experiments, we set the length of PU, to be 128 bits.

7.5 Randomness of the key

Randomness is significant for measuring the security of a
secret key. In our work, we use the NIST statistical Test
Suite to check the randomness of keys generated by our
scheme. According to the specification in this suite, a p-
value is the probability of obtaining a test statistic as equal
to or greater than the one observed if the sequence is
random. Hence, a smaller p-value indicates that the
sequence is more unlikely to be random. Passing the NIST
test requires a p-value of greater than 0.01. We list the p-
value of our scheme in 7 types of tests in Table 2. From the
results, we can see that the generated keys pass all the test.

@ Springer

Table 2 NIST statistical test suite results

Test Indoor Outdoor
Frequency 0.712 0.535
Long run of 1 s 0.311 0.314
FFT 0.611 0.683
Approx. entropy 0.591 0.798
Cum.sums (fwd) 0.412 0.547
Cun.sums (rev) 0.553 0.574
Runs 0.721 0.582

7.6 Comparison

We compare PSP with the ECC-based and parity-check-
based approaches in terms of efficiency and robustness. In
our experiments, we gradually increase the distance
between Alice and Bob. For each distance setting, we
collect 20 sets of CSI measurements and generate the bit-
streams using the method mentioned in Sect. 4. Then, we
use the PSP, (23,12) Golay code and parity-check to extract
the shared 128-bit symmetric key. We use the three fol-
lowing metrics for comparison. The communication counts
are defined as the number of one-way communications
between Alice and Bob in the key agreement process. The
experimental results are shown in Fig. 12.

Definition 3 (Bit generation rate) Assume that the total
number of secret bits of the shared key is N, the total time
cost of the generated key is 7, and the bit generation rate is
defined as N/T.

Definition 4 (Pairing success rate) Assume that the total
number of trials with a fixed distance setting is H, the
number of trials in which the shared key can be generated
successfully is S, and the pairing success rate is defined as
S/H.

Definition 5 (Communication counts) The communica-
tion counts are defined as the number of one-way com-
munications between Alice and Bob in the key agreement
process.

As we can see from Fig. 12(a, b), when the distance is
less than 0.14 (1 cm), the bit generation rate of PSP is less
than that of the (23,12) Golay code and parity-check. That
is because the computation cost of the homomorphic
encryption is higher. However, when the bit generation rate
of the two other approaches decreases rapidly with
increasing distance, PSP can still ensure a stable bit gen-
eration rate.

In addition to the comparison of the bit generation rate,
the paring success rate of the (23,12) Golay code and
parity-check also decrease rapidly with increasing distance
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(Fig. 12c, d), which is consistent with the analysis in
Sect. 5. In contrast, PSP can successfully pair Alice and
Bob with a high probability even when the distance
becomes 5 cm.

Finally, as we can see from Fig. 12(e, f), the commu-
nication counts of PSP and (23,12) Golay Code remain
constant (3 times). In contrast, the communication counts
of parity-check increase rapidly with increasing distance.
That is because, with increasing bit error rate, additional
rounds of parity check are required for error correcting.

According to the comparison results, we can obtain the
conclusion that PSP is more robust than the approaches
based on error correcting techniques in terms of efficiency
and authentication distance.

8 Conclusion

In this paper, we propose an authenticated key agreement
scheme, named PSP, which can be used for proximity-
based secure pairing. PSP exploits CSI measured from
OFDM subcarriers as the proof of authentication and the
source of security, and the technique can achieve bidirec-
tional authentication and key generation based on homo-
morphic encryption and PSI. Through theoretical analysis
and experimental evaluation, we show the feasibility,
security, efficiency and robustness of PSP. The experi-
mental results show, compared with existing works, that
PSP has a more stable secret bit generation rate and enables
a longer authentication distance while ensuring efficiency
and security.
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