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Abstract The security in cognitive radio networks (CRNs)

has been attracting continuously growing attention due to

the open and dynamic nature of cognitive radio architec-

ture. In this paper, we propose new relay selection schemes

to improve the physical layer security in CRNs. A trusted

decode-and-forward relay is selected to help the secondary

user (SU) transmission and improve the secrecy rate in the

presence of multiple eavesdroppers and multiple primary

users (PUs). The secrecy rate of the SU is characterized

under both its own transmit power constraint as well as a

set of interference power constraints imposed at each PU,

in order to preserve its quality of service. The performance

of the proposed schemes is analyzed in terms of the

achievable secrecy rate and the intercept probability.

Closed form expressions for the asymptotic intercept

probability at high source-relays channel variances are also

derived. Moreover, new derivations of some existing tra-

ditional schemes are presented and compared. The per-

formance comparison of the proposed schemes with the

schemes proposed in the literature reveals the superior of

the proposed schemes.

Keywords Cognitive radio � Relay selection � Physical
layer security � Secrecy rate � Intercept probability

1 Introduction

Cognitive radio (CR) is a technology that allows the unli-

censed user to access the licensed channels dedicated to a

primary user (PU) without causing interference to the PU.

There are two main characteristics of cognitive radios. The

first is cognitive capability, which refers to the ability of

the radio technology to sense information from its radio

environment. The second is re-configurability, which

enables a user to change the transmitting channel quickly

and adaptively according to the radio environment [1].

There are three main different approaches by which sec-

ondary user (SU) access spectrum without interfering with

the PU. These approaches include underlay, overlay and

interweave paradigms [2]. In the underlay paradigm, SUs

are allowed to operate only if their interference to the PUs

is below a certain threshold. While operating in the overlay

paradigm, the SUs transmit their data simultaneously with

the PUs but employ sophisticated techniques that maintain

(or even improve) the performance of PUs. In the inter-

weave, the SUs sense unused frequency bands called

spectrum holes to communicate without disrupting primary

transmissions.

Since CR system is open and dynamic in nature, where

various unknown wireless devices are allowed to oppor-

tunistically access the licensed spectrum, this make them

more vulnerable to attack. The traditional security is based

on cryptographic approaches; these techniques rely on

secret keys and introduce additional complexities due to

the dynamic distribution and management of secret key.

Physical layer security paradigm is used to prevent the
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eavesdropper attack and assure the secure communication

by exploiting the physical characteristic of wireless chan-

nel. This work was first studied by Shannon in [3] and

extended by Wyner in [4], where a so-called secrecy rate is

defined as the rate at which information can be transmitted

confidently from a source to its intended destination. The

maximum achievable secrecy rate is named the secrecy

capacity [5]. To improve the physical-layer security of

wireless transmissions, some recent work was proposed by

exploiting the multiple-input multiple-output (MIMO)

techniques [6–8], and cooperative relays [9–11].

Although physical layer security in classic wireless

networks has been studied for many years, security in the

physical layer of CRNs has not been investigated until

recently [12–19]. Many types of attacks have been

addressed in the physical layer of CRNs; namely, PU

emulation (PUE), spectrum sensing data falsification

(SSDF), objective function attack (OFA), jamming attack

and eavesdropping attack [12]. In [13] and [14], the two

classes of attacks, PUE attack and OFA were studied. The

achievable secrecy rates in CRNs with external eaves-

droppers have been studied in [15] and [16]. In [17], the

physical layer security against eavesdropping in the CRN

was investigated by introducing the multiuser scheduling

scheme to achieve multiuser diversity for improving the

security level of cognitive transmissions with a PU quality

of service (QoS) constraint. A relay selection scheme for

secrecy-constrained CRNs was proposed in [18], which

studied the maximization of the achievable secrecy rate

that is subjected to the interference power constraints at the

PUs for different numbers of eavesdroppers and PUs, under

available channel state information (CSI) assumption. For

relay selection schemes in [18], the source and relay nodes

transmit at maximum power and the selection process

depends on the QoS requirements of the PUs. This will

affect the secrecy performance especially at high trans-

mitted power values. Moreover, a unified manner with

more general system model is required to improve the

secrecy performance. Particularly, relay selection schemes

with power scaling at the transmission side is required to

compromise the achievable secrecy rate and at the same

time satisfy the required QoS at the PU, which will be

investigated in this paper.

In this paper, we study secure transmission in coopera-

tive CRNs in the presence of multiple PUs, and multiple

eavesdroppers, which attempt to intercept the signal

transmitted from the SU to the legitimate receiver in the

CRN. The contributions of the paper are summarized as

follows. Firstly, we propose new relay selection schemes to

improve the physical layer security of underlay cognitive

transmission in presence of multiple eavesdroppers. The

effect of the presence of multiple PUs is also investigated.

The proposed selection schemes consider two power

constraints; transmit power constraint at both the SU and

the selected relay, and received interference power con-

straints at the PUs. The QoS at the PUs is considered by

limiting the transmitted power of the SU and the selected

relay such that the interference received at each PU does

not exceed a predefined interference threshold. Decode and

forward (DF) relying is assumed, where one relay is

selected to help forward the decoded signal to the intended

receiver. Two performance metrics are considered; the

achievable secrecy rate and the intercept probability. We

derive closed form expressions for the asymptotic intercept

probability under the assumption of high source-relays

channel variances at which all relays decode the trans-

mitted message correctly. Secondly, we investigate the

traditional relay selection schemes and the scheme pro-

posed in [18] for the comparison purpose, and new

expressions of the asymptotic intercept probability for

some traditional schemes that are related to the proposed

scheme are derived. The performance of the proposed

schemes is compared with the conventional relay selection

schemes and the relay selection scheme proposed in [18].

The remainder of this paper is organized as follows. In

Sect. 2, the system and channel models are introduced. In

Sect. 3, the performance analysis of the proposed relay

selection schemes in terms of the achievable secrecy rate

and intercept probability is presented; the asymptotic

intercept probabilities are also derived. The conventional

relay selection schemes and their performance analysis are

presented in Sect. 4. Simulation and numerical results are

presented and discussed in Sect. 5. Section 6 gives the

concluding remarks.

Throughout the paper, the following notations are

used. For the set A, jAj denotes the cardinality of this

set. [x]? = max (0, x). Furthermore, X denotes a lower

bound for X, and , denotes equals by definition. Finally,

we use x�CN ð0; r2Þ to denote a circularly symmetric

complex Gaussian random variable with zero-mean and

variancer2.

2 System and channel models

We consider a CRN model as shown in Fig. 1, where a

single-antenna SU transmitter (SU-TX) sends confidential

information to a legitimate SU receiver (SU-RX), in the

presence of K single-antenna PUs, L eavesdroppers, and a

set of N relay nodes. For notational convenience, N relays,

L eavesdroppers, and K PUs are denoted by the sets

R ¼ Riji ¼ 1; 2; . . .;Nf g, E ¼ Ejjj ¼ 1; 2; . . .; L
� �

, and

P ¼ pkji ¼ 1; 2; . . .;Kf g, respectively. We also define the

decoding set D, which contains the relay nodes that have

decoded correctly the received message from the source in

the first phase. A cognitive network with underlay
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spectrum sharing which allows concurrent transmission

from the PU and the SU simultaneously in the same

spectrum band is assumed. We assume that the source has

no direct link with the destination and eavesdroppers, i.e.,

the direct links are in deep shadowing, and the communi-

cation is carried out through a reactive DF relays [20, 21].

Moreover, considering the direct link from the source to

the destination and eavesdroppers is straightforward

extension of this system model, but our main concern here

is to investigate the effect of relay selection in enhancing

the secrecy performance. In addition, we consider the CSI

of the main, primary, and eavesdropper links are available;

this is a common assumption in the literature of informa-

tion-theoretic physical layer security [9, 20]. A slow, flat,

block Rayleigh fading is assumed, where the channel

remains static for one coherence interval (one slot) and

changes independently in different coherence intervals

with a variance rij
2 = dij

-a where di,j
-a is the Euclidean dis-

tance between the nodes i and j, and a is the path loss

exponent. The fading coefficienthijbetween the nodes i and

j is distributed as circularly symmetric complex Gaussian

random variable with zero-mean and a variance rij
2.

Based on the DF protocol, there are two phases in the

transmission from the SU-TX to the SU-RX. In the first

phase, the source broadcasts its message to the trusted

relays. The received signal at the ith relay is given by

yri ¼
ffiffiffiffiffi
Ps

p
hsri xþ zri ð1Þ

where Ps is the transmitted power at the SU-TX and hsri is

the fading coefficient of the channel from the source to the

ith relay. xdenotes the transmitted symbol from the source

and zri �CN ð0;NriÞ represents the additive white Gaussian
noise (AWGN) at the ith relay. The received signal at the

kth PU in the first phase is given by

y1pk ¼
ffiffiffiffiffi
Ps

p
hspk xþ zpk ð2Þ

where hspk represents the fading coefficient of the channel

from the source to the kth PU and zpk �CN ð0;NpkÞ rep-

resents AWGN. In order to protect the PU, the interference

received at the PU shall be guaranteed not to exceed the

maximum threshold limit denoted by I. Therefore, the

transmitted power Ps should be varied according to the

source-primary channel as will be described later.

In the second phase, one of the trusted relays that suc-

cessfully decoded the message in the first phase is selected

to retransmit the signal to the destination. The transmitted

signal is also overheard by the eavesdropper due to wire-

less broadcasting. Considering that the ith relay is selected,

the received signals at the destination and eavesdroppers

are given by

yd ¼
ffiffiffiffiffiffi
Pri

p
hridxþ zd ð3Þ

yej ¼
ffiffiffiffiffiffi
Pri

p
hriejxþ zej ð4Þ

where Pri denotes the transmitted power of the selected

relay. hrid and hriej are the fading coefficients of the

channels from selected relay to the destination (the main

channel), and from selected relay to the jth eavesdropper

(the wiretap channel), respectively. zd �CN ð0;NdÞ and

zej �CN ð0;NejÞ are AWGN at the destination and the jth

eavesdroppers, respectively. The received signal at the kth

PU is given by

y2pk ¼
ffiffiffiffiffiffi
Pri

p
hripk xþ zpk ð5Þ

where hripk is the fading coefficient of the channel from the

selected relay to the kth PU, and zpk �CN ð0;NpkÞ. It should
be noted that in (1)–(5), both Ps, and Pri should be adjusted

in every transmitted block according to the channel con-

dition between the SU and the PU.

3 The proposed relay selection schemes

In this section, we present the proposed relay selection

schemes to improve the physical-layer security of CRNs

and analyze their performance in terms of the achievable

secrecy rate and intercept probability with single and multi-

eavesdroppers. Furthermore, we analyze their performance

considering the presence of one and multiple PUs.

3.1 Proposed relay selection scheme with single

eavesdropper (SE)

In this case, we consider single eavesdropper and single PU.

The objective of the proposed selection scheme is to select

the relay node that maximizes the achievable secrecy rate

SU-TX SU-RX1R

2R

NR

1E

2E

LE

i jr eh

ir d
h

i kr ph

isr
h

ksph

p1         p2 ….      pK

Fig. 1 System model
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and at the same time keep the received interference power at

the PU below a threshold level I. Therefore, we propose to

limit the transmitted power at the source node in accordance

to this allowed interference threshold as follows

Ps ¼ min P;
I

jhspj2

 !

ð6Þ

where P is the maximum power budget at the SU-TX and

hsp is the fading coefficient from the source to the PU. Note

that the transmitted power is a random variable but is

limited by the maximum transmitted power P. Using (6),

the received interference at the PU can be ensured not to

exceed I. Without loss of generality, we assume that the

maximum transmitted power at any relay node is

P. Therefore, the transmitted power of the relay Ri is given

by

Pri ¼ min P;
I

hriPj j2

 !

ð7Þ

The instantaneous achievable secrecy rate when the ith

relay is selected is defined as [20]

CS;SE Rið Þ ¼ 1

2
log2

1þ crid
1þ crie

� �� �þ
ð8Þ

where, crid,
Pri

hridj j2
Nd

and crie,
Pri

jhriej
2

Ne
represent the signal to

noise ratios (SNRs) at the SU-RX and eavesdropper,

respectively. The objective is to select a relay from the

decoding set D that maximizes the secrecy rate given in (8)

as follows

BestRelay ¼ argmax
Ri2D

CS;SE Rið Þ ð9Þ

Hence, the achievable secrecy rate of the proposed

scheme is given as

C
prop
S;SE ¼ max

Ri2D
CS;SE Rið Þ

¼ max
Ri2D

1

2
log2

1þ min P;I=jhripj
2ð Þjhridj2

Nd

1þ min P;I=jhripj
2ð Þjhridj2

Ne

0

@

1

A

2

4

3

5

þ
ð10Þ

Finding closed form expression of the ergodic achiev-

able secrecy rate for (10) requires solving high dimensional

integrals, which is cumbersome. However, the ergodic

achievable secrecy rate can be solved easily using com-

puter simulation.

3.1.1 Asymptotic intercept probability analysis

We introduce the intercept probability as another perfor-

mance metric for the proposed schemes. The intercept prob-

ability is defined as the probability that the secrecy rate is less

than zero [10, 17]. In other words, the intercept event occurs

when the wiretap link is better than that the main link (i.e.

when the achievable secrecy rate becomes negative). There-

fore, the intercept probability in this case is given as [20]

P
prop
int;SE ¼

XN

n¼1

Pr jDj ¼ nf g PrfCprop
S;SE\0g jDj ¼ nj

h i
ð11Þ

where CS,SE
prop is the rate given in (10). For simplicity of anal-

ysis, we drive an asymptotic intercept probability under the

assumption that all relay nodes decode the received signals

correctly in the first phase.1As the transmit power is a random

variable, we assume high source-relays channel variances to

ensure correct decoding of all relays. In this case, all relays are

assumed to decode the signal that is transmitted from SU-TX

correctly so that Pr jDj ¼ Nf g ¼ 1, and hence, the intercept

probability in (11) becomes P
prop
int;SE ¼ PrfCprop

S;SE\0g. Con-
sidering (9) and (10) and assuming that Nd = Ne, the

asymptotic intercept probability of the proposed scheme for

one realization of the rate CS,SE(Ri) given in (8), which cor-

respond to the ith relay is given as

Pint;SE ¼ Pr CS;SEðRiÞ\0
� �

¼ Pr 1þ
min P; I

.
jhripj

2
	 


jhridj
2

Nd

\1

8
<

:

þ
min P; I

.
jhripj

2
	 


jhriej
2

Ne

9
=

;

¼ Pr jhridj
2\jhriej

2
n o

ð12Þ

Note that the intercept probability does not depend on

the transmitted power. Define X1,jhridj
2
, and X2,jhriej

2
.

Note that both X1and X2 are independent exponentially

distributed random variables, with means r2rid, and r2rie,

respectively. Therefore, (12) is given as

Pint;SE ¼
Z 1

0

FX1
ðx2ÞfX2

ðx2Þdx2

¼ 1

r2rie

Z 1

0

ð1� e
� x2

r2
rid Þe

� x2

r2riedx2

¼
r2rie

r2rid þ r2rie

ð13Þ

Using the order statistics [22], for the N independent

realizations of the random variables CS,SE(Ri),

i = 1, 2, …, N, the asymptotic intercept probability is

given as

1 It should be noted that in [9] and [10] all relays are assumed to

decode correctly , and the derived expressions of the intercept

probability are considered exact . Our case is more general as we

consider jDj ¼ N an asymptotic case. So, the derived expressions are

considered asymptotic according to this assumption.
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P
prop
int;SE ¼ Pr max

Ri2D
CS;SE Rið Þ

� �

¼
YN

i¼1

r2rie
r2rid þ r2rie

ð14Þ

3.2 Proposed relay selection with multiple

eavesdroppers (ME)

In this case, we consider L eavesdroppers that try to decode

the information intended for the SU independently, without

cooperation between them. The worst case, which represents

choosing the eavesdropper that can achieve the maximum

rate, is considered. Therefore, the overall rate of the wiretap

links is the maximum of individual rates achieved at

Leavesdroppers. Hence, the instantaneous achievable

secrecy rate when selecting the relay Ri is given as

CS;MEðRiÞ ¼
1

2
log2

1þ crid
1þmax

Ej2E
criej

0

@

1

A

2

4

3

5

þ

ð15Þ

where criej is the SNR at the jth eavesdropper. The objec-

tive is to select the relay that maximizes the rate given in

(15) as follows

BestRelay ¼ argmax
Ri2D

CS;MEðRiÞ ð16Þ

Hence, the achievable secrecy rate of the proposed

scheme with multiple eavesdroppers is given by

C
prop
S;ME ¼ max

Ri2D

1

2
log2

1þ min P;I=jhripj
2ð Þjhridj2

Nd

1þ
min P;I=jhripj

2ð Þmax
Ej2E

jhriej j
2

Ne

2

664

3

775

2

664

3

775

þ

ð17Þ

The achievable ergodic secrecy rate of (17) can be

obtained through computer simulations.

3.2.1 Asymptotic intercept probability analysis

We drive an asymptotic intercept probability when multi-

ple eavesdroppers try to decode the message. Following

similar assumptions in the previous subsection, the inter-

cept probability of the rate given in (15) is given by

Pint;ME ¼ Pr 1þ
min P; I

.
jhripj

2
	 


hridj j2

Nd

\1

8
<

:

þ
min P; I

.
jhripj

2
	 


max
Ej2E

jhriej j
2

Ne

9
>=

>;

¼ Pr jhridj
2\max

Ej2E
jhriej j

2

� �

ð18Þ

The random variable jhridj
2
is exponential distributed

with mean r2rid . Define X,max
Ej2E

jhriej j
2
; the cumulative

distribution function (CDF) and the probability density

function (PDF) of the random variable X, considering order

statistics, are given as

FXðxÞ ¼
YL

j¼1

1� exp � x

r2riej

 ! !

ð19Þ

fXðxÞ ¼
XL

j¼1

1

r2riej
exp � x

r2riej

 !
YL

n¼1;n6¼j

1� exp � x

r2rien

 ! !

ð20Þ

So, the intercept probability in (18) is calculated by

averaging the CDF of jhridj
2
over the PDF of X, given in

(20), as follows

Pint;ME ¼
Z 1

0

1� exp � x

r2rid

 ! !

XL

j¼1

1

r2riej
exp � x

r2riej

 !
YL

n¼1;n6¼j

1� exp � x

r2rien

 ! !

dx

ð21Þ

The product term in (21) can be expanded using the

binomial theorem as

YL

n¼1;n 6¼j

1� exp � x

r2rien

 ! !

¼ 1þ
X2L�2

k¼1;k 6¼j

ð�1Þ Ekj j
exp �

X

En2Ek

x

r2rien

 ! ð22Þ

where, Ek is the kth nonempty subset of L eavesdroppers,

excluding the subset when k = j, and Ekj j represents the

cardinality of set Ek. Substituting (22) into (21) and per-

forming the integration by changing the order of summa-

tions and integration, it can easily be shown that

Pint;ME ¼ 1�
XL

j¼1

r2rid
r2rid þ r2riej

 !

�
XL

j¼1

X2L�2

k¼1;k 6¼j

ð�1Þ Ekj j

1þ
r2riej
r2
rid

þ
P

En2Ek

r2riej
r2rien

� � ð23Þ

The intercept probability of the rate given in (17) can be

obtained using the order of statistics as

P
prop
int;ME ¼

YN

i¼1

1�
XL

j¼1

r2rid
r2rid þ r2riej

 ! 

�
XL

j¼1

X2L�2

k¼1;k 6¼j

ð�1Þ Ekj j

1þ
r2riej
r2
rid

þ
P

En2Ek

r2riej
r2rien

� �

1

CCA

ð24Þ
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Note that for L = 1, (24) reduces to (14) for the case of

single eavesdropper.

3.3 Proposed relay selection with multiple primary

users (MP)

In this case, K PUs and one eavesdropper are considered.

The objective is to investigate the effect of the presence of

multiple PUs on the achievable secrecy rate and the

intercept probability. Presence of multiple PUs will cer-

tainly add more constraints on the transmitted power at the

SU-TX and the selected relay. Therefore, in order to limit

the transmitted power at SU-TX in accordance to the

allowed interference threshold I at each PU, the transmitted

power at SU-X, and the ith selected relay will be

Ps;MP ¼ min P;min
pk2P

I

jhspk j
2

 !

; ð25Þ

Pr;MP ¼ min P;min
pk2P

I

jhripk j
2

 !

; ð26Þ

respectively. The instantaneous achievable secrecy rate

with the relay Ri is given as

CS;MPðRiÞ ¼
1

2
log2

1þ crid
1þ crie

� �� �þ
ð27Þ

where crid ¼
Pri ;MPjhrid j

2

Nd
, and crie ¼

Pri ;MPjhriej
2

Ne
represent the

SNRs at the destination and eavesdropper, respectively.

The objective is to select the relay that maximizes the rate

given in (27) as follows

BestRelay ¼ argmax
Ri2D

CS;MPðRiÞ ð28Þ

Hence, the achievable secrecy rate of the proposed

scheme with multiple PUs is given as

C
prop
S;MP ¼ max

Ri2D

1

2
log2

1þ
min P;min

pk2P
I=jhripk j

2

	 

jhridj

2

Nd

1þ
min P;min

pk2P
I=jhripk j

2

	 

jhriej

2

Ne

0

BBB@

1

CCCA

2

6664

3

7775

þ

ð29Þ

3.3.1 Asymptotic intercept probability analysis

We derive an asymptotic approximation of the intercept

probability when multiple PUs are considered. The PUs are

protected from the interference through limiting the

transmitted power at the SU-TX and relays as in (25) and

(26). Considering the same assumptions mentioned before,

the intercept probability of one realization of the achiev-

able secrecy rate corresponding to the ith relay is given by

Pint;MP ¼ Pr 1þ
min P;min

pk2P
I
.
jhripk j

2

� �
hridj j2

Nd

\1

8
>><

>>:

þ
min P;min

Pk2P
I
.
jhripk j

2

� �
jhriej

2

Ne

9
>>=

>>;

¼ Pr jhridj
2\jhriej

2
n o

ð30Þ

which is the same as (12). So, the intercept probability of

the multiple PUs case is given as

P
prop
int;MP ¼

YN

i¼1

r2rie
r2rid þ r2rie

ð31Þ

Interestingly, the asymptotic intercept probabilities of

the proposed scheme with single and multi PUs are the

same. This can be interpreted as follows. In our system

model, the performance enhancement is due to the

selection process. In the asymptotic case, all relays

decode the received signals correctly and hence belong to

the decoding set, and the performance start to saturates

either for the secrecy rate or the intercept probability as

will be shown in Sect. 5. Therefore, the presence of

multiple PUs will only limit the transmitted power. As the

asymptotic intercept probability does not depend on the

transmitted power, its performance with single and mul-

tiple PUs is the same. This will also be confirmed in Sect.

5 via simulations.

4 The conventional relay selection schemes

In this section, for the comparison purpose, we analyze the

performance of the conventional relay selection schemes.

However, we drive new closed-form expressions for the

asymptotic intercept probability of these schemes.

4.1 Conventional selection (CS1) with single

eavesdropper (SE)

In this scheme, the objective is to select the relay Ri that

maximizes the achievable rate of the main link without

considering the existence of the eavesdropper as follows

BestRelay ¼ argmax
Ri2D

fcridg ð32Þ

In this case, the achievable secrecy rate of this scheme,

which is denoted as CS1, is given as
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CCS1
S;SE ¼ 1

2
log2

1þmax
Ri2D

crid

1þ crie

 !" #þ

¼ 1

2
log2

1þmax
Ri2D

min P;I=jhripj
2ð Þjhridj2

Nd

1þ min P;I=jhripj
2ð Þjhriej2

Ne

0

B@

1

CA

2

64

3

75

þ ð33Þ

As before, we assume that Nd = Ne. Also, all relays are

assumed to decode the signal that is transmitted from

source correctly so that Pr jDj ¼ nf g ¼ 1. Therefore, the

asymptotic intercept probability is given by

PCS1
int;SE ¼ Pr 1þmax

Ri2D

min P; I
.
jhripj

2
	 


jhridj
2

Nd

\1

8
<

:

þ
min P; I

.
jhripj

2
	 


jhriej
2

Ne

9
=

;

¼ Pr max
Ri2D

min P; I
.
jhripj

2
	 


jhridj
2

n o�

\min P; I
.
jhripj

2
	 


jhriej
2
o

ð34Þ

A closed form solution for the intercept probability in

(34) is difficult. Therefore, a numerical intercept

probability is done through computer simulation. How-

ever, a lower bound on the intercept probability can be

obtained by performing the maximization in the left-hand

side of the inequality in (34) only over the random

variables jhridj
2
,i = 1, 2, …, N. In this way, we obtain a

lower bound on the asymptotic intercept probability as

follows

PCS1
int;SE ¼ Pr max

Ri2D
jhridj

2\jhriej
2

� �

¼
Z 1

0

YN

i¼1

1� exp � x

r2rid

 ! !
1

r2rie
exp � x

r2rie

 !

dx

ð35Þ

Using the binomial expansion theorem, the product term

in (35) is expressed as

YN

i¼1

1� exp � x

r2rid

 ! !

¼ 1þ
X2N�1

n¼1

�1ð Þ Rnj j
exp �

X

Ri2Rn

x

r2rid

 ! ð36Þ

where Rn is the nth non-empty subset of N relays. Sub-

stituting (36) into (35) and performing the integration yield

PCS1
int;SE ¼ 1þ

X2N�1

n¼1

�1ð Þ Rnj j

1þ
P

Ri2Rn

r2rie
r2
rnd

ð37Þ

4.2 Conventional selection (CS1) with multi

eavesdroppers (ME)

With multiple eavesdroppers, the conventional scheme selects

the relay that maximize the SNR at SU-RX regardless of the

presenceof the eavesdroppers as in (32).Regarding thewiretap

link, the eavesdropper that achieves the maximum rate is

considered. As a result, the achievable secrecy rate is given as

CCS1
S;ME ¼ 1

2
log2

1þmax
Ri2D

crid

1þmax
Ej2E

criej

0

@

1

A

2

4

3

5

þ

¼ 1

2
log2

1þmax
Ri2D

min P;I


hripj j2
� �

hridj j2
Nd

1þ
min P;I


hripj j2

� �
max
Ej2E

hriej

�� ��2

Ne

0

BBB@

1

CCCA

2

6664

3

7775

þ ð38Þ

Note that the maximization over the SNRs of the

wiretap links in (38) is reduced to the maximization over

the channel coefficients jhriej j
2; j ¼ 1; 2; . . .; L, because a

relay is already selected to maximize the main link and the

maximization here is over the eavesdroppers that achieve

the maximum rate from the selected relay. As in the case of

single eavesdropper, a lower bound on the asymptotic

intercept probability in this case can be obtained as

PCS1
int;ME ¼ Pr max

Ri2D
jhridj

2\max
Ej2E

jhriej j
2

� �
ð39Þ

Define X,max
Ej2E

jhriej j
2
, and Y,max

Ri2D
jhridj

2
; The CDF and

PDF of both the random variables X and Y are given in (19),

and (20), respectively. Therefore, the lower bound of the

asymptotic intercept probability given in (39) is calculated as

PCS1
int;ME ¼

Z 1

0

FYðxÞfXðxÞdx

¼
Z 1

0

YN

i¼1

1� exp � x

r2rid

 ! !

XL

j¼1

1

r2riej
exp � x

r2riej

 !
YL

n¼1;n6¼j

1� exp � x

r2rien

 ! !

dx

ð40Þ

Substituting the binomial expansions, given in (22) and

(36), instead of the product terms in (40), and changing the

orders of integrations and summations, it can be shown that

PCS1
int;ME ¼ 1þ

XL

j¼1

X2N�1

n¼1

�1ð Þ Rnj j

1þ
P

Ri2Rn

r2riej
r2
rid

þ
XL

j¼1

X2N�1

n¼1

X2L�2

k¼1;
k 6¼j

�1ð Þ Rnj j �1ð Þ Ekj j

1þ
P

Ri2Rn

r2riej
r2
rid

þ
P

En2Ek

r2riej
r2rien

ð41Þ
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4.3 Conventional selection scheme (CS1) with multi

primary users(MP)

In this case, we consider K PUs and one eavesdropper. The

transmitted power at SU-TX and the ith relay are given in

(25) and (26). Hence, the achievable secrecy rate in this

case is given as

CCS1
S;MP ¼ 1

2
log2

1þmax
Ri2D

crid

1þ crie

 !" #þ

¼ 1

2
log2

1þmax
Ri2D

min P;min
pk2P

I=jhripk j
2

	 

jhridj

2

Nd

1þ
min P;min

pk2P
I=jhripk j

2

	 

jhriej

2

Ne

0

BBBB@

1

CCCCA

2

66664

3

77775

þ

ð42Þ

Following the same assumptions as in the previous

subsections, the asymptotic intercept probability in this

case is given by

PCS1
int;MP ¼ Pr max

Ri2D
min P;min

pk2P
I
.
jhripk j

2

� �
jhridj

2

� ��

\min P;min
pk2P

I
.
jhripk j

2

� �
jhriej

2

� ð43Þ

A closed form solution for the intercept probability in

(43) is cumbersome. However, a lower bound on the

intercept probability can be obtained by maximizing over

the relay-eavesdroppers channels, i. e, max
Ri2D

jhridj
2
, as

PCS1
int;MP ¼ Pr max

Ri2D
hridj j2\ hriej j2

� �
ð44Þ

which is reduced to the problem in (35) with the case of

single PU. So, the asymptotic intercept probability is given

by

PCS1
int;MP ¼ 1þ

X2N�1

n¼1

�1ð Þ Rnj j

1þ
P

Rn2Rn
r2rie

.
r2rnd

ð45Þ

4.4 The selection scheme proposed in [18]

For the comparison purpose, we briefly introduce the

selection scheme proposed in [18] which we denote as

Scheme2. The achievable secrecy rate of this scheme with

single eavesdropper and single PU is given as

CScheme2
S;SE ¼ max

Ri2D

1

2
log2

1þ Pjhrid j
2

Nd

1þ Pjhriej
2

Ne

0

@

1

A

2

4

3

5

þ

subject to INT � I

ð46Þ

where, INT is the interference received at the PU and

expressed as INT ¼ Np þ Pjhspj2 þ Pjhripj
2
. Note that this

scheme transmits with the maximum power P that is

available at the SU-TX and the relay. The relay is selected

subject to the constraint INT B I; in the proposed scheme,

a relay is always selected and the transmitted power is

controlled according to the channel characteristics to the

PU so that the interference received at the PU is always less

than I. When L eavesdroppers is considered, the selection

criteria (46) is used after replacing jhriej
2
with max

Ej2E
jhriej j

2
.

In the case of multiple PUs and one eavesdropper, the

selection criteria for this scheme is given as in (46) but with

the constraint max
pk2P

INTpk � I; where INTpk ¼ Npkþ

Pjhspk j
2 þ Pjhripk j

2
. The intercept probability for this

scheme is defined as [18]

PScheme2
int;SE ¼

XN

n¼1

Pr ~CScheme2
S;SE \0 jDj ¼ nj

n o
Pr jDj ¼ nf g

h

Pr INT � If g þ Pr INT � If g�
ð47Þ

where ~CScheme2
S;SE is the rate given in (46) without enforcing

the rate to be more or equal to zero. When multiple

eavesdroppers or multiple PUs are considered, (47) is

modified according to the constrains discussed above.

5 Simulation results

In this section, we investigate the effectiveness of the

proposed relay selection schemes via computer simula-

tions that also validate the analytical results. We follow

the system model shown in Fig. 1, and perform Monte

Carlo simulation consisting of 40,000 independent trials

to obtain the average result. The system parameters are as

follows:

The SU-TX, N = 4relays, SU-RX, and L = {1, 2}

eavesdroppers are deployed in a two-dimensional unit-

square area. The locations of SU-TX, and SU-RX are

{X, Y} = {0, 0.5} and {1, 0.5}, respectively. The loca-

tions of the eavesdroppers are {1, 0} in case of single

eavesdropper, and {1, 0}, {1, 1} in case of two eaves-

droppers. The relays are located at {0.5, 0.2}, {0.5, 0.4},

{0.5, 0.6}, {0.5, 0.8}. Moreover, the PU is located at {1,

3} in case of single PU. In the case of two PUs, i.e. K = 2,

we distinguish between two cases: (1) the second PU is

farther than the first, located at {1, 4} and (2) the second

PU is closer than the first, located at {1, 2}.

The total interference temperature limit I ¼ �3 dB. The

path loss exponent a = 3. The transmission rate
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R0 = 2bits/s/Hz, which represent the transmission rate of

the SU-TX. A relay Ri 2 D if its channel capacity with the

SU-TX is larger than R0. In all simulations, the maximum

transmitted power at each relay is set at 10 dB.

Figure 2 shows the achievable ergodic secrecy rate

versus the transmitted power budget Pat the SU-TX for the

proposed scheme, the conventional scheme CS1, the

scheme proposed in [18] which we denote as Scheme2, and

the conventional scheme CS2, which also presented in [18]

for the comparison purpose with Scheme2. It can be seen

from the figure that the proposed scheme gives the best

performance over the range of P. The case of multi-

eavesdroppers is also shown on the figure. The achievable

ergodic secrecy rate of the proposed scheme and CS1

scheme gradually increases with P before it saturates.

Saturation occurs at high Pdue to one of the following

reasoning: (1) at high transmitted power, all the relays may

decode the signal correctly and more power will not further

enhance the performance. (2) As the actual transmitted

power are given in (6), (7), small values of the interference

threshold I will restrict he transmitted power by the average

value of the random variable I/|hsp|
2 and the achievable rate

saturate, although some of the relays do not belong to the

decoding set. Note that with Scheme2, which transmit at

the maximum power, the achievable ergodic secrecy rate

starts to increase with Pbut further increase in the trans-

mitted power will affect the selection process because the

interference power at the PU increases. Therefore, the

secrecy rate starts to decrease until it reaches zero at

P ¼ 30 dB. We also note that with L = 2, the achievable

ergodic secrecy rate is degraded compared with one

eavesdropper.

Figure 3 shows the intercept probability for the dif-

ferent schemes versus P. As shown, the proposed

scheme gives the minimum intercept probability over all

values of P. For Scheme2 and CS2, the intercept prob-

ability starts to decrease at low transmit power; however,

further power increase will affect the selection process

due to high interference at the PU. Therefore, the

intercept probability starts to increase until it reaches 1 at

P ¼ 30 dB.

In order to investigate the asymptotic secrecy perfor-

mance, where all the relays decodes the signal correctly,

we plot the intercept probability against source-relays

variances in Fig. 4 with P ¼ 10 dB. The exact expressions

of the asymptotic intercept probabilities for the different

schemes are also shown in the figure . It can be seen that

the analytical results matches well the simulation results.

Note that the performance of Scheme2 and CS2 saturates at

high source-relays channel variances with fixed transmit

power, but at lower values compared to the proposed

schemes.

Figure 5 shows the effect of the presence of two PUs

located at {1, 3}, and {1, 4} on the achievable secrecy rate.

The dotted lines represent the case of one PU located at

{1, 3}. In this case, where the second PU is father than the

first one, we note that the secrecy rate with one PU is

slightly smaller than the case of two PUs. This is because
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the power that causes the maximum allowed interference at

the PUs is given according to (25) and (26). As the first PU

is nearer to the SU-TX and the selected relay, it is more

likely to be the dominant factor in selecting the transmitted

power. In Fig. 6, the second PU is located at {1, 2}, closer

to the SU-TX and the selected relay than the first PU

located at {1, 3}. The achievable secrecy rate is lower than

that with one PU as shown on the figure. The minimum

transmitted power is selected to protect both PUs from

interference and because the second is located closer than

the first, It will be dominant PU and therefore, the secrecy

rate decreases.
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Finally, we plot the intercept probability for the different

schemes versus the source-relays variances in cases of one

and two PUs as shown in Fig. 7. The two PUs are located

at {1, 3}, {1, 2} and the transmitted power is set at

P ¼ 10 dB. It can be seen that at high source-relays

variances, meaning that the SU-TX is very close to the

relays and hence all relays are assumed to belong to the

decoding set, the intercept probability with one and two

PUs are the same. This confirms the analytical results

derived in Sect. 3, which also shown on the figure.
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6 Conclusions

In this paper, we have studied the physical layer security

in cooperative CRNs. We have proposed relay selection

schemes to improve the physical layer security in CRNs

against the presence of multiple eavesdroppers, and at

the same time taking into account the QoS constraints of

the PUs in the network. The DF relaying is used, where

a relay is selected from the decoding set to help the

source transmission and also maximize the secrecy rate.

Two performance metrics are considered; namely,

achievable ergodic secrecy rate and intercept probability.

We have shown that the proposed selection schemes

outperform the conventional and other schemes proposed

in the literature over all the range of the transmitted

power in terms of both the achievable ergodic secrecy

rate and the intercept probability. Also, it has be shown

that presence of multiple eavesdroppers or PUs in the

network degrade both the achievable secrecy rate and the

intercept probability. However, in the asymptotic case,

the intercept probability with multiple PUs is the same as

that with single PU. Furthermore, we have derived closed

form expressions of the asymptotic intercept probability

of the proposed schemes, and tight lower bounds for the

asymptotic intercept probability of the conventional

schemes.
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