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Abstract Authentication of products and humans is one

of the major future applications of Radio Frequency

IDentification (RFID) technology. None of the recent RFID

technology related authentication approaches has been

fully convincing. Either these schemes offer a low-level of

security or they are vulnerable to Denial-of-Service attacks

that keep the authentication system from proper function-

ing. Some schemes raise privacy and security concerns as

they reveal confidential information about the RFID tag

bearer and allow their world-wide tracking. In this paper,

we present a novel cryptographic authentication protocol

that fills the security holes imposed by RFID technology.

Moreover, it provides significantly lower cost in terms of

computational effort and communication than currently

proposed protocols such as Mutual Authentication Protocol

(MAP) and Yet Another Trivial Authentication Proto-

col� ðYA-TRAP�Þ. We also present the implementation of

our cryptographic authentication protocol on a real passive

computation capable RFID tag known as Wireless Identi-

fication and Sensing Platform. The experimental results

show that our protocol has double the rate of successful

authentication as comapred to YA-TRAP� and MAP. It

also takes 33 % less time to authenticate.

Keywords Computation capable passive RFID tag �
Cryptographic authentication protocol � Low Cost

Authentication Protocols � Smart RFID systems �WISP tag

1 Introduction

Wireless identification systems have been around for about

60 years. The first identification, friend or foe system (IFF)

was introduced during the Second World War by the Royal

Air Force [1]. They equipped planes with secondary radar

that amplified the received radar impulse. In this way, it

was made possible to distinguish between friendly and

enemy planes approaching their airbases. Radio Frequency

IDentification (RFID) has become a ubiquitous technology

in our everyday life and is recognized for its benefits and

feared due to privacy and security threats that arise by its

use [2]. The term RFID describes a technology that pro-

vides contact-free communication between a reader and tag

over a radio link. An RFID tag stores a unique ID and

possibly additional information about the object to which

the tag is attached. As soon as a tag is brought into the

reader’s proximity, its data can be transferred from the tag

to the reader. It is also possible to write data to the tag.

Therefore, this system allows an automated identification

of objects to which an RFID tag is attached. Moreover, it

simplifies data acquisition and management and it is going

to replace the traditional barcodes.

The reduction in cost and effort to perform product

identification is the most prominent advantage of RFID

technology in contrast to barcodes [3]. The technology is

also considered to extend the superior identification capa-

bilities of RFID to provide product authentication. The

cloning of an RFID tag is one of the problems faced by

some RFID applications. RFID technology has a major

flaw that inhibits its straight forward extension due to the

privacy and security concerns. The wireless channel is

highly vulnerable to eavesdropping, which allows a

plethora of attacks on an RFID authentication system as

well as on the privacy and security of tag bearers. For
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example, an eavesdropper reveals the ID of an authentic

tag during a cloning attack. This tag can then be cloned by

writing its ID to a blank tag. The unique ID can also be

used to track the tag bearer leading to a tracking attack.

Cryptographic authentication-protocols are promising that

provide effective countermeasures to ensure the privacy

and security of tag bearers as well as to design a well

functioning product authentication system.

In this paper, we present a cryptographic RFID

authentication protocol for product authentication. We

employ a cipher as the cryptographic core of our protocol

as compared to previous authentication approaches that

uses hash functions. In contrast to past RFID authentication

protocols such as Yet Another Trivial Authentication Pro-

tocol � ðYA-TRAP�Þ that provides reader and tag authen-

tication through timestamps [4], we propose to use a

counter at the tag level. The counter is employed to count

the number of authentication rounds for which the tag has

participated. The counter is considered to behave like a

timestamp used by the TRAP Family to provide a weak

mutual authentication [4–6]. However, our protocol does

not need to transmit counter values (or timestamps) from

the reader to the tag. Therefore, we classify our protocol as

a big step forward from the TRAP family protocols such as

YA-TRAP [4] and Mutual Authentication Protocol (MAP)

[6]. Our low-cost authentication protocol, LCAP improves

these schemes from the security point of view and makes it

resistant to Denial-of-Service (DoS) attacks.

LCAP proposal has fewer and deterministic number of

computations at the server and tag level. To achieve it, we

introduce the idea of key classes. A key class is formed by

a set of RFID tags that employ a common pair of

encryption keys. The only drawback of our proposal is its

slightly higher memory utilization at the tag and server

level, which is a reasonable trade-off between security and

memory requirements. We demonstrate the implementation

of our cryptographic RFID authentication protocol as

compared to some recent protocols by using real C1G2

compliant reader and RFID tag such as the Intel WISP [7].

WISP tag belongs to semi-active type of battery less tags

with processing capabilities that harvest power to process

commands, compute and communicate. WISP has a low

power TI MDP430 micro-controller to support communi-

cation and computation at the tag level.

This paper is organized as follows. The overall RFID

system is introduced in Sect. 2. In Sect. 3, we review the past

authentication techniques that inspired our protocol pro-

posal. We present our protocol proposal in Sect. 4. We also

analyze the protocol security and compare its performance

with some other comparable protocols. Section 5 outlines the

implementation of YA-TRAP�, MAP and our proposed

protocol utilizing real components such as the Intel WISP

tag. Finally, we draw brief conclusions in Sect. 6.

2 RFID system and notations

2.1 Operational environment

The RFID system consists of three entities: tags,

reader(s) and a back-end server as shown in Fig. 1. The tags

are highly resource constraint devices and they are attached

to the objects that need to be identified and authenticated. We

assume that the tags are passive, which means that they are

powered by the RFID reader via RF signals and use back-

scattering to transmit data. Tags have sufficient memory and

computational resources to perform lightweight cipher

operations. We also assume that the link between reader and

tag is established through the EPCglobal Class 1 Generation

2 (C1G2) Tag protocol [8]. The reader software connects it to

a back-end server that stores all the relevant data. The reader

to server link is secure and it cannot be attacked by an

adversary. RFID readers comply with EPCglobal standards

and operate within 860–960 MHz range [9]. The entity

reader is comprised of an RFID reader and an application

software that is running on a PC. A back-end server stores

and maintains the tag database. Moreover, it can perform

large computations. An adversary can only attack the reader-

tag RF link and the attacking party can be active or passive. In

this way, the attacks can range from passive eavesdropping

to active tag or reader impersonation.

We further assume a modified batch mode operation.

Typically, a reader that employs batch mode to identify and

query a selection of tags. Then the reader transmits the tag

responses together to the back-end server, which performs

authentication and provides more information about the

scanned tags. However, systems that comply with EPC-

global standards utilize an EPC (a specialized form of a

unique ID) to identify a tag. Therefore, identifying the

transmitted EPC is enough to track an RFID tag. In our

authentication protocol, a tag transmits only a random

number to the reader. This number is used by the reader to

address a tag when it wants to authenticate a particular tag.

However, another random number is to be generated at the

tag level. Moreover, there must not be two tags generating

the same random numbers in the readers field-of-view

(FOV) at the same time. The EPC or tag ID is only

transmitted encrypted and is sent by a tag only in response

to a reader challenge.

2.2 Nomenclature

In this paper we will use the following notations:

a� b XOR operation of a and b

ajjb Conjunction of a and b

Hða; bÞ or hða; bÞ Hash function or a cipher over a with

the key b
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h�1ða; bÞ Decryption of a with the key b

mx A message, exchanged between

backend-server, reader and tag

Rx Random number

Tr Current timestamp at the reader or

backend-server level

Tt Timestamp of the tag

Tc Tag’s authentication counter

T Tag

R Reader

S Back-end server

C1G2 Class-1 Generation-2 RFID Protocol

DoS Denial-of-Service

EPC Electronic product code

LCAP Low Cost Authentication Protocol

LLRP Low-level Reader Protocol

MAP Mutual Authentication Protocol

PRNG Pseudo Random Number Generator

3 Overview and past work

Most of the cryptographic authentication protocols employ

one or two query-response rounds between reader and tag

during the authentication process. The authentication pro-

tocols with few authentication rounds have been studied

intensively by the scientific community. The hash lock

family of authentication protocols was introduced by Weis

et al. [10]. The main feature of hash locking schemes is that

a tag is either in a locked or in an unlocked state. As long as

the tag remains in the locked state, it only responds to the

reader’s query with a hashed version of its ID called

metaID. A metaID reveals no information about the real tag

ID. A back-end server stores the metaID and the associated

key that is used to compute metaID. As soon as a reader

receives the tag’s metaID, it can simply query the server

for the associated encryption key. The reader hands over

the key to the tag that will then transition to an unlocked

state and offers its full functionality to the reader.

The original hash lock scheme is vulnerable to almost

all the attacks. An attacker can eavesdrop a tag’s metaID

and key to clone a genuine tag. Moreover, tracking of the

tag bearer is possible as the metaID is a unique image of

the real ID. However, hash lock schemes can keep the tag’s

real ID secret. This is important as the ID can contain

information about the product or tag bearer. Weis has

proposed a randomized version of the hash lock scheme to

add some resistance to tracking. In that case, a tag has to be

able to compute a hash function and must be equipped with

a pseudo-random number generator (PRNG). After

receiving a reader’s query, a tag computes the hash value

of its ID concatenated with a random number: metaID ¼
HðIDjjrt; keyÞ. In this way, the tag’s response seems to be

different each time it is queried by a reader and it will not

be possible to track a tag. The latest protocol that employs

a hash lock scheme was presented by Changqing et al. [11].

Their scheme employs two hash functions and an epoch

counter that counts the number of authentication rounds

through which a tag has gone. The epoch counter is used to

reduce the search space of possible ID–Key pairs as only

the pairs of a particular epoch have to be evaluated. A

second hash function is applied to generate new keys on

hand of the epoch. However, in the case of an electro-

magnetically harsh environment or active attacks that can

advance the epoch counter, it takes a lot of time to syn-

chronize the reader and tag.

Another popular protocol family belongs to hash

chaining schemes and employs two different hash chains

on both the tag and reader/server as presented by Ohkubo

et al. [12]. The first hash chain is used to create a new

secret for every authentication round and the second is used

to hide the secret. In terms of privacy and security, this

scheme is better than hash locking protocols as it can

inhibit tracking attacks successfully. However, they are

vulnerable to DoS attacks. An attacker can advance the

hash chains of tags or the reader/server and thereby lock

the protocol due to de-synchronization of their hash chains.

Yong et al. improve on this weakness by employing an

additional counter at the tag and at the reader/server level

[13]. Their approach can successfully reduce the number of

computations at the tag and server level as the hash chain at

the server level is only advanced to meet the tag counter.

The DoS attacks are still possible, however, their impact is

reduced. The main flaw of this scheme is that only one

Fig. 1 RFID system
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counter at the server takes care of all the tags of an RFID

system. The system will run into a self-created DoS attack

as tags that have not participated in an authentication round

for some time will never be able to meet the counter value

at the server level again. Therefore, the hash chain at the

server will always remain ahead of the tag’s counter

whenever a tag lose track of the server’s authentication

round counter.

The most promising family is the TRAP family that was

introduced by Tsudik [4, 5]. It employs timestamps to

provide reader and tag authentication. The original scheme,

YA-TRAP is explained in Fig. 2 [5]. A tag stores a time-

stamp of the last authentication round ðTtÞ, a maximum

timestamp ðTmaxÞ and a unique encryption key ðKiÞ. The

tag can authenticate a reader by comparing the reader’s

timestamp ðTrÞ with its own timestamps, Tt and Tmax. If a

reader sends a timestamp to a tag and the tag replies with

random numbers. Then the supplied timestamp is either

earlier than the stored one or equal/greater than Tmax. If the

reader’s timestamp is within the limits then the tag

authenticates the reader, takes over the timestamp and

replies with a meaningful message. Their response to a

valid reader challenge is composed of three parts: a hash

value that allows tag identification, a random number and a

hash value for tag authentication. The hash value for tag

authentication is computed over the tag’s timestamp by

using the tag’s unique key. At this stage when the time-

stamps at the server and tag are same, a server can hash its

timestamp with all the tag keys and find the key that has

produced the hash value Hid. The server can identify the

tag as the key is uniquely assigned to a particular tag. The

second hash value ðHauthÞ that is transmitted by the tag is

used for authentication. It contains the random number of

the reader ðRrÞ that was sent to the tag along with the

timestamp. This hash value also contains the tags random

number ðRtÞ that is intended to randomize the tag response

so that no malicious party can track a tag by sending the

same Rr. Challenging the tag with a random number, Rr is

commonly used in cryptographic authentication protocols.

As the timestamp within Hid does not necessarily change, it

can be recorded and replayed to the reader. However, the

challenge by Rr changes every round and only a tag that

knows the right key ðkeyiÞ can encode it. The same key is

also used for Hid to compute the correct Hauth. As a server

can find the keyi, one simply needs to hash Rr and Rt

numbers to confirm a genuine tag.

YA-TRAP has a number of flaws such as its vulnera-

bility to DoS attacks. A malicious party can supply a

timestamp to the tag that is far ahead in future. A tag will

acknowledge the timestamp and does not respond to a

query of an authentic reader as long as the timestamp

remains false. YA-TRAP is also susceptible to replay

attacks. The reader to tag message can be recorded and

replayed to tags that have not participated in the authen-

tication round. The responses of genuine tags to this mes-

sage can also be recorded. Then these can be replayed (by

the attackers) to a reader until the timestamp Tr and ran-

dom number Rr remains valid. YA-TRAP is computa-

tionally intensive and can cause exhaustive database

searches. For example, when Hid is a random number the

server has to try every key and compute n hash functions

for n number of tags in the system. The main benefit of the

scheme is that the initial reader to tag message is valid for

all the tags. Therefore, the communication cost in the

reader to server link are very low as Tr and Rr remain same

for all the tags.

Later, Tsudik proposed YA-TRAP�, which attempts to

improve on DoS attack resistance of YA-TRAP [4]. The

scheme introduces an epoch token that is valid for a pre-

determined time period. When the time period expires, a

hash chain is used to create a new epoch token. The epoch

token is sent along with the reader’s timestamp to the tag.

The tag advances its own hash chain until it generates the

same epoch token. Therefore, it can determine the number

of epochs since its last authentication and it will estimate a

particular time frame in which the timestamp of the reader

should lie. In this way, it authenticates the reader’s time-

stamp and assures that this timestamp is not far ahead in the

future. The new scheme improves YA-TRAP substantially,

Fig. 2 YA-TRAP methodology
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as a tag can validate that a timestamp is within a certain

time period. However, an attacker can advance the time-

stamp to the end of this time period and incapacitate a tag

for this time period. Therefore, the protocol is still sus-

ceptible to DoS attacks. Moreover, the protocol can intro-

duce high computation at the tag level. For example, when

a tag has not participated in an authentication round for a

while, it will perform a number of computations to validate

the epoch token. Moreover, the communication cost and

memory requirements will increase as the epoch token

needs to be transferred and stored at the tag.

A number of recent protocols aim on improving YA-

TRAP and YA-TRAP�. For example, the schemes of

Chatmon et al. and Lei et al. try to improve the DoS attack

resistance of YA-TRAP by allowing a second reader-to-tag

message [14, 15]. The idea of these two protocols is that a

tag always responds with a meaningful message to the

initial reader-to-tag message, even when the supplied

timestamp is wrong. The second message can then be used

by the server to update the tag’s timestamp to the actual

value. However, two rounds introduce higher communi-

cation cost and authentication round time. Rahman et al.

presented another approach that uses an aggregate function

(XOR) to combine several tag responses and thereby

reduce communication between the reader and server [16].

However, when the tag responses are combined by XOR,

the server cannot identify a wrong tag response among the

other tag responses. Instead of allowing the server to query

the reader for all the tag responses, they further introduce

authentication tokens. These tokens can be used by the

reader to sort out wrong tag responses before all the

responses are aggregated. However, the computation of

tokens is computationally intensive and has to be per-

formed for each tag before an authentication round can take

place. Moreover, transfer of tokens from the server to

reader introduces higher cost communication cost.

Recently, a significant improvement in the YA-TRAP

family protocols is presented by Moessner and Khan [6].

They have presented a MAP that can be easily embedded in

the C1G2 protocol standard. MAP improves on YA-TRAP�

by overcoming its weakness against DoS attacks. In the

case of mutual authentication, both reader and tag chal-

lenge each other for authenticating each other. To improve

the security features, MAP mainly relies on two key tables

that are stored at the tag level. The key tables also aid in

avoiding the problems of de-synchronization, which hap-

pens in the case of evolving key schedule. MAP also

employs the XTEA cipher instead of a one-way hash

function [17]. The higher security for MAP is achieved on

the expense of higher communication cost and resource

utilization due to an additional round used for mutual

authentication and the key tables.

4 Low Cost Authentication Protocol

The main problem of YA-TRAP family is the timestamp

update at the tag level. Although the epoch token can

validate the timestamp but a tag cannot assure that a

message has originated from a trusted reader. Therefore, it

is possible that a tag acknowledges false timestamps and

becomes incapacitated. We believe that real mutual

authentication is needed to transfer such critical data like

the timestamp from an RFID reader to tag. For example,

the protocol of Lee et al. provides real mutual authentica-

tion [18]. However, a real mutual authentication process

needs two messages from the reader to tag and introduces

high communication cost. Therefore, we propose a state of

the art Low Cost Authentication Protocol (LCAP) that uses

a counter at the tag in place of writing timestamps to the

tag. The counter is incremented during each authentication

round and transferred in an encrypted form. As we employ

a cipher and not a hash function, the server can reveal the

counter value and store it in the database. A tag always

responds with the same intrinsic information and does not

distinguish between the authentic and malicious readers.

The malicious parties can attack the tag by querying it and

then advance the tag’s counter. However, it is impractical

(or almost impossible) to increment the counter to overflow

and reset. We compare the tag’s previous counter value

with its new value and if the counter at the tag level has

advanced then a tag is assumed to be authentic.

We also introduce key classes to reduce the computation

load of tag and server. The key classes also avoid

exhaustive database searches . The database at the server

associates key classes and tag related data, which are

depicted in Fig. 3. The key class is identified by a key class

number, kc. Several tags are uniquely assigned to a key

class. All the tags in a class use the same pair of keys

Fig. 3 Key class—server database lookup table
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ðKeyc1; Keyc2Þ to encrypt their messages. The tag’s ID is

divided into an upper and a lower half. The upper part of

tag’s ID is unique within a key class that will be described

later. Moreover, the server database associates the tag’s ID

with the authentication counter, Tcstored
at the tag level. As

soon as a tag communicates its key class number ðkcÞ to the

server, the server will fetch the right keys and then decrypts

the tag’s message. In this way, there will be no exhaustive

key searches at the server level. Moreover, the number of

computations at the server level is deterministic.

4.1 Proposed protocol details

Our LCAP assumes that each tag can store a counter, two

encryption keys and its key class. Moreover, a tag is

equipped with a Pseudo Random Number Generator

(PRNG) and can compute a cipher. Initially, the counter is

set to zero. We also assume that the random numbers have

half the width of a tag’s ID and its authentication counter,

while the tag’s ID matches the input/output width of the

employed cipher. For example, the width of the tag’s ID

and the authentication counter to be 64 bits and all the

other variables have a width of 32 bits. Different steps of

the working of our protocol are listed below.

Start authentication The protocol is initiated by the

reader that sends message, m1 to the tag as shown in Fig. 4.

The message, m1 contains a random number, Rr that is

generated by the reader and valid for each tag that partic-

ipates in the ongoing authentication round. For the next

round, a new challenge will be computed by the reader.

Ciphering at the tag level After receiving m1, the tag

computes a random number Rt and monotonically incre-

ments its authentication counter Tc. Then it cover-codes its

ID and the authentication counter and enciphers both val-

ues with the key pair that is associated to its key class.

h1 ¼ hððRrjjRtÞ � ID;Keyc1
Þ ð1Þ

As Eq. 1 indicates, the tag’s ID is cover-coded with the

random numbers of tag and the reader by employing the

XOR function. This is done in such a way that the reader’s

random number ðRrÞ covers the upper part, and the tag’s

random number ðRtÞ covers the lower part of the tag’s ID.

The result of this operations is encrypted to h1 by using the

key, keyc1
. The second encryption of h2 is done using key,

keyc2
as given in Eq. 2.

h2 ¼ hððRtjjRtÞ � ID� Tc;Keyc2
Þ ð2Þ

Equation 2 contains the authentication counter, which is

cover-coded by the tag’s random number ðRtÞ and the tag’s

ID.

Tag to reader/server communication After the cipher

computation is completed, the tag transmits the encrypted

data and its key class to the reader. The reader concatenates

its random number ðRrÞ with the tag message, m2 (given in

Equation 3) before it forwards it to the back-end server in a

single reader-to-server message.

m2 ¼ kcjjh1jjh2 ð3Þ

Server level decryption and authentication To identify

and authenticate a tag, the server fetches the key pair using

the tag’s key class and decrypts h1 and h2. Then it can

reveal the upper part of the tag ID with an XOR operation

of h�1ðh1;Keyc1
Þ and Rrjj0h00000000. As the upper part of

the ID is unique within key class kc, the server can look-up

the lower part of the ID and the last value of the tag’s

authentication counter, Tcstored
. At this point the tag is

identified and the server is enabled to reveal the tag’s

random number from h1 with another XOR operation. At

this stage, the server is also able to extract the tag’s

authentication counter, Tc by an additional XOR operation

with h�1ðh2;Keyc2
Þ. The tag gets authenticated, when its

authentication counter ðTcÞ is ahead of the stored authen-

tication counter ðTcstored
Þ. If this is the case, the stored

authentication counter is also updated.

4.2 Resistance to various attacks

The presented authentication protocol offers a high resis-

tance to various attacks as well as it has higher level of

security. This is mainly due to its resistance to

eavesdropping.

Eavesdropping Eavesdropping is the root of all the evils.

It is the process where one listens in the wireless link between

a reader and the tag. Generally, eavesdropping is undertaken

by a malicious party to reveal the confidential data about the

tags and their bearers. As we have to rely on hardware that

complies with the C1G2 protocol that is wrapped around our

protocol, it is impossible to introduce technical measures,

e.g., frequency hopping to harden this process for malicious

parties. Our LCAP proposal relies on strong ciphers to

protect the content of confidential messages that can be

eavesdropped. In this way, it is possible to allow any party to

hear and record messages. Trusted entities can simply

decrypt and read the message content. While a malicious

party needs to solve an NP-complete problem to break the

cipher for getting hold of confidential information [19].

Cloning attacks and forward/backward security Resis-

tance to eavesdropping makes our protocol resistant to

cloning attacks and provides forward and backward

security. In the case of a cloning attack, a counterfeiting

party tries to clone a genuine tag by writing the eaves-

dropped tag data on a blank tag. This is not possible in the

case of LCAP as the tag’s information always remains a
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secret. Furthermore, the protocol does not reveal much

information in plaintext about past or future authentication

rounds. The only parameter that remains same for all the

authentication rounds is the key class.

Tracking attacks The same key class for all the

authentication rounds could allow tracking attacks. For

example, when only one tag is associated to a key class, the

key class identifier kc can become a unique fingerprint of

the tag. Therefore, it is necessary that several tags are

assigned to a key class. Moreover, the key class should be

arbitrarily assigned to tags. Therefore, it is possible to

avoid tracking attacks based on the association of products

or items (passports, library cards, etc.) with different key

classes.

Replay attacks Replay attacks can happen due to the

random numbers generated by the reader and tag and then

tag employ these numbers to compute ciphers h1 and h2.

Replaying message m1 to a tag will trigger an authentic

response from the tag for the next authentication round.

Moreover, the tag’s authentication counter will also be

incremented but this does not affect the tag or the

authentication process. The response of a genuine tag to

message m1 can again be recorded and replayed to the

reader. However, the reader’s random number will change

in each authentication round. Therefore, the replayed tag

response will not be accepted by the server as the encrypted

Rr will not match the recent Rr generated by the reader.

Replay attacks can be further blocked by employing high

quality random number generators at the reader and tag

level that are not predictable. Moreover, all the random

numbers should have a sufficient width ð� 32 � bitsÞ so

that the recording of all possible tag responses and reader

queries will not be viable (or impossible) in practice.

DoS attacks Another main advantage of our protocol is

its resistance to DoS attacks. A malicious party can

advance the tag’s authentication counter Tc by querying a

tag. It is possible for the malicious party to launch a DoS

attack if the tag’s counter is incremented excessively

causing it to overflow or reset. In LCAP, we employ a large

size tag counter with a width of at least 32-bits (i.e.,

� 32 � bit). A simple increment of the tag counter, Tc will

not have any affect (in terms of DoS attacks) as the

authenticity of a tag is confirmed when the new value of the

counter is greater than its initial value (such as zero).

4.3 Security analysis

There are three factors that influence the security of our

protocol as follows.

• The cipher have to be chosen thoughtfully by taking

into account the application. It has to be strong because

revealing the keys of one key class can compromise

several tags. However, the cipher must be resource

preserving and feasible on resource constraint plat-

forms like RFID tags.

• There will be a similar argument for the employed

random number generator (PRNG). A low quality

PRNG (in terms of its output distribution and length)

will compromise the proposed protocol. This is due to

Fig. 4 LCAP: Low Cost Authentication Protocol
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the fact that a poor PRNG entity will enable malicious

parties to predict the reader’s challenges and record the

responses of unique tags to these queries. Therefore, it

is necessary to employ a high quality PRNG whose

implementation is feasible.

• The third factor is the data width of the tag’s

authentication counter Tc. It must be large enough so

that it is not possible for an attacker to increment Tc

excessively beyond its range.

As the above three factors affect each other. The output

width of the cipher is b bits where the size of random

numbers, tag’s ID and its authentication counter can be of

different widths. We will use these parameters in the

comparative implementation of our protocol to show the

basic feature and requirements of our protocol. The pro-

tocol proposal is intended to be carefully tuned when put

into practice. For example, employing random numbers, Rr

and Rt in h1 and h2 is necessary to avoid replay attacks.

However, one can think of a more flexible data alignment

to allow a greater data width for the authentication counter

Tc. As the server needs only some proof that m2 is in

response to message m1 and not replayed, we could use part

of Rt (e.g. b/4 bits) and increase the width of the authen-

tication counter. In this way, a DoS attack becomes less

practicable as it takes significantly more queries and time

to make the Tc to overflow. Another security feature would

be to include an error detecting/correcting code within h1

and h2. In this way, one can defeat the attacker that record a

tag response by simply flipping a bit of h2 and hope that the

attacker will increment the tag’s authentication counter,

which would lead to authentication as long as Rr is valid.

It has to be noted that from the security point of view,

our authentication protocol is secure when the above

mentioned three factors are considered. It can further be

enhanced by adapting it to the intended application and

including error correction. Moreover, as LCAP provides

tag identification and it can be integrated in higher level

systems that employ location based authentication. The

protocol can also provide valuable data for intrusion

detection systems that protect the authentication system

where the difference between the tag’s authentication

counter and the stored authentication counter is a direct

measure for the number of attempted attacks on the system.

4.4 Cost analysis

We compare our proposed protocol mainly to YA-TRAP,

YA-TRAP� [4, 5] and the most recent mutual-authentica-

tion protocol (MAP) [6]. These protocols are still the most

widely used authentication protocols of the TRAP family.

The cost of an authentication protocol can be represented

by three factors:

• Computational effort The number of times the hash or

cipher computation takes place at the tag, reader and

server level.

• Memory requirements The amount of storage required

for IDs, timestamps, counters, random numbers and

other parameters at the tag, reader and server level.

• Communication cost The amount of bits transferred

between the three entities of tag, reader and server.

The required computational resources for YA-TRAP,

YA-TRAP�, MAP and our protocol are given in Table 1.

For YA-TRAP and YA-TRAP�, the number of computa-

tions at the tag level assumes a case in which the time-

stamp is found to be valid. In the case of YA-TRAP, one

has to perform two hash computations for Hid and Hauth.

Furthermore, the random number Rt is to be computed by

the tag. For YA-TRAP�, a tag needs at least one more

hash computation to evaluate the epoch token. However,

as it cannot be assured that a tag participates in each

epoch, the number of computations can be significantly

higher. This uncertainty is expressed by the factor, X in

Table 1.

MAP protocol employs two enciphering and one deci-

phering operation and has a slightly higher tag level

computation as compared to our LCAP approach. Inde-

pendent from the reader’s initial message to the tag, LCAP

always employs two cipher computations and requires one

random number generation at the tag level. We only con-

sider cipher/hash computations by server, because it is

believed that the random number generation is not a

computationally intensive operation for the server. More-

over, the depicted hash/cipher computations are the worst

case of maximum number of computations that can occur

when a single tag is authenticated. In addition to DoS

attacks, another problem of YA-TRAP and YA-TRAP� is

the key search for Hid. This search can become exhaustive

and require n computations for n number of tags in the

system. We have bypassed this problem by employing key

classes in the LCAP scheme, which allows the server to

find the encryption keys immediately. Therefore, LCAP

approach presented in this paper always need two com-

putations at the server level.

Table 1 Computational effort

Protocol Tag Tag Server

# Hash/cipher

computations

# rand() # Hash/cipher

computations

YA-TRAP 2 1 nþ 1

YA-TRAP* 2þ X 3 nþ 2

MAP 3 2 nþ 2

LCAP (Proposed) 2 1 2
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The memory required for the same four protocols is

depicted in Table 2. Again a system with n tags are con-

sidered and the other parameters are defined as follows.

• Keys have a length of 2b bits.

• A cipher has an input/output width of b bits.

• The timestamps and the authentication token have a

width of b bits. The authentication counter Tc is also b

bits wide.

• Tag IDs have a width of b bits.

• Random numbers (Rr and Rt) and key class ðkcÞ have a

width of b=2 bits.

In the case of YA-TRAP, the tag stores key, recent reader

timestamp and a maximum timestamp. Additionally,

YA-TRAP� stores the authentication token. This leads to a

tag level memory utilization of 4b bits for YA-TRAP and

5b bits for YA-TRAP�. For both protocols, a server needs

to store all the keys, recent timestamp and if necessary the

authentication token. In the case of MAP, the storage

requirement for the tag and database is much higher as they

need to store two key tables having a size of 0.5K each.

Our proposed protocol storage at the database and tag level

stores the tag ID, two encryption keys, key class and

authentication counter that amounts to 6:5b bits.

Table 3 provides the communication cost for the same

protocols for a scenario where a reader authenticates n tags.

This means that for YA-TRAP, the reader sends a time-

stamp and a random number to the tag, which results in a

reader to tag traffic of 1:5b bits. For YA-TRAP�, an

additional authentication token is also sent to the tag and

this figure is increased to 2:5b bits. In the case of MAP, two

messages are sent from the reader to tag. The first message

is common message to all the tags, which is a random

number of b=2 bits. The second message is for each indi-

vidual tag of b=2 bits each. The overall reader-to-tag

communication for MAP will be (0:5bþ bn) bits. The

other communication values are calculated in the same

way, whose details can be found elsewhere [20]. In con-

trast, our proposed LCAP scheme reduces the reader-to-tag

communication to 0:5b bits as only one random number, Rr

is sent to the tag. The tag-to-reader communication cost for

all these protocols remain same. However, server-to-reader

communication for LCAP is very low as server only need

to send n bits for all the tags whether they are authentic or

not. The n bits is comparable to YA-TRAP protocol, which

is not secure against DoS attacks. In conclusion, it has to be

noted that our protocol presented here:

• provides a higher level of security

• offers lower communication cost

• is competitive regarding the computational load at the

tag level

• employs significantly less computations at the server

level

The only drawback is the larger memory consumption at

the tag and the server level. We consider this as a rea-

sonable trade-off as our LCAP scheme offers a much

higher security.

5 Implementation details

We present the implementation of our cryptographic

authentication protocol, LCAP on a computationally

capable RFID tag and a customary RFID reader. Our

protocol proposal and two other TRAP family protocols

MAP and YA-TRAP� are implemented in a typical RFID

environment, which is depicted in Fig. 5. The system

consists of a WISP tag [7], a C1G2 compliant RFID reader,

and a PC computer that executes reader and back-end

server applications. The server application software pro-

vides an interface to a MySQL database that stores a tag

population of various sizes. It is connected to the reader

application software using a customized protocol over

TCP. The protocol flow is controlled by the reader appli-

cation, which can parameterize and command the RFID

reader through the Low-Level Reader Protocol (LLRP)

[21]. We describe the implementation on the three system

entities as follows.

• We employ a passive, computation capable, RFID

tags. The Wireless Identification and Sensing Platform

(WISP) is the first programmable, passive RFID tag

that can perform sensing and extensive computations. It

was introduced by Intel Research Labs Seattle [22]. The

major elements of the architecture are the analog front-

end and a TI 16-bit microcontroller (MSP430F2132)

with 8K ROM and 0.5K RAM. Furthermore, it carries

Table 2 Storage requirements

Protocol Database storage Tag storage

YA-TRAP 3bn 4b

YA-TRAP* 3bn 5b

MAP 1:5bnþ 2bnK 1:5bþ 2bK

LCAP (proposed) 6:5bn 6:5b

Table 3 Communication cost [bit]

Protocol R! T R T R! S R S

YA-TRAP 1:5b 2:5bn bþ 2:5bn n

YA-TRAP* 2:5b 2:5bn bþ 2:5bn bnþ n

MAP bnþ 0:5b 2:5bn 0:5bþ 2:5bn bnþ n

LCAP (proposed) 0:5b 2:5bn 0:5bþ 2:5bn n
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an external ultra-low power I2C EEPROM with a size

of 8K. The microcontroller executes the firmware

supplied by Intel, implementing the C1G2 protocol.

The hardware and firmware design is described in detail

by Yeager et al. [7]. The computational capabilities of

WISP are further explored by Chae et al. [23].

• The reader is a combination of software application

that runs on a PC and a customary RFID reader. The

reader software is part of our implementation as it

realizes all the protocols being investigated and

controls the RFID reader.

• The server is composed of a MySQL database that

stores the tag data and an interface application, which

establishes the connection with the reader software

application.

5.1 Selection of a suitable cipher

We need a suitable cipher to be computed at the tag and the

reader/server level. As outlined earlier, the security of our

LCAP proposal relies on a secure cryptographic function.

RFID tags are resource constraint platforms and they do

not allow the implementation of strong ciphers. Therefore,

we have implemented five ciphers, TEA, XTEA, RC5, RC6

and AES, [17, 24–27] in C and Assembly language for the

WISP tag. The adaptable ciphers are designed to meet the

properties of XTEA and TEA in terms of data width and

key length. For a fair comparison, the data width and key

length is selected as 128-bits. The block length and the

number of rounds selected for these ciphers are summa-

rized in Table 4.

For each cipher we have evaluated the execution time

for key expansion, encryption and decryption. As the

runtime of RC5 and RC6 depends on the input data and the

key, we perform the experiment 500 times and use random

data and keys. The execution time measurement employs a

hardware timer/counter module, available at the tag level

that has 1 ls resolution. Moreover, we evaluate tag level

memory consumption by examining the compiler/linker

output. In our experimental setup, the WISP tag is attached

to the debugger (MSP-FET430UIF) that is controlled by

IAR Embedded Workbench (EW) as shown in Fig. 6 . As

code design is done with IAR EW, the applications are also

debugged by the same tool.

Figure 7 provides the execution time for each cipher

implementation using C and assembly language. The

memory requirements for each cipher was determined and

we found that TEA and XTEA requires the minimum

amount of program memory (in the range of 1.1 K) as

compared to RC5, RC6 and AES-128 ciphers that require

1.7K to 2.7K of program memory. TEA and XTEA are the

most resource preserving ciphers. However, it has to be

noted that they are significantly weaker than RC5, RC6 or

AES. TEA suffers from weak keys, e.g., three different

keys can produce the same output for a given input value.

Therefore, we have employed XTEA as the cryptographic

core for our protocol implementation. XTEA is also

employed to generate the epoch token of YA-TRAP�.
Contrary to the original XTEA implementation, we have

used an 18 round XTEA variant. In this way, we can save

energy at the tag level and still defeat the most effective

attack on XTEA [28].

Fig. 5 Experimental RFID environment

Table 4 Characteristics of various ciphers

Cipher Block length (bits) No. of rounds

TEA 64 32

XTEA 64 32

RC5-32 64 12

RC6-32 128 20

AES-128 128 10
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5.2 Protocol implementation

The LCAP implementation involves both the WISP tag and

reader/server level coding of the protocol.

5.2.1 Tag level protocol realization

The existing WISP firmware needs to be extended before

we can implement our authentication protocol. The WISP

firmware was built as a state machine implementing C1G2

protocol to communicate with a compliant RFID reader.

The rudimentary implementation provided by Intel has

several restrictions. Most states and their corresponding

commands defined in the C1G2 specification have not been

fully implemented. The WISP tag firmware supports the

C1G2 read command to read data from a tag. In response to

the read command, the tag returns a preset sequence

depending on the compile time options. Writing data to the

tag is not possible as the firmware does not provide a write

command. Moreover, the tag neither performs error cor-

rection nor utilizes any of its external memory resources. In

fact, the WISP tag firmware, RFID reader and LLRP

library only allows the usage of a single tag and it is not

possible to transfer data or to utilize the full resources and

capabilities of the WISP tag. The firmware has to be

extended substantially to allow any data exchange between

the reader and tag. It is also necessary to implement

functions that enable the utilization of external EEPROM

as the timestamps, epoch tokens and counters need a non-

volatile storage.

The authentication protocols utilize BlockWrite com-

mand to handle the writing of data on the tag. In this way,

the reader’s data can be processed immediately and the

response to the following Read command can already be

placed in RAM. We have implemented the C1G2

BlockWrite command to transfer data to the tag. It pro-

vides the following advantages over the standard Write

command:

Fig. 6 Experimental setup

Fig. 7 Execution time of

ciphers on WISP
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• The command can be directly integrated in the existing

firmware without adding any more tag states and C1G2

protocol steps.

• RFID reader does not expect an immediate tag

response to a BlockWrite command. A tag has 20ms

time to fetch data and perform computations, before it

has to acknowledge the command. The RFID reader

supplies power to the tag during this time period. In

this way, we can assure that the tag will not run short

of power and has enough time to perform its

computations. Notably, the measurements shown in

Table 5 are gathered with a WISP running at 1MHz.

The actual protocols execute at 3MHz, which leads to

a runtime reduction from around 10ms to 3.33ms.

Therefore, 20ms time is sufficient to access the

EEPROM to perform some encryptions and to gener-

ate a random number.

The Read command transfers 16-bits of data, due to the

limitations of LTKCPP library on the reader side. Our tag

level implementation maps the addresses received by a

read command directly to the array that holds data at the

WISP tag. However, it is observed that all tag addresses

cannot be read by the RFID reader due to various factors

such as the distance between the reader and tag, and which

side of the tag is facing the antenna. As it is impossible to

read the tag according to the specification, we decided to

read address zero that is often successful. Internally, the

read is implemented by incrementing a counter to access

the array that contains the information that will be read.

The counter is set to zero at the beginning of each

authentication round when the first data word is transferred

to the tag. The counter turns over to zero when it reaches

ten, which is the maximum number of words to be

transferred.

5.2.2 Reader/server level protocol realization

The reader and server software modules are implemented

in the same way by employing an object oriented (C??)

design. It is possible to realize an implementations that are

easy to understand and extend. The main difference

between them is the entity that they interface i.e. either an

RFID reader or a MySQL database. Moreover, the reader

software controls the protocol flow, while the server soft-

ware has to perform most of the computations. There is no

need of any complex computation to be performed at the

reader level that would allow the authentication protocol

integration directly with the RFID reader. Our implemen-

tation of MAP and YA-TRAP� differ from the proposed

LCAP protocol as a reader has to query the server in

advance to receive the timestamp and the authentication

token. The RFID reader can do this over a customized byte

oriented protocol over TCP, which we have employed

between the server and reader.

5.3 Experimental results

The protocols are tested assuming a tag population of

50,000 tags. Each test consists of 100 authentication rounds

and is repeated by increasing reader-to-tag distance. The

reader-to-tag distance is increased until more than 5 % of

the authentication rounds are successful. After each test,

the tag and server database are reset so that one test cannot

affect the other. We measure the time needed to transfer

data between the reader and tag, number of bytes trans-

ferred and the authentication round time.

It is observed that the proposed protocol, LCAP allows

about 50 % larger reader-to-tag distance than the MAP and

YA-TRAP� protocols as the plots of Fig. 8 demonstrates.

These results indicate that this is due to the critical power

situation on the tag before a tag is read. In the case of

LCAP, these plots indicate that writing a tag is successful

even at larger distances. It happens as the time to write the

tag is significantly increased. All the computations are

performed correctly before the response to a BlockWrite

command is sent back to the reader. It is also observed that

the time needed for writing the tag is linear with the

number of bytes to be written.

The time spent for reading a tag depends only on the

number of bytes read from a maximum distance of 50 cm.

At larger distances, the number of failed attempts to read

will increase and additional time is required to read. The

implementation of the Read command at the tag and the

reader application level is similar for both MAP and

YA-TRAP� protocols. The reader application tries to read

one word from the tag repeatedly (up to 20 times). There is

no need to read repeatedly after a read is successful. This is

done due to the tag-level counter that is assumed to be

vulnerable due to de-synchronization. The data provided by

Intel indicates that an inventory operation (the tag simply

backscatters the EPC) does not even work in 40 % of all

the cases at a reader to tag distance of 90 cm or more [22].

However, according to the power calculations this has to

work with a reader, which is configured at 30 dBm signal

strength (for a maximum of reader-to-tag distance of 2.9

m). It is impossible to determine whether an RFID reader

or tag is responsible for it.

The implementations for all the three protocols reveal

that the only difference between various protocols can be

the power situation on the tag before a read occurs. This is

mainly determined by the preceding BlockWrite command.

Fewer operations are performed during the BlockWrite

command and more energy is stored within the tag-level

storage capacitor. If a tag drops out of power, it cannot stay

in the RAM retention mode and loses its memory contents
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(or the tag state). Therefore, it will take longer time for a

tag to reply a read command as the tag has to be brought

back in the reply state. This causes the read operation of an

RFID reader to fail. In the case of a successful read, it is

still possible that the memory content may have been

disturbed.

The main advantage of LCAP is that it employs lower

number of operations than YA-TRAP� and the MAP.

Another reason of energy saving is the simpler logic at the

tag level. The value received by a tag from the reader has

no effect on the number of computations by the tag. The

LCAP employs only two cipher operations at the tag level,

a counter increment and a random number generation.

There is no need to control the operations through if/else-

statements to assure that the correct data is encrypted or to

validate a timestamp. It is also not necessary to validate the

reader’s random number by an additional hash chain. It

does not matter if the challenge comes from an authentic or

a malicious reader. Actually a tag does not need to

authenticate the reader as reader only sends a random

number to the tag and does not hold any secret. Further-

more, it is sufficient to read/write only a timestamp from/to

the EEPROM, while other approaches need to access the

EEPROM for epoch tokens. A higher authentication range

given in Fig. 8 shows that this simplicity provides a big

advantage for LCAP when implemented on WISP like tags.

The results of Fig. 8 clearly indicate that LCAP authenti-

cates successfully for a maximum tag to reader distance of

90cm, which is two times of the maximum tag to reader

distance for YA-TRAP� and MAP protocols.

This results in another advantage of our protocol i.e. a

lower average authentication round time. As compared to

MAP and YA-TRAP�, this time is reduced by approxi-

mately 200ms even when only 60 % of all the rounds are

successful as depicted in Figs. 8 and 9. One of the reasons

of this reduction is due to the lower amount of data sent to

the tag. The time reduction also happens due to lower

number of computations required by the server. Irrespec-

tive of the number of tags and the database size, there is no

key search involved in our LCAP proposal and the two

deciphering operations at the server are enough to

authenticate a tag. There are two hypothetical cases when

YA-TRAP� can meet this figure of merit. These cases

happen when either the database contains only one tag or

the first tag in the database that matches the search criteria.

The high round time for our LCAP scheme at 90 cm is only

due to higher read time. In Fig. 9, we present an average

time for an authentication round as the authentication time

varies due to an inherit property of the WISP tag used in

our experiments. WISP is a semi-active tag and sometimes

it needs more time to harvest enough power to compute the

parameters for an authentication task. The variation in the

authentication round time is insignificant from the perfor-

mance point of view of an authentication protocol. It is

noticed that the variation in authentication time is similar

for all the protocols implemented for WISP tags including

our LCAP and the past protocols of MAP and YA-TRAP�.
Table 5 provides the communication cost per authenti-

cation round for MAP, YA-TRAP� and our LCAP pro-

posal. Due to the overhead of the customary protocol

between reader and server, the figures for the reader-server

link are slightly higher than it is presented earlier in Table

3 but the communication values for the reader-tag link

remain the same. As compared to YA-TRAP� and MAP,

Fig. 8 Successful

authentication rounds versus

distance
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our proposed protocol successfully reduces the reader-to-

tag communication cost. This has become possible for

LCAP as only a random number is transferred to the tag.

Moreover, the server-to-reader communication cost is

significantly reduced. This is due to the fact that there is

only one message from server to reader that consists of a

header and result of one byte each. The communication

cost will be different when more tags are in the reader’s

field-of-view but the trend will remain same.

The simplicity of our LCAP proposal is also reflected by

the resource consumption at the tag level. As Table 6

indicates, it consumes less ROM, RAM and EEPROM at

the tag level. It is in contrast to the theoretic calculation

given in Table 2. This is due to the fact that the two keys

that are employed by our protocol are stored in the program

ROM. Therefore, the EEPROM only stores the authenti-

cation counter and not a timestamp and the epoch token,

which is required for YA-TRAP�. It is further not sur-

prising that our protocol utilizes less program ROM as the

implemented protocol logic is also simpler.

6 Conclusions

In this paper, we have first presented the benefits of product

authentication using RFID. We have reviewed some of the

recent authentication protocols and discussed their benefits

and drawbacks. We proposed a novel low cost crypto-

graphic RFID authentication protocol (LCAP), which can

be integrated into the ubiquitous C1G2 protocol. We have

also analyzed its security properties and compared its cost

with some other comparable authentication protocols. Our

investigation shows that the new LCAP proposal is supe-

rior in terms of security, computational effort and com-

munication cost when compared with MAP and

YA-TRAP� authentication. The only drawback of our

protocol is the slightly higher memory consumption at the

tag and server level.

Moreover, we also present a successful implementation

of the proposed LCAP scheme, MAP and YA-TRAP� on a

passive, computationally capable RFID tag. The experi-

ments carried out by using the real-world components to

verify the superior nature of LCAP as compared to some

recent comparable approaches. It provides a high level of

Fig. 9 Average authentication

round time

Table 5 Communication cost (byte)

Protocol R! T R T R! S R S

YA-TRAP* 16 20 25 15

MAP 12 20 23 16

LCAP proposed 4 20 25 2

Table 6 Resource consumption of the investigated Protocols (gath-

ered with IAR EW)

Protocol ROM (byte) RAM (byte) EEPROM (byte)

YA-TRAP* 5,366 477 16

MAP 5,158 487 324

LCAP 4,574 481 8

Proposed
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security, as well as a 50 % higher reader-to-tag distance

and a significantly lower authentication round time.
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