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Abstract
Metal corrosion is a major global concern in many economic sectors. The degradation of metal surfaces is responsible for 
losses in values that account for about 3% of gross domestic product (GDP) only in the US. Parts of all corrosion processes 
described in different environments are present mainly in marine environments. The marine environment is characterized as 
favoring the corrosion processes of several metallic alloys, damaging structures used in the construction of ships, ports, oil 
pipelines, and others. Despite chemical corrosion being the most frequently described in these environments, studies show 
the participation of microorganisms in direct corrosion processes or in the acceleration/influence of the corrosive action, 
through the formation of complex biofilms. These structures create favorable conditions for microorganisms to degrade 
metal surfaces, causing damage known as pitting and crevices. Currently, diverse technicians are employed in biocorrosion 
research, e.g. electronic microscopy, and DNA sequencing. These techniques have clarified the dynamic process of the 
formation of biofilm structures, allowing understanding of the succession of different species during the evolution of the 
structure. Improving the understanding of how this interaction between biofilm and metallic surface occurs will enable better 
evaluation of strategies to avoid or decelerate the degradation of metallic structures in marine environments.
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Introduction

Nowadays, corrosion is a real concern and at an economic 
cost. Corrosion costs reach values of approximately $2.5 
trillion dollars annually. Even so, these costs do not include 
expenses associated with training technicians, productivity 
loss due to corrosion damage, nor investment to solve and 
prevent damage caused by metallic structure corrosion. Such 
indirect costs are estimated at $522 billion (Kato et al. 2015).

Metal corrosion is a spontaneous process where the 
transfer of electrons from the zero-valent metal to a final 
acceptor occurs. This process happens when electron trans-
fer from the electron-donating site, called the “anodic site”, 
is driven to another site, called the “cathodic site”. We can 
also consider these sites as oxidation and reduction reac-
tions, either electron loss or gain respectively, in a coupled 
reaction called redox. Both reactions are mutually dependent 

on each other, and the transfer between both sites is always 
from the most negative to the most positive potential. This 
transfer of electrons from a negative pole to a positive pole 
will result in dissolution of the anodic site, or corrosion itself 
(Gadd 2004; Hamilton 2003; Watanabe et al. 2009).

In an environment where aerobic conditions prevail, oxy-
gen plays the role of the main final electron acceptor. In 
this reaction, quite common to our eyes, the formation of 
hydroxides and iron oxide deposits (rust), are clearly vis-
ible. Further, in aqueous environments, such as a marine 
environment, characteristic rust formation occurs. Over 
time, the (hydro-) kinetic formation of oxides decreases due 
to the accumulation of the reaction products, which, when 
adhering to metal surfaces, creates an anaerobic microenvi-
ronment, making it impossible to act as an oxygen electron 
acceptor (Hamilton 2003). However, under anaerobic con-
ditions, corrosion may also occur in spite of slower kinet-
ics, although corrosion in anoxic environments is costlier 
from an economic viewpoint. This occurs due to the fact that 
structural damage induced by anaerobic corrosion is more 
severe. In addition, there are more mechanistic means in 
anaerobic corrosion processes (Beese et al. 2013). The most 
important of these can be found in four different groups: 
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(1) cathodic depolarization, (2) sulphide attack, (3) direct 
electron capture by microorganisms, and (4) the impact of 
microorganisms on surface film mineralogy (Blackwood 
2018).

Despite the fact that corrosion of metal alloys is best 
remembered as an electrochemical process, in the early 
twentieth century, a scientific work connected, for the first 
time, the bacterial action with metal corrosion. Nevertheless, 
only in the 1960s was the relationship between the presence 
of microorganisms and metal surface corrosion was widely 
accepted, by virtue of a study which detailed the role of 
sulfide-reducing bacteria (SRB) causing corrosion in carbon 
steel under anaerobic conditions (Booth and Tiller 1962; 
von Wolzogen and van der Vlugt 1964). In subsequent dec-
ades, despite the acceptance of the role of microorganisms 
in metal corrosion, studies of Microbiologically Influenced 
Corrosion (MIC) still progressed slowly. One explanation for 
this slow development was the difficulty in describing the 
microbial species directly degrading metal surfaces. Moreo-
ver, many of these microorganism strains are non-cultivable 
in laboratories.

Corrosion involves the participation of diverse microor-
ganisms present on metal surfaces, especially bacteria. This 
community forms a complex structure called a biofilm, 
which allows the creation of favorable conditions for the 
redox process described above. To describe this complex 
microbial community, taxonomically or physiologically, has 
always been a challenge in the study of microorganisms-
influenced corrosion. Only at the beginning of this century, 
with the advent of DNA sequencing techniques from envi-
ronmental samples, without the need for microbial growth in 
a laboratory, was there considerable progress in understand-
ing microbial corrosion or biocorrosion. Thus, advances in 
environmental DNA sequencing techniques, called metagen-
omics, combined with electrochemical and electron micros-
copy techniques, permitted glimpsing a new horizon in the 
study of the metal alloy biocorrosion. Today, these advances 
enable estimating how the succession of microorganisms can 
induce/accelerate the mechanics of corrosion on metallic 
surfaces (Blackwood 2018).

The relationship between the presence of microbial bio-
films and the induction or acceleration of metal corrugation 
in marine environments has been increasingly proven by 
studies on the subject. Furthermore, the dynamic character-
istics of the formation and maintenance of biofilm structures 
have been revealed as key factors in the corrosive process 
kinetics. This review aims to provide an overview of micro-
bial biofilm evolution in marine environments and their 
direct role in metal corrosion.

Metal surface colonization in marine 
environments

Corrosion of metal alloys occurs because of the pres-
ence of sessile cells that adhere to the attacked surface, 
rather than planktonic cells near or in near-contact with 
the metal. Biofilm formation is a universal and wide-
spread process present on different surfaces, inanimate 
or organic, and in distinct environmental conditions. The 
forces directing biofilm structure formation are diverse, 
including starvation, continuous water flow, unfavorable 
temperatures, protection against harmful chemical com-
pounds, biocides and antibiotics (Salta et al. 2013). Addi-
tionally, biofilms allow the benefit of cooperation among 
microbial community members. However, this charac-
teristic of biofilm, which involves several species living 
together, also configures a space of rivalry between them. 
High cellular density present in the biofilm grown on metal 
surfaces promotes intense competition for nutrients and 
other resources, besides the probable change of microen-
vironmental conditions, such as oxygen gradient and pH 
differences. These changes may direct the deterioration of 
resources and the predation of inserted cells in the biofilm 
(Serra and Hengge 2014). This dynamic within the biofilm 
establishes a stratified structure, where the deeper layers in 
contact with the surface are generally anoxic, and progres-
sively only bacterial species capable of using the metal 
compounds as resources for their survival remain. The cor-
rosive biofilm output includes organic compounds such as 
proteins, extracellular DNA, as well as mineral deposits 
with iron sulfide, ferric phosphate, ferrous carbonate and 
iron chloride (Videla and Herrera 2005).

Submerged surfaces, whether biotic or abiotic, in 
marine environments are rapidly colonized by multi-
species consortia of microorganisms. This colonization 
is primarily followed by the rapid formation of biofilm 
structures, which provide numerous ecological advantages 
to these microorganisms, and support to biogeochemical 
cycles transpiring in seawater columns (Dang and Lovell 
2015). However, the colonization of metallic surfaces by 
microorganisms also results in deteriorating processes 
on the metallic alloy, e.g. pitting, crevices. Metal corro-
sion has direct consequences for biofilm development, 
particularly in marine environments, generating signifi-
cant impact on metal structures and extensive economic 
losses worldwide. Some examples are related to coastal 
environments, where bio-corrosive action is especially 
severe on carbon steel structures, usually in sheet-pile wall 
structures, in a process known as Accelerated Low Water 
Corrosion (ALWC). Studies on the biocorrosion of these 
structures demonstrate that corrosion kinetics is higher 
when compared to deep water corrosion, by as much as ten 
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times higher, with corrosion rates that can exceed 1 mm/
year, compared to other corrosion rates that are around 
0.05 mm/year in non-ALWS sites (Melchers and Jeffrey 
2013; Marty et al. 2014).

Biofilm origin of and their involvement in metal corro-
sion is always questioned. However, in general, studies show 
that initially unworthy specimens are responsible for initiat-
ing the surface adhesion process (Beech and Sunner 2004). 
These species are called pioneers and are responsible for the 
synthesis of the initial biofilm structure (Fig. 1a). The imma-
ture biofilm is usually composed of aerobic heterotrophic 
bacteria species, and include huge microbial diversity, espe-
cially involving bacterial groups of the phyla Proteobacte-
ria and Bacteriodetes (Moura et al. 2018). Subsequently, 
the general hypothesis is that the aerobes use the dissolved 
oxygen around them, generating a chemical gradient, where 
the inner zone is anoxic, allowing the growth of anaerobic 
species (Fig. 1b) (Hamilton 2003; Richter et al. 2012). The 
maturation of the biofilm will depend on the surrounding 
environmental conditions. Temperature, salinity, pH level, 
availability of nutrients, exogenous inputs of new species, 
and more importantly the composition of the metal attacked 
will be determining factors in the composition of the species 
that will make up the mature biofilm. In a biofilm formed 
over iron and steel infrastructures, different microbial meta-
bolic groups perform different actions on the metal. Fermen-
tation processes, iron oxidation, iron reduction, and sulfate 
reduction are metabolic reactions performed by each micro-
bial group that are co-aggregated in layers or sites other than 
metal surfaces (Fig. 1c). One of the reasons for this lies in 
numerous microhabitats, composed of innumerous chemical 
compounds and different redox potential sites in corrosive 
biofilms (Gu 2013).

Despite an immense list of microorganisms present in 
corrosive biofilms, which is being constantly updated (see 

topic below), the classification of species into metabolic 
groups, such as methanogens, fermenters, acid producers, 
iron, manganese and sulfur reducers, can be misleading 
(Castelle et al. 2008; Daniels el al. 1987; De Gusseme et al. 
2009). A closer look can discern that species can express dif-
ferent metabolites, according to what is most appropriate in 
a specific site or the surrounding environmental conditions. 
It is very common for different microbial species, and even 
different strains of the same species, to complement each 
other during biocorrosion. In actual fact, metabolic comple-
mentarity plays a significant role in corrosive biofilms. For 
example, the presence of fermentative bacteria and produc-
ers of syntrophic hydrogen alongside thermophilic species 
of the class Deltaproteobacteria is commonly described 
in corrosion processes in an anoxic environment (Fig. 2). 
These studies show that the hydrogen produced by species 
of the order Clostridiales is consumed by the hydrogeno-
trophic species of the methanogenic or sulfidogenic groups 
of the class Deltaproteobacteria (Iino et al. 2015; Lyles et al. 
2014). Further, the presence of bacterial species with antag-
onistic metabolisms are also described in corrosion stud-
ies in marine environments. Potential iron-reducing strains 
are commonly detected alongside oxidizing iron bacteria in 
corrosive biofilms (Vigneron et al. 2016). In the microenvi-
ronment of the biofilm, iron-oxidant bacteria have a direct 
role in corrosion by means of the EMIC process (described 
above), whereas reducing bacteria act indirectly. This situa-
tion is possible because the corrosion products of the oxidiz-
ing iron are deposited on the surface of the metal, forming 
a layer of rust, which could prevent the continuity of the 
corrosive process. However, the specimens of iron-reducing 
bacteria present in the biofilms use the oxide deposits as 
final electron acceptors, resulting in a re-exposure of the 
metal surface and the continuity of the corrosion process 
(Videla and Herrera 2005) In this way, the highest corrosion 

Fig. 1   Phases of biofilm growth on metal surface. a Planktonic cells 
initiate adhesion on a metal surface. b After establishment of cells 
on the surface, extracellular material is produced, which will com-
pose EPS. At this stage of maturation, the corrosion process does not 
yet occur and the interior of the biofilm presents satisfactory levels 
of oxygen for the presence of aerobic bacteria. c Biofilm mature with 

chemical oxygen gradient, with the innermost layer in contact with 
the metal presenting anoxic environment, while the most superficial 
layer of the biofilm still presents high levels of oxygen. At this stage 
there is the prevalence of anaerobic bacteria related to metal corro-
sion processes
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rates are likely the consequence of complementary, antago-
nistic, and parallel microbial pathways between the member 
microorganisms within corrosive biofilms.

Microorganisms involved in marine 
corrosion

The role of microorganisms in deteriorating processes of 
metal alloys is increasingly being clarified, as demonstrated 
in many recent studies. Noteworthy is prokaryotes preva-
lence in the corrosive action of metallic surfaces, although 
more recently fungi have been described in metal corrosion 
processes. In a wide variety of environmental conditions, 
such as temperature variations, extreme pH levels, variations 
in oxygen levels, or even their complete absence, starvation 
situations and microbiologically competitive environments, 
microorganisms are able to develop biofilms, and in this 
way use the redox potential to attack metal surfaces. If we 
grouped microorganisms that oxidize/reduce iron into a sin-
gle classification, even then the variability of species capable 
of causing corrosion would be enormous. This distribution 
reaches almost all bacterial groups, between Gram-negative 
and Gram-positive, as well as a considerable number of the 
Superkingdom Archaea.

The phylum of Proteobacteria is the largest group among 
the species of the superkingdom Bacteria. Despite the dif-
ficulty in the taxonomic classification of this complex phy-
lum, the known classes are Alpha-, Beta-, Delta-, Epsilon-, 
Gamma- and more recently Zetaproteobacteria description. 
Proteobacteria phylum is also the most diverse group meta-
bolically, known for their medical, agricultural and industrial 
importance. Its members, containing chemolithotrophic, 
chemoorganotrophic and phototrophic species, can pro-
duce energy differently. The diverse metabolic range within 
Proteobacteria allows its members to thrive in different 

environments, such as soil, aquatic environments, includ-
ing marine, abiotic surfaces and extreme environments such 
as hydrothermal vents or volcanic environs. Its physiology 
involves aerobic and anaerobic, nitrifying, methanothophic, 
and oxidizing and iron-reducing, sulfur and manganese spe-
cies. Usually their role in metal corrosion is associated with 
acid production, and iron oxidation under aerobic and anoxic 
conditions (Fig. 2). The Proteobacteria group that is most 
studied is the acid-producing species and the iron oxidants. 
Among the acid-producing species, Acidithiobacillus fer-
rooxidans, a member of the class Acidithiobacillia, was the 
first species described, and was recently reclassified into the 
phylum Proteobacteria. Acidithiobacillus spp. was previ-
ously described as Thiobacillus species, and classified as 
belonging to the class Gammaproteobacteria. Initially Acid-
ithiobacillus drew attention for its biotechnological applica-
tion of biomining and bioleaching (Gadd 2004). Members of 
this class are found as single cells or occasionally in pairs or 
chains, depending on growth conditions. Some species are 
able to fix nitrogen, but most are described as lithotrophic, 
using iron and molecular hydrogen as the terminal electron 
acceptor (Drønen et al. 2014).

Species of the Proteobacteria phylum most related to iron 
oxidation are included in the class Betaproteobacteria. This 
class is composed of lithotrophic bacteria, iron oxidants, 
aerobics with preferences for growth in a neutral or slightly 
acidic environment. The main representatives are the genres 
Gallionella, Leptothrix and Sideroxydans. They are bacteria 
of difficult laboratorial cultivation, presenting slow growth 
and having a preference for low oxygen levels. The species 
Gallionella ferruginea is found in several aquatic environ-
ments, including marine. Another species commonly asso-
ciated with iron oxidation in the marine environment is the 
Gammaproteobacteria Mariprofundus ferrooxydans (Emer-
son et al. 2007). Normally found next to Gallionella species 
in marine environments, the Mariprofundus sp. DIS-1 strain 

Fig. 2   Descriptive model of 
biofilm action on metal surface. 
The mature biofilm with oxygen 
gradient presents in the lower 
layer, in contact with the metal, 
anoxic environment, with 
prevalence of anerobic bacteria 
involved in the corrosion 
process
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has recently been described as associated with corrosion of 
carbon steel under laboratory conditions (Munford et al. 
2016).

Despite being difficult to establish a clear relationship 
between the presence of a bacterial strain and its direct role 
in the corrosion of the metal surface, it is widely accepted 
that several members of the Deltaproteobacteria class play 
a direct corrosive role on metal alloys (Dinh et al. 2004). 
Members of this class are commonly described in corrosion 
studies under anaerobic conditions. The metabolic group 
known as SRB (described above) are composed primarily 
of species of this class, and the main representatives are 
Desulfovibrio, Desulfobacter, Desulfotignum and Desul-
foromonas (McBeth and Emerson 2016; Park et al. 2011; 
Ramirez et al. 2016; Vigneron et al. 2016; Li et al. 2017). 
The metabolism of SRB is essentially anaerobic, so that cor-
rosive action on metal alloys occurs primarily through iron-
reduction reactions. Damage to metal structures, pitting and 
crevices, is also more worrying, impacting offshore pipelines 
in particular.

More recently a new class has been added to the phylum 
Proteobacteria. The Zetaproteobacteria class was suggested 
in 2007 by Emerson et al. (2007). Members of this class are 
generally isolated in hydrothermal vents or volcanic environ-
ments (Emerson and Moyer 1997; Ruehland and Dubilier 
2010). The association of strains related to metallic surface 
corrosion has always been underestimated. Notwithstanding, 
more recent studies are increasingly showing the role of sev-
eral species in carbon steel corrosion (Dang et al. 2011). One 
of the difficulties in identifying these species previously was 
probably due to the fact that many species are non-cultivable 
in laboratories.

Species of Gram-positive bacteria have been described 
in biocorrosion studies in recent years. In spite of being his-
torically unassociated with corrosive processes, metagen-
omic studies have described strains of this phylum present 
in corrosive biofilms, usually on offshore pipeline surfaces 
(Lenhart 2014). The main representatives are species of the 
phylum Firmicutes, especially the genus Bacillus, and spe-
cies of the phylum Bacteriodetes. The endospore-forming 
genera Bacillus is the most studied among those cited. Bacil-
lus are facultative or obligatory aerobic bacteria, widely 
distributed in the environment, associated with several 
diseases in humans. Recently, in marine environments, the 
species Bacillus cereus and Bacillus subtilis were detected 
in corrosive biofilms on oil pipeline surfaces (Guo 2017). 
More recently, studies of isolated strains and their corro-
sion capacity on different metals have been studied under 
laboratory conditions. The phylum Bacteroidetes includes 
three large bacterial groups, which have two important taxo-
nomically associated classes of corrosion, Flavobacteriia 
and Sphingobacteriia. The representatives of this phylum, 
despite a direct redox action on metal surfaces not yet being 

established, are believed to play an important role in corro-
sive biofilm formation and maintenance in marine environ-
ments, thus acting indirectly in biocorrosion (Dang et al. 
2011; Rajala et al. 2015).

Alongside Bacteria, members of the superkingdom 
Archaea are the most important microorganisms in the cor-
rosion process of metallic alloys in marine environments. 
Group Members, described as direct or indirect participants 
in corrosive processes, are included in the phylum Eur-
yarchaeota. Euryarchaeota comprise a very diverse group 
metabolically and morphologically, being found in extreme 
environments, including at deep and anoxic oceans level. 
Among the Euryarchaeota, the methanogenic strains are 
most associated with metal corrosion in seawater. Physi-
ologically, methanogens are mandatory anaerobes, and 
it appears that these species and strains produce methane 
during the corrosion process while using CO2 as the final 
electron acceptor. As a result of the difficulty of culturing 
these microorganisms, the main approaches are metagen-
omic studies, identifying several associated species in 
carbon steel pipe wall corrosion processes. Specimens are 
mainly distributed among the orders Methanobacteriales, 
Methanococcales, Methanomicrobiales, Methanosarcinales 
and Methanomassiliicoccales (Vigneron et al. 2016; Zhang 
et al. 2003).

Techniques to study MIC

One of the major challenges in the study of microorganism 
corrosion has always been establishing the microorganism-
metal relationship. Usually, in marine environment corrosion 
processes, the process takes place through the formation and 
maintenance of a corrosive microbial biofilm on the attacked 
surface. This complex structure discussed above presents 
an abundance of organic and inorganic compounds, and of 
course, living organisms that are constantly changing due to 
the natural microbiological succession that occurs over time 
or by changing environmental factors around them.

The use of electrochemical techniques is still of extreme 
importance in biofilm studies, although new and exciting 
techniques have appeared in recent years. One technique 
that is promising for the characterization of microorgan-
isms adhered to metal surfaces is Atomic Force Microscopy 
(AFM). AFM allows quantifying the forces between the 
AFM tip and the sample being analyzed, as well as providing 
images of the interaction of the corrosive biofilm structure. 
Allied to AFM, the use of Atomic Force Spectroscopy (AFS) 
assists in the determining the physical properties of the bio-
film associated with the surface or even of free cells near the 
surface of the analyzed material (Beech and Sunner 2004).

One of the most important compounds in the biofilm is 
the proteins, either as a consequence of their structural role 
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or acting in several compounds-maintenance reactions or 
participating in redox processes during metal corrosion. The 
most powerful technique currently employed to study pro-
teins present in biofilms is Mass Spectrometry (MS). The 
use of MS in biofilm study has significantly expanded the 
understanding of the functioning of these complex struc-
tures. MS allows large protein detection and even deals 
with complex mixtures. Allied to the analytical tools, the 
use of high-thought techniques, such as genomic, metagen-
omic, metatranscriptomic and metabolomic are emergent. 
The dawn of the genomic era began with the sequencing 
of Haemophilus influenza in 1995 employing the Sanger 
sequencing technique. Hence, numerous advances in DNA 
sequencing techniques have emerged, and as a result of this 
advance, numerous microbial genomes have been described. 
In addition, there was a rapid improvement in methodologies 
that allowed the sequencing results of whole genomes to 
be generated in weeks, unlike in the beginning years when 
they took years. Another barrier that has been overcome is 
cost. Currently, costs for sequencing a bacterial genome run 
at around $1000, well below the prohibitive values at the 
inception of the genomic era.

However, another challenge was faced by researchers: 
the overwhelming majority of microorganisms are uncul-
tivable in the laboratory. Without growing microorganisms 
it was impossible to obtain sufficient genetic material for 
DNA sequencing. The emergence of the metagenome tech-
nique, which allowed the sequencing of DNA directly from 
environmental samples without the need to grow microor-
ganisms in the laboratory, nor to have in hand quantities 
of genetic material, opened possibilities to taxonomically 
identify microbial communities present in biofilms acting 
in metal surface corrosion. Several studies of the composi-
tion of the bacterial community in corrosive processes in 
marine environments have been published (Moura et al. 
2018). Metagenomics has brought a new paradigm of the 
participation in metal corrosion processes of members of 
Bacteria and Archaea in particular, thus helping in biocorro-
sion understanding and in proposing new means to mitigate 
this process.

Metagenomics answered the question of “who is corrod-
ing the metal,” but another quest arose: “how is the metal 
being corroded.” The answers to this second question may 
have come to light through metatranscriptome and metabo-
lomic techniques. Metatranscriptome allows the sequenc-
ing of the messenger RNA (mRNA) pool present in the 
environmental sample. Once we know the mRNA tran-
scription is a physiological response for the cell to live and 
explore the possibilities around it, the results produced by 
the metatranscriptome allow us to know the physiology of 
the biofilm community during the metal surface corrosion 
process. Another technique that brings information about 
the dynamics of the community’s physiology in biofilms is 

metabolomics. This technique describes the metabolites pro-
duced by the cell in active metabolism, which could assist in 
assembling the puzzle of complex physiology at work during 
corrosion, including by microorganisms.

Conclusions

None of these techniques described here is sufficient to 
answer many biocorrosion questions. Not even the use of 
these tools together would suffice. For example, techniques 
such as proteomics and metabolomics have the limitations 
that many of the proteins and metabolites of microbial ori-
gin, and especially of non-cultivable microbes, have no notes 
yet published. Whereas the metagenomic technique, besides 
limiting the description of the taxonomic groups present in 
the sample, suffers other limitations. One of these limitations 
would be the fact that metagenomics produces only rela-
tive abundance counts, thus hindering quantitative insights. 
Biocorrosion is an immensely complex process, involving 
not only microbiological agents, but also environmental fac-
tors, which change throughout the process. In addition to the 
time factor, it is already known that, over time, succession 
microbiology has a considerable impact on biocorrosion.
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