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Abstract
The applications of IoHT have adapted a lot of contemplation as a result of recent IoT (Internet of Things) advancements.
Irrespective of several fields in IoHT such as remotemedical professional assistance, history of health-charting, integrated care
management, decreased cost, disease management, disability management, home care management, individual healthcare
assistance, health tracking, drug availability management, healthcare tracking management, and telesurgery. The evolvement
in the field of the IoHT network has shown a drastic advancement in the standard of living. Despite the numerous fields of
application in the IoHT network, the balance of security and privacy is one of the most pressing problems as far as life-critical
solutions are concerned. There are several solutions to maintain security in the IoHT network. The most recent security
enhancement schemes in the IoHT have been addressed in this paper. Furthermore, the latest possible challenges in the IoHT
network are discussed. Moreover, an extensive survey on future research directions in the field of IoHT network security is
illustrated. Additionally, we have proposed a security architecture based on trust assessment for IoHT systems to ameliorate
the security of the network. The trust assessment is based on the artificial intelligence mechanism such that the security of the
IoHT network is enhanced adaptively. This paper presents a novel IoHT security framework that integrates trust evaluation to
dynamically address security challenges. It offers practical solutions for applications like telesurgery by adjusting measures
based on real-time trust assessments, setting a new standard in IoHT security and guiding future research.
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Security attacks

B Rakesh Kumar Jha
jharakesh.45@gmail.com

Misbah Shafi
misbahshafi0@gmail.com

Sanjeev Jain
dr_sanjeevjain@yahoo.com

Mantisha Gupta
mantisha343@gmail.com

Zeenat Zahra
zeenatzahra1214@gmail.com

1 Department of Electronics and Communication Engineering,
Central University of Jammu, Jammu and Kashmir 180011,
India

2 Department of Computer Science and Engineering, Central
University of Jammu, Jammu and Kashmir, India

3 Department of Electronics and Communication Engineering,
SMVD University, Katra 182320, India

4 Department of Computer Science and IT, Central University
of Jammu, Jammu and Kashmir 180011, India

1 Introduction

1.1 Motivation

oHT (Internet of Healthcare Things) has gained a lot of pop-
ularity in recent years among applications in the medical
industry. The concept of Internet of Healthcare Things is
defined as the discipline of Internet of Things (IoT) wherein
sector of healthcare network is involved in particular. It inte-
grates multiple healthcare system devices, healthcare data
systems, and healthcare monitoring applications. The com-
bined system enables seamless connectivity, management
and analysis of the recieved information of the patients to
enhance overall execution of the healthcare systems. Pre-
cisely, IoHT involves the real time health data collection
from the patients remotely or in a mode of clinical setting. It
facilitates the exchange of information to the parties of the
healthcare network including caregivers, providers, or other
related entities. The primary importance of the healthcare
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data is that it can be used for health monitoring, diagnosis,
chronic illnessmanagement, plans of personalized treatment,
and other research purposes.

Wireless Communication Network (WCN) is used by
healthcare organizations to coordinate people and medical
devices. To make medical healthcare convenient, IoHT pro-
vides the advantage of addressing and monitoring the health
of patients from a distance. Therefore, by using the IoHT
system, well-maintained and precise diagnoses are adapted.
As far as financial expenses are concerned, it is anticipated
to save about $300 billion a year in cost [1–3].

With the current global pandemic COVID-19, the IoHT
network provides access to monitor patients remotely. It has
proved effective for those who require emergency care from
a distance to maintain isolation as described by the COVID
protocols. By utilizing advanced diagnostic tools, the IoHT
network decreases the need for in-person consultations and
thereby improves the standard of healthcare.

With the advancements of the IoHT network, dynamic
scheduling, telemedicine, home care, and monitoring are all
made possible. The introduction of artificial intelligence in
IoHT has created a boost in semantic understanding and sen-
sory capability. IoHT systems leverage medical equipment
and services to enhance the user experience in the form of
the best possible source, service, time, and diagnosis man-
agement [4]. One of the influential concepts that is credited
with elevating the global standard of living is the adoption
of the IoHT system. The aspect of security is of uttermost
importance and therefore poses one of the most significant
challenges in the IoHT domain. Consequences of inadequate
security include invasions of security and privacy attacks
that cause delayed interruption, eavesdropping, and illegal
access. The data security in the IoHT has received immense
attention. Therefore, security at various stages, including
data monitoring, data acquisition, data transmission, data
diagnosis, and data storage is required to be protected
[5–7].

1.2 Related work

To meet the security essentials of the IoHT network, several
conventional security measures were incorporated. Tradi-
tional security solutions, however, cannot ensure appropriate
and complete security due to system constraints including
power consumption, extremely low latency, dependability,
and accuracy. To strengthen the physical security of the IoHT
network against node replacement and node manipulation
threats, a two-stage authentication mechanism is proposed in
[8]. There are three types of nodes in this network. The first
type is the node of the patient, the second is the sink node, and
the third is the node of the server. The sink node connects the
patient node to the healthcare cloud server and commences
the authentication procedure. The authentication process is

divided into two steps. The first step begins between the sink
and server nodes. The second stage of authentication is car-
ried out by the sink node and patient node.

In [9], the Convolutional Neural Network (CNN) predic-
tionmodel is used to examine the security performance of the
IoHT network. The four convolution layers and four incep-
tion branch blocks constitute the model. The models use the
existing healthcare data and extract its data features. The
model employs Secrecy Outage Probability (SOP) to ana-
lyze security performance. The approach reduces the Mean
Squared Error (MSE) by 20%. A technique of secret sharing
and data mending is provided in [10] to secure data acquisi-
tion in the IoHT system. The Slepian-Wolf Coding (SWC)
is used in the sharing mechanism. For data storage, multiple
cloud servers are used. With the aid of a patient access con-
trol approach, these servers provide collaborative creation of
patient data sharingwith healthcare professionals and health-
care centers.

The KATAN secret cipher method in IoHT is used to
demonstrate safe data acquisition [11]. KATAN refers to a
specific block cipher in theKATANfamily,which is designed
to be compact and efficient. There are four tiers in the net-
work. The IoT network sensors constitute the top layer. The
fog layer is the second one. The cloud computing layer comes
in at layer three, and the healthcare provider follows at layer
four. The twomethods employed in the first two layers are the
secret cipher share algorithm and the hardware-based cipher
algorithm. Data privacy is offered through the KATAN algo-
rithm, which is predicated on secret cipher sharing. At the
cloud computing layer, the distributed database method is
employed to secure the patient’s personal data. In [12], the
signature technique is used to improve the confidentiality and
security of healthcare data acquisition. To increase privacy,
noise is added to the acquired healthcare data.

For data integrity and data authentication, an edge server
is used in [13]. Before sending the health data to the edge
server, data is encrypted to protect privacy. Decryption is
carried out by the cloud server to ensure data availability.
According to [2], the identity management methodology
improves IoHT security. The method entails mapping the
credential information of the user. The information of the
credentials is encrypted using a hashing algorithm attribute-
based encryption. While creating an account, the output
token is created using Elliptic Curve Cryptography (ECC).
The fog node controls the key verification identity manage-
ment. A password strength assessment mechanism is used to
investigate password-based security issues [14]. The method
employs the personal data of the user to evaluate pass-
word strength and select a password with a greater level of
security.

For the IoHTnetwork, the security framework is examined
by the Identified Security Attributes (ISA). The decision-
making utilizes the Technique for Order Preference by
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Similarity to Ideal Solution (TOPSIS) and analytical hierar-
chical procedure. Two processes together form the security
framework. In the first process, weight attributes are derived
using an analytical hierarchical approach, and in the sec-
ond process, security criteria are assessed using the TOPSIS
methodology [15]. In [16], the blockchain-based technique is
used to increase IoHT security. The health information of the
user is obtained by an Unmanned Ariel Vehicle (UAV). The
closest server to the UAV is chosen for the data storage. Two
procedures are followed by the authentication. Encryption is
the first step, and blockchain is the second. By using tokens
to establish communication, the UAV subsequently sends the
shared key to the body sensor hives. The health data is then
stored by the UAV using blockchain.

A trigonometric map-based cryptosystem is used to
securely communicate the medical image data. To determine
hamming distance, the cryptosystem creates the first three
keystreams from the most recent trigonometric map. On the
output distance vector and keystream, the bit XOR concept
is used. The encrypted image is created by bit XORing the
output from the prior operation with the generated vector
[17]. The trust-based security is defined as the approach of
securing the network based on the estimated trust. For IoHT
network, the trust based security involves the security of the
network based on the level of the trust achieved by the enti-
ties of the network. To incorporate such mechanisms trust
models are used to estimate security strengths determining
the level of the trust. In [18], trust assessment is carried out
via the technique of artificial neural networks. By combining
the evaluation of parameters such as compatibility compu-
tation, packet delivery computation, node identification, and
trust computations of dependability, the degree of trust is
assessed. The encryption system uses a combination mech-
anism that uses the safe hash algorithm and ECC.

To provide security to the electronic health data, an effec-
tive IoT-enabled watermarking technique while addressing
the conflicts of ownership, data integrity, data confiden-
tiality, and data privacy [19]. In [20], a blockchain-based
mechanism has been incorporated with a hybrid comput-
ing paradigm to ensure security with low latency, devoid
of single-point failure, and low storage cost in the network
of IoHT. The methodology involves ring-based access con-
trol with selective decentralization such that the records of
the patient and the device authentication remain preserved.
In [21], a privacy-preserving forward algorithm has been
incorporated to enhance security in IoHT. The mechanism
enables monitoring in the cloud for the remote healthcare
network. It involves the Hidden Markov Model (HMM) for
monitoring with a single server. In [22], privacy preserv-
ing optimization scheme has been incorporated to provide a
secured clinical pathway in the network of healthcare. The

information is communicated without the revelation of the
personal information of the patients including gender, age,
and name, nor the information of the hospital records includ-
ing disease type, medication, treatment, estimated expenses,
and physical index. Table 1 provides a broad outline of the
latest methodologies incorporated to enhance the security of
the IoHT network. It involves mechanisms based on specific
objectives such as cryptographic techniques, intrusion detec-
tion systemmethods, authentication protocols, and enhanced
secure data transmission procedures. It is made evident how
these tactics help to safeguard sensitive medical data and
maintain system integrity by thesemethodologies in the IoHT
network.

Existing IoHT security models often use static methods
that fail to address evolving threats. This paper introduces
a dynamic, trust-based framework, advancing theoretical
understanding and offering practical benefits for applica-
tions like remote medical procedures and health track-
ing. It significantly enhances both theoretical and practical
aspects of IoHT security, addressing current and future
challenges.

1.3 Novelty

In this paper, an extensive survey on the security in IoHT is
focused on. The related recentwork on the attack possibilities
and their countermeasures in the IoHT has been investigated.
Overall, the prime contributions of the paper are given below.

• The security architecture of IoHT has been identified.
• The recent methodologies, their performance parameters,
and attack types in IoHT are well-investigated.

• The most fundamental challenges in the security of IoHT
are well elaborated in the paper.

• To improve and preserve the overall security of the IoHT
network we have proposed the intelligent trust-based
scheme in IoHT.

1.4 Organization

The paper is organized as follows. Section 1 presents the
introduction. Section 2 describes the architecture of IoHT
based on the security perspective. The process flow in the
IoHT is well discussed in Sect. 3. The open challenges in
the security of IoHT are well illustrated in Sect. 4. The pro-
posed system to enhance the security in IoHT is presented
in Sect. 5. Section 6 describes the future research directions
given security in IoHT. Security standards in IoHT are dis-
cussed in Sect. 7. To the closure of the paper, the conclusion
is given in Sect. 8.
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1.5 Ethical considerations

The proposed security framework categorizes ethical princi-
ples in the form of data confidentiality, information consent,
and the biasmitigation. The patients or the applicants for data
collection are informed about the objectives, threats and ben-
efits of this research work. The primary importance is given
to the consent that is required to be obtained before the data
collection of the patients or applicants. Data confidentiality
and privacy is maintained such that personal information is
not compromised and is used only for research purposes.
The methodology incorporates measures not to include data
that may involve any sort of bias in trust level estimates, to
guarantee equity and fairness in trust level estimation of the
node.

2 System architecture of IoHT

Irrespective of the numerous applications of the IoHT
network, there are certain challenges associated with it.
Providing security in the network of IoHT is one of the
prime challenges required to be fulfilled. The network of
IoHT is susceptible to numerous attacks as far as different
levels of the network are concerned. The overall architec-
ture with a security perspective of the IoHT architecture is
shown in Fig. 1. It illustrates the architecture of the IoHT
network wherein medical devices in the form of sensors,
medical servers, cloud servers, healthcare applications, and
healthcare experts are interconnected using network infras-
tructure. The figure also represents the possible attacking
scenario in the IoHT network to show the possible vulnera-
ble sites of the IoHT network. The basic architecture of the
IoHT consists of a 3S-level system. It includes sensor-level
network, server-level network, and service-level network.
Each of the levels in view of security is briefly discussed
below:

2.1 Sensor level

All the medical devices and numerous types of sensors
such as heart rate sensors, temperature sensors, and posi-
tion sensors form the primary base of the IoHT architecture.
These devices support different types of network topologies
depending on the corresponding specifications and standards.
The devices and the sensors are used to detect and measure
the changes in environmental, physiological, and substantial
quantities. These sensors and devices sense and gather the
data for further processing.

At the sensor level, the limitations of resources provide
inadequate support in guarding and providing an efficient
security mechanism against potential attackers. Therefore,
increases the threat of security attacks at the device and sensor

level. Various types of attacks are possible at the device and
sensor level in the architecture of the IoHTs. These attacks
include Sybil attacks [49], eavesdropping, physical attacks
[5], forgery attacks [50], side-channel attacks, remote hijack-
ing, false data injection attacks [51], distributed denial of
service attacks, eavesdropping, impersonation and spoofing
attacks[52].

2.2 Server level

Thedata sensed by the devices and sensors are communicated
to the servers through wireless body area networks including
Bluetooth, Zigbee, and WiFi standards. The servers act as
a data storage unit. The storage and processing at the cloud
perform various functions such as ultimate data aggregation,
data analytics, and data inference. The utilization of the cloud
provides the solution to the processing of huge data volumes.
Thereby, providing efficiency in terms of compatibility with
off-shelf analysis, affordability, scalability, and performance
as a whole. Cloud storage in particular offers permanent
storage services that can prove beneficial for the cases of
history-based data analytics. The data is further processed
by incorporating advanced intelligent algorithms to decide
as per the visualization and representation of the received
data.

The use of the cloud in the IoHT offers off-site data
storage. However, the security challenges offered by the
cloud create serious security threats. The breakthrough in
the servers creates breaches and therefore menaces in terms
of integrity, confidentiality, privacy, and secrecy. The emer-
gent risks in the latest intelligence-based attacks have amajor
impact on the security network of IoHT and therefore, must
be addressed with efficient and effective potential solutions.
The latest attacks possible at the server level includes quan-
tum attack [53], dictionary attack [54], collision attack [11],
User to Root (U2R) attacks [55], machine learning attacks
[56], Man in the middle attack [57], exposure attacks [58],
insider attacks [59, 60], and routing attacks [61].

2.3 Service level

The data analytics of the received data is evaluated by intel-
ligent algorithms for the appropriate prediction of healthcare
events such as disease detection, clinical diagnosis, medi-
cal decision support, need for immediate medical attention,
medical emergencies, and health monitoring evaluation. The
inference with intelligence in the IoHT to provide corre-
sponding service and attention enhances fundamental and
necessary decision support to healthcare professionals. The
service level incorporates enhancement in the computational,
availability, and execution capabilities. The inherent sensitiv-
ity of health data, the highly dynamic roles of stakeholders,
the heterogeneity in Electronic Health Records (EHRs),
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Fig. 1 System architecture of
IoHT network with the possible
attacking scenarios

and potentially dire implications from failures are just a
few examples of the domain-specific challenges in IoHT
services.

The challenges in the network of IoHT services raised
favorable sites for the attacker that paved the way for numer-
ous security attacks. The most recent attacks at the service
level include key logging attack [14], ‘physical medical
devices capture attack [62], impersonation attack [63], bad-
mouthing attack, good-mouthing attack, on–off attack [64],
inside attacks [65], address resolution protocol spoofing
attacks [39], reuse attack, replay attack [26], injection attacks
[66], tracking attacks [67], jamming attack [68], and chosen
ciphertext attack [69], and botnet attacks [70].

3 Process flow of intelligent IoHT

Variousmethodswere followed to incorporate intelligence in
IoHT [71–80]. In this section, a general adaptive and intel-
ligent mechanism in IoHT is investigated. It involves the
methodology followed in IoHT to provide a clear idea of
the operation. The process in IoHT involves a three-layer
methodology. The first layer is the layer of devices. The sec-
ond layer is the layer of communication and the third layer is
the layer application process layer. The over all layered struc-
tured of IoHT is shown in Fig. 2. It depicts the layer-based
architectural network of IoHT system. It outlines 3 layered
structure including layer of devices, layer of communication
and layer of processing. Each layer is illustrated with the

Fig. 2 IoHT system in the context of the layered architecture

specific role and integrations within the system with a clear
understanding of process flow in the IoHT network.

3.1 Layer of devices

The layer of devices performs the data acquisition from the
devices at the user end. The devices include different types
of sensors for example temperature sensor, heart rate sensor,
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oxygen saturation level sensor, and so on. The data sensed
by the sensors undergoes pre-processing before transmitting
it to the communication layer. The pre-processing involves
the analysis of data such that the data is transformed into a
specified format for effective and easy handling and compu-
tation. The processed data is then transmitted to the layer of
communication.

3.2 Layer of communication

The layer of communication incorporates the procedure of
transmission to the application part. The transmission of
the data can be incorporated via a base station or through
other wireless communication technologies. These wireless
communication technologies include Bluetooth, Wireless
Fidelity (Wi-Fi), Zigbee, Light Fidelity (Li-Fi), and radio
frequency mobile communication. The fundamental opera-
tion of this layer is the transmission of the appropriate data
to the application processing layer.

3.3 Layer of application processing

The layer of application processing involves the analysis of
the retrieved sensed data. The assessment of received data
defines the allocation of suitable applications such that the
patients are proactively connected to the medical attention.
The layer offers the visualization of the patient to connect
with the end service providers including ambulances, hos-
pitals, medicine supply chains, and the attention of medical
professionals.

4 Security standards

This section describes the security standards for the IoHT
found in the international norms. Data information, the sen-
sor devices, and the networks including servers are the
thrust areas that fall under the aspects of security. There
are numerous ways to implement security in Information
and Communication Technology (ICT). In contrast to the
conventional ICT architectural notion, the architectural ele-
ment takes security architecture into account to safeguard
an IoT and IoHT system. To provide a high-level under-
standing of IoHT security, an architecture is developed. The
protection of the data occupies prime importance in the
IoHT network. The data acquired from the sensor, data to
be transmitted in the network, and data meant for controlling
actuators operate life-critical execution. Therefore, the safe-
guarding of the data in the IoHTmust be ensured with utmost
accuracy. This aspect encompasses several IoT data pro-
tection techniques, including encryption, key cryptography,
replay protection, authenticity, and secrecy. The frame-
work element offers standardized procedures for creating

and implementing IoHT systems that have security-related
problems. Various security-related general topics and con-
siderations are covered by several international standards.
This aspect has to do with standards that offer information
on the general implementation and applicability of the IoHT
system.

For the implementation of IoHT environment, networks
connecting IoHT units are crucial. The network factor is
connected to secure transport challenges from a security
standpoint. The protocol factor, however, also contains stan-
dards about network protocols because we considered the
network protocol to be a separate element. The policy ele-
ment relates to standards for organizations, laws, and policies
that deal with security in the IoHT system. Standards relating
to privacy include numerous perspectives and details on sev-
eral subjects that compensate the core standards in terms of
networkprotocol, platform, anduse case.Theprotocol is con-
nected to network protocol-related standards that offer secure
communication in IoHT. For particular IoHT domain, net-
work protocols, and platforms, relates to authentication,
authorization, and access control. Application instances for
various IoHT contexts with security-related problems are
provided by several standards. There are two possibilities
for addressing the standards in IoHT. The security frame-
work to define the standards in IoHT network is The first
possibility is the choice of standards for interoperability and
the second possibility is the standard for both security and
interoperability. In addition, Fig. 3. shows the overview of
security standards in IoHT. The security standards as per
various elements are characterized into the following cate-
gories [81–83]. The description for each of the standards is
given as follows:

4.1 IEEE 1888.3 standards

The IEEE 1888.3 standards state the requirements of secu-
rity and privacy for pervasive control network protocol.
The network satisfying these standards provides secure
mechanisms with high energy efficiency and Quality of Ser-
vice (QoS) for the IoHT and IoT network in general. The
standard offers various architectures and architectural com-
ponents that are required to satisfy the criteria of security.
The criteria of security specified by the standard include
confidentiality, integrity, authentication, and access control.
Additionally, the standard specifies security mechanisms
included in handshaking, access control, and communication
sequence authentication.

4.2 National Institute of Standards and Technology
(NIST) security framework

The security standards and framework offered by the NIST
emphasize the major areas to find the security requirements
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Fig. 3 Security standards in the
IoHT framework representing
standards with their
corresponding target parameter

that can be potentially adapted to the communication net-
work of IoHT. The NIST cybersecurity framework involves
the standards for industry, organizations to balance the cyber-
security risks due to infrastructure. IoHT is also considered as
part of such critical infrastructure and therefore offers cyber-
security outcomes, activities, and informative references to
develop the individual organizational profile. The NIST pri-
vacy framework offers the identification of the privacy risks
and protection of the privacy of the individual in an organiza-
tion network of IoHT. NIST SP 800-53 offers the privacy and
security controls of the data and information of the system
network. NIST SP 800-53R offers the management of avail-
ability, integrity, and confidentiality of the information of the
communication network such as the network of IoHT-based
environments.

4.3 IEEE-SA standards

There are various network-related standards from IEEE-SA.
The IEEE 802 family of standards for Local Area Network
(LAN) andMetropolitanAreaNetwork (MAN) includes sev-
eral wireless network and wired network protocols. In an
IoHT communication environment, wired network technolo-
gies are still in use, and network protocols adhere to many of
the same standards. IEEE 802.11 defines the standard forWi-
Fi and IEEE 802.15.4 defines the standard for Bluetooth,
Wireless HighwayAddressable Remote Transducer Protocol
(HART), ZigBee, Thread, IPv6 over Low-power Wireless
Personal Area Networks (6LoWPAN), and Z-Wave. How-
ever, since these standards can facilitate data interchange in
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the IoHT network, therefore, these protocols can address the
issue of transport interoperability.

4.4 IETF standards

The IETF standardization provides services in security and
interoperability without the consideration of internet stan-
dards. For the scenario where the level is evaluated as high,
the provisions of RFC (Request for Comments) are converted
into the desired description of the internet. First, we con-
ducted a conventional track analysis of the RFC series. The
RFC-8323 provides the protocol definition for IoT through
TLS, WebSocket, and TCP in the form of Constrained appli-
cation protocol (CoAP). Limited devices can connect via
CoAP because it was built for constrained devices. Addi-
tionally, CoAP can be used to connect devices in low-power,
lossy networks, and other restricted networks.

4.5 ISO/IEC standards

A paradigm for interoperability inside IoHT systems and an
understanding of interoperability for IoHT systems were the
main issues of ISO/IEC 21823-1:2019. As a result, ISO/IEC
21823-1:2019 offers many components and traits enabling
IoHT interoperability. An aspectmodel for interoperability is
provided by the standard, and it is categorized into five types:
transport type, syntactic type, semantic, behavioral, and pol-
icy. The shared communication infrastructure that allows IoT
units to exchange data is the transport interoperability com-
ponent.

4.6 ITU-T standards

International Telecommunication Union—Telecommunica-
tion (ITU-T) Standardization Sector arranged its stan-
dards into a series fromA to Z under several headings. Series
Y, in particular, is a collection of suggestions for the Internet
of Things (IoHT as the case study), Internet protocol char-
acteristics, and next-generation networks. Moreover, series
X (security, data communication network, communication
framework in an open system) and series F (services offered
by communication in a non- telephonic environment) are
linked with the guidelines of the IoHT communication envi-
ronment. ITU-TY.4000/Y.2060 refers to the standardization
of IoHT and IoT in ITU-T. The scope, concept, reference, and
high-level requirements in IoT are present in this version of
the standard. The standard ITU-TY.4000/Y.2060 defines the
two fundamental conditions including interoperability and
security in IoT and IoHT.

4.7 OCF standards

In February 2020, the Open Connectivity Foundation (OCF)
published the most recent internal standards (specification
vide 2.1.1), which includes sixteen various complications.
The OCF specification provides the foundation for ISO/IEC
30118-1:2018. All devices using the OCF framework must
adhere to the OCF Core Specifications (OCF-CS), which
encompasses the whole OCF framework. The standard
includes some interoperability elements because it specifies
the fundamental architecture, user interfaces, communica-
tion protocols, network, framework of resources, and offered
services for OCF execution in IoT contexts including IoHT.

4.8 M2M standards

The Machine-to-Machine (M2M) technology is a core com-
ponent of the IoHT system, thereforeM2Mstandards are also
analyzed. In Technical Specification 0003, Version 3.11.0
(TS-0003V3.11.0), appropriate security-associated solutions
for oneM2M-based systems are described. The standard goes
into great detail to describe security-related factors, such as
security schematic, authorization, security offered services
and security affiliated interaction, security-related param-
eters, algorithms, protocols, and privacy protection archi-
tecture. The secure communication scenario is expressed
in TS-0003-V3.11.0 and is further abstracted in TS-0016-
V3.0.2. A secure environment offers a logical entity that
provides a connection to the sensitive functionalities and the
corresponding data to be approved in one M2M entity and
protects them against tampering, unauthorized monitoring,
or execution. The abstraction standard, in particular, concen-
trated on the declaration of the corresponding interfaces and
mechanisms in a secured communication scenario with the
direct technical schematic.

4.9 ISO 25237:2017, ISO/IEC 27701, ISO/IEC 27002

The International Organization for Standardization (ISO)
standard referenced offers several methods, such as pseu-
dorandomization, of the data to anonymous data in the
healthcare industry. By modifying the criteria, healthcare
organizations can share medical records for research with-
out endangering patient privacy, and patients can trust them.

5 Open challenges in the security of IOHT

There are various challenges identified in the security of the
IoHT network that are required to be addressed [7, 71, 72,
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Fig. 4 Open key security challenges in IoHT network

84–90]. The list of open key challenges in the security of
IoHT is shown in Fig. 4. These challenges are discussed
below:

5.1 Latency

The huge healthcare data volume creates a drastic impact on
the factor of latency. Moreover, the systems of IoHT involve
end-to-end processing and transmission which increases the
delay in the network. Several security enhancement mech-
anisms were defined in IoHT. Besides, creating a balance
between latency and security is still an open challenge.There-
fore, security schemes especially for time-critical applica-
tions such as telesurgery are required to fulfill the demand
for security with minimum latency.

5.2 Complexity in security schemes

Complexity is one of the challenging parameters in IoHT.
Moreover, the employment of securitymethodologies such as
cryptographic techniques in IoHT increases the complexity
of the network. The complexity affects the storage capacity,
resource consumption, availability, quality of service, and
processmanagement of the IoHTnetwork. Therefore, an effi-
cient security mechanism for the IoHT with low complexity
is required to be developed.

5.3 Real-time security status

The security of the IoHT network is required to be exam-
ined continuously such that the status of the security remains
up-to-date. However, continuous examination of the whole
network is a cumbersome process and requires more battery
consumption. Besides, determining the security status of the

network at regular intervals can pose a security threat to the
IoHT network. Therefore, real-time security examination of
the IoHT network is an open issue and required to be opti-
mized.

5.4 Accuracy and computation time

It is considered one of the primary parameters of the security
mechanisms based on artificial intelligence. It defines the
correctness of the security mechanism such as in intrusion
detection schemes appropriateness of distinction between the
valid node and an invalid node is defined by the accuracy.
Maintaining a high accuracy with a large volume of data for
the existing attacks is a considerable threat that needs to be
addressed.

5.5 Limited resource

The IoHT involving body area network relies on limited
power such that the energy incorporated during processing
is less. The wearable IoHTs are required to have suffi-
cient power to execute for a longer duration. Especially for
IoHT-based implants, the required active time is preferably
longer as the replacement of them is painful and costlier.
Moreover, the size of the IoHT is comparatively small with
restricted memory and limited power. Security mechanisms
are required to execute with small power and memory. The
current security schemes are large and to operate well with
constraints is quite challenging.

5.6 Heterogeneity

The IoHT involves a wide variety of applications. These
applications encompass a wide variety of device classes.
The devices vary in properties and exhibit different regu-
latory requirements. Applying the same security mechanism
on different classes of devices is likely to create an adverse
impact on the security of the network. Therefore, specific
application-based security schemes are required to be sug-
gested.

5.7 Mobility management

The devices in IoHT are operated in a dynamic environment.
Mobility plays an important role in the security of the com-
munication network. The interferences due tomobility create
distracted communication which ultimately affects the secu-
rity of the network. Furthermore, the IoHT occupies a diverse
nature of mobility speeds. Considering different mobility
speeds while analyzing security is an important challenge
and is required to be addressed. Therefore, Security schemes
with the consideration of the varying mobility in the IoHT
network are desirable.
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5.8 Resiliency

The security schemes are required to be resilient such that
the errors in the mechanism are not able to create a drastic
impact on the decision. The schemes are required to be able
to recover the error at a high pace without any effect on the
network of IoHT. Designing the security schemes with the
property of resiliency is an open challenge.

5.9 Artificial intelligence-based attacks

Artificial Intelligence (AI) based attacks in the IoHT network
is a new research direction that requires immense attention.
The application-specific attacks based on AI in IoHT can
create a serious threat wherein minute disturbances devised
by the attacker on the devices of the network can prove
extremely catastrophic. Therefore, countermeasure strate-
gies for such attacks are required to be formulated.

5.10 Intrusion prevention schemes

The security of the IoHT can be improved by the method-
ology of intrusion prevention schemes. These schemes are
required to be able to eliminate the effect of the attacker and
continue the function of the system without failure. More-
over, a security mechanism must be capable of enhancing
the security of the network and counter-attacking the detected
intruder. However, based on the tiny protocol stack the adap-
tation of the intrusion prevention or security enhancement
schemes is an open challenge.

5.11 Communication channel

The communication medium in IoHT is the wireless chan-
nel incorporating a diverse range of wireless technologies
such as Zigbee,WiFi, Bluetooth,Worldwide Interoperability
for Microwave Access (WiMax), Global System for Mobile
Communications (GSM), Z-Wave, etc. Due to the wire-
less nature of the technology, traditional security methods
becomeobsolete. Building a complete securitymechanismor
protocol that will work for both wired and wireless technolo-
gieswhilemeeting strict security criteria is quite challenging.
Additionally, the wireless channel inhibits the broad nature
and, therefore is vulnerable to security attacks.

5.12 Dynamic security updates

The security protocol must be regularly updated to offer ade-
quate security in IoHT infrastructure. Executing an advanced
and adaptive security model is a challenging task. The
security models that are capable of fulfilling the security
requirements of the latest and upcoming IoHT systems are a
matter of concern.

5.13 Scalability

The number of sensors employed in IoHTor smart healthcare
systems is rapidly increasing. Therefore, more massive pro-
portion of devices will interface with the global network. As
a result, it is difficult to implement an enormously scalable
securitymechanismwhile meeting complex security criteria.

5.14 Multi-protocol networks

The communication network in the infrastructure of IoHT
involves the interconnection of several smart devices while
operating a proprietary network protocol. It includes the con-
nection of smart IoHT devices over IP networks. Therefore,
with the existing protocol network, satisfying all the security
requirements for the diverse and dynamic IoHT system is
quite challenging.

The overall challenges in the security of IoHT are speci-
fied in Table 2. This table provides the overview of prominent
security challenges in IoHT network. It involves authentica-
tion vulnerabilities of IoHT network, data privacy concerns,
data integrity threats, and overall network security attacks in
IoHT. Each of the challenge is defined with its possible effect
on the network of IoHT.

6 Proposed systemmodel

There are various security-challenging parameters required
to be fulfilled in the IoHT network as mentioned in the pre-
vious section. To provide an improvement in the security
of IoHT while considering these challenges we have pro-
posed a trust assessment framework for IoHT. The proposed
framework achieves the security prerequisites required by
the network of IoHT. The security issues addressed by the
proposed trust level mechanism are illustrated as follows:

• Trust management decreases the vulnerabilities due to ser-
vices offered by the vulnerable nodes.

• Intrusion detection based on the signal strength, commu-
nication channel variation, and communication overload
can be easily detected.

• The allocation of services according to the degree of trust
enables security by enhancing the decision-making pro-
cess between the nodes of the communication network.

• The security issues due to the trust on the connecting nodes
or in other words, mismanagement of the trust are well
addressed by the proposedmodel. The estimation of degree
of trust enhances the security of the overall network by
managing the degree of trust among the devices.

The proposed system model is shown in Fig. 5. The pro-
posed framework is divide into three phases.
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Fig. 5 Proposed system model with trust level security framework

6.1 Parameter estimation

This phase provides the estimation of security parameters
for the nodes participating in the network of IoHT. As far
as the data of the patient is concerned, the node interaction
is required to be trustworthy. Trustworthiness is defined by
three.

parameters such as breach history, secrecy capacity, and
energy efficiency.

Illustration The process of estimating the parameter val-
ues of the model from the different feature data is called
parameter estimation. Different features that significantly
impact trust and overall security are taken into consideration.
Based on the data estimated for the IoHT network various
parameter values are estimated such that the trust model is
trained as per the estimated data.

6.1.1 Breach history

It is defined as the violation of the security requirements such
as the availability of confidential information to the untrust-
worthy user or spoofing of ID or resources. In the network of
IoHT, possible breach sites have tremendously increased due

to the improvisation of the cloud network, multi-cooperative
communication, and personal user information availability.
In 2020 COVID-19 has severely affected security in every
part of the world. Due to multiple registrations for medical
attention, scams were increased by 400% in March. Breach
history depends on the number of registrations done by the
patients at any portal with open access.

Illustration The parameter of breach history at time t for
the kth node is defined as:

Bh[k, t] �
∑

Pn(n[k, t] ∈ [0, 1]) (1)

where n is the registrations of nodes having breach history,
Pn as the probability for n number of registered nodes. There-
fore, for the kth node, the breach history is evaluated as:

Bh � {Bh(1, 1), Bh(2, 1), Bh(3, 1), . . . , Bh(n, t)} ∈ [0, 1] (2)

The 0 value denotes the node without breach history while
1 denotes the user with breach history.
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Table 2 Recent and prominent challenges in the security of IoHT

Challenge Interpretation

Hijacking telesurgery robots A teleoperated surgical robot
was the target of
cyberattacks by security
researchers, who were able
to take control of the
teleoperated robot during
surgery and conduct a
denial-of-service attack that
brought the robot to a halt
and prevented a surgeon
from operating.remotelyb

Communication Latency Medical network of internet
things are expected to have
minimum tolerance to
communication latency as
far as end to end processing,
data transmission, and
operation execution is
concerned. Latency on the
other hand, in time critical
application creates a threat
to the security of the IoHT

Interoperable Telesurgery
Protocol (ITP)

In telesurgical robots, defining
particular specifications
related to security and
interoperability is still a
major challenge in IoHT.
However, research on
interoperable telesurgery
protocol for medical
network of internet things is
required to be enhanced to
develop the secure protocols

AI based Security attacks The artificial intelligence
based security attacks in
IoHT creates a serious threat
on the parameter of security.
These attacks possess the
capability to execute
adaptively and therefore can
compromise and risk lives
and health of the people.
Research efforts must be
carried out effectively to
counteract these attacks in
IoHT effectively

Limited resources The sensing level devices in
IoHT are associated with
limited power resources to
execute the operation. More
energy efficient security
schemes are required to be
formulated with the
specification of IoHT

Table 2 (continued)

Challenge Interpretation

Lack of security updates The security models in IoHT
are required to be updated
with the capability against
the latest possible attacks.
Updation of the security
models, protocols are
required to be regularly
followed in the
communication network of
IoHT

Trust management Various trust management
schemes were developed to
enhance the security of IoHT
network. However, specific
roles or the trust levels or the
trusting categories have not
been completely addressed
for the different types of
devices in the network such
as device type, trust level,
device role

Real-time security status Real- time security status of
the IoHT is of crucial
importance as far as various
applications such as
telesurgery is concerned.
However, due to power
constraint in the devices of
IoHT continous security
monitoring is a challenging
task to be executed

Accuracy The correctness of the security
mechanism in terms of
accuracy in authorization
and accuracy in
authentication is one of
major challenge in IoHT

Computation time Computational time with the
balance of accuracy of the
security mechanisms is one
of the primary requirement
in the fulfillment of security
in IoHT networks

Heterogeneity Using different variety of
applications in the
communication network of
IoHT incorporates various
types of devices that exhibit
varying characteristics. The
execution of security
mechanism applicable to
these different classes is
quite challenging
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Table 2 (continued)

Challenge Interpretation

Resiliency Resilient, error free security
mechanism especially in the
IoHT applications such as
telesurgery is of primary
importance. However,
considering various
constraints such as low
power availability, accuracy,
light weight security
schemes, achieving an error
free response is one of the
major challenge that requires
immense attention

Intrusion prevention schemes The approach of intrusion
prevention systems can
increase the security of
IoHT. These strategies are
necessary to be able to stop
the attacker’s impact and
keep the system operating
without interruption. A
security system should also
be able to strengthen
network security and launch
a counterattack on any
intruders that are discovered.
The adoption of intrusion
prevention or security
enhancing systems is still a
challenge with the current
protocol framework

Scalability Smart healthcare systems are
using an increasing number
of sensors. As a result, a
larger percentage of devices
will connect to the global
network. Therefore, it is
challenging to create a
hugely scalable security
system while yet adhering to
intricate security
requirements

Multi-protocol networks Multiple smart devices are
connected to one another as
part of the IoHT
communication network,
which utilizes a proprietary
network protocol. It entails
the IP network connection of
intelligent IoHT devices.
Therefore, it is difficult to
meet all the security criteria
for the diversified and
dynamic IoHT system with
the current protocol network

Table 2 (continued)

Challenge Interpretation

Lightweight security schemes Due to the constraints in
computations and power
requirements, the security
provided by the lightweight
security mechanisms is
compromised

Remote identity verification Authorization and
authentication in the
network of IoHT such as
telesurgery requires remote
identity verification over an
insecure communication
channel is a huge challenge
in the security of IoHT

Data anonymity Data anonymity prevents the
direct association of the
information between the
data and the system thereby,
enhances the security of the
network. However,
providing the data
anonymity alotng with the
encryption is a challenges in
the IoHT network

Data collection policies The data collection policies
are required to defined as a
complete standard. These
policies involve the data
access control and
monitoring to ensure privacy

Malware detection framework Malware detection in the
current architectural
operating systems of IoHT is
one challenge in the security
that is required to be
addressed. Conventional
malware detection
framework requires updation
according to the latest
architectural standards of the
internet of health care things

6.1.2 Secrecy rate

It is considered as one of the important parameters of security.
The security of the network is compromised if the capacity
of the intruder is more as compared to the capacity of the
valid node. The secrecy rate of the participating node(s) is
estimated. The secrecy outage probability for the respective
node is defined to evaluate the trustworthiness of the partic-
ipating node of the IoHT network.
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Illustration Consider an IoHT network with k number of
users, such that the secrecy rate for the kth node is given by:

Sr (k) �
{
Scv(k) − Sce(k) Scv(k) ≥ Sce(k)
0 elsewhere

}
(3)

where Sci � Bi log(1+SN Ri ),i � validuser , intruder , Sr
is the secrecy rate, Scv is the capacity of the valid user, B is the
operating bandwidth, Sce is the capacity of the eavesdropper.

The secrecy outage probability for the respective greater
than or equal to 0.7 is taken as 1 and below 0.7 is taken as 0.

Sp[k] � P(Sr (k) ∈ [0, 1]) (4)

where Sp is the secrecy outage probability.
In other words, secrecy rate is a parameter of data con-

fidentiality. It is a critical parameter of security because it
involves protecting sensitive information from unauthorized
access and ensuring that only intended parties can view or
use it. In the context of network security, especially in the
Internet of Health Things (IoHT) framework, secrecy is vital
for several reasons such as: maintaining trust, data confiden-
tiality, prevention of data breaches.

6.1.3 Energy efficiency

The trustworthiness of the node is evaluated by the parameter
of energy efficiency. The maximum and minimum possible
energy efficiency of the respective node at the time instant
t is defined. If the node lies in the range, it is considered
trustworthy, and if the node does not lie in the range then it
is specified as an untrustworthy node.

Illustration The energy efficiency (bps/watt) of the node
is defined as the ratio of the capacity of the user to the power
consumed as:

EE(n) � Scv(k)

Pc
(5)

The maximum energy efficiency is estimated without the
inclusion of additional propagation losses while the mini-
mum energy efficiency is estimated with the inclusion of
propagation loss. If the estimated lies in the range between
the maximum and minimum energy efficiency, the user is
allocated with the value 1 otherwise is allocated with 0 value.

Energy efficiency is the parameter based on capacity
and power consumed. It is a crucial security parameter
because it helps prevent potential vulnerabilities associated
with resource depletion and device failures. In the IoHT net-
work, energy-efficient devices are less likely to suffer from
rapid battery depletion,which could be exploited by attackers
through resource exhaustion attacks.Efficient energyuse also

ensures stable device operation, reducing the risk of unautho-
rized access and disruptions caused by frequent shutdowns
or reboots. Additionally, by optimizing energy consumption,
network stability is maintained, supporting reliable perfor-
mance and resilience against multiple attacks. Thus, energy
efficiency contributes to overall security by enhancing device
longevity, maintaining network reliability, and mitigating
potential security risks associated with energy constraints.

6.2 Trust estimation

Trust is the primary parameter of network security. Secure
communication is established if the nodes are trustworthy.
The proposed framework defines three trust levels for the
users. The lowest trust level users are not allowed for active
communication with other participating nodes of IoHT.
Active communication is defined as the participation in data
collection from the sensors of the patient or transmission of
the collected data or the allocation of the medical application
or the availability of the patient’s information. The average
trust level users take part in the communication processes
such as the availability of patient information, and allocation
of medical applications but are not allowed to participate
in time-critical communication networks such as telesurgery
and are not allowed to participate in decision-making pro-
cesses such as health care application unit. The highest level
of trust users actively participate in the network of IoHT
and can take part inmulti-cooperative communication. These
nodes are highly suitable for time-critical healthcare appli-
cations (Table 3).

The 0 indicates that the breach history for the particular
node is not present and 1 indicates that the breach history
of the node is present. For secrecy rate, 1 indicates that the
user lies in the range of minimum and maximum secrecy
rate and 0 specifies that the secrecy rate for the user does not
lie in the estimated range of maxima and minima. Similarly,
for energy efficiency 0 designates the user does not lie in
the range of minima and maxima while 1 indicates that the
energy efficiency of the user does lie in the calculated range
of minima and maxima. The trustworthiness of the nodes is
defined by the parameters given in Table 4.

6.3 Updation andmonitoring

For every time instant t , the parameter for each participating
node is updated such that the evaluation of the trustwor-
thiness is revised. Further, the parameters are continuously
monitored for change. If any of the parameters shows a
change such that the change in the trust level is observed,
the corresponding parameter for the node is updated, and
therefore, in the consecutive next iterations, security attacks
can be detected and removed from the communication net-
work based on trust management. The frequency of updation
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Table 3 Trust prediction analysis
using different algorithms for 6G
network

Rank type False negative rate (%)

Decision tree Discriminant KNN Ensemble SVM

First trust rank 0.3 0 0 0.3 0

Second trust rank 0.3 1.1 0 0.3 0.8

Third trust rank 0 1.2 3.5 0 0

Fourth trust rank 0.3 8.1 0 0.3 0.3

Fifth trust rank 0 0 0 0 0

Rank type False discovery rate (%)

First trust rank 0.3 0.5 0 0.3 0

Second trust rank 0.3 0 3 0.3 0

Third trust rank 0.3 0.6 0 0.3 1.2

Fourth trust rank 0 1.2 0.3 0 0

Fifth trust rank 0 7.2 0 0 0

Model false discovery rate (%) 0.18 1.9 0.6 0.18 0.24

Model false negative rate (%) 0.18 2.08 0.7 0.18 0.22

Model true positive rate (%) 99.82 97.92 99.3 99.82 99.78

Model accuracy (%) 99.8 98 99.3 99.8 99.8

Table 4 Parameter definitions to determine the trustworthiness

Breach
history

Secrecy rate Energy
efficiency

Trust level

0 0 0 Untrustworthy

1 0 0 Untrustworthy

0 1 1 Highest level
trust

1 1 1 Average level
trust

0 1 0 Lowest level
trust

1 0 1 Untrustworthy

is executed based on the type of the network applications
and the change of the security parameters corresponding to
each node of the network. In time-critical applications such
as telesurgery, updation must be of shorter duration to ensure
alertness and security in the network for any subsequent
changes in the behavior of the node. However, for less criti-
cal applications, the updation can occur at regular intervals of
time with the consideration of the balance between the secu-
rity and efficiency of themodel. The computational overhead
with respect to the proposed scheme is essential for balancing
the efficiency of the network while maintaining security. One
of the prominent impacts on the computational overheads is
the analysis of the limited number of security parameters.
Secondly, is the frequency of updation and monitoring of the
security status of the network. A balance is required to be

maintained to ensure security with low computational over-
heads.

The overall methodology of the proposed framework
nvolves the enhancement of the security in the IoHT net-
work. The proposed scheme involves the three step process.
The first first process is the parameter estimation. This pro-
cess incorporates all nodes present in the network such that
the security parameters are determined. These parameters are
breach history, secrecy rate and energy efficiency. The sec-
ond process is the estimation of the trust levels determined
for the nodes of the network. The trust levels are allocated
based on the values of security parameters. This process is
followed by the allocation of the services corresponding to
the respective levels. If the node is determined to be untrust-
worthy, it is removed from the network. The lowest trust level
users are not allowed for active communication (both trans-
mission and reception). The average level trust nodes take
part in active communication, however, time critical appli-
cations and multi-cooperative communication is restricted to
these users. The high level trust users participate in themulti-
cooperative communication wherein nodes can provide the
services to other users as well and can be used for time criti-
cal applications such as telesurgery. The proposed framework
for the IoHT network can be well understood by the step by
step process flow given in the flowchart Fig. 6.

6.3.1 Case study of the 6G network

This case study is about the 6G wireless communication net-
work where trust ranking model can be incorporated. This
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Fig. 6 Flowchart of the proposed
mechanism of trust level
mechanism

trust ranking model consists of supervised machine learning
model. The model is used to predict the trust ranks based
on various attributes. Five trust ranks are considered for the
model. The fifth rank shows the highest trust, fourth rank
shows above moderate trust, third rank as the moderate trust,
second rank as the belowmoderate trust and first rank defines
the lowest trust. Based on the ranks of the trust services can
be allotted to the users. For highly confidential services fifth
rank is followed. The trust ranking model involves the train-
ing of the prediction model using the data attributes based on
security parameters of the 6G network. After the preprocess-
ing of the data, the training of the model is followed, such
that the model is able to predict the rank of the node present

in the 6G network. This allows the security enhancement of
the network by allowing the services to the users as per the
trust rank achieved. For high trust users confidential services
are applicable where as for low trust ranks any possible secu-
rity vulnerable service is not applicable and transmission of
artificial noise is initiated for that user to counteract the possi-
ble vulnerability. The overall scenario can be show in Fig. 7.
below.

TheTable 3 shows the results of case study for 6Gnetwork,
in which whole communication users are identified in the
form of different trust ranks using prediction models. The
performance of these prediction models for 5 trust ranks are
evaluated in this table. Accurate prediction of the trust rank
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Fig. 7 Trust ranking mechanism in 6G network for 5 trust ranks

defines the security of the network as the services are offered
based on the allotted trust rank of the user. Similarly, with
the same analogy trust levels can be predicted for the IoHT
network.

In viewof future research three primary considerations can
be incorporated to enhance the security of the IoHT network.
The first is the consideration of multiple security attributes
of the IoHT network such as time complexity, computational
complexity, resource availability, non-repudiation, auditabil-
ity and other relevant possible security attributes. The second
consideration of the future research direction in IoHT net-
work is the number of trust levels. More number of trust
levels, more will be the bifurcation of the specific services
allotted to the users. However, increasing number of trust
levels also increases the complexity of the security model.
The third consideration is the involvement of deep lear-
ing and machine learning prediction models, optimization
models, and the environment based reinforcement learning
models.

7 Future research directions in security
enhancement of IoHT system

The review on the security of IoHT highlights future research
directions in various areas of security. Security in wearable
healthcare systems is an emerging field and requires more
advancement. Security in the data acquisition and storage
based on cloud technologies is another research direction
in IoHT. Data processing, algorithm efficiency, and artifi-
cial intelligence for the enhancement of the security of IoHT
can prove extremely valuable. The research directions listed
below are a few examples that can be used to improve the
security of IoHT systems [7, 78, 91, 92]. The overall visual-
ization and the other possible future directions in the security
enhancement of the IoHT system are shown in Fig. 8.

7.1 Artificial intelligence

Artificial intelligence is one of the prominent and latest
research topics inculcated in the various fields including the
security of IoHT. Machine learning, deep learning, and rein-
forcement learning are the primary approaches to artificial
intelligence. The different algorithms of machine learning
and deep learning are executed in the form of intrusion detec-
tion schemes and intrusion prevention schemes. The whole
security network in the IoHT can be further improved by
optimizing the artificial learning procedures. The security
at various levels of the IoHT system can be enhanced by
incorporating security examination at the edge level using
the schemes of artificial intelligence.

7.2 Security assessment

The proper standard and implementation to ensure secu-
rity measurement is not present in the literature. Different
research directions focused on the areas of security param-
eter optimization. Various tools such as adversarial analysis
were executed to estimate the security level of the IoHT sys-
tem. However, these mechanisms do not follow the same
level of standards, rules, theories, and assumptions. There-
fore, the comparison of these varying mechanisms is not a
suitable criterion. Security assessment standard is the lat-
est research direction to analyze the levels of security and
privacy in the network of the IoHT system. Security assess-
ment in the literature involves the input of the users using
a web-based IoHT system evaluated to assess the security.
Though, cryptographic solutions are security enhancement
mechanisms these schemes do not provide any benchmark
for the security assessment. Thus, vast research is required
for the development of efficient security assessment schemes
in the IoHT system.
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Fig. 8 Security based
visualization in IoHT
representing IoHT network based
security threats, countermeasures
and pssible future directions

7.3 Blockchain

In the literature, blockchain has been developed for the
security offinancial records such that the decentralizedmech-
anism is followed. The mechanism involves the dependency
of the blocks on one another. The incorporation of the
blockchain mechanism in the IoHT system leads to an exten-
sive enhancement in security. The blockchain scenario can
be applied to the server level of the IoHT system to provide
decentralized data security. One of the fundamental limita-
tions of the blockchain mechanism is that it requires vast
resources for computation and, therefore cannot be operated

at the sensor level. To counteract such disadvantages, opti-
mization methods are required, and thus can be adapted at
the server level to secure the health data andmedical records.
Permission management given the blockchain mechanism is
one of the schemes evolving in the research field of the IoHT
system.

7.4 Smart gateways

Considering entry points of the IoHT system as one of the
primary aspects of security authorization and authentication.
Smart gateway is the new research direction that proves an
enhancement of data security. These gateways are impervious
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to different attacks such as denial of service attacks, man-in-
the-middle attacks, black hole attacks, routing attacks, and
other attacks on the data. A smart gateway is a potential
solution for the improvement of data security. More efficient
mechanisms are required for the security enhancement in
IoHT using smart gateways.

7.5 5 Protocol standardization

Communication in the IoHT network is critical and, there-
fore requires a balance between content and speed. Various
communication protocols were evaluated for different types
of sensors used at the sensor level. Protocol standardization
is required to generalize the communication in the IoHT sys-
tem while using different types of sensors to execute the
operation seamlessly. Protocol standardization can be further
optimized for the timemanagement of data transmission such
that the network is optimized without network congestion.

7.6 Trust management

Trust management is one of the latest research directions in
the field of security in IoHT systems. The security of the
IoHT network can be improved by the incorporation of a
trust mechanism on the nodes such that only trusted nodes
are capable of communicating in the IoHT network. One of
the major advantages of trust management is that the nodes
that are identified as trusted nodes are allowed to process and
transmit the data in the network. Optimizing trust manage-
ment in the IoHT using artificial intelligence is one of the
ways to advance security adaptability.

7.7 Optimizing energy

The resources at the sensor level are quite limited. There-
fore requirement of resources at the sensor level of the IoHT
system is required to be optimized. The solution of optimiza-
tion involves lightweight security enhancementmechanisms,
intelligent priority based communication systems, and opti-
mized design algorithms.

7.8 Need for robust health dataset

The availability of the data in healthcare applications is
required to be validated whether in the form of numerical
data, images, or videos. The acquisition of the data for exam-
ple, the data on blood type, sugar level, blood pressure, etc.
to form the healthcare dataset consists of different informa-
tion. The procedures of security enhancement in IoHT that
depend on artificial intelligence are critical. Therefore, more
updated and robust healthcare datasets are required for the
advancement of security in the IoHT system.

7.9 Reliability of 6G with IoHT networks

The latest wireless communication network in the form
of 6G has gained great recognition. Many communication
researchers are working on the development of technologies
that can be adopted in the 6G network. Considering 6G as the
prominent part in different fields of application, IoHT net-
works are required to be made reliable with the architecture
of 6G.

7.9.1 Data fidelity and data limitation

The introduction of mobile health could solve the limitation
of data fidelity. The acquisition of multimodal data collec-
tion due to variation of data in terms of time series, system
operation, and sensor sampling creates a deterioration in the
performance of the IoHT system as a whole. The current
IoHT network lacks the potential to manage heterogeneous
data efficiently. Therefore, transfer learning is one of the pos-
sible techniques to handle the variations in the data. The data
reliability issues due to the biased data lead to false or mis-
leading conclusions. Thus, verifying the data fidelity is one
of the important aspects that is worthy of exploration.

Overall, in different areas of IoHT network, immediate
research is required to enhance the security. Artificial intel-
ligence based models are requisite to be optimized for the
advancements in intrusion detection and prevention schemes
in IoHT network. Enhancing security standards in the IoHT
are of critical importance to deliver uniform and reliable
benchmarks. As far as the technology of blockchain in IoHT
network is concerned, optimization at the server level, smart
gateway mechanisms are the possible security enhancement
solutions. Protocol standardization is another primary aspect
to advance trust management in the varied sensor network
using artificial intelligence based mechanisms. Considering
IoHTas the source limited network, energy efficient solutions
with latest attributes of security. By incorporating advanced
measures in these areas security, reliability and efficiency of
the IoHT network can be enhanced.

8 Conclusion

The Internet ofHealthcare Things (IoHT) is a network of sen-
sors, servers, and the corresponding medical services where
the essential heath data is processed, communicated, and ana-
lyzed. The evaluated data is observed for the inconsistencies
in providing specific services in terms of medical attention.
The advancement such as the involvement of cloud servers,
and big data in the technology of IoHT has created a big
challenge in the security framework. This work provides a
systematic survey of the security of IoHT. To identify the
possible security attack, IoHT architecture with the security
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visualization is well elaborated in the paper. The recent secu-
rity concerns in IoHT along with countermeasures have been
presented. Incorporating intelligence in the security mecha-
nismof IoHTproves an effective approach.These approaches
involve the methodology of machine learning, deep learn-
ing, and reinforcement schemes. However, considering the
limitations of computational time, complexity, and resource
availability, we have proposed a trust evaluation framework
for the IoHT network. The whole network is divided into
three types of users. The first type is the highest degree trust
user. The second type is the average degree trust user and
the third type is the lowest degree trust user. The proposed
scheme provides security enhancement in the network of
IoHT.

It is essential for practitioners to effectively implement
the proposed mechanism involving integration of continu-
ous assessment of security parameters in the IoHT network
such as breach history, secrecy rate, and energy efficiency
in the form of routine security parameter estimations. The
dynamicity of the proposed security framework must be
maintained such that real time updates of the trust levels

with respect to the user must be facilitated with correct ser-
vice allocations. This ensures confidentiality maintained by
the high trust nodes and low trust nodes are restricted to
such services. It is recommended, that policymakers create
and implement guidelines for trust-based security measures
and stimulate research projects that progress IoHT secu-
rity solutions involving more and more security attributes
affecting security of IoHT network. While technology man-
ufacturers should concentrate on creating safe, interoperable
products that adhere to these security solutions. Healthcare
providers should embrace these frameworks and perform fre-
quent security assessments to guarantee compliance.

Appendix A

Table 5 provides the recent security attacks in the IoHT
network. It includes description, strategy of the attack, and
consequences of the attack targeting vulnerabilities in IoHT
network.

Table 5 Possible security attacks in Internet of Healthcare Things

Citation Attack Definition Strategy of the attack Consequences of the attack

[11] Collision attack In the attack, two input strings
for a hash function are
analyzed if they yield the
same hash value. The hash
value being generated by
malicious input as by
genuine input

It follows the strategy of
generating hash values

Attack on confidentiality,
authentication

[25] Ciphertext attack In this attack, attacker only
gets access to a limited
number of encrypted
communications. The
primary goal is to find as
many plaintext messages in
order to estimate the secret.
The subsequent information
that have been encrypted
with this key can be
decrypted once the
encryption key has been
found

It follows the strategy of
estimating the key to
convert the ciphertext into
plaintext

Attack on the confidentiality

[27] Impersonation attack The attack is a spoofing attack
where the attacker acts as a
legitimate user or group of
valid users

It follows the strategy of
identity spoofing
mechanism and performs
active eavesdropping

Attack on confidentiality,
integrity, availability, and
authentication

[28] Insider attack The attack is defined as the
malicious attack executed
on the network by the
authenticated system

The attack follows the
strategy of utilizing the
inside vulnerabilities using
authorized access instead of
external attacks

Attack can target the
confidentiality, availability,
and integrity of the network
in the form of perceiving
the sensitive information,
changing the information or
overloading the network
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Table 5 (continued)

Citation Attack Definition Strategy of the attack Consequences of the attack

[29] Identity spoofing attack The attack is defined as,
spoofing the identity of the
valid user and using that
identity to get the
authenticated access

The attack follows the
strategy of using the
authenticated identity to
perform the desired
execution

Attack on confidentiality,
authentication, and
authorization

[38] Differential attack The attack involves the
comparison to estimate the
required key or plaintext by
comparing differences
between the input and
encrypted output

It involves the estimation of
the secret key by involving
the comparison between the
plaintext and ciphertext

Attack on the confidentiality

[39] Traffic analysis attack The attack defines, the
attacker modifies the
timings of a flow of packets
in accordance with a
predetermined pattern and
searches for that pattern on
the opposing side of the
network

It follows the strategy of
analyzing the flow of
packets

Attack on confidentiality

[53] Quantum attack Deciphering the techniques
that underlie the encryption
keys used to protect our data

It makes use of quantum
computing to perform the
calculations in the form of
units called qubits to break
the encryption

Attack on confidentiality

[54] Dictionary attack By repeatedly inputting every
word in a dictionary as a
password, a dictionary
attack is a technique for
accessing a
password-protected
computer, network, or other
IT resource

It follows the strategy of
brute force attack

Attack on authentication

[55] U2R (User to Root) attack Attackers first acquire access
to a regular user account
before using system flaws to
eventually take control of
the root

It follows the strategy of
accessing the regular user
account and acquires
knowledge of the root
access details of the system

Attack on authentication

[56] Machine learning attack The attack involves the
misclassification of inputs
and data poisoning

It follows the strategy of
misleading the trained
model

Security violation, attack on
authentication

[57] MIM (Man in the Middle)
attack

The attack involves the
eavesdropping between the
transmitter and the receiver
without the knowledge of
the two

It follows the strategy of
secretly intercepting the
information between the
users

Attack on confidentiality and
integrity

[61] Routing attack A hack against an internet
service provider intended to
lower uptime or deny users
access to a web-enabled
system

The attack incorporates the
strategy of separating the
communication network
into parts such that the
communication between
these is interrupted

Attack on confidentiality, and
authentication

[26] Replay attack The attack involves the
retransmission of the
information such that
accurate information can be
retrieved from the valid user

It follows the strategy of
retransmission and
interception

Overloading, fraudulent
delays, threat to the
integrity
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Appendix B

Table 6 represents the overview of ongoing projects in IoHT
network. It involves brief details of the projects including

direct link of the project as well. It provides insights into the
current state of IoHT advancements and the attempts being
made to address obstacles and innovate in the field by pro-
viding a summary of these initiatives.

Table 6 Current Internet of healthcare Thing projects

S.no Project name Aim of project HTTP location

1 Transforming healthcare with 5G Advancement of remote diagnosis and
the development of robotic-assisted
surgery

https://www.ericsson.com/en/cases/2016/
5gtuscany/transforming-healthcare-wi
th-5g

2 Healthcare IoT solutions To develop energy-efficient healthcare
IoT based systems

https://www.se.com/in/en/work/solutions/
for-business/healthcare

3 A.I. Powered
Synchronized Stroke Care (Viz pager)

Artificial intelligence-based healthcare
monitoring system

https://www.viz.ai/ischemic-stroke

4 Reimagining the possible in the Indian
healthcare ecosystem with emerging
technologies

To upgrade the healthcare industry in
coordination with the emerging
networking systems

https://www.pwc.in/industries/healthcare/
reimagining-the-possible-in-the-indian-
healthcare-ecosystem-with-emerging-te
chnologies.html

5 Smart e-health gateway To develop IoT based Healthcare
systems

https://www.skyfilabs.com/project-ideas/
smart-e-health-gateway

6 Deliver intelligent, connected healthcare To provide real-time based healthcare
using cloud technology

https://www.nokia.com/networks/indust
ries/healthcare/

7 Smart autonomous robotic assistant
surgeon

To develop a surgical robotic system
based on next generation
communication to implement robotic
minimally invasive surgery

https://saras-project.eu/

8 Medtronic-Robotic assisted surgery To develop a digital robot-assisted
surgery system

https://www.medtronic.com/covidien/en-
gb/robotic-assisted-surgery.html?sfdcid=
7014O000001JF3G&cid=PPC:
GOOG:%2Bsurgical%20%2Brobot:ra
shug

9 DOBOT magician To develop a lightweight intelligent
robotic arm

https://www.dobot.cc/dobot-magician/pr
oduct-overview.html?gclid=CjwKCAjw
tpGGBhBJEiwAyRZX2n8l3Wec7btI9D
h7HZef6cLce63kcemgBp7CKb7Saa
zBXQ-aTI4HZRoCFJEQAvD_BwE
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