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Abstract In this paper, we propose an efficient privacy-
preserving energy consumption scheme with updating cer-
tificates, calledEPEC, for secure smart grid communications.
Specifically, the proposed EPEC scheme consists of four
phases: gateways initialization, party registration, privacy-
preserving energy consumption, and updating certificates.
Based on the bilinear pairing, the identity-based encryp-
tion, and the strategy of updating certificates, EPEC can
achieve data privacy, gateway privacy, and is robust to data
replay attack, availability attack, modification attack, man-
in-the-middle attack, and Sybil attack. Through extensive
performance evaluations, we demonstrate the effectiveness
of EPEC in terms of transmission delay performance at the
HAN gateway and average delivery ratio, by implementing
three types of curves including, the Barreto–Naehrig curve
with modulus 256bits, the Kachisa–Schaefer–Scott curve
with modulus 512bits, and the Barreto–Lynn–Scott curve
with modulus 640bits.

Keywords Smart grid · Data privacy · Privacy-preserving ·
Energy consumption · Updating certificates

1 Introduction

The International Energy Agency (IEA) estimated in 2014
that the share of global final consumption of electricity
energy is 22.3% [1]. This consumption is increasing every
year by 3% (due, on the one hand to the increase in pop-
ulation and also by the development of different electronic
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technologies in the world, i.e., 5G, Cloud Computing, Vehi-
cle Electric, Internet of Things, Smart Device…etc.). With
this increase in consumption, how can we manage electricity
without loss or damage? How do we improve the environ-
mental protection? How can we make life easier for people
by giving the opportunity to control its intelligent devices
that consume a lot of electrical energy? The idea of placing
a new generation of intelligent networks to control electrical
power has recently comeas an answer to these questions. This
type of network is called the “Smart Grid”. Today, the smart
grid is among the objects of technological innovation in the
topic of research “Energy andNetworks” [2]. Since 2008, the
developed countries that consume a lot of electrical energy
have already invested billions of dollars in research on smart
grids, like the United States, Canada, China, UK, Germany,
Australia, and others. In the United States, cities that adopt
smart grid technology already exist; namely Austin in Texas,
Boulder and Fort Collins in Colorado, Sacramento and San
Diego in California, and other cities in progress [3].

The smart grid is defined by the Department of Energy
of the United States as a smart digital technology that
allows two-way communication between the utility and its
customers, the detection of long transmission and distribu-
tion lines. Traditionally, the smart grid consists of a set of
computers, controllers, automation, and new communication
technologies such as 4G. These components work together
permanently, connected on the Internet, in order to digitally
meet our rapid consumption of electricity demand within the
smart grid [4]. Through the adaptation of a smart grid in a
city, it is desirable not only to improve the security and trans-
mission of electricity but also to increase the integration of
renewable energy systems to large scales such as solar pan-
els andwindmills [5].Moreover, some research projects have
recently initiated for the adoption of a smart grid for large
countries, i.e., in Europe with the project named “European
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Technology Platform (ETP) for the Electricity Networks of
the Future”, and in the United States with the project named
“Unified National Smart Grid” [6].

With the innovation of electric vehicles, a vehicular ad
hoc network (VANET) [7] can be integrated and controlled
by the smart grid [8]. Recently, smart grids interconnection
with VANETs has attracted much attention of researchers
and engineers in both field’s of energy and communication
[9,10]. In [11], Cheng et al. proposed a method for trans-
mitting data through the vanet in order to unload the cellular
network that can stifle the cellular network. However, the
method ignores some modern features of a smart grid such
as advanced control of electricity transmission and distribu-
tion.Minimizing energy losses and improving voltage profile
are studied in [12] by the collaboration of multiple plug-in
electric vehicles (PEVs) in a smart grid system. The opti-
mization of power distribution via V2G systems based on
stochastic inventory theory is studied in [13]. In [14], Wang
et al. proposed a coordinated strategy by loading themobility
of electric vehicles to improve the energy overall use while
avoiding electrical system overload. Le et al. [15] proposed
a scheme called DCD, which is based on enabling the inte-
gration of renewable energy sources (RESs) for reducing its
characteristics negative impact. Zhang et al. [16] interested
in controlling the local energy in a wireless mesh network
powered by green energy through the formalization of the
energy-trading problem as a Stackelberg game [17], in order
to find the optimal trading price and the amount of the green
power purchase. Security over cognitive radio sensor net-
works in smart grid is always desired and is discussed in [18].

With the development of a smart grid, the control cen-
ter can ensure the proper management of electrical energy.
The main problem in the development of a smart grid is
not located at the physical support but mainly in reassuring
both reliability and security [19]. With the adoption of smart
grids, an adversary may find more ways to penetrate into
the system, rising new security issues and asking for more
secure communications in both systems [20]. In [21], Li et
al. presented four basic attacks in smart grid communication,
namely, equipment attack, data attack, privacy attack, and
availability attack. Therefore, security requirements, includ-
ing, anonymization [22], authentication [23], accountability
[24], integrity [25], non-repudiation [26], access control [27],
traceability [28], and confidentiality [29] should be paidmore
attention in the smart grid.

In this paper, in order to achieve privacy-preserving energy
consumption inside a smart grid, we propose an efficient
privacy-preserving energy consumption scheme with updat-
ing certificates. The main contributions of this work are
summarized as follows:

– Firstly, we propose the EPEC scheme that employs the
identity-based encryption to achieve privacy-preserving

energy consumption. Then, we propose two types of
updates of certificates, namely, one for the HAN network
and another for the vehicle-to-grid network.

– Secondly, we conduct an extensive security analysis and
prove that EPEC can achieve data privacy, gateway pri-
vacy, and can resist to five attacks, namely, data replay
attack, availability attack, modification attack, man-in-
the-middle attack, and Sybil attack.

– Finally, based on the M/D/1 queue, we demonstrate via
simulation the effectiveness of the EPEC scheme with
three performance metrics, namely, transmission delay,
delivery ratio, and waiting time.

The remainder of this paper is organized as follows.
We review related works in Sect. 2. Section 3 introduces
the system model, the threat model, and identifies the
design goals. In Sect. 4, we review the bilinear pairing, the
identity-based encryption, and complexity assumptions. Our
proposed EPEC scheme is presented in Sect. 5, followed
by security analysis and performance evaluation in Sects. 6
and 7, respectively. Finally, we draw our conclusions in
Sect. 8.

2 Related work

Recently, many research on security and privacy-preserving
in smart grids have been appeared in literature [30–44].Based
on the classification of privacy preserving schemes for smart
grid communications in our recent survey [45], these schemes
can be classified according to several criteria, namely, net-
works models, countermeasures, and privacy models.

Balli et al. [46] proposed a novel system to provide a
distributed, privacy-guaranteeing bidding protocol, which
is secure against honest but curious adversaries. The most
important feature of this protocol is that it does not rely on
anykind of trusted third party.However, Zhang et al. [47] pro-
posed a privacy-aware power injection scheme, called EPPI,
for AMI and 5G smart grid network slice. EPPI scheme is
based on a novel data aggregation technique, which each
power storage unit can generate two secret keys based on
bilinear pairings and use the hash values of the keys to blind
its power injection bid.

Wen et al. [30] proposed the SESA scheme for auction in
smart grids.Based on the public key encryptionwith keyword
search, SESA scheme can achieve data privacy, bid integrity,
keyword privacy, and trapdoor unforgeability. However, the
availability,which is critical in smart electrical systems, is not
supported inSESA.EPPDRscheme in [31] also does not sup-
port availability. Jiang et al. [32] proposed theLiSH+scheme,
which is an improvement of the LiSH scheme in [33]. The
Lish+ scheme uses a polynomial with two variables in order
to achieve the availability in SCADA communications, and

123



EPEC: an efficient privacy-preserving energy consumption scheme for smart grid communications 673

minimizes the cost of calculation, memory, communication,
and energy, but the remote terminals ceases to operate during
the key change phase. Choi et al. [34] proposed an architec-
ture based on the hybrid key management in order to achieve
the availability, but can be less effective during the process
of communication between SCADA systems against internal
attacks such as the ASKMA scheme in [35] and the scheme
ASKMA+ in [48]. Another similar work to [34] is presented
by Tsai and Lo [36], which secure anonymous key distribu-
tion.

Chen et al. [37] proposed the PDAFT scheme to prevent
a strong opponent threatening user privacy while support-
ing tolerance in the smart grids. Based on the privacy report
aggregation phase and the treatment phase of fault tolerance,
PDAFT can protect the consumption privacy of electric-
ity users against eavesdropping, and also can preserve user
privacy without compromise, but the cost of communica-
tion increases from the first aggregation to N aggregations.
Similar to the PDAFT scheme, Chen et al. [38] proposed
the MuDA scheme for privacy-preservation in smart grid
communications. Additionally to the objectives achieved in
PDAFT scheme, the Muda scheme can also provide differ-
ential confidentiality for data users. Lu et al. [39] proposed
the EPPA scheme to secure smart grid communications that
preserves privacy by aggregating data. Based on the secure
report (read and reply), the EPPA supports authentication
and data integrity, but it is more computationally expen-
sive related to both PDAFT and MuDA schemes. Li et al.
[40] proposed an approach based on the routing tree aggre-
gation. The privacy-preservation in this tree is based on
homomorphic encryption, but it can not detect opponents
that manipulate the aggregation results. Another security
scheme for smart grids based on homomorphic encryption
proposed in [41], which ensures especially the privacy by
reporting the consumption of a neighbourhood of n smart
meters. By exploiting the homomorphic properties, Cristina
et al. [42] proposed the PPNs framework, which follows the
honest-but-curious model. Garcia and Jacobs [43] proposed
privacy schemes with aggregation for a single smart meter
with the consideration of three different types, namely, spa-
tial aggregation, temporal aggregation, and spatio-temporal
data aggregation.

The public-key certificate revocation [44] can be applied
for securing a smart grid against internal attackers and restore
the operation of a grid, if some devices are compromised,
with the preservation of the identity revocation. Similar to
the work [44], the authors in [49] proposed a certificate
revocation scheme for pseudonymous public key infrastruc-
ture. Rottondi and Verticale [50] proposed the coordination
of energy consumption to ensure the privacy of the users.
Yanmin et al. proposed a scheme in [51] for incentive-
based demand response that guarantees privacy, integrity,
and availability. In [52], Hyo Jin et al. proposed a scheme

for suppressing compromise attacks. Using a distributed ver-
ification method, the scheme in [52] authenticate the demand
response messages. Based on Camenisch–Lysyanskaya sig-
nature, the authors in [53] proposed a linkable anonymous
credential protocol for privacy protection, message authen-
tication, and traceability. In the context of anonymity, the
authors in [54] proposed a scheme using the high-frequent
metring data in the smart grid. The authentication schemes
based on chaotic maps with privacy protection are always
desired and are discussed in [55,56].

3 System model, threat model, and design goals

In this section, we formalize the system model, including
threat model, and design goals.

3.1 System model

As shown in Fig. 1, the system model of the EPEC scheme
consists of three types of network architecture (i.e., NAN,
BAN, and HAN), including a control center (CC) and some
cloud servers CS = {CS1,CS2,CS3, . . . ,CSn}. The cloud
servers could benefit from variable energy prices in smart
grids [57].

– Home area network (HAN) The HAN home network
uses two types of digital networks, namely, Local Area
Network (LAN) and Wide Area Network (WAN). LAN is
a collection of computers, peripherals, and mobile devices
that share a common communications line (e.g. Ether-
net Cables) or wireless connection (e.g. Wifi, Bluetooth
Low Energy, ZigBee and IEEE 802.15.4) in a small area
geographical such as at home in order to share resources.
The WAN is a geographically wider telecommunications
network from a LAN (e.g. Internet). Previous power man-
agement solutions have been proposed for HAN networks
[58,59].Han et al. [58] proposed the SHEMSsystembased
on IEEE 802.15.4 and ZigBee. Hwang et al. [59] proposed
the design and development of a remote control for smart
home based on the Zigbee protocol.

– Building area network (BAN) The BAN network con-
nects various departmental networks within a single
building, where the rates should be very high. It can
accommodate the computer machines, which serve glob-
ally the company. The BAN is characterized by capacity
100Mbps and ability to support synchronous flow. Within
this category, two technologies stand out, namely, FDDI
technology (Fiber Distributed Data Interface) and DQDB
technology (Distributed Queue Dual Bus) which aims to
build a computer network Local Area Network (LAN) or
Metropolitan Area Network (MAN).
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Fig. 1 Smart grid architecture

– Neighborhood area network (NAN) The NAN network
provides secure access between the power company and
independent users (a power generator) and the different
types management of connected meters (water, gas, elec-
tric) [60].

– Gateways We propose a type of gateway for each type
of network architecture, i.e., the HANx gateway for the
HAN network, the BANx gateway for the BAN net-
work, and the NANx gateway for the NAN network.
These gateways are responsible for registration of dif-
ferent parties and for passing the information about
energy consumption between smart grid systems. In addi-
tion, the BANx gateway is responsible for updating the
certificates.

3.2 Threat model

The attacks of leaking privacy in smart grid communica-
tions can be classified into four categories according to
our recent survey in [45], including, (1) key-based attacks,
(2) data-based attacks, (3) impersonation-based attacks,
and (4) physical-based attacks. However, we assume that
the CC is fully trusted while the gateways are honest-
but-curious. In our threat model, we consider an adver-
sary A which can launch the following malicious attacks:

– Data replay attack: at any moment in the smart grid com-
munications, an adversaryA can inject a control input for
replay sessions to change the place or the time of informa-
tion transmission packets regarding the required energy. In

addition, A can modify one or more information packets
on the energy required before retransmitting it.

– Availability attack: using some attacks such as holes
attacks, i.e., wormhole attack, black hole attack, and grey
hole attack, an adversary A can disrupt the routing ser-
vice in order to make it unavailable. The black hole attack
is one kind of Denial of Service (DoS) attack where the
adversaryA first lures packets sent by the HANx gateway
in order to claim that it is a real BANx gateway. However,
all packets sent by the HANx gateway are dropped by the
adversary A.

– Modification attack: this attack is performed by theHANx

where it inserts forged complimentary reviews or modi-
fies/deletes negative reviews in a review collection of the
required energy. Such attacks aim at false advertising by
breaking the integrity of information transmission packets
about the required energy.

– Man-in-the-middle attack: at anymoment in the smart grid
communications, an adversaryA can intercept the data that
passes between a HAN Node and a HANx gateway or a
HANx gateway and a BANx gateway. This allows to spy
exchanges and thus to recover passwords, certificates or
even to modify the data that passes through, without the
victims being aware of it.

– Sybil attack: when an adversary node has multiple iden-
tities, a Sybil attack can be launched in a smart grid
environment. Themajor goal of the adversary in this attack
is to be a favorable destination repeatedly for HANx gate-
way or BANx gateway. Once the packets are routed to the
adversary, then he can realize other types of attacks such
as the selective forwarding attack.
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3.3 Design goals

Under the above system model with gateways architecture,
our design goal is to develop a novel scheme to achieve
energy consumption for smart grid communications. Specif-
ically, the following three desirable objectives should be
achieved.

– The proposed scheme should achieve data privacy and
gateway privacy.

– The proposed scheme should be resilience to attacks as
mentioned in the threat model, that is, data replay attack,
availability attack,modification attack,man-in-the-middle
attack, and Sybil attack.

– The proposed scheme should achieve computation effi-
ciency under three type of curves, i.e., theBarreto–Naehrig
curve, theKachisa–Schaefer–Scott curve, and theBarreto–
Lynn–Scott curve.

4 Preliminaries

In this section, we briefly recall the ideas of the bilinear
pairing [61], the identity-based encryption [62], and the com-
plexity assumptions [63], which will serve as the basis of the
proposed EPEC scheme.

4.1 Bilinear pairing

Let G1, G2, and G3 be three multiplicative cyclic groups of
prime order q. A bilinear pairing is amapping e : G1×G2 →
G3 which satisfies the following properties:

– Bilinear: e
(
g1a, g2b

) = e(g1, g2)ab for any g1 ∈ G1,
g2 ∈ G2 and for all a, b ∈ Z∗

q .
– Non-degenerate: e (g1, g2) �= 1G3 whenever g1 �= 1G1

and g2 �= 1G2 .
– Computable: there is an efficient algorithm to compute:
e (g1, g2) for all g1 ∈ G1 and g2 ∈ G2.

Definition 1 (Bilinear generator) A bilinear parameter
generator Bsetup is a probability algorithm that takes
on input the security parameter λ and outputs a 7-tuple
(q, g1, g2,G1,G2,G3, e) where G1, G2, and G3 are three
multiplicative cyclic groups of prime order q, q is a k-bit
prime number, g1 ∈ G1 and g2 ∈ G2 are generators, and
e : G1 × G2 → G3 is an admissible bilinear map.

4.2 Identity-based encryption

The EPEC scheme uses an identity-based encryption scheme
(IBE) proposed by Boneh et al. [62]. This IBE scheme is
based on the following four algorithms:

– Setup It takes as input 1λ, α ∈ Z∗
q , and h = g1α . It then

outputs the public parameters themaster secret keymsk =
α and PubParam = {H, g1, h}where H is a hash function.

– Key generation It takes as input msk and an identity I D.
It then computes H(I D) = (h1, . . . , hl) and samples
{s1, . . . , sl} ∈ Zq . In the end, it outputs the secret key

SK I D =
(
s1, . . . , sl ,

(∏l
j=1 h

s j
j

)α)
.

– Encryption It takes as input PubParam, an identity I D,
and a message m ∈ G2. It then computes H(I D) =
(h1, . . . , hl) and samples r ∈ Zq . In the end, it outputs
the ciphertext c = (c0, . . . , cl), where c0 = g1rand for
every i ∈ [l], ci = ê(h, hi )r · m.

– Decryption It takes as input PubParam, c, and SK =
(s1, . . . , sl , z). It then computesdec=(∏

i∈[l] c
si
i

)
/ê(c0, z).

In the end, it outputs m = dec(s1+···+sl )−1
.

4.3 Complexity assumptions

Let G1,G2, andG3 be the groups defined above and let g1, g2
be the generator of G1,G2, respectively. The security of our
proposed scheme in Sect. 6 is based on the following two
assumptions: BDH assumption and DBDH assumption.

Definition 2 (BDH assumption) We say that an algorithmA
has advantages ε(λ) in solving the BDH problem for Bsetup.
The Bsetup satisfies the BDH assumption if for any polyno-
mial time algorithmA, AdvBsetup,A(λ) is negligible function,
where:

AdvBsetup,A (λ)

= Pr[A (q, g1, g2,G1,G2,G3, e, ag1, g1b, cg1)

= e (g1, g1)
abc ≥ ε(λ) (1)

BDH problem: given g1, ag1, bg1, cg1∈ G1 for unknown
a, b, c ∈ Z∗

q , compute e(g1, g1)
abc ∈ G3.

Definition 3 (DBDH assumption) We say that an algorithm
A has advantages ε(λ) in solving the DBDH problem for
Bsetup. The Bsetup satisfies theDBDH assumption if for any
randomized polynomial time algorithm A, it distinguishes
the two tuples (g1, ag1, bg1, cg1) (g1, ag1, bg1, abg1) with
a negligible probability.

DBDH problem: given g1, ag1, bg1, cg1, T for unknown
a, b, c ∈ Z∗

q and ∈ G3, decide whether T =?e(g1, g1)abc.

5 Proposed EPEC scheme

The EPEC scheme consists of four phases: gateways ini-
tialization, party registration, privacy-preserving energy con-
sumption, and updating certificates.
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Fig. 2 An illustration of
gateways initialization phase

5.1 Gateways initialization

Given the bilinear parameters (q, g1, g2,G1,G2,G3, e) gen-
erated by BSetup(1λ) where λ is the security parameter. The
CC initializes the three gateway by running the following
steps as shown in Fig. 2.

– Step 1TheCC chooses three cryptographic hash function
H1, H2, and H3, where H1 {0, 1}∗ → G1, H2 {0, 1}∗ →
G2, H3 {0, 1}∗ → Z∗

q .
– Step 2 The NANx gateway chooses three random number
rN ANx , rBANx , and rHANx in Z

∗
q and computes three private

keys sPN ANx , j , sPBANx , j , and sPHANx , j for j ∈ {0, 1},
where PN ANx , j = H1(I DN ANx , j) ∈ G1, PBANx , j =
H2(I DBANx , j) ∈ G2, and PHANx , j = H3(I DHANx , j) ∈
Z∗
q . IDN ANx , IDBANx , and IDHANx are the identity string

of NANx gateway, BANx gateway, and HANx gateway,
respectively.

– Step 3 The NANx gateway sends {sPBANx , j , sPHANx , j }
through a secure channel to BANx gateway. Then it keeps
themaster key (s, PN ANx , j ) and a set of public parameters
as

PubParamN ANx={(q,G1, e, rN ANx , H1)} (2)

– Step 4 The BANx gateway sends {sPHANx , j } through a
secure channel toHANx gateway. Then it keeps themaster
key (s, PBANx , j ) and a set of public parameters as

PubParamBANx={(q,G2, e, rBANx , H2)} (3)

– Step 5 The HANx gateway keeps the master key (s,
PBANx , j ) and a set of public parameters as

PubParamHANx={(q,G1,G2, e, rHANx , H3)} (4)

5.2 Party registration

The NANx , BANx , and HANx gateways, once they have
obtained the master key, can execute party registration ses-
sions on the following three levels.
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Algorithm 1.
Procedure: HAN Node Registration
Input: SessHANx = {accepted}.
Output: a family of IDs P I D = {pid0, pid1, . . .}, the corresponding private key
SKHANx ,pid j

, the public key PKHANx ,pid j
, and certificate CertHANx ,pid j

.
Chooses a family of unlinkable pseudo-IDs P I D = {pid0, pid1, . . .}
Chooses a random bi ∈ Z∗

q

Computes Xpid0 = g1bi

For pseudo-ID pid j ∈ P I D, j ≥ 0 do

Computes the public key PKHANx ,pid j
= pid j

⊕
H3

(
Xpid j

‖Ts
)

Computes the private key SKHANx ,pid j
= bi

⊕
H3

(
PKHANx ,pid j

‖Ts
)

Computes the corresponding certificate CertHANx ,pid j
=bi

⊕
H3

(
SKHANx ,pid j

‖Ts
)

End for
Keeps the certificate (CertHANx ,pid j

) secretly
Return all tuples (pid j , SKHANx ,pid j

, PKHANx ,pid j
) to pid j

End procedure

– Level 1 After system’s setup, the NANx gateway cre-
ate a session SBANx (CertBANx , iBANx ), where CertBANx

denotes the certificate used by the BANx gateway in that
session, and iBANx is a counter. The SessBANx session has
two status, namely, active or inactive.

– Level 2When the status of SessBANx is active, the BANx

gateway create a session SessHANx (CertHANx , iHANx ),
where CertHANx denotes the certificate used by the
HANx gateway in that session, and ıHANx is a counter.
The SessBANx session has three status, namely, active,
accepted, or rejected.

– Level 3 When the status of SessHANx is accepted,
the HANx gateway issues a family of pseudo-IDs
P I D = {pid0, pid1, . . .}, the corresponding private key
SKHANx ,pid j

, the public keyPKHANx ,pid j
, and certificate

CertHANx ,pid j
by invoking Algorithm 1.

5.3 Privacy-preserving energy consumption

When a node Npid j
with its energy consumption ECpid j

in
the HANx network, and wants to share with the HANx gate-
way, as shown in Fig. 3, they will run the following steps
to establish a shared session key SessKENα regarding the
energy needs ENα .

– Step 1 Npid j
first sets an energy need ENα . Then, Npid j

select random elements {x1, x2, . . . , xm} ∈ Z∗
q , com-

putes χ = xm
⊕

H3

(
PKHANx ,pid j

‖ECpid j

)
and uses

the encryption algorithm to make a signature σpid j
=

Enc(ENα‖χ)with regard to the private key SKHANx ,pid j

and the certificate CertHANx ,pid j
. In the end, Npid j

sends ENα‖χ‖CertHANx ,pid j
‖SKHANx ,pid j

‖σ pid j
to the

HANx gateway.

– Step 2 Upon receiving ENα‖χ‖CertHANx ,pid j
‖

SKHANx ,pid j
‖σ pid j

, theHANx gateway checks the exis-
tence of pid j in the database. If it exists,HANx gateway
requests a fresh identity; otherwise, it ignores directly.
Then, the HANx gateway checks the validity of σpid j

withCertHANx ,pid j
‖SKHANx ,pid j

. If it is valid, theHANx

gateway select random elements {y1, y2, . . . , ym} ∈
Z∗
q , computes Y = ym

⊕
H3

(
PHANx , j‖ECpid j

)
and

σHANx = Enc(EN‖Y ) with regard to the private key
SKHANx ,pid j

and the certificate CertHANx ,pid j
. In the

end, the HANx gateway sends the response ENα‖Y‖
CertHANx ,pid j

‖SKHANx ,pid j
‖σHANx

back to Npid j
and

the ENαto the BAN gateway.
– Step 3 When Npid j

receives ENα‖Y‖CertHANx ,pid j
‖

SKHANx ,pid j
‖σHANx

, he checks the validity of σHANx

with CertHANx ,pid j
‖SKHANx ,pid j

. If it is invalid, it
ignores the request. Otherwise, Npid j

calculates the ses-
sion key SessKENα = H3(Y‖CertHANx ,pid j

). Then,
Npid j

sends SessKENα to the HANx gateway.
– Step 4When the HANx gateway receives SessKENα , he

forward it to the BAN gateway.

The correctness of verification signature is shown as fol-
lows. Consider an energy consumptionECpid j

, an encryption
σpid j

= (c0, . . . , cl) of ECpid j
under identity pid j , and a

secret key χ with {x1, x2, . . . , xm} ∈ Z∗
q . Then, we have:

dec = σpid j
/ê (c0, z) (5)

=
∏

i∈[l]
csii /ê (c0, z) (6)

=
∏

i∈[l]
ê (h, hi ) · ECpid j

si /ê

⎛

⎝gr ,
∏

i∈[l]
hα·si
i

⎞

⎠ (7)
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Fig. 3 Proposed privacy-preserving energy consumption scheme

=
∏

i∈[l]
ê (g, hi )

rα·si · ECpid j
si /

∏

i∈[l]
ê
(
gr , hi

)α·si (8)

= ECsi
pid j

(9)

5.4 Updating certificates

The EPEC scheme uses a revocation list for updating cer-
tificates. The certificates issued by the BANx gateway have
a limited time frame. The lifetime of certificates should be
short such that an adversary cannot link a new certificate to
previous ones in the BAN network. As presented in our sys-
tem model, we have two types of nodes in the BAN network,
i.e., a smart home or an electric car. In this vision, we pro-
pose two types of updates, as shown in Fig. 4, one for the
HAN network and another for the vehicle-to-grid network.
For the HAN network, updating certificates is done when a
family member enters or leaves the house. For the vehicle-
to-grid network, updating certificates is done when a vehicle
is plugged into a specialist firm of electric cars in order to
recharge its energy. Note that each gateway (HANx , BANx ,
and NANx ) should record the certificates in the user list and
the recording in NAN level takes place in order to transmit
the certificates toCC . The BANx gateway runs the following
steps for updating certificates:

Type 1—Updating certificates for the HAN network:

– Step 1 BANx sets a time T ∈ T and the revocation list
RevoList . Then, BANx defines the revoked set R at T
from RevoList .

– Step 2 BANx sends T to the HANx gateway. HANx

chooses a random Ubi ∈ Z∗
q . Then, HANx computes

the update of private key USKHANx ,pid j
= Ubi

⊕
H3(

PKHANx ,pid j
‖T

)
and the update of the corresponding

certificateUCertHANx ,pid j
=Ubi

⊕
H3

(
SKHANx ,pid j

‖T
)
.

– Step 3 HANx sends UPKHANx ,pid j
‖USKHANx ,pid j

‖
UCertHANx ,pid j

to pid j . In the end, HANx sends the
updated revocation list to NANx via BANx .

– Step 4 Once an accepted message ECpid j
about the

energy consumptionunder the certificateUCertHANx ,pid j
,

is disputed, the BANx gateway can efficiently trace the
real identity by looking up in the updated revocation list.

Type 2—Updating certificates for the vehicle-to-grid
network:

– Step 1 It is the same step 1 of type 1.
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Fig. 4 Updating certificates phase

– Step 2 BANx chooses a random Uai ∈ Z∗
q and com-

putes the update of private key USKVGi = Uai
⊕

H3(
PKVGi ‖T

)
and the update of the corresponding certifi-

cate UCertVGi =Ubi
⊕

H3
(
SK VGi ‖T

)
.

– Step 3 BANx sends UPKVGi ‖USKVGi ‖UCertVGi
to

VGi and the updated revocation list to NANx .
– Step 4 Once an accepted message ECVGi about the
energy consumption under the certificate UCertVGi , is
disputed, theBANx gateway can efficiently trace the vehi-
cle’s real identity by looking up in the updated revocation
list.

6 Security analysis

In this section, we analyze the security properties of our
proposed EPEC. Specifically, our analysis focuses on data
privacy and gateway privacy. Then, we study the resilience
of EPEC against data replay attack, availability attack,
modification attack, man-in-the-middle attack, and Sybil
attack.

6.1 Data privacy

It is easy to verify that our proposed scheme satisfies data
privacy by using Theorem 1.

Theorem 1 Suppose the DBDH assumption holds in G1,
then our proposed EPEC scheme holds the data privacy.

Proof Let A be a probabilistic polynomial time adversary.
Suppose A has advantages ε(λ) in attacking the proposed
EPEC scheme under the IND-ID-CCA game [61]. Sup-
pose an algorithm B makes H-queries with a list of tuples
L = (I D j , h j , α j ) for j ∈ {1, . . . , QH } where h j =
(h( j)

1 , . . . , h( j)
l ) ∈ G1 and α j = (α

( j)
1 , . . . , α

( j)
l ) ∈ Zp are

two vectors of elements. The result in [61,62] has shown that
IBE scheme is semantically secure against an adaptive cho-
sen ciphertext attack and is data private based on the DBDH
assumption. In the proposed EPEC scheme, on one hand, the
energy consumption ECpid j

is protected by a hash function
and a validated certificate. Anyone, including the neighbor
node in the HANx network, cannot recover the ECpid j

with
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ENα‖χ‖CertHANx ,pid j
‖SKHANx ,pid j

‖σ pid j
. On other hand,

by using σpid j
, the HANx can easily check whether two sig-

natures on the same packet are generated by the same signer
or not. �	

6.2 Gateway privacy

It is easy to verify that our proposed scheme satisfies gate-
ways privacy. Since the three cryptographic hash function
H1, H2, and H3 are employed, the adversary cannot iden-
tify the identity string of NANx gateway, BANx gateway,
and HANx gateway. Hence, our scheme satisfies gateways
privacy.

6.3 Resilience to data replay attack

One possible severe attack launched by one or more eaves-
dropping attackers on the HANx network is the data replay
attack, which refers to the adversary maliciously record-
ing packets and injecting them using eavesdropped security
materials. However, the HANx network accepts only data
packets that contain a valid certificate. Without knowing the
status of SessHANx , the adversary of data replay attack dur-
ing party registration phase cannot recover the certificate. In
addition, because the revocation list for updating certificates
is adopted, malicious Trojan horse programs running in the
BANx network can be detected. Therefore, EPEC can resist
the data replay attack.

6.4 Resilience to availability attack

In an availability attack, after eavesdropping the routing
packet, the suspicious e-vehicle nodes disrupt the rout-
ing service to make it not available. In updating cer-
tificates phase for the vehicle-to-grid network, when a
vehicle VGi request the BANx gateway to update its cer-
tificates, the BANx gateway checks the validity of certifi-
cate with the NANx gateway based on revocation list. If
valid, it computes the update of private key USKVGi =
Uai

⊕
H3

(
PKVGi ‖T

)
and the update of the correspond-

ing certificate UCertVGi = Ubi
⊕

H3
(
SK VGi ‖T

)
, then, it

sendsUPKVGi ‖USKVGi ‖UCertVGi
toVGi and the updated

revocation list to NANx . Thus, if the certificate is not valid,
it becomes suspicious, as shown in Fig. 5. As a result, the
availability attack can be prevented by EPEC.

6.5 Resilience to modification attack

In the proposedEPEC scheme, after the authentication phase,
when Npid j

receives ENα‖Y‖CertHANx ,pid j
‖ SKHANx ,pid j‖σHANx , it checks the validity of σHANx with CertHANx ,pid j‖SKHANx ,pid j

. If it is invalid, it ignores the request. With-
out knowing the private key SKHANx ,pid j

and the certificate
CertHANx ,pid j

, the adversary cannot break the integrity of
information transmission packets about the required energy.
As result, the modification attack can be prevented by EPEC.

Fig. 5 Detect the suspicious
e-vehicle nodes with updating
certificates
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Table 1 Comparison of security
properties

Properties Scheme EPEC Scheme [29] Scheme [40] Scheme [54]

Data privacy Yes Yes Partial Partial

Gateway privacy Yes Partial Partial Partial

Resilience to data replay attack Yes No No No

Resilience to availability attack Yes No No No

Resilience to modification attack Yes Partial No Partial

Resilience to man-in-the-middle attack Yes No Partial No

Resilience to Sybil attack Yes No No No

Resilience to collusion attack Partial Yes No No

Resilience dictionary attack Partial Yes No No

Fig. 6 High-voltage lines and power sources of the Guelma City considered for simulation

6.6 Resilience to man-in-the-middle attack

Similarly to the data replay attack, another attack that
could be launched by an adversary is the man-in-the-
middle attack. In a man-in-the-middle attack, when an
adversary A intercepts the data that passes between a
HAN Node and a HANx gateway or a HANx gateway
and a BANx gateway, the destination information is dis-
closed to the adversary. However, the HAN Node Npid j

selects random elements {x1, x2, . . . , xm} ∈ Z∗
q , computes

χ = xm
⊕

H3

(
PKHANx ,pid j

‖ECpid j

)
and uses the encry-

ption algorithm to make a signature σpid j
= Enc(ENα‖χ)

with regard to the private key SKHANx ,pid j
and the cer-

tificate CertHANx ,pid j
. Since a signature is protected by

the hash chain and the numbers that are randomly cho-
sen from ∈ Z∗

q , the adversary cannot modify the data that
passes through. As result, the man-in-the-middle attack can
be prevented by EPEC. In addition, the man-in-the-middle
attack doesn’t affect the proposed EPEC for the vehicle-
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Table 2 Notations used in overheads evaluation

Symbol Notation

P Pairing in the bilinear group

|G1| The length of any element in G1

|G2| The length of any element in G2

|Cert| The length of the certificate

|UCert| The length of the update certificate

|SC| The length of the ciphertext c = (c0, . . . , cl )

Dec Decryption of the encryption scheme

|Zq | The length of any element in Z∗
q

to-grid network because timestamp is used for updating
certificates.

6.7 Resilience to Sybil attack

One possible severe attack launched by one adversary that
has multiple identities is the Sybil attack, which refers to an
adversary to be a destination repeatedly forHANx gateway or
BANx gateway. In the proposed EPEC scheme, upon receiv-
ing ENα‖χ‖CertHANx ,pid j

‖SKHANx ,pid j
‖σ pid j

, the HANx

gateway checks the existence of pid j in the database. If it
exists, HANx gateway requests a fresh identity; otherwise, it
ignores directly. As result, the Sybil attack can be prevented
by EPEC.

From the above security analysis and comparison in
Table 1, our EPEC can achieve all of the data privacy and
gateway privacy, and can resist to data replay attack, avail-
ability attack, modification attack, man-in-the-middle attack,
and Sybil attack compared with the scheme [40] and the
scheme [54].

Table 4 Computational cost on the BANx gateway side-timings in mil-
liseconds

BN-128 KSS-192 BLS-256

Initialization

In theory 1P 2P 3P

In simulation 105 192 301

Registration

In theory 1|Zq | +3|G2| 1|Zq | +6|G2| 1|Zq | +9|G2|

In simulation 300 310 322

Update

In theory 2|Zq | +4|G1| 3|Zq | +7|G1| 4|Zq | +10|G1|

In simulation 301 356 404

7 Performance evaluation

An important performance metric in smart grids communi-
cation is how long it takes for the HANx gateway to send
the energy consumption ECpid j

and the energy need ENα

to reach the control center through the BANx gateway and
theNANx gateway. In this section, we study the transmission
delay performance (Td) at the HANx gateway and the aver-
age delivery ratio (ADR), which is defined as the average
ratio of ECpid j

successfully delivered to the control center.
Our simulation is based on a discrete event simulator coded
in java.

7.1 Simulation settings

To simulate a smart grid communication, 8 NANx gate-
ways are first deployed to cover the Guelma City region of
44, 74 km2, as shown in Fig. 6. Specifically, we place aNANx

Table 3 Computational cost on
the HANx gateway side-timings
in milliseconds

BN-128 KSS-192 BLS-256

Initialization

In theory 1P 2P 3P

In simulation 110 186 302

Registration

In theory 1|Zq | +3|G1| + |Cert| 2|Zq | +6|G1| + |Cert| 3|Zq | +9|G1| + |Cert|

In simulation 407 466 510

Encrypt (Tenc)

In theory 6|G1| +3|G2| + |SC| 8|G1| +5|G2| + |SC| 10|G1| +7|G2| + |SC|

In simulation 600 623 702

Decrypt (Tdec)

In theory 8|G1| +3|G2| + |Dec| 10|G1| +5|G2| + |Dec| 12|G1| +9|G2| + |Dec|

In simulation 832 901 1241

Update (Tupd )

In theory 2|Zq | +4|G1| + |UCert| 3|Zq | +7|G1| + |UCert| 4|Zq | +10|G1| + |UCert|

In simulation 507 555 593
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Table 5 Computational cost on theNANx gateway side-timings in mil-
liseconds

BN-128 KSS-192 BLS-256

Initialization

In theory 2P 3P 4P

In simulation 201 293 356

Registration

In theory 1|Zq | +1|G2| 1|Zq | +2|G2| 1|Zq | +3|G2|

In simulation 111 145 197

gateway in each Power’s Cabin. In addition, 30 BANx gate-
ways deployed to cover all districts of the city.

The computation costs of EPEC include, gateways ini-
tialization, party registration, detection attack, and updating
certificates, which mainly involve the following crypto-
graphic operations: genk, encrypt, decrypt, multiplication in
Z∗
q and hash operations. We implement three types of curves

[64] include, the Barreto–Naehrig curve (BN-128), the
Kachisa–Schaefer–Scott curve (KSS-192), and the Barreto–
Lynn–Scott curve (BLS-256). The BN-128 is over Fp2 with

(a) (b)

(c) (d)

Fig. 7 Average transmission delay Td at the HANx gateway varies with the invalid probability of an energy consumption ECpid j
, where 0% ≤

Pro ≤ 80%: a Td versus Pro with λ = 30; b Td versus Pro with λ = 60; c Td versus Pro with λ = 80; d Td versus Pro with λ = 100
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(a) (b)

(c) (d)

Fig. 8 Average delivery ratio of ECpid j
with NANx = {1, 3, 5, 7, 9}: a ADR versus T ime with λ = 30; b ADR versus T ime with λ = 60; c ADR

versus T ime with λ = 80; d ADR versus T ime with λ = 100

modulus 256bits. TheKSS-192 is over Fp3 withmodulus 512
bits. The BLS-256 is over Fp4 with modulus 640 bits. Bench-
marks (with the PBC library [65]) for the selected pairing
were running on a modern workstation, where the processor
is 2.6GHz Intel i5 PCwith 4GBof RAM. The notations used
in overheads evaluation in the simulation are summarized in
Table 2. In addition, Tables 3, 4, and 5 give the detailed num-
bers of computational cost on the HANx gateway, the BANx

gateway, and the NANx gateway, respectively.

Based on the M/D/1 queue [66], we consider the average
arrival of an energy consumption ECpid j

in the HANx net-
work according to aPoissonprocess (λ > 0)with arrivalRate
λ and departure rate μ. The service in the HANx network is
provided by a single gateway. The duration between two con-
secutive arrivals and service times are mutually independent.
Let Pro be the invalid probability of an energy consumption
ECpid j

arriving at theHANx gateway. The transmission delay
Td of EPEC at the HANx gateway depends on three factors
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29

Fig. 9 Average waiting time in theHANx gateway varies with number
of data records

namely, the average number of ECpid j
, the average waiting

time in theHANx gateway, and the computational cost of the
encryption and decryption scheme.

– The average number of ECpid j
in the HANx gateway, Tn

is given by:

Tn = ρ + 1

2

(
ρ2

1 − ρ

)
, ρ = λ

μ
< 1 (10)

– The average waiting time in the HANx gateway, Tw is
given by:

Tw = 1

μ
+ ρ

2μ(1 − ρ)
+Tenc+Tdec+Tupd , ρ = λ

μ
< 1

(11)

– The transmission delay of EPEC at the HANx gateway,
Td is given by:

Td=Tw + 1

2μ(1 − Pro)
. (12)

7.2 Simulation results

Figure 7 shows that the average transmission delay Td at
the HANx gateway varies with the invalid probability of an
energy consumption ECpid j

, where 0% ≤ Pro ≤ 80%. From
the figure, we can see that Td with the BN-128 curve is less
than Td with theKSS-192 curve andwith the BLS-256 curve.
The reason is due to the embedding degree k over a prime
field, i.e., BN-128 curve uses k = 12, KSS-192 curve uses
k = 18, andBLS-256curveuses k = 24. It can alsobeen seen
that Td increases with increasing the percentage of Pro, and
that due to decryption time Tdec. In addition, when the arrival
Rate λ increases from 10 to 100, the time costs of required

operations in EPEC at the HANx gateway is increased in all
three types of curves. This indicates that the arrival Rate λ

may impose a significant impact on the proposed scheme in
terms of the average transmission delay at theHANx gateway,
especially when ECpid j

is large.
Figure 8 shows the average delivery ratio of ECpid j

within
8h with NANx = {1, 3, 5, 7, 9}. We can see that increas-
ing number of NANx gateway increases the average delivery
ratio. This observation validates that the NANx gateway in
each Power’s Cabin is more reliable than the smart grid with
one NANx gateway for the Guelma City. In addition, Fig. 8
also shows that,when the arrivalRateλ increases, the average
delivery ratio will visibly increase. The performance of the
scheme is significant especially when NANx and λ are large.

In Fig. 9, it can be seen that the average waiting time in the
HANx gateway of the scheme EPEC is less than the scheme
PaRQ [29] because more queries need to be sent to the gate-
way to obtain the corresponding data ciphertext. In addition,
the more the number of data records at the HAN gateway
increases, the more the average waiting time increases also.

8 Conclusion

In this paper, we have proposed an efficient privacy-
preserving energy consumption (EPEC) scheme with updat-
ing certificates. It realizes secure and efficient energy con-
sumption demand and response based on the identity-based
encryption and the strategy of updating certificates. Security
analysis has demonstrated that EPEC can achieve privacy of
data and gateway, and can resist to data replay attack, avail-
ability attack, modification attack, man-in-the-middle attack,
and Sybil attack. Performance evaluation further demon-
strates its efficiency in terms of computation overhead. In
our future work, we will study how selfish gateways affect
the performance of our scheme.Wewill also study the robust-
ness against other types of attacks such as injecting false data
attack. In addition, we will propose a model based on social
network analysis for the better coordination of energy con-
sumption in a smart grid.
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