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Abstract What are the critical requirements to be consid-
ered for the security measures in Internet of Things (IoT)
services? Further, how should those security resources be
allocated? To provide valuable insight into these questions,
this paper introduces a security assessment framework for
the IoT service environment from an architectural perspec-
tive. Our proposed framework integrates fuzzy DEMATEL
and fuzzy ANP to reflect dependence and feedback inter-
relations among security criteria and, ultimately, to weigh
and prioritize them. The results, gleaned from the judg-
ments of 38 security experts, revealed that security design
should put more importance on the service layer, especially
to ensure availability and trust. We believe that these results
will contribute to the provision of more secure and reliable
IoT services.

Keywords Internet of Things - Security requirement -
Security assessment - Fuzzy set theory

The information age, created by the rapid advancement
of information and communications technology (ICT) and
the widespread adoption of wireless technologies, has pre-
sented an exciting new capability for both humans and
diverse applications to extend the interconnectivity through
the new dimension of “things” communication and integra-
tion [21]. Cisco predicts that by 2020, 50 billion things will be
connected to the Internet via Internet of Things (IoT) tech-
nologies, generating revenues in excess of $19 trillion for
industries worldwide [32].
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Asdefined by Shin [42], IoT is a global network infrastruc-
ture, linking physical and virtual objects through the exploita-
tion of data and communication capabilities that involves
a high degree of autonomous data capture, event transfer,
network connectivity, and interoperability. IoT is becom-
ing increasingly omnipresent at the service level, allowing
people and things to be connected anytime, anyplace, with
anything and anyone, ideally using Any path/network and
Any service [21]. As IoT proliferates throughout hyper-
connected society, significant opportunities in a variety of
industries and services, including healthcare, home network
(e.g., smart home), urban planning, energy (e.g., smart grid),
and agriculture, will be created using this new technol-
ogy. Indeed, its powerful and potentially disruptive impact
will be felt across all industries and all areas of society
[28].

Combined with preeminent technologies such as big data,
social media, and cloud, the interconnected “things” (e.g.,
sensors and smart mobile) monitor and collect nearly all
kinds of data from any event or process in order to provide
advanced and intelligent services for hyper-connected soci-
ety [57]. However, as with many new technologies, there
are several challenges when it comes to achieving success in
IoT adoption. Two of the biggest concerns for manufactur-
ers, developers, service providers, and end-users are security
and privacy [38,55].

From a technical perspective, increased accessibility and
a simplified procedure for accessing the network means an
environment that is rather susceptible to security threats, such
as spoofing, tampering, repudiation, information disclosure,
denial of service (DoS), and elevation of privilege, which
undermine data confidentiality and user privacy [35,54].
In fact, the ubiquitousness of wireless channels and media
for exchanging data in real-time increases the risk of vio-
lation from remote access capabilities, which potentially
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expose the system to eavesdropping and masking attacks
[31].

Because IoT not only deals with huge amounts of sen-
sitive data but also has the power to influence both the
physical and virtual environment with its control abilities,
securing the network and system and protecting user privacy
must be considered as the top priority [1]. Although security
research has been extensively addressed within the informa-
tion systems (IS) discipline, there is a great need for a deeper
understanding of how to achieve security in the IoT envi-
ronment. Moreover, although strategic decisions regarding
security depend on the fundamental question of how to allo-
cate security resources within the key security requirements
and their elements [45], a limited number of studies discuss
specifically how to evaluate and make decisions regarding
IoT security strategy. Therefore, the main purpose of this
research is to investigate key security requirements in IoT
architecture and to introduce a security assessment frame-
work for IoT service.

Assessing the various aspects and requirements of IS
(e.g., IoT) security is a complex process, as it involves
both objective and subjective conditions of information,
qualitative assessments on the effect, and the consideration
of multiple and conflicting criteria. This multidimensional
nature of IoT security assessment justifies the use of multi-
criteria decision-making (MCDM) methods in which the
criteria being considered can be both qualitative and quan-
titative and usually involve different units of measurement
[47,49].

In this study, an integrated fuzzy MCDM (FMCDM)
approach has been applied to propose a general secu-
rity assessment framework for IoT service. The integrated
method uses an analytic network process (ANP) in combina-
tion with the decision-making trial and evaluation laboratory
(DEMATEL) technique under fuzzy set theory in order to
increase the sensitivity of interrelationships among diverse
security requirements.

First, the fuzzy DEMATEL is applied to derive cause-
and-effect interrelationships between the criteria of IoT
security requirements. Then, based on the information gained
from the fuzzy DEMATEL, fuzzy ANP is implemented
to calculate the weight of each security requirement and,
finally, to introduce the security assessment framework for
IoT service. The main contribution of this research lies in
the fact that it will provide practitioners and researchers
with implications on how to design security-related IoT
services.

The remainder of this paper is organized as follows: Sect. 2
provides a review of the literature regarding the basic con-
cept of IoT and its architectures. A hybrid FMCDM model
integrating DEMATEL and ANP with fuzzy set theory is
introduced in Sect. 3. An empirical analysis is illustrated in
Sect. 4. The last section presents conclusions.
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1 Security requirements for IoT service

In this section, to derive the security criteria to be considered
in the overall security assessment framework for the IoT ser-
vice environment, we review key concepts about the security
mechanisms and requirements used to address security con-
siderations in IoT architecture.

Security and privacy are critical to the safe and reliable
operation of IoT service. The number of things connected to
the network for [oT service is increasing rapidly, which raises
a significant security risk to users and service providers.
IoT presents a variety of potential security risks that can be
exploited to harm both the system operation and user device
by (1) enabling unauthorized access and misuse of personal
information; (2) facilitating attacks on other systems; and (3)
creating risks to personal safety. Perceived risks to privacy
and security in users, even if not realized, would seriously
undermine confidence in the ability of these technologies to
meet their full potential, and may constrain the widespread
adoption of the technology itself [17]. Thus, in order for IoT
services to be beneficial to industry and end-users, data and
service security is a basic requirement.

If system-level security (e.g., confidentiality, integrity,
authenticity, and privacy of user data) is not ensured, IoT
applications will not be adopted on a large scale by the rele-
vant stakeholders [31]. One of the main security challenges
comes from a distinct feature of IoT: (device) heterogene-
ity. IoT aims to interconnect a vast amount of heterogeneous
devices (e.g., sensors, RFID, and smart mobile) to provide
advanced applications in various fields. This high level of het-
erogeneity provides a great potential to influence the network
and protocol security [31,38]. Furthermore, as identified by
Europol [15] in 2014: “With more objects being connected
to the Internet and the creation of new types of critical
infrastructure, we can expect to see (more) targeted attacks on
existing and emerging infrastructures, including new forms
of blackmailing and extortion schemes (e.g., ransomware for
smart cars or smart homes), data theft, physical injury and
possible death, and new types of botnets.” In other words,
the more chances there are to access the network, the more
vulnerabilities there are to exploit [15,26].

The inherent complexity of [oT, where thousands of enti-
ties scattered throughout various contexts and applications,
further complicates the design of scalable security mecha-
nisms [38]. IoT needs to be built in a way that ensures easy
and safe user control. For users to fully embrace the applica-
tion and enjoy its potential benefits, they must be confident
that it poses no major risks to their security and privacy [19].

Although the literature on security-related topics related to
the IoT environment is still in its infancy, there is a substantial
body of work that investigates the security considerations that
are critical fulfilling the security requirement in IoT applica-
tions [2,4,12,22,33,37]. Most of research has agreed that
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Table 1 Conventional security requirements for the IoT environment

Requirement Description Literature
21 371 (121 41 (331  [22]

Confidentiality Transmitted data can be read only by the communication endpoints o o o o o o

Integrity Received data are not tampered with during transmission; if this does o 0 0 o 0
not happen, then any change can be detected

Availability The communication endpoints can always be reached and cannot be o o o o o o
made inaccessible

Authentication Data sender can always be verified, and data receivers cannot be ) 0 0 [ 0 0
spoofed

Authorization Anonymous interaction shall be enabled, as well as group o o o
authorization

Access control Information providers must be able to implement access control on the o o o
data provided

Trust Trust is needed in the interaction between entities. Specifically, the o o
user must trust the system

Auditing Users’ interactions with the system should be tracked, such as when )

they access services, who is making the service request, and when

the request is happening

Reputation metering

As there is a high chance of nodes being compromised due to their o

physical availability to malicious users, a secondary mechanism for

establishing trust is needed

If proper countermeasures are not taken, even users employing o

Privacy Measures need to be taken that only the information provider is able to o o o
infer from observing the use of the lookup system related to a specific
customer; at a minimum, inference should be very hard to conduct

Anonymization
pseudonyms could be tracked by their network locator

Accountability

Some services could be classified or critical for their provider and o

could require users to take responsibility for their action. On the
other hand, users might need providers to take responsibility for the
services they provide, as relying on such services is critical for them

Replay protection

Intermediate node can store a data packet and replay it at a later stage. o

Thus, mechanisms are needed to detect duplicate or replayed

messages

Resilience to attacks
to node failures

Fault tolerance
services are faulty
Non-repudiation
them

The system has to avoid single points of failure and should adjust itself o
Overall service can be delivered even when a number of atomic o

Services should be accessible to users who have the right to access o o o

all common aspects of information security requirements
(e.g., CIA triad) must be considered from the initial stage
of IoT system design and development. The conventional
security requirements for the IoT environment are described
in Table 1.

For this study, we have carefully reviewed the above-
mentioned features and functions as well as many other
security requirements and solutions. Of course, all of these
security requirements are critical for reliable and safe ser-
vice operations. However, due to the constraints of devices,
network congestion, system interoperability and so forth,
strategic approaches to designing and allocating these secu-

rity resources are necessary [43]. Whereas desktop PCs
benefit from many add-on security features that increase
safety; IoT applications usually use tiny little sensors or
mobile devices that have low computing capacity and battery
constraints. For this reason, it is necessary to make choices
among the security requirements and decide how to allocate
those security resources. For these strategic decisions, we
first group the security requirements into four logical secu-
rity components (criteria) based on their functionalities and
service architecture. Figure 1 illustrates the security crite-
ria and their sub-criteria to be considered in the IoT service
environment.
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Goal

Security Assessment Framework for IoT Service

Main Criteria
System . o
Depén dability Service Layer Network Layer Privacy
Sub-Criteria
System Dependability (C1) Service Layer (C2) Network Layer (C3) Privacy (C4)
Sub-Criteria Sub-Criteria Sub-Criteria Sub-Criteria
. (c11) Availability . (c21) Availability . . (c41) Privacy Protection
. (c12) Integrity . (c22) Access Control (c31) Integrity in Infrastructure
e (c13) Trust «  (c23) Authentication (c32) Anonymization »  (c42) PrivacyProtection
. (c14) Non-repudiation . (c24) Fault Tolerance s in Service
. (c15) Accountability . (c25) Trust (¢33) Confidentiality . (c43) Privacy Protection
. (c16) ReslincenAttack *  (c26) RepuationMVeerng (c34) Availability toward Users

Fig. 1 Security criteria to be considered in IoT service

2 A hybrid MCDM approach to a security
assessment framework for IoT service

This study proposes a security assessment framework for
IoT service based on a hybrid MCDM model that integrates
fuzzy DEMATEL and fuzzy ANP. The general overview
of the proposed model and analysis flow is shown in
Fig. 2.

2.1 Fuzzy set theory and fuzzy numbers

Fuzzy set theory, introduced by Zadeh [62], is a mathemati-
cal method used to explain uncertainty in events or systems
where uncertainty arises due to imprecision in the decision
process [5]. The imprecision may be from unquantifiable or
immeasurable information, inaccessible or incomplete data,
or partial ignorance. In many processes of evaluation, judge-
ment, and decision making, natural human languages and
linguistic variables are employed to articulate subjective per-
ceptions, and the linguistic terms used might not have a clear
and well-defined meaning [46]. When such a linguistic term
is applied as a label, the boundaries of the set to which objects
do or do not belong will become fuzzy. To better cope with
this problem and make more precise judgement, fuzzy logics
and fuzzy numbers are applied in order to help linguistic vari-
ables be expressed appropriately [27]. When applying fuzzy
logic, a linguistic variable can be represented by a fuzzy
number assigned to a membership function [47].
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Since its initial introduction, fuzzy set theory has proved
to be very useful for modelling the kind of uncertainty asso-
ciated with vagueness in various research fields [27]. Fuzzy
logic is useful for modeling linguistic evaluations as it allows
for capturing imprecisions, which are interpreted as a form
of vagueness [46]. Many uncertain influencers and factors
affect security problems. Moreover, in many cases of deci-
sions regarding security strategy, judgements on determining
the risk value, risk probability of occurrence of security
attack, or the consequence of occurrence of security threat
are conducted according to the decision maker’s experiences.
This implies that substantial level of subjectivity is involved;
accordingly, it would be very appropriate to apply the fuzzy
concept in this problem [59].

Among fuzzy numbers, triangular fuzzy numbers (TFN)
have been identified as useful in quantifying the uncertainty
in decision making because of their intuitive appeal, effi-
ciency, and simplicity in computation [20,23].

A TFN is shown in Fig. 3. The TFN is denoted sim-
ply as (I, m, u). The parameters /, m, and u, respectively,
denote the smallest possible value, the most promising value,
and the largest possible value that describe a fuzzy event.
Each TFN has linear representations on its left and right
side such that its membership function can be defined as

follows:
x=D/(m—=1) [I<x<m
uaxX) =3 wu—x)/(u—m) m<x<u (1)
0 otherwise
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Goal:

Establishing security assessment framework of IoT service

Y

Define criteria and factors (security requirements) P
for evaluation of the alternatives |

E ‘ Obtain inner dependence matrix ‘

‘ Establish interdependences between elements }4 |
Fuzzy DEMATEL Fuzzy ANP

' \ 2 J 3 . 2 2 .

‘ Construct fuzzy direct-relation matrix ‘ ‘ Construct fuzzy pairwise comparison matrix ‘
| ¥ 1 v
‘ Acquire fuzzy normalized direct relation matrix ‘ ‘ Calculate the weights of criteria ‘
| v | v
‘ Acquire fuzzy total direction matrix ‘ ‘ Measure the consistency of the matrix ‘
| 1 | y
| @ No

Yes

Form a supermatrix based on the vectors obtained

Integration of the inner dependence
matrix into the related parts of ANP
supermatrix

Fig. 2 A proposed hybrid MCDM model and research flow

pa(x) 4
1

0 I m u X

Fig. 3 Triangular fuzzy number

_ The operational principles for TENs of two fuzzy numbers
Ap = (I1,m1,uy) and Ay = (I, m2, up) are shown in Eq.
(2) [44,46]:

A1Ay = (I, my, u1) ® (L, ma, uz)
=+, my +my,uy +uz)
A1Ay = (I, my, u1) ® (L, ma, uz) = (Lila, myma, ujua)

from fuzzy DEMATEL and fuzzy ANP evaluations

‘ Normalize the unweighted supermatrix ‘

¥

Multiply weight of criteria to the initial supermatrix
and acquire weighted supermatrix

Raise the supermatrix to the limiting powers and
acquire limit supermatrix

Obtain the weights and priorities of factors

1112 > 0,m1m2 > 0, uiuy > 0
Ay — Ay = (ly,my,ur) — (b, ma, u2)
= (I —lp,my —mo, u1 — uz)
- - L myp u
Ay Ay =, my,uy) + (b, my,up) = —, —, —
L my up
1112 >0,m1m2 >0,u1u2>0 (2)

In our approach, the linguistic variables referring to the
importance of the criteria and the ratings of the alternatives
are made based on a 5-point scale, as shown in Fig. 4 and
Table 2.

2.2 Fuzzy DEMATEL

DEMATEL, which originated from the Geneva Research
Centre of the Battelle Memorial Institute, is a compre-
hensive technique for building and analyzing a structural
model involving cause and effect interrelationships between
complex criteria [18,52]. DEMATEL helps to analyze the
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Equally Moderately Strongly ~ Very Strongly  Extremely

1 3 5 7 9

Fig. 4 A fuzzy membership function for linguistic variables

Table 2 Fuzzy linguistic variables

Fuzzy number Linguistic variable TFN

i Equally important/preferred (1,1,3)
3 Moderately important/preferred (1,3,5)
5 Strongly important/preferred (3,5.7)
7 Very strongly important/preferred 5,7,9)
9 Extremely important/preferred (7,9,9

influential status and strength between the factors and crite-
ria, and converts them into an explicit structural mode of a
system. DEMATEL has been utilized in numerous contexts
as a practical tool [7,25,48,56,59,60].

DEMATEL has been proven as a useful method to solve
complicated MCDM problems. However, in many MCDM
cases, human judgments and preferences are difficult to
express in crisp values due to the fuzziness [56,60]. Thus, to
address this problem, we applied fuzzy theory to the DEMA-
TEL in order to quantify the qualitative judgments on the
interrelationships among security criteria.

The equations and calculation procedures for applying
fuzzy DEMATEL are described below [7,10,46]:

2.2.1 Step 1: construct (initial) fuzzy direct-relation matrix

Experts make sets of the pairwise comparisons in terms of
influence and direction within necessary criteria from A,
whose TFNg;; = (l,-j,m,-j, Uu; j) represents the degree to
which the element i affects the element j.

2.2.2 Step 2: acquire fuzzy normalized direct-relation
matrix

Establish normalized fuzzy direct-relation matrix X obtained
from matrix A by using Eq. (3):

@ Springer

X=sxA
n
where s = 1/maxi<i<pn E u;j and a;; = (lij, mij, u,'j) .
j=1

3)
2.2.3 Step 3: acquire fuzzy total-relation matrix

After establishing the normalized direct-relation matrix X s
the fuzzy total-relation matrix 7' can be established using the
following equations, in which [ is denoted as the identity
matrix.

Let % = (lij, mij, u;j) be the element of matrix X. It is
necessary to define three crisp matrices, whose elements are
extracted from X as shown in Egs. (4) and (5) [46]:

[0 L iy 0 mi2---mip
Iy 0 -l may 0 ---mp,
Xl: 5 sz s
_lnlln2"' 0 My My -+ 0
[0 uip - u,
uzr 0 - upy
X, =
| Unt Up2 -+ 0

“

According to crisp case, we define the fuzzy total-relation
matrix T based on the following equation:

F=X4+X2+.. . Xk= X(I+)~(+)~(2+~-~)~(k’1)

- ~ Sk—1 - N\ —1
:X( T+ X+ --x—)(l—x)(l—x)
:5(( ) when lim X = [0, (5)

t:11 t:lz t:ln

- 01 122 - 2 .

Here, if T = and 7;; = (l”)l.j ,m”, then
il -+ 0

Matrix (/};) = X; (I — x)~!
Matrix (m//)l.j =X (I — X)) !
Matrix (u”)l.j =X, (I —X,)™!

2.2.4 Step 4: obtain inner dependence matrix, and obtain
network relation map

In order to obtain the values of inner dependence between
elements within the same cluster, elements of matrix 7 are
defuzzified based on the following Eq. (6) [60]:
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ary = s =) (s =1

+ 1 (6)

The sum of rows and the sum of columns is represented as
vectors d and r, respectively, in the total influence matrix 7,
as in Eq. (7):

T =t;].i.j€{l,2,....n}
n /
= ()0 = [ZU/]

i=l1 nx1

)

n
d =)y = | D tij
=1

nxl1

d + r represents the degree of importance (effect) that the
criterion plays in the entire system, with a higher value sig-
nifying a greater effect. d — r represents the causal relations
among the criteria, with a higher value indicating that the
criteria are the causes of other criteria, and a lower one indi-
cating that they are the results of other criteria [59]. The
network relation map (NRM) can be acquired by mapping
the dataset of (d + 1, d - r) where the horizontal axisis d + r
and the vertical axis is d — r. In practice, to reduce the com-
plexity of the NRM, the decision maker sets a threshold value
for the influence level to filter out minor effects. When the
threshold value and the relative NRM have been decided, the
NRM can be drawn accordingly [52].

2.3 Fuzzy ANP

Saaty proposed ANP as a new MCDM method to overcome
the problems of interdependence and feedback among cri-
teria and alternatives in decision-making processes through
a “supermatrix” approach [39,40]. The ANP is a gen-
eral form of the analytic hierarchy process (AHP), which
extends the hierarchy relation of MCDM to a network
structure [35]. ANP imposes a network that replaces the
single-direction relationships of AHP with dependence and
feedback [39]. ANP uses ratio scale measurements based on
pairwise comparisons, and models a decision problem using a
systems-with-feedback approach. By pairwise comparisons,
ANP derives weights and priorities of criteria based on rela-
tive importance and reaches its final goal through judgement
of alternatives. Using a supermatrix approach, ANP synthe-
sizes the outcome of dependence and feedback within and
between clusters of elements (criteria) [S8]. Figure 5 shows
the supermatrix representation of a hierarchy with four lev-
els. The vector Wy represents the impact of the goal on the
factors, the vector W3, represents the impact of the factors
on each of the sub-factors, the vector W3 represents the
impact of the sub-factors on each of the alternatives, and I
is the identity matrix. However, the influence of alternatives
on sub-factors, influence of sub-factor on upper level factors
and influence of factors on decision goal are also able to be
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G F SF A

Goal (G) 0 0 0 0
Factor(F)

w= Wy 0 0 0

Sub Factor(SF) 0 W0 0

Alternatives (A) 0 032W 0

43

Fig. 5 Decision hierarchy in supermatrix

evaluated, since, the difference between AHP and ANP lies
in the fact that ANP imposes an interrelation among factors
and sub factors by allowing dependence and feedback.

As indicated in the previous section, human judgments on
preferences are often unclear and hard to estimate using exact
numerical values. However, qualitative judgement is needed
in order to evaluate relative importance among various secu-
rity requirements. Thus, the use of fuzzy logic is justified in
evaluating the security assessment of the IoT, as it mitigates
the problems of vagueness and imprecision.

Furthermore, a hybrid MCDM combining ANP and
DEMATEL to solve the dependence and feedback problems
has been successfully used in various fields [3,7,9,46,52,59,
60]. In traditional ANP approaches, each criterion in a col-
umn is divided by the number of clusters (upper level criteria)
so that each column adds up to unity, which implies that each
cluster has the same weight. However, in the real world, there
are different degrees of influence among the clusters of fac-
tors and criteria. Thus, the assumption of equal weights for
each cluster to obtain the weighted supermatrix is unrealistic
and needs to be improved. This study uses the results from
DEMATEL to improve the normalization process in ANP.
Here, DEMATEL is used not only to construct the interrela-
tions between factors/criteria in building an NRM but also to
improve the overall normalization process of ANP [58].

Equations and calculation steps of fuzzy ANP are
described below [7]:

2.3.1 Step 1: construct fuzzy pairwise comparison matrix

Based on pairwise comparisons, fuzzy comparison matrix A’
is constructed as:

an a a1

- az1 a’yp - a’yy,

7 7 7y
a"nl d'pn

2 A" pn

where a”;; = (I”)ij indicates the importance among the
compared criteria (importance of i over j), and where i =
j=12,...,n.

@ Springer
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2.3.2 Step 2: calculate weights of criteria

Using priority vectors from each pairwise comparison
matrix, complete the various supermatrix submatrices. Esti-
mate triangular fuzzy priorities wy, where k = j =
1,2, ..., n from the judgment matrix.

There are many fuzzy AHP methods for calculating
weights to be used in the supermatrix of fuzzy ANP, as pro-
posed by various researchers [6,8,11,14,24,29,53]. These
methods are systematic approaches to the alternative selec-
tion and justification problem using the concepts of fuzzy set
theory and hierarchical structure analysis [52,61].

In this study, the logarithmic least-squares method, as
shown in Eq. (8), is used for calculating the overall weights
of criteria [34,36,50,51]:

Wi = (w,l(,w,’(”,w,’:), k=1,2,...,n
Tz agpt”
ST AT
forO<o <landalli,j=1,2,...,n, j=1,2,...,n.

®)

where w; = s €{l,m,u}

2.3.3 Step 3: consistency test

In order to control the result of the method, the consistency
ratio for each of the matrices and the overall inconsistency
for the hierarchy are calculated as follows:

CR=CI/RI

where CI = fmax 7 1
n—1

imax 18 the Perron root or principal eigenvalue of matrix A
[16]. RI is the value for matrices of various sizes [39]. Here,
n=2,...,8, and RI is 0.00; 0.58; 0.90; 1.12; 1.24; 1.32; 1.41,
respectively. The consistency ratio (CR) is used to directly
estimate the consistency of the pairwise comparisons and
should be less than 0.10 to be considered as acceptable; other-
wise, they are not acceptable. In this study, the inconsistency
ratios for all the comparison matrices were calculated for the
mean values of the fuzzy numbers. Because the lower and
upper values provide flexibility for human judgments, they
are not expected to have rigid consistency.

2.3.4 Step 4: obtain the weights and priorities of criteria
from the limit supermatrix

By entering the priorities found by fuzzy DEMATEL and
fuzzy ANP into the appropriate columns, an initial super-
matrix can be constructed. Each of the columns may be
normalized by dividing each weight in the column by the
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sum of that column. By multiplying the weight of the cri-
teria to the initial supermatrix, the weighted supermatrix is
acquired. The final step in the process is to obtain a priority
ranking for each of the alternatives. To derive the overall pri-
orities of elements, the normalized supermatrix is raised to
limiting powers, and thus the cumulative influence of each
element on every other element with which it interacts is
obtained [35].

3 Empirical analysis

A primary focus of this research is to derive a security
assessment framework for the IoT environment. For this pur-
pose, a hybrid MCDM model combining fuzzy DEMATEL
and fuzzy ANP is proposed to investigate internal relations
among various security criteria (or requirements) and to
analyze overall weights and priorities for those criteria. To
determine and evaluate the security assessment framework,
we organized a committee of 38 expert members who each
had over 8 years of experience in mobile security and IS
architecture and are now working as IoT security experts in
various fields.

Most of the committee members (32) are taking part in
the “Vitathon Project,” a national IoT project in Korea, work-
ing as project managers in the IoT security and architecture
design section [30]. The overall aim of the project is to revi-
talize the national economy by implementing various types
of ICT, especially IoT, in a myriad of traditional industries
and services (e.g., agriculture, healthcare, SOC, and edu-
cation). It is a 3-year project with revenues of 100 billion
won (approximately US$100 million per year and one of the
biggest IoT projects in Korea. Some of the expert members
are either professors (2) or senior researchers (2) who have
participated in the working group for national IoT roadmap
planning as advisory committee members, and the remain-
ders (2) are researchers from the Korea Internet Security
Agency (KISA) who are managing and conducting an IoT
security-related project. The background of the expert mem-
bers verifies their profound knowledge and understanding
of the IoT security field as well as their capability to make
decisions and evaluate the security assessment framework
for IoT service. Most of the expert evaluations were gath-
ered by face-to-face meetings, and a few were collected by
e-mail. The expert evaluations were conducted two times:
the first evaluation was for internal relations among security
criteria based on fuzzy DEMATEL, and the second involved
pairwise comparisons based on fuzzy ANP.

Experts’ evaluation was conducted to collect a pair-wise
comparison matrix from the four evaluation criteria and 19
sub-criteria based on two phases of analysis. The first phase
of the analysis is to investigate the interrelations of the secu-
rity criteria according to the architectural view point. The
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Table 3 Initial fuzzy

direct-relation matrix among cl 2 e c4

criteria cl 0,0, 0) (6.19, 8.22, 8.76) (1.48,2.12, 4.64) (3.18,5.21, 8.64)
c2 0,0, 0) (0,0, 0) (2.76, 4.96, 6.94) (3.06, 5.18, 8.22)
c3 (0.42, 2.18, 4.26) (6.54, 8.08, 8.86) 0,0, 0) (3.12,5.26,8.72)
c4 (0.64, 0.89, 1.89) (0.61,0.72, 1.62) (0.28, 0.36, 0.98) (0,0, 0)

Table 4 Initial fuzzy direct-relation matrix among sub-criteria of system dependability (C1)

cl4

cls

clé

cll cl2 cl3
cll (0,0, 0) (1.46,2.68, 4.48) (3.68, 6.21, 8.01)
cl2 (3.06, 5.26, 7.66) (0,0, 0) (2.58,4.64, 6.89)
cl3 (0.22, 0.64, 1.6) (1.46, 2.64, 4.46) (0,0, 0)
cl4 (0.86, 1.64, 3.01) (1.28,2.12, 3.89) (3.76, 5.89, 8.20)
cl5 (2.22,4.26, 6.26) (1.86, 3.68, 5.01) (4.72,6.77, 8.44)
cl6 (5.16, 7.66, 8.61) (0.22, 0.32, 1.08) (3.66, 5.68, 7.88)

(0.26, 0.78, 1.66)
(0.46, 0.88, 1.69)
(0.18, 0.46, 0.98)
(0,0,0)

(0.52, 1.01, 1.89)
(0.22,0.64, 1.12)

(0.98, 1.92, 3.05)
(1.21,2.12, 3.64)
(2.36, 4.26, 6.78)
(2.42,4.89, 6.96)
(0,0,0)

(1.89, 3.12, 5.06)

(4.94, 6.89, 8.88)
(0.48, 1.64, 3.01)
(0.22,0.66, 1.61)
(0.19, 0.21, 0.99)
(1.47,2.68, 4.46)
(0,0,0)

Table S Initial fuzzy direct-relation matrix among sub-criteria of service layer (C2)

c24

c25

c26

c21 c22 c23
c21 0, 0,0) (1.46, 2.66, 4.46) (0.87, 1.68, 2.87)
c22 (2.01, 4.06, 6.04) (0, 0,0) (6.77, 8.96, 9.00)
c23 (3.08, 5.44,7.62) (6.77, 8.96, 9.00) (0,0,0)
c24 (6.22, 8.26, 8.66) (0.78, 1.77, 3.18) (1.47,2.78,4.67)
c25 (1.45,2.68,4.49) (0.62, 1.69, 3.02) (0.95, 1.98, 3.29)
c26 (6.34, 8.66, 8.72) (0.61, 1.69, 2.98) (0.66, 1.86, 3.26)

(5.98, 7.89, 8.88)
(2.99, 5.06, 7.46)
(1.46, 2.68, 4.49)
(0, 0,0)

(0.94, 1.96, 3.28)
(5.98, 7.88, 8.87)

(5.94,7.66, 8.64)
(4.63,6.07, 8.02)
(5.99, 7.88, 8.88)
(4.87,6.98,8.21)
(0, 0,0)

(5.88,7.67, 8.66)

(4.99, 6.96, 8.54)
(1.11,2.02, 4.1)
(1.25,2.32,4.33)
(6.78, 8.98, 9,00)
(3.00, 5.06, 7.12)
(0,0, 0)

experts were given the first set of questionnaires which con-
sistof a scale of 1, 3, 5, 7, and 9 representing the range from
“has no influence” to “has extremely high influence”, with
respondents proposing the degree of direct influence that each
criteria on other criteria. The data from the first question-
naires were then analyzed using fuzzy DEMATEL method.
The second phase of the analysis was to investigate the
weights of importance/preference of the sub-criteria based on
the above-mentioned experts’ judgements. Here, also ques-
tionnaires which consist of a 5 fuzzy scale of 1, 3,5, 7, and 9
representing the range from “equally important/preferred” to
“extremely important/preferred” were given to the experts.
The corresponding data were used to analyze weights of
each criteria and sub-criteria using ANP method. After lin-
guistic judgements on the relations and importance of each
criteria/sub-criteria were obtained, the linguistic judgements
were converted in to TFN by using Table 2. These linguistic
judgements were aggregated to crisp values which represent
the degree to which evaluation criteria have direct impacts on
each other (for DEMATEL) and the degree to which evalua-
tion criteria and sub-criteria have importance on each other
(for ANP). The initial direct-relation matrix (Tables 3,4, 5, 6,
7) is obtained and the total-relation matrix (Tables 8, 9, 10,

11, 12, 13) is obtained by normalize initial direct relation.
Finally, overall weights of each criteria and sub-criteria were
obtained by limiting supermatrix (Fig. 8). Detailed explana-
tion on each step of analysis is as illustrated in following
sections.

3.1 Internal relations among security criteria

As mentioned, the fuzzy DEMATEL method is applied to
analyze internal relations among security requirements. The
experts’ judgements were collected, and an initial fuzzy
direct-relation matrix was obtained. The result of the ini-
tial fuzzy direct-relation matrix among criteria is provided
in Table 3. Tables 4, 5, 6 and 7 present the result of the ini-
tial fuzzy direct-relation matrices among the sub-criteria of
criteria C1-C4.

Next, the values in the fuzzy direct-relation matrix were
transferred into the normalized direct-relation fuzzy matrix.
After obtaining the normalized direct-relation fuzzy matrix,
the fuzzy total-relation matrix is acquired. The final total-
relation matrices among criteria and sub-criteria are pro-
duced through the defuzzification process.
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Table 6 Initial fuzzy

c32 c33 c34

. . . c31
direct-relation matrix among
sub-criteria of network layer 31 (0,0, 0)
(C3) o
c32 (0.66, 1.01, 3.46)
c33 (1.06, 3.12, 5.78)
c34 (3.18, 5.69, 8.76)

(0.43,2.19, 4.66)
(0,0,0)

(3.21, 6.88, 8.78)
(2.67, 4.96, 6.96)

(3.18,5.21, 8.64)
(6.01, 8.06, 9)
(0,0,0)
(3.02,5.18, 8.51)

(3.06, 5.18, 8.51)
(2.82, 4.88, 6.88)
(3.22,5.89, 8.78)
(0,0,0)

Table 7 Initial fuzzy direct-relation matrix among sub-criteria of pri-
vacy (C4)

Table 9 Total-relation matrix among sub-criteria of system depend-
ability (C1) after defuzzification

c4l c42 c43

cll c¢l2 «clI3 «cl4 cl15 cl6 d d+r d-—r

¢4l (0,0,0)
c42  (1.14,3.26,6.02)
c43  (3.01,5.26,7.86)

(2.30, 4.64, 6.89)
0,0,0)
(4.44, 6.67,8.8)

(3.82, 6.46, 8.24)
(3.02,5.88, 8.12)
0,0,0)

Table 8 Total-relation matrix among criteria after defuzzification

cl c2 c3 c4 d d+r d—r
cl 0.12 0.82 0.45 0.81 2.20 2.72 1.68
c2 0.10 0.29 0.42 0.61 1.42 3.49 —0.66
c3 0.22 0.81 0.30 0.79 2.12 3.39 0.85
c4 0.09 0.16 0.10 0.12 0.46 2.78 —1.86

r 0.52 2.08 1.27 2.32

The results of the total-relation matrix among criteria
and among sub-criteria after defuzzification are shown in
Tables 8,9, 10, 11 and 12. A thread value of 0.79 is applied to
the result of the total-relation matrix among criteria, whereas
a thread value of 0.9 is applied to the result of the total-
relation matrix among sub-criteria.

The NRMs were derived by mapping the dataset of (d +
r, d —r) where the horizontal axis d +r represents the degree
of the effect and the vertical axis d-r represents the direction
of the effect. The higher the value of d + r, the greater effect.
A positive value of d — r indicates that the criteria are the
causes of other criteria, and a negative value indicates that the
criteria are affected by other criteria. In NRM, dotted lines
denote that the threshold value was not achieved, and double
arrows designate mutual effects between two criteria.

As shown in Table 8 and Fig. 6, System Dependability
(C1) and Network Layer (C3) have positive d — r values,
and are thus core areas of security that affect other security
components. Service Layer (C2) and Privacy (C4) are both
affected by all of the other dimensions. This result illustrates
that security measures should be more focused at the Service
Layer (C2), for it has the highest d + r value (with a positive
d — r value). Moreover, security measures in the Network
Layer (C3) play key role, affecting other dimensions of secu-
rity components (Fig. 6).

@ Springer

cll 088 0.73 149 025 088 098 520 1039 0.01

cl2 092 052 121 023 075 065 427 802 0.53

cl3 052 049 0.69 0.15 0.63 041 288 1042 —4.661
cl4 074 0.63 124 0.18 085 054 417 547 2.88

cl5 099 076 147 026 075 077 499 974 0.25

cl6 1.13 0.63 145 023 090 0.69 5.02 9.07 0098

r 519 374 754 129 474 4.04

Table 10 Total-relation matrix among sub-criteria of service layer (C2)
after defuzzification

c2l  ¢22 23 24 25 c26 d

d+r d-—r

c21 1.10 0.67 0.66 124 153 129 647 1337 —-0.43
c22 1.18 0.63 088 1.13 149 1.12 643 1031 2.55

c23 121 086 0.65 1.07 152 112 642 1040 2.44
c24 137 0.67 071 1.07 157 137 6.74 13.15 0.34
c25 0.73 041 043 066 0.76 0.77 3.75 12.14 —4.63
c26 133 063 065 124 153 1.10 648 1324 —-0.27

r 691 387 398 640 838 6.75

Table 11 Total-relation matrix among sub-criteria of network layer
(C3) after defuzzification

c31 c32 c33 c34 d d+r d—r
c31 1.70 2.25 2.86 2.61 9.42 17.24 1.60
c32 1.88 2.31 3.19 2.76 10.14  20.08 0.19
c33 2.05 2.70 2.97 2.92 10.63 2293 —1.67
c34 220 2.68 3.28 2.72 10.88 21.88 —0.12

r 7.82 995 12.30  11.00

Table 12 Total-relation matrix among sub-criteria of privacy (C4) after
defuzzification

c4l c42 c43 d d+r d—r
c4l 221 291 3.04 8.16 15.20 1.12
c42 2.19 2.35 2.71 7.24 15.65 -1.17
c43 2.64 3.15 2.85 8.64 17.23 0.04

r 7.03 8.41 8.59
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Fig. 7 The NRM for sub-criteria. (a) The NRM for Sub-criteria of System Dependability. (b) The NRM for Sub-criteria of Service Layer. (c) The
NRM for Sub-criteria of Network Layer. (d) The NRM for Sub-criteria of Privacy

Figure 7 presents the NRMs for sub-criteria of System
Dependability (a), Service Layer (b), Network Layer (c) and
Privacy (d). Regarding System Dependability (C1), Avail-
ability (c11) has the highest d + r value and the greatest
effect among criteria, and Trust (13) is the largely affected
by other security elements. This result is in line with that of
causal relations in Service Level (C2). Service-Level Trust
(c25) is alone at the bottom of the diagram with a negative
d —r value. Thus, we can conclude that trust is rather affected

by the designs of other security mechanisms and elements.
Moreover, Availability (c21) in Service Layer (C2) security
has the highest d + r value, meaning it has the greatest
importance in service-level security. However, in Network
Layer (C3), Confidentiality (c33) has a higher d + r value
than Availability (c34) does. Regarding network perspective,
Integrity (c31) and Anonymization (c33) affect other secu-
rity elements, whereas Confidentiality (c33) and Availability
(c34) are affected by other security elements. In Privacy (C4),
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Privacy Protection toward Users (c43) has the highest d + r
value, meaning it has a higher degree of effect than do Privacy
Protection in Infrastructure (c41) and Privacy Protection in
Service (c42).

3.2 Weights and priorities of security criteria

After calculations in fuzzy DEMATEL are finished, the
fuzzy ANP approach is implemented to analyze the weights
of importance among security requirements. Using pair-
wise comparisons, relations between elements (sub-criteria)
belonging to different criteria (i.e., the outer dependencies)
are established. Consistency of judgements is checked, and
the CR value of all experts’ judgements was less than 0.10,
which demonstrates that all judgements are acceptable to
use in making final comparisons. The relative weights of
elements are obtained, and the initial supermatrix is formed
by entering the priorities found in fuzzy DEMATEL (see
Table 13). By raising the supermatrix to the power 2p + 1
(where p is a sufficiently large number), the matrix is con-
verging and thus forming the final limit supermatrix.

The result of the supermatrix is used to derive the overall
weights and priorities among security requirements for the
IoT environment are derived. As in the limit supermatrix in
Table 14 and Fig. 8, Availability (c21) in the Service Layer
(C2) is the most important consideration in the IoT environ-
ment. After that, the priorities are Trust (c25) in the Service
Layer (C2) and Availability (c11) in System Dependency
(C1). Traditional security mechanisms have put much focus
on infrastructures, including system platform and network.
However, much of effort is needed in the service layer, which
is closer to end users.

4 Conclusion

This study applied a hybrid MCDM approach in order to
propose a security assessment framework for the [oT environ-
ment. We defined the security requirements to be considered
in the IoT context and grouped them into four logical com-
ponents based on previous literature. The combined fuzzy
DEMATEL and fuzzy ANP approaches used in this study
offered a more precise and accurate analysis by integrating
interdependent relations among criteria. As the complex-
ity of the fuzzy ANP grows exponentially with the number
of security requirements in the framework, the problem is
simplified by using the fuzzy DEMATEL method for deter-
mining the degree of the inner dependencies between the
security requirements [46]. What makes this paper stand out
from other research in the field, in addition to a newly pro-
posed hybrid MCDM model, is that it provides an approach
for strategic decision regarding security assessment problem.
The huge number of heterogeneous things being connected

@ Springer

in IoT network raises serious challenges in terms of security
for several reasons. The heterogeneous nature makes conven-
tional security count measures inefficient because it requires
different functionalities depending on the context of applica-
tions. It also complicates update and patch procedures to the
point of increasing the window of vulnerability to a specific
attack [13]. Moreover most of the things in IoT are charac-
terized by limited-capabilities in terms of both energy and
computing resources and thus, they cannot implement com-
plex schemes supporting security. Security measures should
further take into account the limited-capabilities of things and
heterogeneous nature. Security mechanisms which provide
different measures and different security resources based
on IoT context should be developed, with particular focus
on possible spoofing and DoS/DDoS attacks. By providing
a practical guidance on how to allocate security resources
within the security elements, security assessment framework
from this study would help decision makers in IoT security
field to better cope with diversified attacks in IoT environ-
ment.

In order to facilitate widespread adoption of IoT appli-
cations, a technically sound solution that guarantees users’
security and privacy is needed. Public acceptance of the IoT
will happen only when strong security and privacy solutions
are in place. Therefore, security and privacy should be inte-
grated into IoT system design from the beginning stages.
There are countless security considerations that need to be
taken into account. All common aspects of conventional IS
security requirements must be considered from the initial
stage of IoT system development.

We anticipate that security issues in the IoT environment
will soon become a challenging task, as the [oT paradigm will
bridge the physical world with the Internet at some point in
the future. The increasing complexity of systems will mul-
tiply the number of security challenges. It may sound like a
perfect solution to put all of these security mechanisms in
the system and introduce devices armed with hundreds of
security add-ons. Unfortunately, this is not the answer to the
security alerts of the IoT environment, as most devices at the
end-point are small sensors or mobile devices that have rel-
atively little computing capacity. According to our analysis
result, the most important security area is the service layer.
In particular, ensuring service availability is a top priority in
the IoT environment. However, much of the concentration
is still on infrastructure security for networks and systems.
Looking at security and privacy from an infrastructure per-
spective is not enough. Service availability and trust in the
application itself are necessary conditions to ensure user con-
fidence. Security is always one of the most concerning issues
for the digitalized society [41].

We believe that our hybrid MCDM model would be very
useful for security assessment of IoT service, especially for
the design of architecture and service implementation, as it
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Fig. 8 Overall proprieties security requirements in IoT service

helps to make strategic decisions on how to allocate various
security assets and resources to the service layer. How-
ever, further study is needed due to limitations of the study.
There are two kinds of security capabilities: generic security
capabilities and specific security capabilities. Generic secu-
rity capabilities are independent of applications, and they
include the conventional security requirements this study has
investigated. On the other hand, specific security capabilities
are closely coupled with application-specific requirements
(e.g., mobile payment, education, and healthcare). Whereas
our study focuses on generic security capabilities, deriving
specific security capabilities is also an urgent issue in the
field. Thus, future research should be conducted on context-
specific security measures.
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