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Abstract Wireless Sensor Networks (WSNs) are becoming
more and more spread and both industry and academia are
focusing their research efforts in order to improve their ap-
plications. One of the first issues to solve in order to achieve
that expected improvement is to assure a minimum level of
security in such a restrictive environment. Even more, en-
suring confidence between every pair of interacting nodes is
a critical issue in this kind of networks. Under these condi-
tions we present in this paper a bio-inspired trust and repu-
tation model, called BTRM-WSN, based on ant colony sys-
tems aiming at providing trust and reputation in WSNs. Ex-
periments and results demonstrate the accuracy, robustness
and lightness of the proposed model in a wide set of situa-
tions.

Keywords Trust & reputation management - Wireless
sensor networks - Bio-inspired algorithms

1 Introduction

WSNs [1] are networks based on small size nodes coopera-
tion. Those nodes are mainly characterized by their low en-
ergy consumption, their low cost and, of course, their wire-
less communication. They can be used to make measure-
ments of temperature, pressure, humidity, lightness, etc, but
currently they often have certain probabilities of failure, as
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well as high restrictions of computing, memory and energy
capabilities.

WSNs are usually composed of a large number of these
nodes which, together with their highly dynamic topology,
may lead to some scalability problems.

A number of research groups are working on them since
this kind of networks has several interesting applications
ranging from military ones to environmental ones, passing
through sanitary applications, domotics, Intelligent Trans-
portation Systems (ITS) [2], etc.

However, due to their important restrictions, they usually
suffer from many security weaknesses, which make them
often vulnerable to certain threats. Hardware failures could
be a source of wrong critical information spreading, for in-
stance. But even more, nodes belonging to a WSN could
misbehave when they are asked for a measurement, or some
data.

Without loss of generality, we will adopt the scheme
where some nodes of the network request some services
(and act, therefore, as clients) and some others provide those
services (thus acting as servers or services providers). In
such a scenario, a node could provide a fraudulent service
when this is requested.

In addition, since we have supposed one of the most re-
strictive cases, where every sensor is only able to communi-
cate with its direct neighbors (that is, it cannot establish a di-
rect communication with a node more than one hop ahead),
a malicious node could avoid reaching its benevolent neigh-
bors, or leading always to other malicious nodes, forming
thus a collusion.

It is therefore necessary to accurately distinguish trust-
worthy nodes from fraudulent ones. This trustworthy nodes
identification can be achieved through a trust and reputation
model [3, 4].
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In this paper we specifically present a trust and reputation
model for WSNs, called BTRM-WSN (Bio-inspired Trust
and Reputation Model for Wireless Sensor Networks) in or-
der to carry out the selection of the most trustworthy node
through the most reputable path offering a certain service.

Our proposed model is based on a bio-inspired algo-
rithm called ant colony system (ACS) [5-8], where ants
build paths fulfilling certain conditions in a graph. These
ants leave some pheromone traces that help next ants to find
and follow those routes.

Although ACS was initially mainly designed for sta-
tic networks, experiments demonstrate that the adaptations
done to make it suitable for WSNs lead to an accurate per-
formance of the model. As we will see later, it allows a client
to interact most of the times with a trustworthy server, rather
than with a misbehaving one.

The rest of the paper is organized as follows: Sect. 2
presents a review of a number of trust and reputation mod-
els and works oriented to WSNs. In Sect. 3 we present our
trust model proposal, describing its main features and char-
acteristics. An interesting analysis of some derived secu-
rity threats that could be applied in our model is shown in
Sect. 4. Experiments and results are exposed in Sect. 5 and,
finally, Sect. 6 shows our conclusions and future work.

2 Background and related work

In this section we will present a review of some of the most
relevant and novel trust and reputation models over Wireless
Sensor Networks.

2.1 ATRM

ATRM [9] is an agent-based trust and reputation manage-
ment scheme for WSNs where trust and reputation manage-
ment is carried out locally with minimal overhead in terms
of extra messages and time delay.

It is based on a clustered WSN with backbone, and its
core is a mobile agent system. It requires a node’s trust
and reputation information to be stored in the forms of ¢-
instrument and r-certificate by the node itself. In addition,
ATRM requires that every node locally hold a mobile agent
that is in charge of administrating the trust and reputation of
its hosting node.

Considering any two nodes n; and n;, the f-instrument
issued by n; to n; under context Cy is defined as:

TI(ni,nj, Cyx) = Eag(D, H(D))
where E4zx (M) is an encryption function using n;’s sym-

metric key, H(M) is a hash digest function, D = (ID(n;),
ID(nj),Cx,T,t ), T is a time-stamp implying the time
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when the -instrument is issued and f; ; is the trust evalua-
tion made by n; onn;.

If there are k concerned contexts, for any node n;, its r-
certificate is defined as:

RC(ni) = Eak(R, H(R))

where R = (ID(n;), T, ((r1, C1), (r2, C2), ..., (rx, Ck))),
which means that n;’s reputation is r; under context Cy, r;
under context C», ..., rr under context Cy at time point 7'.

Before starting any transaction between n; and n;, the
former asks its local mobile agent to obtain the r-certificate
of the latter by directly querying n;’s local mobile agent.
Based on n’s r-certificate, n; decides whether or not to start
the transaction.

After the transaction is finished, n; makes a trust evalu-
ation on n; based on the quality of the service it gets, and
then submits this evaluation to its local mobile agent which
then accordingly generates a f-instrument for 7; and sends
it to n;’s local mobile agent.

Based on the collected #-instruments, a mobile agent pe-
riodically issues its hosting node updated r-certificates. But
since mobile agents are designed to travel over the entire
network and run on remote nodes, they must be lunched by
trusted entities.

Therefore, in ATRM it is assumed that (1) there is
a trusted authority that is responsible for generating and
launching mobile agents, and (2) mobile agents are resilient
against the unauthorized analysis and modification of their
computation logic.

2.2 QDV

Authors of [10] present an Ant Colony Optimization ap-
proach for reputation and quality-of-service-based security
in WSNs. They specifically propose a quality-based distance
vector protocol known as QDV, where the more reputation
a node has, the more reliable it is for communication pur-
poses.

QDV is able to protect the network against packet injec-
tion by those malicious nodes which have been detected.
This protection is made by identifying those nodes who drop
the packets forwarded to them.

In this model reputation is based on pheromone content
of a path for communication. Thus, a path having more de-
posits of pheromone, 7;;, is considered more secure. On the
other hand, QoS considers the distance between two com-
municating nodes, 7;;. Therefore:

D il T
¢ij(t) = ——

n;
where 7 is the pheromone trace between nodes k and j, n;
is the number of i’s neighbors, and if ¢;;(t) < Tmjn, misbe-
havior or security violation is detected, which means node i
has less forwarding capabilities.
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In the same direction, QoS is defined as the percentage of
exposed traffic according to:

2 M)+ M (1) =3 Ma(t)
2 M)+ M, (1)

being Y M, (1), Y_ M,(t) and ) My(z) the total number of
generated, received and dropped packets.

Finally, the quality-of-security, QSec, depends on the two
previous parameters and defines the communication and
transfer between two nodes. It is the deciding factor as to
which node needs to be selected as the next node in the path
and is computed as the weighted sum of reputation and QoS:

0;;(t) =

Wi (1) = w1 (1) + w2b;; (1)
2.3 ATSN

An agent-based trust model for WSN is presented in [11]
using a watchdog scheme to observe the behavior of nodes
and broadcast their trust ratings. The sensor nodes receive
the trust ratings from the agent nodes, which are responsible
for monitoring the former and computing and broadcasting
those trust ratings. According to the received information,
sensor nodes will make the decision about cooperate with
their neighbors or not.

In ATSN the reputation space is defined as RS = {(p, n) |
p, n € N}, where p is the number of positive outcomes and n
is the number of negative ones. Given (p, n) the probability

x of obtaining a positive outcome is computed as follows:
xP(1—x)"

Py (x)=P(x|(p.n)) = /————

fo xP(1 —x)'dx

Additionally, the certainty of event (p,n) is calculated
with the next expression:

1 1
3!

xP(1—=x)"

L 2 ——pr
Jo xP(1 —x)"dx

c(p.n) =

Moreover, the trust space is defined as a triple 7S =
{(pt, nt, ut)}, satisfying the following conditions:

pt,nt,ut €0, 1]
pt+nt=c
pt+nt+ut=1

where pt, nt and ut refer to positive trust, negative trust and
uncertainty, respectively.

Letnow T = (pt, nt, ut) be the transformation from rep-
utation space to trust space, where pt, nt and ut are com-
puted according to the next formula:

_ p+1
pt= Cp+n+2
_ n+l
nt = Cp+n+2

ut=1— pt —nt

2.4 RFSN

RFSN [12] is a framework where sensor nodes maintain
reputation for other nodes in the network. A node monitors
through a watchdog mechanism the behavior of other nodes,
based on which it builds up their reputation over time. It uses
this reputation to evaluate trustworthiness and in predicting
their future behavior. At the time of collaboration, a node
only cooperates with those nodes that it trust.

Thus, a data structure termed reputation table RT; is de-
fined where reputations maintained by node i are stored.

RT; = {R;;}

being R;; the reputation of node j maintained by node i.
A node builds each of these entries in the reputation table
over time through the watchdog mechanism as follows

Rij = f(Dij, Rij)

where the output of the watchdog mechanism, D;;, is used
to recursively update the reputation of node j at node i. D;;
represents the rating that is allocated to the latest action of
node j by node i.

Moreover, in RFSN the reputation of a node is a made up
of two subcomponents, (R;;)p and (R;;)p, as shown next

Rij = (Rij)p + (Rij)ip

Direct reputation (R;;)p is build up using direct obser-
vations through the watchdog mechanism and indirect rep-
utation (R;;)p is build up using second hand information.
But node i should give more weight to the second hand in-
formation received from a highly reputed node and vice-
versa. Therefore, (R;;)p and (R;;)p are computed as fol-
lows

(Rij)p = f(Dij, (Rij)p),
(Rij)ip = (Rij)ip + wix X Ryj,

VjENi
Vk € N;

where wir = g(Rjr) represents the weight that is derived
based on the reputation between the two nodes i and k,
Rif.

Trust is obtained in RFSN by taking the statistical expec-
tation of the probability distribution representing the reputa-
tion between those nodes, i.e., T;j = E(R;;).

Finally, when faced with the question of cooperating with
anode j in the network, the behavior of node i, B; j» 18 de-
rived from the trust metric of the two nodes. B;; is a binary
variable {cooperate, don’t cooperate} and a simple thresh-
old based policy is used to decide the value of B;;.
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2.5 CORE

CORE [13] is a generic mechanism based on reputation to
enforce cooperation among nodes in a MANET in order to
prevent selfish behavior. All members of a community have
to contribute to the community life in order to be entitled to
use its resources. In CORE reputation is a measure of some-
one’s contribution to common operations and it is defined as
compositional.

That is, the overall opinion on an entity that belongs to
the community is obtained as a result of the combination
of different types of evaluations. Authors of CORE define a
subjective reputation, an indirect reputation and a functional
reputation.

The first one is the reputation calculated directly from a
subject’s observation as follows:

1) =)ot ) o

where rf,i (sj|f) € [-1, 1] stands for the subjective reputa-
tion value calculated at time ¢ by subject s; on subject s
with respect to the function f; p(t, tx) is a time dependent
function that gives higher relevance to past values of o} and
or € [—1, 1] represents the rating factor given to the k-th
observation.

The indirect reputation of subject s; collected by s; at
time ¢ for the function f is denoted as i rét_ (sjlf), and can
take only positive values, preventing thus denial of service
attacks based on malicious broadcasting of negative ratings
for legitimate nodes.

Finally, the functional reputation refers to the subjective
and indirect reputation calculated with respect to different
functions f. All these types of reputation are combined to
assess a global value of a subject’s reputation, using the fol-
lowing formula:

rh(sp) =Y wi (L (i1 fo) +irk (s71f0)

where wy represents the weight associated to the functional
reputation value and ri, (sj) is the global reputation value
that is evaluated in every node. The choice of the weights
wy used to evaluate the global reputation has to be accurate
because it can affect the overall system robustness.

Each entity s; in CORE is enriched with a set of repu-
tation tables (RT) and a watchdog mechanism (WD). Each
row in the RT consists of four entries: the unique identifier
of the entity, a collection of recent subjective observations
made on that entity’s behavior, a list of the recent indirect
reputation values provided by other entities and the value
of the reputation evaluated for a predefined function. Each
network entity has one RT for each function that has to be
monitored. The RT and the WD together constitute the basis
of the collaborative reputation mechanism presented in this
model.
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2.6 DRBTS

DRBTS [14] is a distributed security protocol aimed at pro-
viding a method by which beacon nodes (nodes that assist
other sensor nodes to determine their location), BN, can
monitor each other and provide information so that sensor
nodes, SN, can choose who to trust, based on a quorum vot-
ing approach. In order to trust a BN’s information, a sensor
must get votes for its trustworthiness from at least half of
their common neighbors.

Let’s consider a WSN consisting of n SN, sy, 52, ..., 8,
and m BN, by, by, ..., by,. If a BN reports a trust value over
a SN’s threshold for another BN, the sensor counts that as a
positive vote from the first BN to the second.

There are two classifications of information available for
the reputation system. On the one hand, the first hand in-
formation is the location information transmitted by a BN,
overheard by another BN in its communication range. On
the other hand, the second hand information is the reputation
information gathered by a BN and published while respond-
ing to a request for location information. Both these types of
information are used by the BN to update the reputation of
their neighbors.

The reputation of b; from by point of view, Ry ; is up-
dated as follows:

Rii=mi xRei+(Q—p)xr

If by believes that the location broadcasted by b; is truth-
ful, T = 1, otherwise t =0. u1 € [0, 1] is a factor to weight
previous experience against current information.

When a node requests location information, every beacon
neighbor of the requesting node will publish its Neighbor
Reputation Table (NRT) along with its own location. Let’s
assume by is the publishing node and b; receives Ry ;. Be-
fore incorporating Ry ;, b; first performs a simple deviation
test as follows:

|Rj; — Ry il <d

If the above deviation test is positive, then the informa-
tion is considered compatible with b;’s first hand experi-
ence, and is accepted. b; then updates R;; in NRT}; as fol-
lows:

Rji=pm2x Rj;i+(1—pu2) x Ry,

However, if the deviation test is negative, then the pub-
lished information is considered to deviate too much from its
own first-han experience, and is disregarded as incompatible
information. In order to discourage nodes from publishing
false information, the lying node’s reputation is decreased
as follows:

Rjr=mu3xRj
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2.7 Discussion and motivation

In this section we have reviewed a number of works, projects
and models related to the management of trust and reputa-
tion concepts in WSN. Some of them have even become one
of the most known in this field [9, 13, 15, 16].

Nevertheless, not all of them take into account the strong
restrictions about processing, storage or communication ca-
pabilities, in the same way. Even more, some of them just
present a formal model without showing any set of exper-
iments demonstrating the accuracy, robustness, scalability
and overload introduced by their models in such a sentient
environment.

Some of them rely on a watchdog mechanism with or
without using a multi-agent system [11, 12]. Others take ad-
vantage of Bayes theorem [17] and a posteriori probabilities,
or just use a Beta distribution [15] in order to represent rat-
ings.

As far as we know our model is on of the first ones (to-
gether with [10]) in applying a bio-inspired technique such
as ant colony system (ACS) to develop a trust and reputation
model for WSN.

Likewise, we have taken into consideration the impor-
tant limitations found in WSN, so we have tried to design
a model as much lightweight, efficient, robust and scalable
as possible. In fact we present two versions of our model,
depending on the features of the WSN where it is to be de-
ployed.

If we are facing a very restrictive network, a simpler
model is proposed. This simpler and less resource consum-
ing scheme is, however, more vulnerable to some security
threats as we will see later. On the other hand, if we are
dealing with a WSN whose nodes are devices with more ca-
pabilities and security is a very important issue, then we bet
on another more sophisticated model with a small overload
on the network.

3 Bio-inspired trust model for WSN
3.1 Assumptions/scenario description

Several types of wireless sensor networks can be found de-
pending on what kind of nodes they are composed of. You
can meet from a static WSN where nodes have a certain
location, to a highly mobile one where nodes move every-
where (like in a VANET [2]). You can also find from a very
restrictive WSN where all nodes remain most of the time
asleep in an idle state, to another one comprising nodes pro-
vided with high performance features capable of processing
many requests per second and that are nearly always active.

Throughout this paper we will assume a scenario where
a WSN is composed of nodes with relatively high sensor

activity. Without loss of generality, we will consider some
nodes requesting generic services and some nodes providing
them. In the future these services can be specified in detail.
How this definition is carried out is out of the scope of this
paper.

We will also assume that every node will only know its
neighbors (that is, those nodes within its wireless range),
and nothing else about the whole topology of the network
(at least at the early stages).

Additionally, this topology is considered to be relatively
highly dynamic, with many nodes entering or leaving the
community. If this frequent logging in and out of nodes is
due to the mobility of these nodes or because they switch on
and off, is out of the scope of this paper, as well.

Our model is aimed to help a node requesting a cer-
tain service to the network to find the most trustworthy
route leading to a node providing the right requested service.
A node (equally a path) can be considered untrustworthy ei-
ther because it intentionally provides a fraudulent service or
because it provides a wrong one due to hardware failures or
performance deterioration.

As we mentioned above, we are considering dynamic
topologies, so we needed to use a technic capable of dealing
efficiently with this issue. And in our opinion, one mech-
anism that fulfills quite well this matter is the ant colony
system (ACS) [5-8].

3.2 BTRM-WSN, a bio-inspired approach

BTRM-WSN is a bio-inspired trust and reputation model for
Wireless Sensor Networks aimed to achieve to most trust-
worthy path leading to the most reputable node in a WSN
offering a certain service.

It is based on the bio-inspired algorithm of ant colony
system but, due to the specific restrictions and limitations
found in WSNs, the ACS cannot be directly applied there.
Some adaptations, therefore, have to be made.

In our model, for instance, every node maintains a
pheromone trace for each of its neighbors. This pheromone
traces T € [0, 1] will determine the probability of ants choos-
ing a certain route or another, and can be seen as the amount
of trust given by a node to other one.

The heuristic values n € [0, 1], however, are defined as
the inverse of the delay transmission time between two
nodes (or the inverse of the distance between them).

The fact that every node controls its own pheromone
traces and heuristic values, and no one else but it can modify
them can become an important security threat.

Other issue that avoids the direct application of the ACS
in this environment is the fact that while an ant is searching
for the most reputable server providing a requested service,
it could happen that some of the nodes that form the path fol-
lowed by that ant become inaccessible (either because they
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switch off or because they move out of the range of their
previous sensor in the path).

In that situation, the ant would be unable to come back
to the client and it would get lost. In other words, when a
client launches a set of ants, it has no guarantee at all that
all of them are going to return and, of course, it cannot wait
until all the launched ants came back in one iteration of the
algorithm.

Therefore, the algorithmic scheme presented in ACS
[8, 18] has to be redefined as shown in Algorithm 1.

Algorithm 1 BTRM-WSN

1: while (condition) do
for k = 1 to Number_of_ants do
Sy < initial sensor (client)
Launch ant k

for every returned ant k do

if (Q(Sr) > Q(Current_Best)) then
: Current_Best < S

10: while (timeout does not expire) and

11: Num_returned_ants < %Number_of_ants

2
3
4
5:
6: do
7
8
9

13: if (Q(Current_Best) > Q(Global_Best)) then
14:  Global_Best<«— Current_Best

15: Pheromone_global_updating

16: (Global_Best, Q(Global_Best), p)

18: return Global_Best

The first change we can appreciate is that the main loop is
now defined by a generic condition, which may be a certain
number of iterations (like in the original algorithm) or it can
even be a certain timeout. This definition will depend on the
specific WSN this model is going to be applied to.

On the other hand, this algorithm consists of the follow-
ing steps:

1. Every ant adds the first sensor to its solution, which is
always the client they are departing from. Then each ant
decides which next sensor to move to according to the
transition rule and it is sent there (lines 2—4).

2. Once every ant has left the client, this one waits until they
come back. For every returned ant, the client compares its
solution and keeps the best one. As explained before, in
a WSN the client has no guarantee that all the ants that
were launched are going to come back, so it just waits
until a timeout expires or a certain percentage of all the
ants has returned (lines 6-11).

3. The best solution found by all or some of the ants issued
in the current iteration is compared with the global best
solution and swapped if it is appropriate (lines 13-14).
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4. A pheromone global updating is performed over the links
belonging to the global best path (line 16).

As explained before, the definition of the condition
shown in line 1 of Algorithm 1, as well as the ones de-
fined in lines 10 and 11, depend directly on the specific fea-
tures (bandwidth, transmission delay, etc.) of the sensors
that compose the WSN we are dealing with.

Next we will describe in detail some features of our trust
and reputation model for WSN, such as how to measure
the quality of a path, how an ant decides which next sen-
sor to travel towards, or when it should stop and return the
current path. We will also explain how the pheromone up-
dating is carried out while ants are building their routes
as well as how a punishment is performed (in terms of
pheromone evaporation) when the client interacts with a
fraudulent server.

Additionally, the differences between the two proposed
versions of our model will be explained and some final re-
marks about the scalability and lightness of BTRM-WSN
will be shown.

3.2.1 Path quality

Each time a launched ant returns to its client carrying a so-
lution with it, that client has to assess the quality of that
solution. Specifically the ant keeps a list of all the sensors
belonging to the selected path, together with the pheromone
traces of the links that join them.

According to this, the path quality computation can be
done in the following way:

Tk

QS = Length(Sy)PLF .

P Ay,

where Ty is the average pheromone of the path found by
ant k, PLF € [0, 1] and %Ay represents the percentage of
ants that have selected the same solution as ant k.

On one hand, the amount of ants that in one iteration has
selected the same path as ant k, and the reputation of that
path, represented by its average pheromone, contribute to
have a qualified solution. On the other hand, on equal con-
ditions, a shorter path is preferred.

With a definition like this we achieve that our model tends
to preferably select those paths which are as short as possi-
ble and which have been selected as many times as possi-
ble.

3.2.2 Ants transition and stop condition

When an ant is travelling along the WSN searching for the
most trustworthy route leading to the most reputable server
it has to decide at each sensor which of its neighbors it has to
move to. Every ant has also to decide whether to stop when
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it finds a server offering the requested service or if it should
keep trying to find a more reputable one.

So let ant k£ be at sensor s in a certain moment of its
searching. Several options can happen:

1. Sensor s offers the requested service.
(a) Sensor s has more neighbors not visited yet by ant k.

— The average pheromone of the path followed by
ant k from the client until the sensor s is computed,
T € [0, 1]. If Ty is greater than a certain transi-
tion threshold, TraTh € [0, 1], then ant k stops and
returns current solution with a probability equal
to T;. Otherwise, if T < TraTh, ant k considers
sensor s not enough reputable and keeps trying to
find a better one.

(b) Sensor s has no more neighbors or all of them have
been already visited by ant k.

— Ant k stops and returns current path.

2. Sensor s does not offer the requested service.
(a) Sensor s has more neighbors not visited yet by ant k.

— Ant k decides which next sensor to move to ac-
cording to the traditional transition rule defined in
ACS.

(b) Sensor s has no more neighbors or all of them have
been already visited by ant k.

— In this situation ant k has reached a dead end and
has no more options than backtracking. That is,
it has to follow the inverse route it has currently
built until it arrives at a sensor which offers the
requested service (and then stops and returns that
new path) or until it reaches a sensor not offer-
ing the requested service but with more alternative
paths not explored yet by ant k£ (and then keeps
trying those routes).

It could even happen that, while backtracking,
ant k reached the client it belonged to. In that sit-
uation the whole WSN would have been explored
but any server offering the requested service would
have been found.

However, in order to prevent some security threats a
client cannot interact again with the same malicious server
in the next transaction, so ants will not stop when they find
it and consequently the will not choose it.

Another important issue to take care about is the num-
ber of launched ants, N,,;s € N, which depends on the num-
ber of sensors that form the WSN and the dynamism of the
WSN itself. It is sensible to think that the greater and the
more dynamic a WSN is, the greater has to be the number of
launched ants (because some of them can be lost), and vice
versa.

But if the number of ants is relatively high, maybe the
condition defined in line 1 of Algorithm 1 should not lead to
a too big number of iterations or a too large timeout. Oth-
erwise, each execution of BTRM-WSN would require an
amount of time and resources consumption that may not be
acceptable in certain WSNs. Therefore, an accurate balance
between the number of iterations (or timeout) and the num-
ber of ants is necessary in order to achieve reasonably good
outcomes.

3.2.3 Pheromone updating

While ants are travelling across the WSN searching the most
reputable server, they modify the pheromone traces they
find. This modification helps next ants to decide which path
is better to follow.

Actually, there are two kind of updatings: a local and a
global one. The pheromone local updating is carried out by
every ant each time it decides to move from one sensor to
the next. Let ant k be at sensor s1. Then, applying the transi-
tion scheme explained in the previous section, it decides to
move towards sensor sp (which is a s1’s neighbor). So, be-
fore being actually transmitted, it indicates sensor s that it
has to modify its pheromone trace associated with sensor s,
in the following way:

Ts1sp — (I—-9)- Tos, T € Q (1)

where Q = (1 + (1 — @) - (1 — T55,) * Ngy5p) * Tsysp 15 the
convergence value of ty5, when time 1 — oo (given that
7,71, ¢ € [0, 1]), that is, is the pheromone trace value that
would have that link after a lot of time if no other modifica-
tion was carried out over it (notice that Q € [Ty,5,, 2 - Ty 5, 1)
On the other hand, a pheromone global updating is per-
formed over the best path found by all ants in each iteration
of Algorithm 1 (see line 16). This is done by sending an ex-
tra ant just to modify the pheromone traces of that route. And
that modification is carried out using the next expression:

Ty =1 —=p)ts+ p(1 + 10505 Q (SGlnhal_Best))Trs 2)

Therefore, the higher are the pheromone trace, the heuris-
tic value, the quality of the path and p € [0, 1], the higher is
the additional pheromone contribution over the best route.

Finally, it is worth to mention how to initialize the
pheromone traces. Their initial value IniPh € [0, 1] will con-
dition some aspects of the model. Thus, if IniPh — 0, for in-
stance, everybody would mistrust everyone at the beginning
and it would be difficult to distinguish trustworthy sensors
from malicious ones. However, if IniPh — 1 then everybody
would trust everyone at the beginning and it would also be
difficult to distinguish benevolent sensors from fraudulent
ones.
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3.2.4 Punish & reward

Once BTRM-WSN has selected what it thinks is the most
trustworthy path leading to the most reputable server, the
client actually requests the desired service to that server.
Then, depending on the goodness of the server, it will pro-
vide the same service it was offering, or another worse.

In this first stage we will consider only two possibilities.
The server can be totally benevolent and provide the same
service it was offering (so the client is fully satisfied), or it
can be totally fraudulent and provide a completely different
service than the one that was offered (having thus a fully
unsatisfied client).

If the client is satisfied, a reward by means of additional
pheromone contribution is done all along the selected path.
The same expression used for pheromone global updating
(2) can be applied here as well.

Nonetheless, if the client is not satisfied, a punishment,
i.e., an evaporation of pheromone traces of the links belong-
ing to the selected path, is carried out. And this punishment
uses the following expression, if satisfaction is less than a
certain punishment threshold PunTh € [0, 1]:

Tps = (Trs — @ - dffrs) - Sat - (1 — d fy) 3)

where Sat € [0, 1] represents the satisfaction of the client
with the received service and df,s € (0, 1] is a distance fac-
tor of link e,; computed as follows:

dVS
A= \/ L(St) - (L(Sp) — dys + 1) @

being dys € {1, 2, ..., L(Sk)} the actual distance (number of
hops) between sensor r and s, and L(Si) the length of the
path found by ant k.

Otherwise, if Sat > PunTh then:

Trs = Tps — @ - (1 — Sar) - 2d fs (5

As it can be checked, having a punishing scheme like this,
those edges which are closer to the client have a slighter
pheromone evaporation, and vice versa.

Furthermore, all the links that fall into the malicious
server are also punished. Otherwise ants could select it again
through an alternative path, thinking it has become a benev-
olent sensor (which may not happen most of the times).
Therefore, those edges have to be punished according to the
next formula:

Trs = (Trs — @) - Sat (6)
3.3 Two proposed models

As we have mentioned before, we have actually developed
two versions of our model BTRM-WSN. The first one is
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the one we have been showing until now, where pheromone
traces are shared for every service offered by a sensor. This
allows us to achieve a lighter model (very low overload is
added to the network).

However, it also has some drawbacks. For instance, with
a model like this, a client could not distinguish a sensor
which is very good (benevolent) when supplying a certain
service, but very bad (fraudulent) providing another one. It
will consider that sensor as very trustworthy or untrustwor-
thy for all the services provided.

If we have a WSN where we are only interested on moni-
toring the behavior of sensors about just one service (or even
if the WSN only provides one service), we could use this
model without the problem of distinguishing a sensor’s par-
ticular behavior for each provided service.

And if our WSN is composed of very restricted sensors,
we could adopt a dynamic scenario where some of them
switched off for awhile if they did not have any transaction
along a timeout or if they were very active (providing too
many requests) during another timeout.

But if we have a low-constraint WSN (equally, a high-
performance WSN) and we need a more resilient model, ca-
pable of dealing with multiple services, we could adopt the
second version of BTRM-WSN. In this one, every sensor
has a pheromone trace for each one of its neighbors, and for
each one of the services provided by the WSN. Likewise,
sensors will remain always awake.

Let be m the number of services available in the WSN,
and let be n; the number of neighbors of sensor s. Then,
s should manage and store m X ng different pheromone
traces. Obviously, this decision implies a bigger amount of
stored information on each sensor but, on the other hand, it
provides a more resilient trust and reputation model, since
this is now able to distinguish each sensor as trustworthy or
not, for each one of the services it offers.

If we are dealing with a WSN with high-resources sen-
sors and where the security is a critical issue when applying
for a service, we could make use of this second version of
the model.

Additionally, in this second version the client gathers all
the paths found by all the ants that visit it (not only its own
ants) and join them in order to achieve a local view of the
topology of the network (which will probably be an instan-
taneous view, due to the high dynamism that this kind of
networks can reach).

This local view can help the client to take more accurate
decisions, since it knows (through the pheromone traces)
which servers are more reputable and which not.

3.4 Scalability and lightness

One of the strong points of our trust and reputation model is
its scalability. In this kind of networks, whose size can vary
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from a handful of nodes until thousands of them, developing
a scalable model is a critical issue.

Since in our model every sensor manages and controls
its own pheromone traces and there is not any central entity
(like a watchdog) gathering ratings or supervising all or a
subset of the sensors, we can state that BTRM-WSN is scal-
able.

Even more, if needed, every ant could be provided with a
TTL (Time-To-Live), i.e., a maximum number of hops it is
able to travel. Notice that this TTL would also limit the max-
imum length of any solution. Even so, if a client launched a
set of ants with a TTL which did not allow them to reach any
server (or all the reached servers were malicious), the client
could increase that TTL and launch a new set of ants.

About the lightness of the model, we have seen in the
previous section that we have two versions of the model.
But even the second one, where every sensor s has m X ng
pheromone traces, does not add too much overload to the
network. Moreover, each transmitted ant carries a list of sen-
sors’ identifications (which can be just a number) with their
corresponding pheromone traces. And since the solutions
average length rarely exceeds 5 or 6 hops, the information
transmitted with every ant does not involve a big overload.

Of course, the overload introduced will also depend on
the number of ants travelling through the WSN. As we ex-
plained in Sect. 3.2.2, the number of ants depends on the
number of sensors composing the network. Thus, we de-
fined the number of ants launched by every client as Ny =
[N9-357, where Ny is the number of sensors belonging to the
same WSN. With a definition like this we achieve quite good
outcomes with a small overload.

The accuracy and robustness of BTRM-WSN will be
demonstrated in Sect. 5 where experiments and results will
be shown.

4 Security threats

The fact that every node maintains the pheromone traces of
its neighbors and it is the only one who can manage, control
and modify them, can lead to some security threats.

But the only security threats related to this matter can
appear if a malicious server colludes with other mali-
cious servers, because a sensor is only able to manage the
pheromone traces of its neighbors, but by the same reason it
cannot control the pheromone traces that its neighbors have
associated with it.

Nevertheless, it is important to notice that a collusion is
only possible if the malicious sensors know each other and
also know who the benevolent sensors are. And this assump-
tion is not always feasible in every Wireless Sensor Net-
work.

Therefore, two types of security threats may happen if
a collusion among malicious sensors can be created. Mali-
cious sensors can praise their malicious neighbors by assign-
ing them the maximum level of pheromone. Equally they
can slander their benevolent neighbors by giving them the
minimum value of pheromone. We will discuss in detail both
situations next.

4.1 Praising malicious sensors

A set of malicious sensors can form a collusion in order to
increase their self profit and interests. Each of them manage
the pheromone traces of its neighbors, so what they can do is
to praise those neighbors belonging to the collusion by giv-
ing them the maximum level of pheromone. And, of course,
they will not decrease those traces although a client asked
for it.

In this situation the malicious node who modifies the
pheromone traces of its neighbors can act as a malicious
service provider or could behave properly and supply the
right requested service. If the second thing occurs ants will
choose it as the service provider and its collusion will have
no sense.

But if it behaves in a fraudulent way as well and a client
selects it to have an interaction with it, all the links falling
into it will be punished as explained before and ants will not
select it again (or will select it with a very low probability),
so its false praising would be useless.

4.2 Slandering benevolent sensors

Another possible security threat would consist in slandering
benevolent nodes. This is achieved by assigning the mini-
mum level of pheromone to those benevolent neighbors of a
malicious one.

Again the malicious node can actually provide fraudulent
services or right ones. In the first case, if there are alterna-
tive paths leading to the slandered benevolent sensor, ants
should be able to discover them; otherwise, ants would se-
lect another different benevolent node.

And if the malicious server acts properly and provides
the right service, ants will select it and its collusion will not
have sense neither.

It is important to have in mind that there must be at least
one accessible benevolent server in the WSN and the key
consists of finding it. It actually does not matter which spe-
cific sensor is selected to interact with, the important thing
is to select a trustworthy one.

5 Experiments and results

Once we have shown in detail the description of our bio-
inspired trust and reputation model over Wireless Sensor

@ Springer



172

F. Gomez Marmol, G. Martinez Pérez

Table 1 BTRM-WSN parameters

phi 0.01 alpha 1.0 Nants 0.35
rho 0.87 beta 1.0 Niter 0.59
q0 0.45 TraTh 0.66 PunTh 0.48
IniPh 0.85 PLF 0.71

Networks and have described some related security threats,
it is time to demonstrate its accuracy, scalability and robust-
ness.

To do so, we have developed a whole testbed focused on
three main targets. First, we are interested in finding out how
many times our model is able to select the right benevo-
lent server to interact with. In other words, we would like
to know the selection percentage of trustworthy servers.

Since our model has a strong basis on random or proba-
bilistic decisions, we considered that it would be also quite
interesting to take care about the standard deviation of that
selection percentage of trustworthy servers.

Finally, as a possible measure of the adaptability of our
model specifically to WSNs, we gathered as well the aver-
age path length of the solutions found by our model. As we
mentioned before, in a environment with a lot of restrictions
like WSNs, the shorter path is always preferred since it sup-
poses less consumption of sensors’ resources.

The experiments we carried out had the following struc-
ture. We launched our model 100 times (i.e. each client ap-
plied for a service 100 times) over 200 WSNs randomly gen-
erated, each one composed of 100 sensors. On each network,
the percentage of sensors acting as clients was always a
15%. The 85% left were, therefore, sensors acting as servers.

We tried with 200 random WSNs having a 10% (over
the 85% left) of malicious servers. 200 with 20%, other 200
with 30%, and so on until a 90% of malicious servers (the
worst simulated situation).

But even more, we repeated those experiments over
WSNs composed of 200, 300, 400 and 500 sensors (with the
same percentages of clients, servers and malicious servers).

We have defined the main condition of our algorithm
(line 1 of Algorithm 1) as a certain number of iterations.
And that number is defined as N év iter (similar to the num-
ber of ants definition) where Ny is the number of sensors
belonging to the WSN and Ny, € [0, 1].

The same set of parameter values (shown in Table 1) is
used for all the experiments and environments.

We have configured four different scenarios: static WSNs,
dynamic WSNs, oscillating WSNs and static WSNs with
collusion among malicious servers, as we will explain next.

5.1 Experiments and results over static WSNs

The first tested scenario consisted of static Wireless Sen-
sor Networks, that is, networks where their sensors do not
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Fig. 1 Static WSNs. Selection percentage of trustworthy servers

switch off and do not move, maintaining thus always the
same topology.

5.1.1 Selection percentage of trustworthy servers

So the first and main focus was to evaluate the selection per-
centage of trustworthy servers achieved with BTRM-WSN.
The outcomes corresponding to this experiment are shown
in Fig. 1.

The very first appreciation that can be done is the simi-
larity of the selection percentages regardless the size of the
network, which constitutes a demonstration of the scalabil-
ity of our model. Outcomes slightly differ from one set of
random WSNs to another when we fix the percentage of ma-
licious servers and vary the number of sensors belonging to
the same WSN.

Another conclusion that can be obtained is that the se-
lection percentage is quite high (above the 90%) when the
percentage of malicious servers is less than or equal to 80%,
in every case.

In order to consider a trust and reputation model as ac-
ceptable (with a minimum quality level), in our opinion, the
selection percentage of trustworthy servers should be greater
or at least equal to 70%. A smaller percentage would result
in a model with certain security deficiencies. And what is
clear is that a selection percentage below the 50% means
that the model is not useful at all.

Our experiments have shown that BTRM-WSN remains
resilient to a high percentage of malicious servers when this
percentage is less than or equal to 90%. Its performance gets
worse when the percentage of malicious servers in the WSN
increases, and the problem intensifies when the size of the
WSN grows.
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5.1.2 Standard deviation of the selection percentage
of trustworthy servers

It is also important to realize that by testing our model
against a number of random WSNs, each of them has a ran-
dom topology, so it could happen that our model was tested
against networks where benevolent servers were very near to
the clients (maybe one hop forward and, consequently, very
easy to solve) or quite the contrary, that is, WSNs where
benevolent sensors were quite far from the clients.

Figure 1 actually depicts the average selection percentage
of trustworthy servers. But an average selection percentage
of 80%, for instance, could be reached because the model
always found a trustworthy server the 80% of the times, or
just because it found it the 100% of the times in half the
tested wireless sensor networks and the 60%, in the other
half, for example.

That is the reason why we decided to measure and show
the standard deviation related to that average as well. And
the outcomes can be checked in Fig. 2.

Again, the first observation that can be done has to do
with the similarity between the five graphics corresponding
to the five tested sizes for WSNs. And here the standard de-
viation also remains quite low and nearly undistinguishable
among the five tested sizes where the percentage of mali-
cious servers is less than or equal to 90%. Furthermore, this
standard deviation remains below a 5% in every case.

This means that when there are less than or equal to
90% of malicious servers in the network, regardless its size,
BTRM-WSN is able to select a high percentage of trustwor-
thy servers (as shown in Fig. 1) with a quite high accuracy,
regardless the topology of the WSN.

In fact the highest value among all the experiments car-
ried out is obtained when we tried our model over 200 ran-
dom WSNs (100 times on each one), composed of 500 sen-
sors, with a 15% of clients and a 90% of malicious servers

(a 90% of the 85% left). In that experiment our model was
able to reach a trustworthy server in the 77.35% of the times,
with a standard deviation of 4.55%.

So if the percentage of malicious servers is high (greater
than or equal to 90%, for instance), and the number of sen-
sors composing the networks is also high, then the percent-
age selection of trustworthy servers is lower but, however,
still accurate (i.e., BTRM-WSN is independent of the topol-
0gy).

This means that if the random tested WSNs size is too
high, those networks topology can vary from ones where
BTRM-WSN works quite fine to others where it is hardly
able to find the most trustworthy server. Nevertheless, if the
size of the random tested networks is high, their topologies
drive the model behaving most of the times in the same way
(most of the times well, or most of the times not).

5.1.3 Average path length leading to trustworthy servers

Finally, the last developed experiment consisted of measur-
ing the length (number of hops) of those paths found by
BTRM-WSN leading to trustworthy servers. That is, when
the model fails and selects an untrustworthy server, that path
is discarded and not taken into account.

Doing this way we are able to estimate the average path
length of those paths found by our model when it success-
fully reaches a benevolent server.

Our model is aimed to find the closest benevolent servers
to the client requesting the service. On the one hand we think
that the lesser number of intermediaries present in a transac-
tion, the more secure and robust it can be performed. On the
other hand, due to the specific restrictions related to wire-
less sensor networks, the resources consumption saving is a
critical issue. Therefore, a shorter path leading to the final
trustworthy server implies less involved sensors and, conse-
quently, less global utilization of resources such as energy
or bandwidth.

The outcomes of this experiment are presented in Fig. 3.

As it can be observed, any trustworthy server is never
reached (on average terms) at more than 4 hops. In fact,
the highest average path length is achieved with 100 sensors
WSNs with a 90% of malicious servers. In that situation, the
average path length takes the value 3.844.

One more time, differences between the several sizes
tested for WSNs become distinguishable when the percent-
age of malicious servers is greater than or equal to 90%.
Under this percentage, the average number of hops is quite
low (near to 2), as it can be checked in the figure.

Therefore, our model is able to reach nearby trustworthy
servers regardless the size of the network and the percentage
of malicious servers. Although the smaller is the former and
the greater is the latter, a larger path is found.
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5.2 Experiments and results over dynamic WSNs

As we have already mentioned, the first of the two proposed
versions of our model is aimed to deal with WSNs composed
of sensors with quite high restrictions in energy consump-
tion, bandwidth, storage capacity, etc.

That is the reason why we decided to develop this set of
experiments. Here some nodes switch off for awhile some-
times saving thus an important amount of energy consump-
tion.

The decision scheme of when to switch off and on is as
follows: when a server receives and supplies 20 requests it
automatically switches off during a certain timeout. On the
other hand, if a server does not receive at least 20 requests
within a time interval, it also switches off during another
timeout.

Once we defined our dynamic scenario in the manner
explained above, we carried out the same experiments that
were done for static networks, i.e., we measured the percent-
age selection of trustworthy servers, the standard deviation
of this selection percentage, and the average path length of
the routes found leading to trustworthy servers.

5.2.1 Selection percentage of trustworthy servers

Figure 4 shows the selection percentage of trustworthy
servers achieved with BTRM-WSN over WSNs composed
of 100 to 500 sensors with a percentage of malicious servers
from 10% to 90%.

As it is observed, the selection percentage is nearly
greater than 90% when the percentage of malicious servers
is less than or equal to 50%, regardless the size of the
WSN. And it remains obtaining qualified outcomes (above
the 70%) when the proportion of malicious servers is less
than or equal to 80%.
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Selection percentage get worse when the percentage of
malicious servers increases and even worse if the size of the
Wireless Sensor Network is greater.

Nevertheless, we can state that BTRM-WSN is resilient
to a dynamic behavior of the sensors composing the WSNs it
is running, if the percentage of fraudulent sensors is less than
80%. And the worsening is not too high when the number of
sensors increases.

5.2.2 Standard deviation of the selection percentage
of trustworthy servers

In Fig. 5 we can observe the standard deviation of the selec-
tion percentage of trustworthy servers achieved in this ex-
periment, using dynamic Wireless Sensor Networks.

We can see that the standard deviation remains quite low
and nearly undistinguishable when the size of the network
is greater than or equal to 200 sensors and the percentage of
malicious servers is less than or equal to 80%, which means
that, in those cases BTRM-WSN is very accurate and almost
always finds the same percentage of trustworthy servers.

If we are dealing with a smaller Wireless Sensor Net-
work or the proportion of malicious servers is greater than
or equal to 90%, however, this standard deviation increases
remarkably, being its maximum value a 19.35%, when the
tested WSN is composed of 100 sensors.

5.2.3 Average path length leading to trustworthy servers

As it can be checked in Fig. 6, the average path length ob-
tained in a dynamic environment is greater than in a static
one (see Fig. 3).

However, although the size of the network can reach high
values, the average path length never exceeds 8.66 hops in
any case, which is still a good outcome for Wireless Sensor
Networks.
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Fig.5 Dynamic WSNs. Standard deviation of the selection percentage
of trustworthy servers

Equally to the static scenario, when the size of the net-
work is lower and the percentage of malicious servers com-
posing the network is greater, then the average path length
also increases.

This experiment together with the selection percentage of
trustworthy servers and the standard deviation of that selec-
tion percentage constitute the proof that BTRM-WSN ob-
tains quite good and accurate outcomes over dynamic Wire-
less Sensor Networks, with a low influence from the size of
the networks and the percentage of malicious servers.

We can state, therefore, that BTRM-WSN presents a
technique to identify trustworthy servers that is suitable for
dynamic Wireless Sensor Networks.

5.3 Experiments and results over oscillating WSNs

Another tested scenario developed consisted of Wireless
Sensor Networks where the goodness of the servers belong-
ing to them could change along the time.

How a sensor decides to be benevolent or malicious at
each time is out of scope of this paper. We designed, there-
fore, our particular proposal as follows: after every 20 trans-
actions are carried out (i.e., after every client has had 20
transactions) all the benevolent servers composing the Wire-
less Sensor Network become malicious.

Now, in order to preserve the same percentage of mali-
cious servers, the number of previous benevolent servers, let
say np, is kept. Then nj, random servers are selected (note
that all of them will be malicious) and their goodnesses are
swapped so they become benevolent and the percentage of
malicious servers remains equal to the stage previous the os-
cillation.

With an oscillation scheme like this a benevolent server
could maintain its positive goodness since it could be ran-
domly selected to become benevolent when it indeed previ-
ously was benevolent.

Average Path Length
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Fig. 6 Dynamic WSNs. Average path length leading to trustworthy
servers
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Fig. 7 Oscillating WSNs. Selection percentage of trustworthy servers

5.3.1 Selection percentage of trustworthy servers

As we can see in Fig. 7, outcomes got here are quite similar
to those obtained in the previous experiment with dynamic
WSN.

It can be checked that the selection percentage of trust-
worthy servers is greater than 90% if the percentage of ma-
licious servers is approximately less than or equal to 60%,
regardless the size of the Wireless Sensor Network.

Moreover, reasonably good outcomes (those with a se-
lection percentage above the 70%) are obtained always the
proportion of fraudulent servers is less than or equal to 80%.

5.3.2 Standard deviation of the selection percentage
of trustworthy servers

Again, similar outcomes to the ones shown for static WSNs
about the standard deviation of the selection percentage
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Fig. 8 Oscillating WSNs. Standard deviation of the selection percent-
age of trustworthy servers

of trustworthy servers are achieved here, with oscillating
WSNs. Figure 8 depicts these results.

One more time the more variable behavior of the model
happens when the size of the tested WSNs is less than 200
sensors. In such situation a maximum standard deviation
value of 16.5% is reached when the proportion of fraudu-
lent servers is 90%.

Nonetheless, if the tested WSNs are composed of 200
sensors or more, and the percentage of malicious servers
is less than or equal to 70%, then the standard deviation is
undistinguishable and less than 2.4%.

5.3.3 Average path length leading to trustworthy servers

Figure 9 shows the outcomes about the average path length
of those routes found by BTRM-WSN leading to a trustwor-
thy server over oscillating WSNss.

It can be checked that these results are very similar to
the ones shown in Fig. 6, so the same conclusions can be
obtained.

The three last experiments demonstrate that BTRM-
WSN is also a feasible technique in order to find the most
trustworthy server over oscillating WSNss.

5.4 Experiments and results over static WSNs
with collusion

The last tested scenario consisted of static Wireless Sen-
sor Networks where a collusion among all malicious servers
composing the network was built. As explained in Sect. 4,
since in BTRM-WSN every sensor is the only one who can
manage the pheromone traces associated with its neighbors,
malicious servers could collude an falsely praise themselves
or slander benevolent servers.

We chose the worst situation, where both things occurred,
that is, every malicious server always had the maximum
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Fig. 10 Static WSNs with collusion. Selection percentage of trustwor-
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pheromone value for those of its neighbors who were also
malicious, and the minimum pheromone value for those
neighbors who were benevolent.

How every sensor knows if its neighbors are malicious or
benevolent is out of the scope of this paper.

5.4.1 Selection percentage of trustworthy servers

The worst outcomes about the selection percentage of trust-
worthy servers among all the tested experiments are reached
here and can be seen in Fig. 10.

Again, the first appreciation that can be done is the high
similarity of the five graphics corresponding to the five WSN
sizes tested. This means that BTRM-WSN is highly scalable
in a collusion scenario.

As it can be checked the selection percentage of trustwor-
thy servers remains greater than a 90% when the percent-
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Fig. 11 Static WSNs with collusion. Standard deviation of the selec-
tion percentage of trustworthy servers

age of malicious servers ir less than or equal to 60%. And
it produces qualified outcomes (above the 70% of selection
percentage) when the proportion of malicious servers is less
than or equal to 80%.

But if this percentage increases, however, then our model
is quite near to the limit of being useful in any way. Notice
that if the selection percentage is under the 50%, then the
model is completely useless.

5.4.2 Standard deviation of the selection percentage
of trustworthy servers

In Fig. 11 the standard deviations of the selection percentage
of trustworthy servers obtained by BTRM-WSN over static
WSNs with a collusion, are shown.

An interesting behavior happens here. In the previous
experiments the standard deviation remained very similar
when the size of the network was high and the proportion
of malicious servers was low.

However, here the standard deviation grows when the
percentage of fraudulent servers also increases and the size
of the tested Wireless Sensor Networks decreases.

This means that BTRM-WSN is less independent of the
number of sensors composing the network when a collusion
is formed.

5.4.3 Average path length leading to trustworthy servers

On the other hand, the best outcomes regarding the aver-
age length of the routes leading to trustworthy servers found
by BTRM-WSN over all the tested experiments are ob-
tained when a collusion takes place, as it can be observed
in Fig. 12.

This average path length never exceeds 1.55 hops, which
is a very low value. This means that most of the trustworthy

% Malicious Servers

Fig. 12 Static WSNs with collusion. Average path length leading to
trustworthy servers

servers found are very near to the client. It can also mean
that in such an adverse situation like this one (static WSNs
with collusion), BTRM-WSN is unable to find benevolent
servers which are too far from the clients.

And it makes sense getting these values. If the proportion
of malicious servers is low, it will be probable that some
benevolent servers stay near the clients. And if that per-
centage is high, then malicious colluding servers will avoid
clients’ ants to travel quite far in order to find benevolent
Servers.

5.5 Energy consumption

Energy consumption is a critical issue when dealing with
wireless sensor networks, since these ones are commonly
composed by resource-constrained devices with limited fea-
tures in terms of processing, memory and communicating
capabilities.

Therefore, we could not ignore this topic in our trust and
reputation model, so we developed a last experiment aimed
to measure the average energy consumption needed by our
approach.

As pointed out by [19, 20] the power required by a sensor
in a WSN can be seen as a function of the distance. Differ-
ent energy models can be used to estimate the energy re-
quired by a sensor s to send a message far enough to reach
another sensor placed at distance d. In the most commonly
used model, the energy consumption for transmitting a mes-
sage at distance d is:

Ed)=d*+C

where « € [2, 6] represents the media attenuation factor and
C is a constant denoting the power used to process the radio
signal (note it is a dimensionless measurement).
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Table 2 Static WSNs. Average energy consumption per sensor

Number of sensors

100 200 300 400 500
10% 12x10" 1.1x10"° 1.0x10% 6.8x10"7 3.6x10'8
20% 13 x10™ 1.0x10° 1.1x10% 7.0x107 3.7x10'8
30% 1.6x10™ 1.2x10° 1.1x10% 7.5x107 3.8x10'8
40% 2.0x 10" 13x10"° 12x10% 7.8x10"7 4.0x10'8
50% 1.9x10™ 1.4x10° 1.4x10 85x107 44x10'8
60% 2.8x10™ 1.4x10° 15x10% 1.0x10'"® 50x10'8
70% 2.7x 10 22x10° 1.9x10 1.2x10® 6.2x10'8
80% 5.0x 10" 3.0x10' 3.1x10° 1.8x10"® 8.6x10'®
90% 9.3 %10 09x107 0.7x10"® 6.8x10"® 2.6x10"

Following these authors’ direction, we have chosen a
value of & = 4 and C = 10%. Additionally, the sensors
belonging to our generated networks are spread along a
10000 m? area, and each of them has a radio range of 10 me-
ters.

We have collected the energy measurements from the ex-
periments developed over static wireless sensor networks,
which constitutes the worst scenario, since every sensor is
permanently awake. The outcomes can be observed in Ta-
ble 2.

Two direct consequences can be deducted from the table.
On the one hand, the bigger the number of sensors is, the
higher is the energy consumption. And on the other hand,
the greater the percentage of malicious sensors is, the higher
is the power consumption as well.

The increase of energy needed as the size of the network
grows is explained because it implies an increase in the den-
sity of the network too. So the average number of links in-
creases rapidly and, therefore, a higher number of messages
are sent.

Regarding the percentage of malicious sensors, in a net-
work where this kind of sensors are in majority it is more
difficult to find a benevolent one and, consequently, more
messages need to be sent as well.

5.6 TRMSim-WSN. Trust & reputation models simulator
for WSNs

In order to carry out all the explained experiments we have
developed a Java-based Trust & Reputation Models Simula-
tor for WSNs, called TRMSim-WSN [21].

It allows a user to test BTRM-WSN over all the sce-
narios described in this paper (static, dynamic, oscillating
and collusion), and even combinations of them, deciding the
number and size of WSNs and the number of transactions or
executions of the model carried out by every client. It also
allows to set the percentage of clients, relay servers (those

@ Springer

not providing the service requested by the clients), and ma-
licious servers.

The wireless range of every sensor can be set as well,
determining thus the topology of the network by means of
determining every sensor’s neighbors.

Currently it only implements BTRM-WSN and PeerTrust
[22] models and allows to tune their parameters, but we are
planning to implement additional trust and reputation mod-
els for WSNs in order to make a comparison among them.

Figure 13 shows a snapshot of TRMSim-WSN, which
can be downloaded from [21], where a more complete doc-
umentation of the simulator can be found.

6 Conclusions and future work

Managing trust and reputation in Wireless Sensor Networks
(WSN5s) in an efficient, accurate and robust way has not been
completely solved yet. Providing this management would
notably increase the security in such a sentient environment,
supporting thus its development and deployment.

In this paper we have proposed a Bio-inspired Trust
and Reputation Model for WSNs, called BTRM-WSN. It
is based on the Ant Colony System (ACS) and a complete
description of its main features has been shown. We have
seen how the pheromone traces deposited by ants help next
ants to find the most trustworthy server through the most
reputable path all over the network.

Specifically we have explained how the pheromone up-
dating is carried out, as well as how to measure the qual-
ity of a path or how to punish or reward a server de-
pending on its behavior. We have described the ants tran-
sition and stop condition scheme followed in our model,
too.

A set of experiments over static WSNs (not changing its
topology along the time) have been carried out. The out-
comes achieved in the three developed experiments demon-
strate that BTRM-WSN fulfills reasonably well the initially
stated expectations about security, scalability and lightness
in WSNs.

We have also tested our model against dynamic Wireless
Sensor Networks, where some nodes switched off for awhile
if certain conditions occurred (changing thus the topology of
the network), against oscillating WSNs, where the goodness
of the servers changed along the time, and against static net-
works with a collusion scenario among malicious servers.
It has been demonstrated that BTRM-WSN obtains accu-
rate, robust and scalable outcomes in most of the situa-
tions.

Specifically, if the percentage of malicious servers is be-
low the 60%, the selection percentage of trustworthy servers
remains above 90% in most of the cases with a standard de-
viation never greater than 7.62%, regardless the size of the
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TRMSim-WSN Trust & Reputation Models Simulator. for, Wireless Sensor Networks
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Finishing simulations at Thu Feb 19 19:55:30 CET 2008...
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Starling simulations at Thu Feb 19 19:54:23 CET 2009...

4

Fig. 13 Snapshot of TRMSim-WSN, a trust & reputation models simulator for WSNs

network. And if the proportion of fraudulent servers is under
a 80%, we can reach a selection percentage of trustworthy
servers up to 70%.

It has therefore been proved that BTRM-WSN is highly
scalable, accurate, light and robust. Its main deficiencies
come when the percentage of malicious servers is greater
than or equal to 90%. So the key factor that makes our
model failing when searching the most trustworthy server
through the most reputable path is that proportion of fraud-
ulent servers.

We have proposed two versions of our model, depending
on the capabilities of the WSN we are dealing with and on
the security restrictions we would like to apply. Thus, the

first version is lighter and more scalable while the second is
more resilient and accurate.

Regarding security, we have identified and described
some security threats that could be applied in our model
and other similar trust and reputation models for WSNs.

This paper opens, however, several future ways. For in-
stance, we have used the same parameters of our model in
every case. We think it would be better if each client could
decide the values of its parameters and, even more, auto-
adjust them along the time, in order to get a better perfor-
mance.

We also need to improve the outcomes got when the pro-
portion of malicious servers is equal to 90%, and specifi-
cally, when a collusion is formed.
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Further theoretical explanations about the performance
variation between the scenarios in Sect. 5 will be considered
as an extension of our work.

Finally, we are planning to add more functionality to our
visual simulator TRMSim-WSN. Our intention is to make it
as much generic as possible, so it can be easily used in order
to test any other trust and reputation model over WSNs.
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