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Abstract In the modern society, the rapid development of
IT and distribution of the internet and computers through
super-high speed networks have led to the new cultural turn-
ing point called u-knowledge-based society. Such a change
has contributed to the environment where digital materials
rapidly increase and communication infra is expanded, and
thus image and sound information can be shared through IP
network as demand for integrated service is increasing. In
providing IPTV through IP network, IPTV may result in ille-
gal control, illegal contents distribution, service theft, access
of unapproved ones, sniffing, tapping, DoS (Denial of Ser-
vice) attack, War Dialing attack, man-in-the-middle attack,
Rogue Device attack, harmful software infection, which all
indicates the security vulnerability. As such various weak-
nesses exist, this study research the subscriber authentica-
tion technology of AAA mechanism to provide mobile IPTV
services so as to security and efficiency in terms of sub-
scribers in the next generation mobile IPTV.

Keywords Authentication · Authorization · Accounting ·
Mobile IPTV

1 Introduction

IT technology is advancing into ubiquitous environment as
the Internet and mobile devices develop. Such a change will
provide users with various services, and require for them
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is increasing rapidly as users want services even while us-
ing mobile devices. When it comes to the domestic market
scale of the next generation telecommunication, the use of
services via mobile devices is expected to be ubiquitous en-
vironment centering.

However, in spite of the possibilities of advancement and
various services, the wireless environment has many risks
and weaknesses compared to existing wire networks. For ex-
ample, wireless environment for mobile devices has risks of
sniffing, tapping, DoS (Denial of Service) attack, man-in-
the-middle attack, Rogue Device attack, harmful software
infection, which show the security vulnerability, as well as
the risks of existing wireless environment. In other words,
in receiving IPTV via IP network, IPTV also has security
vulnerability such as illegal control, illegal contents distri-
bution, service theft, access of unapproved ones, sniffing,
tapping, DoS attack, War Dialing attack, man-in-the-middle
attack, Rogue Device attack, harmful software infection,
etc. [6, 14]. With such various weaknesses, this study in-
cludes the research on subscriber authentication technology
in AAA (Authentication, Authorization, Accounting) mech-
anism to provide mobile IPTV services. The organization
of this paper is as follows. Section 2 presents the overview
of IPTV and AAA, security threat of IPTV and security re-
quirements. Section 3 analyzes CAS and DRM, the existing
IPTV security technologies. Section 4 presents secure sub-
scriber authentication technologies to provide mobile IPTV
services. Section 5 analyzes proposed scheme, and lastly,
Sect. 6 describes the conclusion and future study.

2 Background

This section presents the overview of bilinear pairing and
AAA, and analyzes security threat and security require-
ments with regard to existing IPTV.
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2.1 AAA

The AAA (Authentication, Authorization, and Account-
ing) standard devised by the IETF working group is ap-
plicable to the Diameter protocol. The stage was reached
where an AAA protocol appropriate for the next-generation
roaming environment was established, without restricting
the existing RADIUS (Remote Authentication Dial In User
Service) protocol. For this protocol standard, a formal
working group was formed in December 1998, and the
applicable AAA protocol was named Diameter. The ba-
sic structure of the Diameter protocol is divided into
transmission protocols that include SCTP (Stream Control
Transmission Protocol), a base protocol that includes ac-
counting functions, and various high level application pro-
tocols.

With the extension of IP-based Internet, there is an in-
crease in demand for accessing the network in wireless
mobile environments. Even in wireless environments, there
were multiple service environments for users, including QoS
(Quality of Service) provision or pre-payment card and oth-
ers. In order to satisfy requirements of users, wired and wire-
less businesses must provide secure and high level services
for legitimate users. The AAA protocol is an essential ele-
ment for such secure network access, mobile service, user
authentication, authorization and accounting processing. In
1991, the AAA protocol was proposed with the Radius pro-
tocol by Livingston Company, and provides an AAA ser-
vice for the SLIP (Serial Line Internet Protocol) or PPP
(Point-to-Point Protocol) linkage service within the manage-
ment domain in its first version. However, at present, ser-
vice networks are gradually evolving into open-types, and
networks are evolving into a series of multiple domain en-
vironments. Therefore, the IETF AAA working group is fo-
cused on the standardization of the Diameter protocol for
providing AAA services appropriate for the roaming envi-
ronments. In the case of domestic environments, within the
recent mobile Internet business domain, the relevant busi-
nesses are quickly working on providing Mobile IPv4 and
Mobile IPv6 services. For such mobile environments, AAA
services between domains must be applied. For practical
services in environments, there is a need for technologi-
cal development in accordance with the existing standard,
however, technological development of the mutual opera-
tion test is required, to determine if interworking is pos-
sible between the standard adaptability test and products.
From domestic standardization organizations and foreign
standardization organizations, once the Diameter protocol
standard is completed and the mobile Internet environment
is standardized, the use of the Diameter protocol will expand
rapidly, and the market is expected to grow more rapidly
[1–3, 5, 9, 10, 12].

2.2 Security technology of IPTV

As representative IPTV security technologies, the overview
of CAS and DRM is presented, and the characteristics, ad-
vantage and disadvantage are analyzed.

2.2.1 CAS

CAS (Conditional Access System) has been used as the ba-
sic system to control users’ access to charged broadcast-
ing services since the time of analogue broadcasting. Ac-
cess conditions of CAS control include subscription fee pay-
ment, receiving regions, receiving grades, etc. Thus, CAS in
principle aims to protect the business and profits of charged
broadcasting service providers.

When it comes to standard, DVB CAS in Europe, and
ATSC CAS in USA were established. Besides, OpenCable
CAS is the standard for digital cable TV in USA based on
ATSC CAS. Although there are standards for CAS, the de-
tails regarding specific representation of CAS have yet to be
defined. Coexistence of many CASs may be possible, but
the compatibility of different kinds of CASs is not secured.
The authority given to users who apply for certain broad-
casting services is called Entitlement, and CAS controls the
access so that only qualified users can receive the services.
The items applied may be certain programs, or a set of TV
channels.

CAS has gained reliability from various broadcasting ser-
vice providers since it is a contents security solution that has
been used for existing services, but the condition of IPTV
service is somewhat different. This is a fundamental mat-
ter of CAS introduced based on the structure suitable for
one-way broadcasting. CAS is a polling type system, not
Request/Response structure, and has the fundamental prob-
lem wasting transporting streams. EMM (Entitlement Man-
agement Message) with information only for qualified users
is transmitted via broadcasting media, and in consideration
of the characteristic of broadcasting that all users share the
bandwidth of one medium, every EMM chasing set-top box
for a certain purpose always wastes the bandwidth. CAS
standard adopts separate hardware such as smart cards and
POD (Point Of Deployment) modules, and the necessity of
such hardware results in service charge increase in general,
and thus more burden to subscribers. As well as inner prob-
lems of CAS, the fact that CAS is an access controlling so-
lution to transmitting channels for contents causes difficul-
ties of directly responding to such functions as pure VOD
(video on demand) and PVR (PVR (Private Video Record-
ing) under the environment of IP network. In this regard, the
POD module structure defines contents protection functions
to some extent, but in the end, the basic problems are not
solved since it is focused on only transmitting channel pro-
tection.
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Especially as for hard disk contents storage, the advanced
service of IPTV, illegal copy prevention and access control
have yet to be provided. Management of safety keys to con-
sistently manage saved contents and payment and authority
control of various services such as VOD should be first dealt
with in relation to IPTV service security [6, 13].

2.2.2 DRM

DRM (Digital Right Management) is a technology used to
manage intelligent property of digital contents in Internet-
based environment. To prevent illegal copy, data encryption
of digital contents and license for certified users and termi-
nals are required in controlling contents. License includes
authority on contents and decryption keys. Only when the
requirements for use are met, decryption is executed. By
protecting the whole process through Tamper Resistance
technology, illegal leak of contents by hackers is prevented.

Since DRM is a technology developed for Internet and
PC based contents distribution, this is a contents protection
technology suitable for IPTV service. Originally, this aimed
to prevent contents illegal copy online, and thus CAS func-
tions are presentable only with DRM as for IPTV services.
Not only available are various payment methods such as
subscription, PPV, VOD, Usage Metering, Prepay, Post Pay
etc., but also cost-saving effects by excluding POD mod-
ule or smart cards are outstanding as well. The modification
and upgrade of security related modules mounted in a set-
top box as well as the management of the key and author-
ity of saved contents are very convenient because of the ba-
sic structure of DRM. In existing broadcasting systems, the
leak through intermediate distribution channels was always
possible, but DRM enables End-to-End Content Protection
from the contents provider and end user, which is one of
the most outstanding advantages. When there is no return
path to apply for license issue, however, DRM as well needs
ECM (Entitlement Control Message)/EMM function just as
CAS [6, 14].

2.3 Bilinear pairing

Bilinear pairing is a problem in discrete mathematics about
ellipses that was simplified by reducing it to a discrete log-
arithm of a finite field. It was originally proposed as a map
that attacks a conventional crypto-system. Recently, an en-
cryption map for information protection was used, instead
of an attack map, so, Bilinear Pairing is equivalent to a Bi-
linear Map. The following terms are used as stated in this
paragraph and this theory is defined below [11].

Characteristics that satisfy an Admissible Bilinear map
are as follows.

• Bilinear: Define a map ê = G1 × G1 → G2 as bilinear
if ê(aP, bQ) = ê(P ,Q)ab where all P,Q ∈ G1, and all
a, b ∈ Z.

• Non-degenerate: The map does not relate all pairs in G1 ×
G1 to the identity in G2. Observe that since G1,G2 are
groups of prime order, this implies that if P is a generator
of G1, then ê(P ,P ) is a generator of G2.

• Computable: There is an efficient algorithm to compute
ê(P ,Q) for any P,Q ∈ G1.

Based on the bilinear premise, the following definition
was constructed.

ê(aP, bQ) = ê(P , bQ)a = ê(aP,Q)b

= ê(P ,Q)ab = ê(abP,b) = ê(P , abQ)

From this premise, for ellipses, the D-H (Diffie-Hellman)
decision problem can be easily solved via the following
equation.

ê(aP, bQ) = ê(cP,P ) ⇒ ab = c

Therefore, the following is the basis for resolving the diffi-
culties of the bilinear premise that is used as an encryption
tool by many encryption protocols. When elements G1, P ,
aP , bP , cP (BDHP, Bilinear Diffie-Hellman Problem) are
given, this refers to ê(P ,P )abc calculation problem. This
problem can be solved if the ellipse curve discrete mathe-
matics problem can be solved. For example, a can be cal-
culated from aP , then ê(P ,P )abc can be calculated through
ê(bP, cP )a .

2.4 Security threats and requirements

IPTV is a brand-new service combining the Internet and
broadcasting. All risks in terms of security in existing In-
ternet and broadcasting services remain, and some of them
as for the subscribers are as follows.

2.4.1 Security threats

Security threats in IPTV include as follows:

• Personal information security exposure: there are pos-
sibilities that personal information security exposure
through illegal access of a third party such as identifica-
tion information and payment related information results
in monetary loss to subscribers.

• Masquerade: a malicious third party may be disguised as a
legal subscriber through a communication channel that is
not secure, and receive authentication and services. Thus,
security should be secured regarding such illegal access.

• Session hijacking: session hijacking is a way of attack
detour an authentication procedure to a server or a sys-
tem. First, an attacker blocks the user from accessing to
a session in such ways as DoS attack, and then steals the
session to a server to acquire the access authority with-
out log-on. Not only sessions but also all information
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exchanged between the server and user could be tapped
through hijacking [5].

• Data tapping: Since the data transmitted via a communi-
cation channel may be exposed to an attacker, the pos-
sibilities to analyze confidential information even when
a third party acquires data should be removed to prevent
tapping attack.

2.4.2 Security requirements

Basically, the following security requirements should be
taken into consideration:

• Confidentiality: the data used in communication should
be recognizable only by legitimate users. Attackers must
be prevented from noticing the source of data, destina-
tion, time, length, traffic characteristics of communication
channels, etc. Confidentiality is secured through encryp-
tion preventing information analysis.

• Integrity: Data saved in an information system or trans-
mitted through a network must be protected from falsi-
fication. When the data are falsified, deleted, or altered,
the fact should be confirmable. Such ways as electronic
signature are used to notice illegal modification of trans-
mitted data.

• Authentication: it is vital to secure confidentiality in au-
thentication services. The source of messages and elec-
tronic documents transmitted by a user, and whether the
identification is false should be confirmable.

• Access control: Access authority over all reading and
modification of resources should be clearly confirmed so
as to prevent any unauthorized access. The access control-
ling level could be heightened by utilizing invasion pre-
venting systems in networks and access controlling func-
tions in operating systems. Besides, unauthorized users
cannot use services.

3 Related work

This section describes existing KERBEROS authentication,
mobile commerce schemes as well as their characteristics
and advantages/disadvantages.

3.1 Kerberos

Kerberos uses the centralized authentication server and its
encryption method uses the symmetric encryption for the
authentication. So as the user to get the service, the user re-
ceives the ticket-granting ticket issued from the authentica-
tion server and service-granting ticket from the ticket grant-
ing server. The user should remember a password agreed in
advance for accessing to each of Kerberos member. The cur-
rent Kerberos protocol is developed from version 4 to ver-
sion 5 and it is standardized to IETF RFC 4120 [8]. In this

case, the Kerberos protocol has a weak point in password
and ticket granting server distributes the session key so that
the anonymity and privacy are not offered as it can reveal
the message information transporting between the user and
service providing server. Also, it has a problem generating
the delay while requesting the authentication as Kerberos
server is divided into authentication server and ticket grant-
ing server.

3.2 Authentication mechanism for anonymity and privacy
assurance

This research designed a more efficient authentication
mechanism by using the EAP-TLS authentication method
and the Symmetric-Key Key Establishment scheme so the
user gets provided various services through the Internet. The
suggested mechanism provides SSO (Single-Sign On) ser-
vice, user anonymity and privacy as the contents provider
affiliated to the authentication server can use the service
without a separate login process when the user gets the
authentication from the AAA server through the authenti-
cation method. When the user uses the services requiring
anonymity, it secures the anonymity of the user and ex-
changes the session key for the secure data transport be-
tween the user and content provider, without exposing it to
the authentication server. It secures the user privacy as each
content provider uses a different session key [7].

3.3 Mobile commerce AAA mechanism

Wireless LAN is rapidly becoming a crucial component in
next-generation mobile communication. Despite this suc-
cess, there are user privacy and access control issues such
as authentication problems and accounting and billing prob-
lems. Especially in the accounting field, research about
packet accounting based on IP is insufficient, thus, several
ISP’s adopted a fixed-sum accounting system. This paper
presents a packet accounting model in AAA mechanism
compatible with international standards of mobile com-
merce and the verification results [4]. However, the disad-
vantage is that the payment confirmation and recharge must
proceed via a separate process and the home authentication
server and billing server overhead may increase.

4 Subscriber authentication technology for mobile
IPTV service offer

As to subscriber authentication technology to provide mo-
bile IPTV services, Fig. 1 describes that in a home network
environments, the device receives authentication from the
home authentication server, receives the authorization ticket,
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Fig. 1 (Color online) Whole flowchart

presents the authorization ticket to the home network ser-
vice, and receives IPTV services. In addition, when the de-
vice uses IPTV services by another service provider, the au-
thorization ticket issued by the inner home domain of the
foreign home is provided, the authentication is given, and
services are presented.

4.1 System parameters

The system parameters used in this scheme are as follows.

• *: Objects (D: Device, AAAH: Home Network Authen-
tication Server, AAAL: Foreign Network Authentication
Server, Streaming Server: IPTV Streaming Server)

• ID∗: Identification of *
• OTP: One-time password
• g: Generator with order n − 1 in Z∗

n

• h(): One-way hash function
• CT : Synchronization counter value
• e : G1 × G1 → G2 Bilinear map
• E∗[ ]: Encryption with key of *
• Sign∗: Signature of *
• KS: Shared symmetric key between D and AAAH
• service_key: Shared service key between AAAH and

Streaming Server
• KU∗: ID-based public key of *
• KR∗: ID-based private key of *

4.2 Proposed protocol

Proposed protocol consists of the IPTV device authentica-
tion and authorization issues phase in the home network, and
the IPTV device authentication phase in foreign network. It
is supposed that the symmetric key between the device and
home network authentication server is distributed ahead of
time.

4.2.1 IPTV device authentication and authorization ticket
issue phase

When the device requests the home network authentication
server to present authentication, the authentication server is-
sues the proper authorization ticket, and transmits the au-
thorization ticket and ID to the streaming server. The de-
vice presents the authorization ticket to use mobile IPTV
services. Figure 2 shows the procedure IPTV device authen-
tication and authorization ticket issue protocol.

Step 1. IPTV device generates OTP after XOR operation
and hash of the serial number and symmetric key, and gen-
erates ID based private key/public key pair. To request the
authentication, the device’s ID, home authentication server
ID, OTP and counter are encrypted by symmetric keys and
transmitted.

OTP = h(PIN ⊕ KS ⊕ CT)

KUD = IDD
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Fig. 2 IPTV device authentication and authorization ticket issue phase protocol

KRD = IDD • gOTP

IDD, IDAAAH,EKS[OTP,CT]
Step 2. The home network authentication server gener-

ates OTP based on the values transmitted and saved in the
database, and compares them with OTP sent by the device
for authentication. Upon completion of authentication, the
private key/public key pair are generated based on the ID
of the home network authentication server, the authoriza-
tion values and authorization ticket are generated and then
encrypted through the device public key, and finally trans-
mitted.

OTP′ = h(PIN ⊕ KS ⊕ CT)

OTP?OTP′

KUAAAH = IDAAAH

KRAAAH = IDAAAH • gOTP

Authorization Value = e(KRAAAH,KS • IDD)

Authorization Ticket = IDD, IDAAAH

,SignAAAH[h(Authorization Value)]
EKUD

[Authorization Value,Authorization Ticket]
Step 3. The device certifies the values transmitted by

the home network authentication server, especially the ac-
quired private key, home network authentication server ID,
and symmetric key, by means of Admissible Bilinear Map.

Authorization Value′ = e(KRAAAH,KS • IDD)

Authorization Value?Authorization Value′

Step 4. The home network authentication server encrypts
the device ID and authorization ticket through the service
key shared with the streaming server, signatures on them,
and then broadcasts them.

EService keyAAAH−Streaming Server
[SignAAAH[IDD

,Authorization Ticket]
Step 5. The device presents the ticket to the home net-

work service, the home network service certifies the ticket,
and then provides the device with services.

4.2.2 IPTV device authentication phase in foreign network

In this step, for the device to move to foreign network and
use mobile IPTV services, the foreign network authentica-
tion server is given the authorization ticket issued by the
home network authentication server for authentication and
providing services (refer to Fig. 3).

Step 1. The device encrypts the authorization ticket is-
sued by the home network authentication server by means
of the public key of the home network authentication server,
and transmits to the foreign network authentication server
with the ID.

IDD, IDAAAH,EKUD
[Authorization Ticket]

Step 2. The foreign network authentication server trans-
mits the values from the device to the home network au-
thentication server, the home network authentication server
certifies the authorization ticket, signs on the authorization
ticket for services, and then transmits it to the foreign net-
work authentication server. The foreign network authenti-
cation server broadcasts the ticket to the foreign streaming
server.

EKUAAAH [Authorization Ticket]
Access_Accept,SignAAAH[Authorization Ticket]
EService keyAAAH−Streaming Server

[SignAAAL[IDD

,Authorization Ticket]
Step 3. The device presents the ticket to the foreign

streaming server, and then the streaming server certifies it,
and prevents services to the device.
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5 Analysis

The proposed methods are analyzed according to the gen-
eral security requirements in Sect. 2, security requirements
against attacks, and security requirements in different net-
works. Table 1 presents the analysis result.

5.1 Security threats analysis

• Personal information security exposure: Personal infor-
mation of users may be exposed by illegal access or hack-

ing of a third party, which can cause monetary loss. Thus,
to prevent leak of personal information, data on a trans-
mitting channel should be encrypted, and the authentica-
tion and authorization information should be managed in
a form of a ticket to minimize the revealing of personal
information.

• Masquerade: A third party may disguise himself as a legal
user, and receive authentication or services. Thus, OTP is
used, and the information is encrypted through ID based
public key/private key pairs to protect it from masquerade.

Fig. 3 IPTV device
authentication phase protocol in
foreign network

Table 1 Analysis of proposed scheme

Kerberos Authentication Mobile commerce Proposed scheme

mechanism for AAA mechanism

anonymity and

privacy assurance

Confidentiality Symmetric key Public key and Symmetric key Symmetric key and

symmetric key ID-based public key

Integrity Non offer Implicit integrity offer Hash function OTP and

authentication

Authentication Shared password EAP-TLS Challenge-response Using OTP and

Ticket

Access control Unauthorized device is not accessed

Personal • • • Ticket

information security

exposure

Masquerade • • Signature

Session hijacking Nonce Timestamp and Nonce and sequence Counter-based OTP

lifetime and authorization

value

Data tapping Secure

Efficiency Delay of ticket issue Non offer roaming Overhead of Fast roaming

authentication server authentication and

and roaming reduced home

problems authentication server
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• Session hijacking: Attackers may acquire access without
proper procedures by snapping sessions on the commu-
nication channel. They also may steal the session through
hijacking and even tap all information exchanged between
the server and user. Thus, the time limit for sessions is set
through counter-based OTP, and the authentication values
are not exposed even when the session is stolen to prevent
any risk of hijacking.

• Data tapping: Since the data transmitted through commu-
nication channels may be exposed to attackers, to prevent
any tapping attack, the secret values should be prevented
from analyzing even when a third party acquires the data.
In forming the secrete values, the data integrity and con-
fidentiality are secured through hash values.

5.2 Security requirements analysis

• Confidentiality: The data used in communication must
be readable only by legal users. The proposed method
is the public key/private key pair (KUD = IDD,KRD =
IDD • gOTP) based on the symmetric key KS) and ID
shared between the device and home network authenti-
cation server. In each step, encryption secures confiden-
tiality.

• Integrity: Any falsification and destruction of data trans-
mitted through networks or saved in information systems
should be prevented. The proposed method uses hash val-
ues to secure integrity.

• Authentication: The falsehood of a user should be cer-
tified. The proposed method uses synchronization OTP
(OTP = h(PIN ⊕ KS ⊕ CT)), and certifies Admissible
Bilinear Map based authorization values (Authorization
Value = e(KRAAAH,KS • IDD)) and authorization tickets
to provide certified services.

• Access control: It is necessary to classify the authority
over access such as reading and modifying information
resources so as to prevent any unapproved access attempt.
Any device without authentication cannot be given an au-
thorization ticket as well as foreign network access and
services.

6 Conclusion

As IT is rapidly developed, and the Internet and comput-
ers are widely distributed, which speeds up the expansion of
digital materials and communication infra, image and voice
information based on IP network connection are shared, and
the demand for integrated services is increasing. In addition,
the demand for mobile IP network that provides mobility
among users based on the next generation network tech-
nology is more and more increasing. However, a number
of problems are expected in terms of security on the other

side of activation of IPTV services, and security threats will
increase in mobile environment. Thus, development of se-
curity technology is of importance to provide mobile IPTV
services safely and efficiently.

This study includes the investigation on subscriber au-
thentication technologies in AAA mechanism to provide
mobile IPTV services, and to present safe, efficient services
regarding IPTV services by means of mobile devices. For
subscriber authentication, counter-based OTP and Admis-
sible Bilinear MAP based authorization ticket method are
used, and even when the service channel is changed from
home network to foreign network, the mobile IPTV services
are consistently provided by means of authorization tickets.
In the future, there should be ways to provide both service
analysis and IPTV standards and compatibility through per-
formance evaluation.
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