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Abstract In this paper, we have collected the requirements
for Digital Rights Management from various sources, and
presented them as a set of 11 requirements, associated with
five categories. We discuss each requirement, provide the
motivation for each entry, and illustrate how each one could
be achieved. Four example commercial DRM systems are
briefly explained, and the requirements that they meet are
presented in tabular format. None of the example systems
meet all the requirements that we have listed. The security
threats that are faced by DRM systems are briefly discussed.
All of the example systems are based on unicast data dis-
tribution. The use of multicast data distribution can help the
source of the data and the underlying network to reduce their
resource requirements when distributing high-quality con-
tent at minimum cost and delay. Up to now, there has been
little motivation to use standard Internet Protocol multicast
because it does not support any protection mechanisms for
the delivered data. Given that significant progress has been
made by other researchers in providing “secure” multicast
data distribution, we explore how the use of secure multicast
as a distribution technology can bring significant improve-
ment for some requirements, while making the achievement
of others more difficult. We review how the architecture of
the distribution must change to permit capturing the advan-
tages of multicast distribution while retaining as much as
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lems are identified.
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1 Introduction

In the early years of producing content, the relationship be-
tween the content owners and the content consumers was
based on physical objects, e.g., books. The content pub-
lisher, who was responsible for publishing these books,
would try to prevent consumers from compromising this ser-
vice and producing illegal copies. If s/he used special paper
that prevented copiers from producing (illegal) high qual-
ity books, the protection of the content owner was somehow
assured [1].

The increasing reliability of the Internet and the ad-
vanced technologies used to generate digital multimedia
have changed the distribution methods for multimedia con-
tent from physical forms into digital forms. From now on,
we use the word content to refer to digital multimedia con-
tent (audio, video, image, e-book, etc.). This new technology
draws intelligent artists’ attention, converting their “tangi-
ble” [2] intellectual property into equivalent digital forms
and then advertising their innovations to the whole world
for little cost, especially when knowing that millions of cus-
tomers can easily connect to the Internet.

Compared with a content distribution service for “tangi-
ble” intellectual property, a digital service has the potential
to increase the content producer’s profit. However, it has the
disadvantage that a person (paying subscriber or not) can get
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a copy of the content and start to re-distribute it. This has led
to the creation of Digital Rights Management (DRM) sys-
tems, which are intended to protect the content producer’s
rights to distribute the content, and thus retain his/her profits.

Content distribution has traditionally been based on a
one-to-one relationship between the content provider and
the end user. These two parties agree (implicitly or explic-
itly) on the mechanism(s) to be used (in the content server,
on the wire, and in the receiving host) to protect the digital
content from various threats, whether they come during data
transmission, or after the data have arrived at the receiver.

The management of the digital rights has been the direct
responsibility of the content provider. The resources of the
Network Service Provider have been used solely to “move
the data”. The only negotiation required between the content
server and the network has been to ensure that the necessary
resources are available to deliver the required Quality of Ser-
vice, using, for example, the Resource Reservation Protocol
(RSVP) [3].

DRM systems are designed to guard intellectual property
against digitally related criminal actions. DRM systems al-
low intellectual property owners to embed control in the de-
livered products to get back some of the money they spent
developing it. DRM systems can be defined as cooperative
and organized efforts between trusted entities and tools to
achieve consistent and persistent control over digital prod-
ucts [4-6]. The phrase “persistent control” is used to im-
ply control for a certain period of time, but (typically) not
“forever”. After a certain time, the content may become
available for free, not because the owners of the copyright
have given it up, but rather, because they stop enforcing
it. This is because the cost of satisfying demands for new
copies is more than the content producers’ revenue, and they
have already achieved sufficient return on their investment
[2,7, 8].

While this one-on-one content distribution model is (rel-
atively) simple to implement, it has the disadvantage that
the load on the content server increases in direct propor-
tion to the number of end users served. As the demand for
content distribution increases, the content provider becomes
unable to support all potential subscribers, because they ex-
ceed his/her resource capacity (throughput bottleneck). New
users who exceed the provider’s capacity have to wait until
the provider finishes serving old customers, which of course
will cause the desired service latency of the new users to be
exceeded.

Multicast as a distribution mechanism lowers the cost and
latency needed to simultaneously deliver QoS real-time mul-
timedia (digital TV channels, movies and distance learning)
to multiple receivers. Multicast delivery works most effi-
ciently in circumstances where large numbers of customers
are lined up waiting for the same service. In these instances,
it makes sense to replicate data packets within the network
as is done in native Internet Protocol (IP) multicast.
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Standard IP Multicast [9] provides no control over the
end users, and no security. Hence it is not suitable for distri-
bution scenarios where the end user is to be charged. How-
ever, considerable work has been done on multicast data pro-
tection [10-12], participant access control for end users [13]
and senders [14], access policies [15], and architectures for
managing secure multicasting [16—18]. Procedures for man-
aging Quality of Service for multicast streams have been
available for many years using RSVP [3]. Thus, most of the
pieces are in place for establishing a “Secure Multicast” en-
vironment.

However, except for one patent [19], we have not been
able to discover any published DRM system that accommo-
dates the requirements of multicast-based systems.

Our primary goal is to formulate requirements for DRM
in multicast systems. A reasonable expectation would be
that these requirements would be extensions/adaptations of
the requirements for DRM in unicast (one-to-one) environ-
ments. As we were not able to find any comprehensive for-
mulation of these (unicast) requirements, the compilation of
a basic list of requirements became a goal as well.

In this paper, we will explore what is being accomplished
in the DRM world, extract the requirements from that envi-
ronment, and then we will go through how those require-
ments shift from unicast to multicast. In summary, we have
three contributions:

1. Collect and categorize the major requirements for DRM
systems.

2. Propose the major requirements for acquiring “persistent
protection” for multicast content distribution.

3. Show the comprehensive study behind these require-
ments.

In Sect. 2 we will discuss two related fields: secure mul-
ticast content distribution and DRM systems. In Sect. 3, we
will study the DRM system in detail and discuss its require-
ments and the motivation behind these requirements. We
will then propose the generic DRM architecture. Section 4
will show current DRM solutions and discuss four exam-
ples of DRM models and their limitations. Section 5 dis-
cusses the threat model. Section 6 browses secure multicast
architectures and the need to apply DRM for that model. In
Sect. 7, we will discuss the challenges for applying DRM
requirements for multicast and come out with a set of new
requirements. Afterward in Sect. 8, we will give a compre-
hensive study for the requirements introduced in Sect. 7. In
Sect. 9, we offer our conclusion and suggestions for future
work.

2 Related work

In this section we will explore some of the related works
that demonstrate general requirements for adding data pro-



Requirements for enforcing digital rights management in multicast content distribution 5

tection and access control functions for IP multicast and de-
ploying DRM systems. The Internet Engineering Task Force
(IETF) Secure Multicast (MSEC) working group proposed
the Multicast Group Security Architecture (MGSA) [11] as
a reference framework that provides clear-data concealment
to the traditional IP multicast. MGSA introduces the need
for efficient key management and distribution as well as
the requirements for manipulating and carrying out access
control for multicast content; however, they do not mention
the requirements for accounting for the content usage. Af-
terwards, scalable key management protocols and schemes
have been proposed by many authors. The IETF Multicast
Deployment (MBONED) working group has introduced the
requirements for accounting and controlling access to the IP
multicast [20]; they call this “well-managed” IP multicast.
None of these previous studies provide the requirements for
protecting content from a hostile person who may receive
the clear content legitimately.

Nickolova and Nickolova built a DRM e-learning con-
ceptual model. They show roles’ responsibilities and ex-
plore their motivation and goals, then come out with the se-
curity requirements that properly regulate them within the
model [21]. Jonker and Mauw represent a DRM concep-
tual process model and use a structured approach to reason-
ably describe the security requirements for that model [22].
Arnab and Hutchison simplify the DRM problems and pro-
pose and analyse the security requirements for persistently
protecting the content media within an enterprise [23]. The
Open Mobile Alliance (OMA) introduced OMA DRM Re-
quirements Candidate Version 2.1, which defines a set of
DRM requirements within the OMA community [24].

In the unicast case, it is easy to establish a relationship
between the seller and the buyer. That relationship is used to
build an efficient solution by allowing the seller to specify
some rules, and then provide a license to use the product to
the buyer who satisfies the rules. DRM systems are adapted
to a one-to-one relationship and thus, this is reflected in
DRM requirements. The aim of our analysis is to identify
the basic differences between a typical DRM model and a
secure multicast model and then define the challenges that
need to be mitigated in order to add DRM functionalities to
the current multicast model.

3 Security requirements for DRM systems

The Internet is the global marketplace where “digital artists”
can offer their digital products and gain a sufficient amount
of money. DRM systems are mainly used to give content
owners full jurisdiction over the content no matter where it
resides, and that is what DRM is for [7]. In this section, we
will present the most important DRM requirements and then
we will show the rationale behind these requirements.

Accessing content media can be legal or illegal. The de-
finition of legal access depends on the context described by
content sellers. Examples of legal access to content media
include: play, replay for a limited period of time or number
of times and the legal redistribution of content. Examples
of illegal access to content include: copying of unprotected
media and modifying content data. Any access to the content
that is not approved by the content sellers is illegal.

Producing a book in the traditional manner required four
stages: editing, publishing, distributing and consuming. In
order to make it a feasible business model, a method needed
to be deployed to prevent illegal copying. Copyright law
puts some regulations in place to prevent such dishonest ac-
tions. Unfortunately, this would not prevent unscrupulous
customers from photocopying the book once they physically
accessed it. One solution was to use special papers in the
publishing phase and lower the price of the book, so these
customers would not waste their time and money to produce
a bad-quality replica via a photocopier machine. The protec-
tion of the book was somehow accomplished [1].

Nowadays, the digital world makes the copying of digi-
tal content media easy and perfect, which makes protecting
these media more difficult. Digital rights management is a
scheme designed to protect digital assets. There are four ba-
sic processes used in the DRM system: protection, distrib-
ution, management and control [25, 26]. Many researchers
proposed a list of requirements in order to give the content
providers the ability to acquire money for their digital in-
tellectual property, and save the producers and consumers
rights [21-23, 27-30]. We organize these requirements into
five categories: access control, security, privacy, robustness
and marketing:

R1 Prevent illegal access and allow legal access to valu-
able media.

R2 Ensure the authenticity of interacting objects [24].

R3 Regulate the legal operation of digital content, in other
words, permit different authorization activities for dif-
ferent types of transactions [6].

R4 Ensure the integrity of digital assets [21, 28].

RS5 Ensure the non-repudiation for the service [28, 30].

R6 Save the privacy of end users [27].

R7 Ensure the availability of the service [28].

R8 Reduce the damage caused by the attacker [22].

R9 Support service on demand.

R10 Ensure efficient use of content provider’s resources.
R11 Allow domain access [24].

In Table 1, we map these requirements into the five cate-
gories: access control (AC), security, privacy, robustness and
marketing. In the next section, we will give a justification of
the elements in this table and discuss the goals behind these
requirements in detail.
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Table 1 DRM Requirements

Req AC Security Privacy Robustness Marketing
R1 +

R2 +

R3 + +
R4 +

RS + +
R6 +

R7 +

R8 +

R9 +
R10 +
R11 +

3.1 Goals behind requirements

The content owners do their best and spend a good amount
of money to produce remarkable intellectual properties.
They need to protect their works in order to control the
use of them for a certain period of time and thereby re-
cover the money that was spent for developing these ideas.
DRM strives to achieve “persistent access control” for the
content provider/owner and provides him/her the ability to
regulate the digital content operations [22, 28]. This persis-
tency is achieved by hiding the content as a first stage, then
filtering the access to it as a second stage. Requirement one
is about hiding the content and both requirements two and
three are about filtering and organizing the content access.
Hiding the content is accomplished by making the follow-
ing sub-requirements valid:

R1.A: Prevent the action of capturing clear content in the
distribution path (Access control requirement).

R1.B: Prevent the action of stealing clear content data when
it is hosted at end users’ machine (Access control re-
quirement).

To allow only legitimate customers to utilize the service,
a demand for identifying and authenticating the customers
is needed. Requirement two is to ensure the authenticity of
the following:

R2.A: Digital assets.
R2.B: Sender entity.
R2.C: Receiver entity.

This involves clarifying, ensuring and assessing the truth
of any declaration sourced by a valid entity (content sender,
content consumer and the digital assets), we consider it as
security requirement. To start with, consumers want to en-
sure the identity and authenticity of the sender(s) before re-
ceiving any data, and this is useful for protecting customers
from sender spoofing. As well, a sender requires that each
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valid customer be identified and authenticated before s/he is
authorized to use the product, and this will help for billing
issues. Finally, the content consumer hopes to authenticate
the product itself before s/he starts using it. This process
helps him/her to avoid any harm that could be sourced from
unknown content providers or products.

Requirement three introduces the need for managing dif-
ferent business models and accounting for the content usage,
that is why we classify this requirement as both access con-
trol and marketing. It is further subdivided into the following
sub-goals:

R3.A Content owners need to specify their content-usage
policies (rights/licenses) (Marketing requirement)
[22, 31].

R3.B Content usage specifications need to be protected
and distributed to their appropriate destination (Ac-
cess control requirement) [22].

R3.C Specified usage activities need to be enforced (Ac-
cess control requirement) [21, 32].

Requirement four ensures that any digital assets used in
the context of content distribution have not been changed
in the path from content providers to content consumer, and
it takes two flavors: checking the digital assets’ integrity in
the distribution path and giving a promise to the Stakehold-
ers that the digital asset will not be changed at the point
when the end user can access it; we considered it a secu-
rity requirement, because if the integrity of the assets is vi-
olated, then it could introduce a hole in the content distribu-
tion model.

Requirement five is to ensure the non-repudiation action
for the requesting process, which is an important security
service that avoids any tensions that could happen between
content seller chain and the end users. There should be evi-
dence of selling/buying the product for both sellers and buy-
ers. The seller needs this service to prevent the buyer from
denying using the service and not paying the fees. At the
same time, if user protection is broken because of a delibrate
security hole embeded inside a product sold by the seller,
then this offensive action should not be denied by the seller,
this is a kind of security requirement. To conclude, both the
sellers and the buyers should be responsible for their activi-
ties. In another view, if the access to the service is granted,
then this action should not be repudiated. We consider this
requirement as both security and marketing requirement.

The sixth requirement affirms anonymity to end users by
preventing unauthorized entities from accessing users’ pri-
vate information such as name, address, date of birth, credit
card number, and so on. This information could help the at-
tacker to gain access to transactions that belong to someone
else. It is a privacy requirement.

Requirement seven is important for all parties. It con-
cerns keeping the product service, the users can receive the
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digital product and its license if they are eligible without
any blocking, which means that denial of service (DOS) at-
tacks must necessarily be eliminated. We considered it as a
robustness requirement.

Requirement eight tries to reduce or mitigate the unsat-
isfactory effects of service attacks. It tries to find a means
of defense against intentional irresponsible actions and re-
turn the system to the previous stable state, it is a robustness
requirement. We further subdivide it into three lines of de-
fense.

R8.A Prevent ‘“break-once, break everywhere” (BOBE)
[2, 22].

R8.B Detect and fence the cause of illegal content distribu-
tion.

R8.C Revise the protection engine once it has been com-
promised [22, 33, 34].

Requirement nine endows the DRM system with flexibil-
ity; once the users choose the time frame for enabling legal
operations on the multimedia content, they should able to
do that [22]. Somehow, it is related to the availability re-
quirement, R7. This requirement is important for marketing
issues, because if the service is motivating users, then the
service provider is successfully marketing her/his product.

Requirement ten seeks the efficient usage of the content
providers’ resources. It contradicts requirement nine, which
demands reserving fixed resources for each individual user.
Because of the fact that senders have limited resources, they
can serve only a limited number of users. Therefore the flex-
ibility desired by requirement nine is influenced by the effi-
ciency desired by requirement ten. Requirement 10 is again
a marketing requirement.

Requirement eleven gives the ability to each customer
to use the same content on a limited number of devices
s/he owns. It is preferable that deploying any technique to
achieve this requirement not hurt any of the previous re-
quirements. This requirement attracts a customer to use this
service, therefore it is a marketing requirement.

3.2 Generic form of the DRM solution

In this section we will show some methods used for achiev-
ing the requirements mentioned in the previous section.

A digital rights management system (DRM) divides the
world into two sets: Allowed and Prevented. Prevented set
contains all entities (machines/customers) that are not al-
lowed to use a specific product. In contrast, Allowed set con-
tains only entities that are granted authorized operations on
a specific product under the terms and conditions stated by
the product owner.

To achieve a “persistent access control” for the content
usage, it is sufficiently recomended to consistently enforce
the first three requirements (R1, R2, R3). The first require-
ment is divided into two sub-goals. The first sub-goal R1.A

insists on resisting the action of capturing the content in the
distribution path. The distribution path in this context is the
Internet or public networks. This could be achieved by us-
ing cryptographic techniques to obscure content data. This
could be achieved by providing the means to the Content
provider to sufficiently establish an individual secure chan-
nel between him/her and each individual user, and that se-
cure channel is guaranteed by encrypting the content and
keeping the encryption keys out of the hands of ineligi-
ble users. Giving the encryption key only to those users
who can provide sufficient funds gives them the right to use
those contents. This mechanism provides clear-content ac-
cess control at the network level [28, 35, 36].

Now, once a dishonest legitimate user gets the encryption
key, s/he may introduce a dangerous security hole by pub-
lishing that key. The second sub-goal R1.B is to prevent any
dishonest users from re-distributing either the secret keys
or the clear contents once they enter the user’s machine, in
other words, keep disingenuous persons away. This can be
achieved by using hardware or software tamper resistance
(trusted component) as a base for hiding the key or the tech-
nologies used to protect digital multimedia system, “secu-
rity by obscurity” [37]. Deploying these trusted components
could prevent legal users from holding encryption keys or
knowing other related secrets, as a consequence, they could
not directly access the clear content [38]. This mechanism
gives the meaning of protection persistency anywhere the
content media may be [28], but it does not give any hint as
to how long this persistency could last.

DRM systems physically separate the content media into
two components: the protected content media and the me-
dia license. The license gives the customer the legitimacy to
access and use a specific content medium. The license com-
prises permissions and constraints for using content, which
reflects the usage policy [25]. Licenses are bound to their
corresponding content media by attaching sufficient infor-
mation (metadata) to the protected content in order to guide
the consuming devices to the location where the license can
be acquired. In this case, DRM designers can authorize le-
gitimate users in a distributed and scalable manner.

Once the protection is achieved, the whole world is
placed in the Prevented set. To enter paying customers into
the Allowed set, an authorization means must be defined.
Before authorizing selected users to render the content and
moving them from the Prevented set into Allowed set, they
are supposed to be identified and authenticated, if only for
billing purposes. In some cases, identifying all parties is
essential. As an example for achieving Requirement two,
a PKI infrastructure could be used. Each entity owns a
unique public/private key and a digital certificate, which is
published by a known certificate authority. Each entity can
mutually authenticate each other by using the other public
key to encrypt part of the exchanged messages, thereby only
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one target can decrypt these parts. To authenticate Digital
assets, a signed secured hash for those assets is guaranteed
to achieve its authenticity when a receiver can successfully
check the signature of that hash.

The need for managing the distribution of the authoriza-
tion means is required. A DRM system achieves this man-
agement by producing a digital license for each protected
content medium. The digital license enables the rendering
process for the protected content; therefore, since digital
data are easily stolen, licenses should also be protected.
This is the main subject of the third requirement. Let us go
through the three sub-requirements of requirement three.

Sub-requirement R3.A could be achieved by providing
a suitable medium for content providers to express their
policies in order to authorize legitimate customers to use
their content media. A rights expression language (REL) al-
lows those providers to state their access requirements, per-
missions and constraints, as well as, to include encryption
key(s) in the license file. Examples of REL are extensible
markup language (XML) and open digital rights language
(ODRL). Creating different licenses for the same content
media allows different business models (e.g., preview for
free, pay per view, rent, subscribe), which depend on end
user’s payments and content sellers’ policies. Because the
CP policies grant rights to end users when they are promis-
ing to pay and thus invites them to the allowed set, policy
links the money into the acquired rights. An REL needs to
be: comprehensive, generic and precise [7, 28].

One way to achieve sub-requirement R3.B is to protect
and wrap sensitive parts of the license into a container [36],
and this will prevent unauthorized customers from using the
license if they do not have the right means to do so.

The next step to complete these authorization issues, it
is recommended that consuming devices works with both
protected content and a suitable license in order to give the
rendering application the ability to present the content me-
dia. One way to do that is using a DRM mediator within
a consuming device, this mediator prevents customers from
directly accessing the content media and enforces and con-
trols legal operations upon digital contents as is set out in
the license, and this is what sub-requirement R3.C states.

Requirement four demands verifying the content in-
tegrity before starting to use it. One means to permit the
integrity checking, the sender may generate the content mes-
sage digits, for instance using MDS5 or secure hash using
SSH-2, sign it and then attach it along with the content.
Then on the other side, the receiver generates the content
message digits or secure hash and then verifies the result
with the received value. Theoretically, everyone has a dis-
tinctive signature, then the signing process is a proof of the
sender’s authenticity and the hash is a proof of message in-
tegrity. Checking the integrity requirement protects entities
from unauthorized modification of the content.
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The signing process is a proof that only the sender did
the sending process, assuming that each server has its own
private key and there is no real attack against the PKI in-
frastructure. This is what requirement five is about. We need
a mechanism to prevent the customer from denying the re-
ceiving services, as well as the sender can not deny the send-
ing process.

The sixth requirement suggests that DRM should stop
unauthorized entities from accessing private information
that belongs to the legal customers. This gives the confi-
dence to end users that their private information will not
be misused. Unfortunately, this requirement is not fully
achieved by current DRM systems, because they depend on
installing software that does active protection on the client
side, which may work as a rootkit [39]. A customer needs
to be assured that the application software used to render
the content as well as the entities that play the role of con-
tent providers are trusted and not doing something harmful
toward her/him.

Requirement seven suggests maintaining the availability
of the DRM system, which could be achieved by replicat-
ing the roles of both content provider and license issuer
and maintaining their consistency. The super-distribution
process [26, 36, 40] helps to sustain the availability of the
content distributor by releasing him from delivering the con-
tent media, and thus, saving the DRM system resources.

Requirement eight tries to mitigate the effect of compro-
mising the content distribution service. It takes three actions,
which are stated in three sub-requirements. Sub-requirement
R8.A is a prevention strategy and it is used as a second line
of defense, hiding the content is the first line of defense.
Its suggestion is to quarantine compromised consuming de-
vices away from healthy ones. This is achieved by limiting
the damage caused by the attacker to a narrow compass.
This could be accomplished by using different keys to pro-
tect multiple instances of the same product, so compromis-
ing one copy or exposing one decryption key will not affect
others. Microsoft defines an individualization concept for
this purpose. It divides the workflow for the content publica-
tion lifecycle into components, and then binds one of these
components into requesting hardware, which makes that ap-
plication instance unique to one consuming device. Thus,
any compromising for one instance does not affect other in-
stances [2, 35].

Sub-requirement R8.B is a kind of detection strategy and
it is considered as a third line of defense. It is achieved
by adding a unique mark, a watermark or a fingerprint, to
the content media before protecting and delivering it to the
end user. This mark is supposed to guide the DRM mon-
itor to recognize the source of distribution after the fact
of illegal distribution into the “Darknet” [2, 41]. Water-
mark/fingerprint insertion requires much processing time,
so, for efficient delivery, this insertion process is normally
done offline before hiding the content.
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Sub-requirement R8.C is a reactive mechanism, it sug-
gests that the compromised protection engine should be
changed once it has been compromised. Bar-El realized that
hacking any fixed scheme is a matter of time, therefore re-
placing a compromised scheme with a healthy one is a pro-
mosing solution. Bar-El proposed the challenges that face
this replacing and defined the guidelines to solve those chal-
lenges [2, 33]. The feasibility of this strategy depends on
successful attack rate, the time needed to replace the old pro-
tection engine, and the provider’s capacity to afford simul-
taneous changing. Those factors determine the scalability of
this renewability mechanism, so if the renewability is done
regularly for a certain short periods, the extensive overhead
would be unaffordable.

Requirement nine (support service on demand) could be
achieved by allocating sufficient resources for each client.
This reflects that the number of concurrent connections be-
tween content provider and end users is limited to the service
provider’s capacity. Because each request is maintained by
a single connection, a service provider can serve a limited
number of customers. The efficiency of the system depends
on the service type and content media size. Low-quality
files, a small size each, need a small time to be downloaded,
so the delay time for a customer to wait when the number of
concurrent connections exceeds the service provider capac-
ity is small. In contrast, the delay time for video files is large
for the same scenario. This is why the OMA community is
able to serve a large number of simultaneous connections:
end users will not complain for small delay in services such
as rings or audio songs.

Requirement ten is achieved by adding an intermediate
cache near a collection of end users. This cache is used to
save favorite contents, so end users can efficiently retrieve
cached media. This will lessen the extensive load on the con-
tent provider, improve the latency time and minimize data
exchange in the network level. Some DRM systems intro-
duce a peer-to-peer super-distribution service [26, 36, 40],
which will allow the end user to forward the content to an-
other peer user without providing her/him the license, and
then the new peer user needs to acquire a new license. This
mechanism will reduce the competition for the sources’ re-
sources.

Requirement eleven is achieved by enabling the transfer
of a license to a limited number of devices within a domain,
so if one user owns more than one device s/he can declare a
domain collecting these devices, then s/he can view her/his
contents within these devices using the same license [42].

3.3 DRM generic architecture

The DRM general architecture consists of three players:
content provider (CP), license provider (LP) and end user
(EU), see Fig. 1. The CP mainly is responsible for gener-
ating, hiding content media and attaching some meta-data

End Users

s I

Fig. 1 DRM Generic interactions

along with each hidden content. The meta-data guides the
consuming device to the location of the LP, i.e., where to ac-
quire a license. The CP provides the LP with corresponding
content encryption keys (CEK). The LP is mainly responsi-
ble for creating permissions (licenses), which include terms
and conditions, as well as the CEK for enabling the con-
suming device to expose the corresponding hidden content.
EU downloads the hidden content via local software called a
DRM agent (DA) that is designed to enforce usage policies.
The DA extracts the information pointing to the LP from the
meta-data, negotiates with the LP for providing licenses ac-
cording to user’s payment amount, downloads the license,
checks the integrity and the validity of the license, inter-
prets the license, extracts the CEK and enforces the terms
and conditions [26, 41-43].

In most of the DRM systems, hidden contents can be pub-
licly reached either from the CP or via another peer device
(super-distribution). However, the license file that allows the
completion of the rendering process for any distinct content
must be paid for. Therefore, controlling and managing the
license helps the content owners to make money.

4 Current DRM technologies and their limitations

DRM technology are deployed in three levels (application,
operating system and hardware [7]). We will talk about two
successful DRM products belonging to Microsoft, which de-
ploy DRM in operating system and application level: Win-
dows media rights manager (WMRM) and the successor
Windows Rights Management Services (RMS). Then we
will talk about the Open Mobile Alliance (OMA), which
uses DRM application and hardware level. We will end
our discussion with the ISMACryp framework, which re-
sults from adding DRM to the Internet Streaming Media
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Fig. 2 Data Content Format
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Alliance (ISMA) model. ISMACryp is built in the applica-
tion layer [44]. We will use labels (R1...R11) beside each
process activity to indicate satisfaction of that requirement.

WMRM provides an economical and feasible solution
for hiding the digital media for a while; it does not need
any special hardware to hide the content. In contrast, RMS
may need such hardware. Both technologies (we will call
them Microsoft DRM or MSDRM) support multiple busi-
ness models.

Microsoft released operating systems that allow Mi-
crosoft DRM to be run through a variety of devices such
as personal computers, notebooks, PDAs, smart-phones and
pocket PC [45, 46]. WMRM as well as RMS are an end-to-
end DRM solution. They support cryptography mechanism
for secure distribution (R1.A) and a secure environment via
individualization and revocation process (R8.A) as well as
secure path to the hardware driver (R1.B). They support ma-
chine authentication [47, 48]. There is no provided informa-
tion that tells us that WMRM supports user authentication
but RMS does (R2.C) [49, 50].

For each enterprise, there is a certified RMS server used
for registration purposes, the RMS system considers this
server to be a root server. The registering RMS server signs
up each client’s device; it has the chance to register other
servers (R2.B). In the Microsoft RMS system, each client
needs to use a DRM controller (R3) and his account cer-
tification in order to enable DRM. RMS may authenticate
enterprise internal users as well as external users (users
who do not belong to the same enterprise) as long as they
use either active directory server or .NET Passport account
(R2.C) [50].

MSDRM uses the “individualization” technique, which
generates a unique instance of the software player, and binds
each instance to a specific customer machine, therefore,
each player is supposed to work only on a specific machine.
It also supports revocation service as counterattack if indi-
vidualized software instance is compromised (R8.A). More
information on these two services is available on the Mi-
crosoft website [51].
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The WMRM player is software and it is susceptible
to modification or replacement attacks. These attacks are
achieved by obstructing or modifying the enforcement part
of the rendering code with an attacker-made code, and thus
bypassing the checking points. Another attack was created
by one software cracker. He analyzed the WMRM code and
then produced a tool called “FreeMe”, which tracks the loca-
tion of encryption keys located inside the blackbox file (used
to hide these keys) and then exposed hidden media files
[22, 52]. WMRM does not provide real privacy preserva-
tion for end users; neither does RMS (R6). There is no re-
ported attack against the RMS system but the behavior of the
system indicates that it is susceptible to a software reverse
engineering attack.

The Open mobile alliance DRM-2 (OMA-DRM-2)
[31, 36] is a specification and standards designed for en-
abling the control of digital services on different mobile
phones and personal players. OMA DRM?2 architecture has
three major components: content issuer (CI), rights issuer
(RI) and a DRM agent (DA). The CI generates a content
encryption key (CEK) either for each individual content
medium or multiple contents. It may encrypt selective con-
tents and then package each of them in a secure container;
this container is grouped and packaged into the DRM Con-
tent Format (DCF) (R1.A). The DCF may contain more than
one container, Fig. 2 shows the DCF structure [36] (R4).
OMA-DRM-2 supports a small-size content DCF (picture,
ring and small messages) as well as a large-size (audio and
video content), they call it Packetized-DCF (PDCF). The CI
negotiates the rules and constraints for DCF usage with LI
(R3.A). CI delivers DCF to customer machine via various
transport mechanisms, s/he does not need to use a secure
connection since the DFC is already secured (R1.A).

When a customer browses a digital catalog, selects inter-
esting media to play, reads and agrees on terms and condi-
tions and the price for consuming that content, the SIM card
that is attached to the mobile phone authenticates the user
(R2.0). Afterward, the DA, which plays the tamper resistant
role residing in a mobile station, requests the protected con-
tent. DA downloads a DCEF, checks its integrity (R4) and ex-
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tracts the information that triggers it to send a rights request
to the LP. When it receives the rights object (RO), it verifies
the authenticity of RI and RO as well as RO’s integrity, all
authentication activities happen through rights object acqui-
sition protocol (ROAP) (R2) [31]. By then, DA extracts the
keys (KEK) from RO and decrypts the protected contents
within DCF/PDCF.

The LP creates a suitable rights object (RO) for each
DCF. The RO works like a license. When the DA requests
an RO, the LP authenticates the DA and protects the RO,
which is achieved by encrypting the part containing KEK
with target DA’s public key (R1.A, R2.C) and then sign-
ing the RO (R2.B). This means if an adversary accesses this
RO, s/he can not access the KEK because of not having the
corresponding private key (R8.A). The RO is an XML file
containing DCF encryption keys and expresses the rules and
constraints for using the DCF as being expressed by the CI
(R3.0).

The DA enables the content rendering process and con-
trols its usage rules. The DA is a trusted component in the
mobile phone (R1.B); it has a unique public/private key and
a certificate, which helps the LP to authenticate the DA
(R2.C). The DA is designed in a way that it should receive
both DCF/PDCF and the associated rights object in order
to render protected content; it checks and governs the treat-
ment of the DRM content by enforcing the rights stated in
the rights object (R3.C). The keys in the Rights object are
encrypted with the DA’s public key. This process binds the
rights object to a specific DRM agent and only that target
agent can expand the encryption key out of the rights ob-
ject (R8.A). It is possible that DA redistributes a protected
container to another friend’s machine (super-distribution),
the receiving machine’s DA will start a new RO acquisi-
tion process for the received DCFE. This super-distribution
decreases the extensive overload on CP (R10) and improves
the availability of the service (R7).

OMA DRM-2 supports the domain concept, which al-
lows the sharing of RO to a group of domain registered de-
vices; this allows them to veiw the same contents using the
shared RO (R11).

Mobile phones have unique embedded proprietary hard-
ware specifications, and each user has to use a special smart
card, which supports the device with an address number,
therefore, user/device identification, authentication and pay-
ment are reliable (R2.C). Embedded hardware works as a
tamper-resistant hardware and it provides the trust to the LP
[53, 54].

Internet Stream Media Alliance Encryption and Authen-
tication (ISMACryp) is successfully used as a business
model by generating a controllable streamed service for high
quality media content such as video and audio. The main
purpose of this service is to preserve interoperability, es-
pecially when DRM is applied to the ISMA scheme. IS-
MACryp is being built in the application layer [44]. The

2 hd
D T + $mmm oo +
XEY
MASTERING |dmmmmmm - »| LICENSE
MGT
| | | |
$omm e - + $mmm e +
|l |
ISMACryp Xey
N |
\/ v
ommeemoaos + #ommmmmaaos +
c==RTSP/SDP4+==2
ISMA
SEENDER | === EMACTypD===3| RECEIVER
B T + 4o +
+--Legend------------ +
| ==» ISMA DRM scope |
| {opticnal stream) |
e +
e g +

Fig. 3 ISMA DRM Architecture [55]

ISMA architecture consists of four parties: the mastering,
key/license MGT, the sender and the receiver [55, 56], see
Fig. 3.

The mastering is responsible for equiping the content for
distribution; it has the option to encrypt the media content
and specify the usage rights, which helps it to work as a
clerk (R3.A), or it may provide the encryption key to the
sender and the sender will do the encryption part. ISMA
uses “Advanced Encryption Standard Counter Mode” (AES-
CTR) for protecting the content media [57] (R1.A). Master-
ing may get the encryption key from the key/license MGT or
provide the key whenever it is needed. In the scenario where
the encrypting of the media is done by the mastering entity,
the sender is not aware of the encryption key; it has no job
but to send the protected media whenever it is needed to the
customers. Finally, mastering is responsible for advertising
for the content media.

The sender is responsible either to encrypt the content
media or receive the protected media from the mastering en-
tity, and then stream it to the receiver (R1.A); the distribution
mechanism for the streamed protected content is the real-
time transport protocol (RTP) [44, 56]. The sender has the
option to predict the encryption key by following the same
procedures that are given to a user by the key/license MGT,
and then generate the protected media. The media could be
saved in a file before it is being streamed or streamed di-
rectly from the sender.

The key/license MGT is responsible for generating suit-
able licenses according to the selected business model; the
license authorizes ISMA users to use the protected content
media. It contains the two main components: the decryp-
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tion key and the usage rights (R3.A). For interoperability
issues, ISMA tries to include all type of licensing schemes.
If the responsibility for creating the key encryption is on the
key/license MGT, then it may generate that key depending
on some properties of the receiving entity, which are used
for authenticating the receiver (R2.C). The ISMACryp uses
the secure real-time transport protocol to authenticate pro-
tected content (R2) and uses existing key management stan-
dards, which provides the flexibility for the content provider
to chose which key management he is going to use [55].

The ISMA framework supports three types of receivers:
ISMA -only-receiver, MPEG-receiver and IPMP-X receiver
[55]. The first type represents the receivers who play
streamed MPEG media, the second represents the receiver
that can play streamed/files of type MPEG-4, and the last
one represents the receiver that can parse and process In-
tellectual Property Management and Protection Extension
(IPMP-X) format. The rendering software on the receiver
side is responsible for contacting the sender and key/license
MGT, authenticating both of them (R2.B), acquiring and
authenticating the license. ISMACryp uses the secure real-
time protocol (SRTP) for integrity checking (R4), accessing
the proper decryption key for the protected content media
and enforcing the usage rights (R3.C). The receiver’s ren-
dering software has the option to decrypt, authenticate and
check the validity of the control flow between the sender
and the receiver (R2.A). The receiver’s rendering software
enforces the usage rights [55]. In the ISMACryp specifica-
tion, the protected media are decrypted only just before they
are decoded by the rendering software (R1.B) [44].

ISMACryp supports super-distribution by providing the
ability to OMA-DRM?2 compliant devices to store streamed
media into DFC/FDFC file format. Then, the compliant de-
vice can super-distribute the content to other friends’ de-
vices. That will increase the availability of the service as
well as decrease the load on the sender server (R7, R10).
Again, those devices should acquire a license in order to play
forwarded content media [55].

It is known that using a public key infrastructure for hid-
ing data is robust, but it is inefficient, especially to protect
real-time streaming media. For efficiency purpose (R10), the
ISMACryp framework uses a symmetric algorithm for data
encryption (R1), authentication (R2), and integrity purposes
(R4). ISMACryp has the option to change the mechanisms
used to for encryption, authenticating and checking the va-
lidity of the message sent via this system (R8.C) [55].

Table 2 addresses the availability of the previous require-
ments in each mentioned technology.

5 Threats

Information security developers are concerned about coun-
tering threats. In this section, we will explore threats that
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content distribution services are facing. Since DRM devel-
opers have found that the easiest way to develop a DRM
system is to consider that the end users’s devices are trusted,
therefore the most important role in the DRM system is the
role of DRM agent (DA), which enforces the compliance to
the content owner(s)/publisher(s) definition of legal activi-
ties on the content media. The DA controls the use of pro-
tected content media by burying secret keys used to decrypt
that content, i.e., the DA works to provide piracy protection.
The software attackers try to break the DA by exposing these
keys and gain access to the clear content media. The DRM
systems seem to be reasonably stong, however they face the
following threats [39, 58, 59]:

(A) All threats that are faced by transmitting data through
insecure channels are applied, e.g., data eavesdropping,
man-in-the-middle and modification attack.

(B) Reverse engineering of the DRM mediator software in
order to deduce the location where the sensitive data
reside.

(C) Monitoring the system behavior at runtime in order to
observe the data changes in memory locations, so the
attacker can predict sensitive secrets hidden inside the
memory.

(D) Modifying the DRM software that is used to enforce us-
age policies, and then bypassing the enforcement point.

(E) Modifying the license in such a way as to allow cus-
tomers to use fake rights.

(F) General operating systems suffer from many security
holes. In MS-Windows OS, attackers have physical ac-
cess to the machine’s memory and disk, and are able
to hide their spyware and dangerous files [58], which
helps the attacker to spy without being caught.

(G) DRM application may enable private information spy-
ing [39].

Deploying a DRM software solution within generic ma-
chines is viable and cost effective, but it is susceptible to
various attacks and it degrades the system performance.
Normally, because DRM processes reside in customer-
machines’ memory, attackers can physical access to these
memories, thereby, they can reverse engineer, disassemble
and decompile binary codes inside these memories and then
extract sensitive information used for content media hiding.
Or, they can dynamically monitor process excution and fol-
low the pointers to the location of secret keys [60]. In addi-
tion, a software solution may carry a serious attack against
a customer, specially when it works as a virus spying for
private information [39].

We consider DRM hardware solution as a black box,
which hides sensitive secrets and prevents them from being
released. This depends on the fact that the attacker has little
knowledge about that box’s internal structure, and the exist-
ing tools’ capabilities are too limited to catch much useful
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Table 2 DRM Systems

Req WMRM RMS OMA ISMA

R1.A Secure Channel Secure Channel No secure channel AES-CTR [55]

R1.B Securing rendering path Securing rendering path HW & SW Client viewer
tamper resistance

R2.A Certificate, watermark ? ROAP authenticates Message authentication

& fingerprint content code (MAC) [55]

R2.B Not mentioned Certificate ROAP & LI signs RO MAC

R2.C No user authentication MS active directory ROAP, PKI infrastructure, MAC
SIM & USIM cards

R3 Licenses Licenses RO & DA Licenses

R4 Secure hashing SHA-1 ROAP checks SRTP message
FDC/PDFC integrity [31] authentication [55]

R5 Not supported Not supported Not supported Not supported

R6 Not supported Not supported Not supported Not supported

R7 Service replication Service replication Super-distribution Super-distribution

R8.A Individualization Individualization Encrypt KEK by DA’s Not supported
public key

R8.B Offline search, watermark Offline search ‘Watermark ?

R9 VOD VOD Service on demand ?

R10 P2P distribution P2P distribution Super-distribution Symmetric cryptography

& Super-distribution
R11 Support multiple Support multiple Domain registration ?

media format

media format

Table 3 DRM Software and Hardware

DRM SW solution DRM HW solution
Attack Easy: Hard:

tools are available need special tools
Fix Reinstall new Replace or repatch

version HW component
Other Needs more Power surges &
problems computational cost costly installation

information. Therefore, tampering with such hardware is too
limited. This makes it a promising solution for future trusted
computing [61]. Unfortunately, this solution is not econom-
ically feasible for existing PCs. Table 3 shows a comparison
between DRM software and hardware [59].

6 The need for DRM multicast content distribution

We notice in the generic DRM architecture that it has at
least three actors: CP, LP and EU, and the network providers

only provide a vehicle of communication between them. The
mentioned DRM requirements are feasibly efficient to de-
ploy service on demand, as long as the network speed is high
and exceeds the expectation of user demands. This allows
feasible and economic digital delivery relative to the begin-
ning Internet age where the network cost was far greater than
the value of digital content itself. Now, the network becomes
a feasible medium to move high quality data such as video.

The demand for this activity is going up day by day. As
long as the network is sufficient and exceeds the expectation
of the end users, and the capacity of the provider is suffi-
cient, the DRM model is economically feasible. However,
it is based on a one-to-one relationship. As the demands of
end users grow and the popularity of this service delivery in-
creases, we will reach a point where the expectations of the
end users are going far beyond network capacity, e.g., every-
body wants a hundred Megabits network speed, and the net-
work providers will not be able to support high speed deliv-
ery to thousands of users simultaneously. If we could sched-
ule the delivery of these highly demanded services, then a
promising solution is to shift from unicast to a multicast de-
livery mechanism.
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The advantages of using IP multicast did not motivate
content providers to use it as a distribution mechanism be-
cause it only offers free join and does not monitor the send-
ing process or restrict the receiving process, in other words,
the content providers cannot control their contents’ distribu-
tion, and thus, they can not recover the money they spent on
producing their valuable contents. Let us study the distinc-
tive properties (factors) that introduce the scalability to the
IP multicast scheme:

F1 Separation of concern.

When a problem becomes more complex, the most ef-
fective way to deal with it is to divide it into sub-problems,
solve these sub-problems and then gather the sub-solutions.
When a sub-problem is assigned to an individual role, this
procedure is called “separation of concern” in the soft-
ware engineering process. DRM developers use this con-
cept in their design; they physically separate the content me-
dia from the authorization mechanism in a distributed man-
ner [62]. The IP multicast generic architecture consists of
three roles: the sender, interconnecting networks (routers)
and receivers. IP multicast separates the sending process
from the distribution process, the distribution process from
delivering process and the delivering process from the reg-
istration process; the sending process is done by the sender,
the distribution tree is generated by cooperative intermedi-
ate routers, the registration process as well as the delivering
process is managed by multicast-enabled routers at the edge
of the network. The sender of group data is concerned about
creating the group and sending the data that belong to those
group members (group data). The interconnecting networks,
routers, are concerned with building the multicast distribu-
tion tree, copying, forwarding and delivering the group data
at the network level. Routers in the multicast case keep more
information than in the unicast case, e.g. sender address,
group address and output port [63]. Receivers show their in-
terest to receive/stop-receiving the transmitted group data by
sending (IGMP/MLD) join/leave requests. Thus those par-
ties have to collaborate with each other to perform the mul-
ticast distribution. In general, for a complicated interactions,
it is advised to divide it into a set of cooperating interactions
and apply the separation of concern concept, which intro-
duces the scalability, flexibility and simplicity to the solu-
tion.

F2 Resource reduction.

The number of packets travelling inside the network us-
ing the IP multicast model is smaller than in the unicast case.
Suppose we want to send a data file to a group of users;
having created a shared distribution tree for each sender in
a multicast case will definitely improve network bandwidth,
since sending N copies of packets to N customers in the uni-
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cast case is replaced by one copy of packets using the shared
tree. In the multicast model, the multicast enabled routers
replicate packets belonging to a group of users and forward
them through their appropriate ports. In the unicast case, if
a router happens to be in the path between the sender and N
receivers, it will forward the same packet N times. The mul-
ticast mechanism provides a good solution for saving net-
work bandwidth and decreasing the data traffic, assuming
we have a large enough set of receivers and the control trafic
is small relative to the data trafic.

F3 Better response time.

Interaction between roles affects the response time and
that is what the separation of concern concept asserts. The
sender should not directly manage the customers; doing that
will affect the scalability of multicast sessions. S/He may not
directly be responsible for authenticating, authorizing or ac-
counting for them. This will lessen the interactions between
a sender and all receivers. Intermediate routers manage the
join and leave process for each user, so the number of control
messages between the receivers and a sender is minimized.
This improves the response time for the receiving service
and improves the network bandwidth as well.

Content providers/owners insist on securing the multicast
distribution model to control the use of intellectual property.
This kind of protection needs to be valid for a certain period
of time to recover the funds that were spent to develop such
ideas. If we could not develop a protection mechanism for
multicast, then no company will develop intellectual proper-
ties, because they would spend a lot of money for producing
and developing these properties and not be able to make any
profit from them.

The Internet Engineering Task Force (IETF) Multicast
Security (MSEC) working group added two new players
(the Group Controller/Key Server (GCKS) and the policy
server (PS)) to the conventional IP multicast in order to in-
troduce the confidentiality for transmitted data in the net-
work layer [11].

In Fig. 4, the left column shows a simple structure, with a
PS, a GCKS, the sender to a group, and one of the receivers.
This structure suffices for small groups. When the group is
larger (perhaps spanning more than one administrative re-
gion), the PS and the GCKS may be replicated, as is shown
in the right column, and an individual receiver will connect
to its local GCKS. Further details are available in [11].

This PS/GCKS model provides an example of the separa-
tion of concern concept in addition to the flexibility and sim-
plicity of IP multicast design model. The GCKS is the core
entity in the new architecture; along with the policy server,
it is the manager of the group and is concerned with main-
taining the confidentiality of the data being sent to all group
members. Data confidentiality is achieved by protecting the
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Fig. 4 Multicast Group Security Architecture [11]

data before making them available [11]. Many proposals are
presented for improving the scalability of the manager task.

As the delivery of high quality multimedia content be-
comes faster, because of the increasing development of net-
working technologies, the location or distance of target con-
sumers ceases to be of concern. This increases the potential
size of the target audience for a specific content stream. If
“video on demand” (VOD) is required, then each request
is likely to occur at a different time, and therefore must be
managed separately. The content provider/owner will take
the responsibility for managing a session, and maintaining
the detailed corresponding records (session keys, account-
ing information, etc.). As the total number of participants in
a session increases, the load on the content server increases
in proportion. Eventually, as noted above, a point may be
reached where the content server is unable to sustain the
necessary flows, and it becomes useful to consider relax-
ing the “on-demand” requirement, in favor of the require-
ment for “efficient delivery”, by using scheduled delivery
and multicast data transmission. However, the supervisory
relationship that exists between Content Provider and End
User in the first case is no longer present in the second case,
because to maintain it would hurt the scalability of the mul-
ticast model (F1, F2, F3). In this case, an efficient solution is
to give this supervisory responsibility to intermediate prox-
ies, and offer the content providers a limited summary. This
was proposed by Islam and Atwood [64], see Fig. 5.

The increasing development of the network technologies;
this will remove any need to consider the location or dis-
tance of target consumers. If we consider video on demand
(VOD) a small transaction between content provider and a
customer, the content provider/owner will take the responsi-
bility of managing and maintaining the detailed correspond-
ing records. Multicast content distribution (ex. scheduled
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Fig. 5 Multicast Security Architecture [64]

program), which consists of multiple instance of unicast
connections (distribution tree), is a group of transactions,
and the supervision that exists between CP and EU in uni-
cast case is no longer there in multicast case, because that
will hurt the scalability of the multicast model (F1, F2, F3).
Then, the efficient solution is to give this responsibility to in-
termediate proxies and provide the content providers with a
limited summary, and that what Islam and Atwood proposed
[64], see Fig. 5.

The Multicast Security Architecture (MSA) consists of
five players: content providers, merchant, financial institu-
tion, network service provider, and end users. MSA prevents
unauthorized people from accessing the clear-contents flow
in the network level by encrypting the data flow, and gives
the decryption keys to the authorized customers. Again, this
will not prevent an authorized skilled attacker from illegally
redistributing these data once the protection is removed.
This leads us to the point of announcing the need to deploy
the existing DRM standards in secure multicast distribution,
while taking care of the multicast scalability consideration.
If we adopt DRM standards as an underlying layer for build-
ing a new multicast delivery model, this model will break,
because existing implementations for DRM systems involve
direct communication from content provider to end users,
and it is no longer there in the multicast case. Therefore, the
implementation model has to change to meet the scalabil-
ity requirement of multicast, and that reflects on the DRM
requirements also.

7 Requirements to add DRM for multicast distribution

Current DRM requirements are feasible for DRM systems
up to the point where the server capacity cannot satisfy
users’ demands. By the time we reach the situation where
the size of their demands goes beyond the server’s capac-
ity, we probably have enough customers to drop the “ser-
vice on demand” requirement and replace it with an offer-
ing of scheduled services. This enables the content owner to
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upgrade the DRM performance, and therefore, serve more
customers. However, it impacts the solutions to the DRM re-
quirements, because multicast as a distribution mechanism
truncates some DRM requirements and improves some oth-
ers as well as produces new challenges in order to mitigate
the others. We summarize the following requirements that
need to be adjusted in order to enable DRM in the multicast
model (DRMM), then we will discuss these requirements in
detail.

R1 Prevent illegal access and allow legal access to valuable
media.

This requirement is to attain “remote control” along with
the “Persistent Access Control” [28] on multicast contents
distribution, we need the following sub-requirements to be
valid:

R1.A Prevent the action of capturing the content in the net-
work level.

This requirement is being achieved by hiding the content
using cryptography techniques and key management proto-
cols, and then allowing the legal customers to use the content
by giving them the means to unhide the hidden content.

R1.B Prevent the action of illegal copying of the clear con-
tent from customers’ machine.

We need to build a DRM software mediator that controls
the use of content and prevents end users from attaining sen-
sitive data. To achieve this requirement, we further divide it
into the following sub-requirements:

R1.B.I The need for building DRM mediator by which
only it has the capability to render protected con-
tents for a distinct user.

R2.B.II DRM mediator needs to be trusted.

Trust in this context means that the mediator is not sub-
ject to change by any illegal entities.

R2 Ensure the authenticity of digital assets, senders and re-
ceivers [28].

Authenticating the sender as well as the customers or
their devices is a prerequisite requirement for authorizing
them. Authentication of the object is required for subsequent
use with non-repudiation requirement. This requirement is
already achieved by Atwood’s architecture [16].

R3 Regulate the legal operation of digital content.

To achieve this requirement, we will use the idea of
distributing a license to authorize the use of a content.
We further divide this requirement into the following sub-
requirements:

R3.A Only legitimate users can gain access to the valid li-
censes.
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R3.B Itis recommended that license issuers can account for
customers’ usages without hurting the scalability of
the multicast model.

R4 Ensure the integrity of digital assets [28].

R5 Ensure the non-repudiation for the service [28, 30].
R6 Protect the privacy of end users.

R7 Ensure the availability of the service [28].

R8 Reduce the effect of service compromise.

As we said before, Requirement eight comprises three
levels of defence, which are summarized in the following
sub-requirements:

R8.A Prevent “break-once, break everywhere”.
R8.B Detect and limit the effect of that illegal content dis-
tribution.

R8.B is further subdivided into:

R8.B.I End users’ Content needs to be distinguished.
R8.B.II This distinction needs to be robust.

R8.C Revise the protection engine once it is being compro-
mized [22, 33, 34].

R9 Support service on demand.

For requirement nine, multicast does not support this re-
quirement any more.

R10 Ensure efficient use of content provider’s resources.

For requirement ten, multicast as a technology improves
this requirement.

R11 Allow domain access.

This requirement needs to be considered after satisfying
the previous requirements (R1...R8).

The next step is a comprehensive study of these require-
ments.

8 DRM for multicast requirements comprehensive
study

From the scalability and content owners point view, mul-
ticast distribution gives up the opportunity to improve the
performance for some requirements that are met in DRM
unicast case, e.g., efficiency requirement (R10). But, it kills
some other requirements, e.g., flexibility (requirement R9).
In different viewpoint, it can not easily satisfy the BOBE
requirement (R8.A), which is solved by individualization in
the unicast solution. In the previous section we mapped the
requirements for multicast and those requirements that need
to be achieved in order to reach the optimal case for DRMM.
We will discuss each requirement from the multicast point
of view.
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R1.B Prevent the action of illegal copying of the clear con-
tent from customers’ machines.

This requirement is to assure full remote control and
“Persistent Access Control” [28] on the digital assets for a
limited period of time and is considered the most vital re-
quirement for securing current multicast technologies. With-
out it, the content owner will not be cheering, if he doubts
that his extensive work to produce remarkable product is un-
der control once it comes to the customers’ hand. To attain
remote control on multicast assets, they must be protected at
the network and the application levels.

The most mature scheme to protect multicast content is
Secure Multicast [16], but it protects the content at the net-
work level. A sender encrypts the clear content before flow-
ing it into the distribution tree and individually sending these
keys to each end user. Because some multicast applications
require a dynamic membership, keys may need to be re-
freshed for every membership change. R1.A is well estab-
lished by many researchers working in multicast key man-
agement and distribution, and we will not go through it.

A legal customer should behave in the way that they
should: not copy or redistribute granted contents; unfortu-
nately, bad users do not behave in the way that they should.
To keep clear contents away from users’ hand and give the
rights to legal customers to use them are the means for con-
trolling the use of content. Enforcing these rights would be
the responsibility of the network service providers (NSP)
and clients’ platform. Satisfying both R1.B.I and R1.B.II
gives the system the chance to achieve remote control at the
application level.

R1.B.I suggests that to remove users’ ability to directly
access clear contents, it is sufficient to build a DRM medi-
ator to mandate an individual user and give him the capa-
bility to legally use the content with considering only legal
usages to the service. In this way, the mediator holds up the
customer’s ability for extracting keys or any sensitive infor-
mation used to protect the content, e.g., knowing which al-
gorithm is used for content protection, and thus the end user
can obtain the clear content with great difficulty only.

OMA DRM 2 specification affects the content protec-
tion by keeping the private key inside tamper-resistant hard-
ware, and by hiding the technology secrets used to build the
DRM agent. Because the major audience for our proposed
multicast content is generic PCs, applying tamper-resistant
hardware for multicast content distribution is not feasible
because the cost is unaffordable. The major problem with
those PCs is that they do not have any special hardware that
provides tamper resistance and their operating systems are
generic and do not provide any real protection [58].

The feasibility could be achieved when applying tamper-
resistant software. R1.B.I proposes to build a DRM mediator
to control legal activities. However, a problem arises when

a legal customer redirects that mediator to ineligible cus-
tomers, or extracts the secrets embedded inside the DRM
mediator, or tries to modify the logic of the DRM mediator,
e.g., modify the part of the code that is resposible of enforc-
ing activities. R1.B.II requires a means to establish a trusted
mediator in order to resist the following attacks:

1. Forward the working version of DRM mediator.
2. Reverse engineer the mediator.
3. Modify the logic of the mediator.

Requirement R3 helps the content seller to recover
money from the content media; it is to manage the rela-
tionship among all parties in the system. We can call it a
marketing requirement. In this requirement’s view point, the
content seller needs to be able to specify the terms and con-
ditions for using the content. The policy server can specify
what accounting information needs to be recorded for an
accepted End User. This makes it possible, for example, to
collect accounting information, to be linked to money. R3 is
subdivided into two sub-requirements:

R3.A suggests to use licenses to authorize a legitimate
customer to consume the content. The license should de-
scribe the legal rights, constraints and include the encryption
key. The license should resist being modified or forwarded
to unauthorized users [1]. Knowing that licenses are suscep-
tible to analyzing attack, which may allow the attacker to
discover and extract encryption keys hidden in the license,
we need a mechanism that prevents the customer from tam-
pering with these licenses.

R3.B takes care of another issue, if we adopt the LP role
to manage the distribution of the license, we need to deploy
it in a way such that the license sender does not need to be
aware of the existence of the end user (F1), which contra-
dicts the accounting issue. We need a cost effective mech-
anism to use licenses as an authorization and accounting
mechanism.

R4 is to verify the integrity of the digital assets, security
services and the customers’ device. Digital assets comprises
the content, policy, licence and DRM mediator.

R5 ensures the non-repudiation of requesting a ser-
vice. A content owner needs its customers to commit to
non-repudiation of the request for a service. In the same
sense, customers need content owners to commit to non-
repudiation of the sending service or any damages could
harm customers by using any DRM mediator. This requires
that content owners or distributors should not alter the cus-
tomer’s security services.

R6 Protect the privacy of end users. We believe that this
requirement has not fully been achieved in the existing DRM
model. The content owner needs to trust customers before
authorizing them (giving them the license) to use his/her
products. In the DRM system, the trust model is based on
direct security association between CP, LP and end user.
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Therefore, there is one advisor who mandates customers
to follow her/his protocol. It is the responsibility of the
end user to know who he is dealing with. Multicast deals
with more complicated requirements due to the simultane-
ous multiple users’ connection and dynamic membership
support. Users may not be aware of the real senders’ au-
thority and then they should not be responsible for checking
the senders’ honesty. Entrusted role could break the whole
system. Therefore, trust model has to be changed in a way
that follows collaborative protocols between roles and does
not reduce the system scalability.

End users need to show their private information to LP
as an evidence of their ability to pay for a specific ser-
vice. Users need be sure that their private information will
not be used in a wrong way; this problem is not solved in
most DRM systems. Worse than that, users’ privacy is under
attack, but there is no legal recourse against the attackers
[39, 58]. The largest challenge here is that using the DRM
mediator makes saving user’s privacy harder, because it may
hide a rootkit.

R7 Ensure the availability of the service. Here we are
talking about preventing DOS attack and maintaining the
consistency of CP, LP, digital assets, policies, and licenses.
In the DRM system, the services become more available by
introducing more servers or caches near to users, as well as
by using peer-to-peer distribution, and this will increase the
network load, especially when the number of users is inflat-
ing. The nature of multicast distibution reduces the extensive
interactions between the senders’ servers and receivers’ ma-
chines (F3), which improves the scalability and reduces the
number of servers needed to provide such a facility. Multi-
cast introduces two challenges on this issue: (a) the need for
maintaining and accounting for end users’ behavior requires
the interaction between servers and clients; (b) the increas-
ing number of users will increase the probability of DOS
attack. This issue was proposed by Islam and Atwood [64].

R8 introduces three lines of defense to mitigate the fact
of compromising the service. R8.A is the second line of de-
fense. If the attacker unveils the secrets used to hide digital
assets, s/he can affect all the roles (content owners, content
distributors and end users), s’he can play the sender role or
harm end users and send viruses as well as redistribute con-
tent and throw away content owners’ money. This tragedy
was limited in DRM solution because of the individualiza-
tion technique. We need to deploy this technique for each
individual DRM mediator and license on condition that this
individualization should not hurt the scalability requirement.

R8.B is the third line of defense. Content owners spent
a long time generating digital contents and if anybody can
download them from the Internet for free, then no artist can
make any money. Monitoring the Darknet [2] for illegal con-
tent distribution and tracing the source of that distribution is
the third line of defense and a way to prevent such bad ac-
tions. In DRM systems, this could be done by fingerprinting
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each individual copy. Multicast makes it harder to insert a
different mark for each copy, because all customers should
receive the same copy. This is one of the big challenging
issues.

R8.C is the fourth line of defense, which requires that the
system roll back to the previous secure state once it has been
compromised. Multicast as a distribution mechanism may
provide a promising solution to achieve this requirement.

The previous requirements are needed in the new system,
some of them are easy, and others are not.

To conclude, deploying DRM to multicast content needs
to distribute the access control to span different administra-
tive points, and needs to provide a consistent access control
over digital assets. These distributed administrators need to
be concerned with providing the following functionalities:
access control management, license management, trust man-
agement, system monitor and enforcement management.
These functions can be handled by multiple agents in a col-
laborative process. This distributed management is there in
the current DRM systems but the management is housed
within a centralized authority (license provider). Distribut-
ing the management for multicast session complicates the
interactions between interworking parties for controlling
multicast content and thus protecting this content becomes
harder. Secure multicast sessions need to apply persistant
protection on the digital assets in a distributed manner with-
out hurting the multicast scalability requirement.

9 Conclusion and future work

Current scheduled content distribution is not secure and can
easily be compromised, a legal customer can redistribute any
granted content. We propose the guidelines for using stan-
dard DRM means to allow legal customers to do legal activ-
ity on the content. Adding DRM to the multicast model will
give both models the credibility, and give the CP and content
distribution chain the authority to direct the usage for their
digital products. By then, they will be sure that the money
they spend on developing digital contents will not be thrown
away, but it is placed where it will bring the best results.

Satisfying the requirements that are there in DRM model
to current multicast model is needed to promote DRM to
multicast or vice versa. Multicast improves some of DRM
requirements and eradicates others, our future goal is to find
a way to mitigate those losses. This mitigation requires the
deployment of new technologies that will be feasible, be-
cause the revenue outcome will outweight the money needed
to deploy these new technologies.

Network service provider should play an essential role
and work together with the distribution chain in order to pro-
vide the trust for both CP and EU. For future work, we will
propose an architecture that satisfies the new requirements
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and divides the one-to-one trust relationship into coopera-
tive layers that fit the new architecture. At the same time,
end users will save money using multicast technology; they
just need to be aware of who they are trusting.
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