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Abstract
The term "Internet of things (IoT)” refers to a network in which data from all con-
nected devices may be gathered, analyzed, and modified as per requirements to offer 
new services. IoT devices require a constant Internet connection to exchange data. 
The volume and speed of data continue to grow quickly with the expansion of IoT 
devices nowadays. IoT systems frequently use messaging protocols to exchange 
IoT data. IoT security must be established using advanced techniques as it is vul-
nerable to many threats. The primary objectives of IoT security are to protect cus-
tomer privacy, data integrity, and confidentiality, as well as the security of assets 
and IoT devices and the accessibility of services provided by an IoT ecosystem. In 
this regard, the IoT must meet user demands while consuming the least number of 
resources, including money, vitality, and time. The proposed research work is organ-
ized into numerous categories to make it easier for researchers and readers to solve 
and understand security problems in IOT devices. The categories “Features” are 
identified from available literature, and a specific criterion is adopted for choosing 
alternatives. The entropy approach to determine criterion relevance by calculating 
features weights is utilized. The second method “EDAS” approach is used and the 
alternatives are sorted chronologically based on the criterion weights for easy identi-
fication and selection of an effective alternative. Finally, all alternatives are precisely 
analyzed and ranked. Using our research method, various appropriate features are 
extracted and are evaluated to solve security issue within IoT devices. The most sig-
nificant features are ranked to help researchers and manufacturers to focus on secu-
rity-related issues in IoT devices.

Keywords Internet of things · IoT device · IoT security · Security and privacy · 
Networks
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1 Introduction

The Internet has been evolving continuously over the past few decades. Social net-
working services, blogs, and wikis are now playing an essential role for both inter-
national trade and social interaction [1]. In addition to the existing technologies 
such as World Wide Web and ubiquitous mobile accessibility, the Internet of things 
(IoT) represents the most potentially disruptive technological development in the 
modern era. The developmental community is currently experiencing a paradigm 
change as common things are given the capabilities of connectivity and intelligence 
[2]. The Internet of things (IoT) revolutionizes daily life by connecting everyday 
items through data exchange and intelligent cooperation. Combining sensors, actua-
tors, and communication interfaces, IoT transforms ordinary things into intelligent 
machines, improving convenience and effectiveness, and fostering innovation. The 
Internet of things (IoT) enables autonomous communication through interconnected 
devices with sensors, actuators, and communication modules. These devices collect 
data from their surroundings, transmit it to centralized systems, and share informa-
tion. This enables real-time collaboration, data exchange, and informed decisions, 
enhancing efficiency and functionality in various applications. Through the devel-
opment of several communication protocols and the miniaturization of transceiv-
ers, it is now feasible to transform a standalone device into a communicative entity. 
Despite having much smaller physical dimensions, computer or sensor devices pres-
ently offer significantly greater computational power, and storage capabilities. Many 
organizations and multinational corporations throughout the world are working on 
the design and development of IoT-based technologies. Providing a wide range of 
reliable services is challenging for designers, especially in complicated organiza-
tional structures [3].

According to Gartner, there will be twenty-five billion Internet-connected 
devices by 2020, and such interconnections will make it possible to use data for 
flexible analysis of information, organizing, supervising, and decision-making [4]. 
IoT allows “things and people to be connected anytime, anyplace, with anything and 
anyone, perfectly by using any path/network and any service.” Modern technology is 
characterized by Internet-enabled IoT systems, which include a variety of technolo-
gies including personal computers, cellphones, automated teller machines (ATMs), 
RFID EDAS (radio frequency identification) and wearable gadgets [5, 6] that assists 
human beings to carry out their task efficiently and effectively.

IoT is a network of interconnected objects that uses intelligent sensors to make 
wireless connections. IoT can communicate without human assistance. There are 
several IoT applications that improve our daily lives due to the rapid growth in digi-
tal twin technology. IoT consists of anything from basic devices to common house-
hold products that improve the quality of life for people. Several limitations pose 
various challenges to the development of IoT systems for complex organizations. 
These include limitations such as real time, memory, processing, and the supply of 
continuous energy. The IoT is still in its infancy, although there have been numerous 
significant advancements in the integration of physical things with large number of 
connected sensors or monitoring devices [7].
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IoT solutions are rapidly being utilized in almost every facet of daily life, thereby 
expanding the range and variety of applications for these technologies. The domains 
that are currently experiencing the greatest utilization of IoT in order to enhance 
their efficiency and effectiveness include smart industry, smart home, smart energy 
applications, smart transportation systems, smart health, and smart parking systems. 
In order to ensure adherence to regulatory requirements, the DSS actively monitors 
and reports on various metrics. By considering a multitude of factors, such as the 
volume of waste, its location, and the level of urgency, the DSS system assists in 
optimizing the allocation of resources [8]. IoT can also be used to upsurge trans-
parency and promote local government actions toward citizens, raise people’s con-
sciousness of the state of their city, encourage active citizen involvement in public 
administration management, and stimulate the creation of new services [9].

The article provides an overview of IoT devices that are connected to provide 
smart services to organizations and people. The key contribution of the proposed 
research is provided in bullets.

• To highlight IoT and its importance in modern era.
• To analyze the features of IoT devices in terms of security and privacy.
• To evaluate the features using entropy method.
• To rank the most significant features using evaluation based on distance from 

average solution (EDAS) method.

The remaining paper is organized in various sections: Sect. 2 presents the litera-
ture review, while Sect. 3 presents the methodology of the proposed work. The fea-
ture selection is illustrated in Sect. 4, and finally, the paper is concluded in Sect. 5.

2  Literature review

In the past three decades, the Internet has grown significantly, transitioning from a 
network of a few hundred hosts to a platform connecting billions of "things" world-
wide, including individuals and businesses of all sizes, via computers and devices of 
any imaginable size and capability, and the applications that run on them. The Inter-
net is still expanding and is gradually causing a new, widespread paradigm in com-
puters and communications. With the help of this new paradigm, the conventional 
Internet is transformed into a smart IoT built around the intelligent interconnectiv-
ity of various physical items, including cars, smartphones, homes, and the people 
who live in them. It makes use of low-cost information collection and dissemination 
tools, such RFID tags and sensors, that enable quick interactions between items as 
well as between objects and people at any time and location (Fig.  1). To address 
many of the problems that people and organizations encounter on a daily basis, the 
IoT will bring in a wide range of intelligent applications and services [10]. In Fig. 1, 
various IoT devices are linked together. The data are gathered using various sensors 
and are processed to reduce redundancy and complexity, and they are either repre-
sented and displayed on various medium to users or stored on cloud.
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In the context of the IoT, it is noted that how current Internet protocols and secu-
rity frameworks may be used and how they can be limited [11–13]. The deploy-
ment model and fundamental security requirements are first given a brief outline. 
Then, the difficulties and needs for IP-based security solutions were discussed and 
certain technical shortcomings of IP security standards were identified [14]. The 
use of common Internet protocols for communication between people and things or 
things and things in embedded networks is one way to directly interpret the phrase 
"IoT." The necessity for security in this area is generally established, but it is still 
unclear how to apply the IP security protocols and architectures that are already in 
place. The proper sharing of the licensed spectrum, which is restricted, is one of the 
main obstacles predicted in the extensive use of wireless technology in smart system 
applications. As a result, the performance of next-generation IoT devices may be 
constrained, and extensive research into new communication protocols can only fix 
these issues. The IoT seeks to change society such that it is intelligent, practical, and 
effective with the possibility of having significant positive effects on the economy 
and environment [15]. For this revolutionary transition to be possible, reliability is 
one of the key issues that must be solved. This article, which is based on the lay-
ered IoT architecture, starts by outlining the dependability issues that certain sup-
porting technologies of each tier are posing a thorough analysis of the literature on 
IoT dependability. This study classifies and reflects reliability models and solutions 
at four tiers.

Research on privacy preservation in IoT raises concerns about commercial moti-
vations and potential revenue streams. This article emphasizes the need for new 
strategies, transparency, and ethical design. A framework with policies is proposed 
to implement ethical design, allowing users broader control over their personal data 
and IoT facilities. Key players and measures are identified for deployment in typical 
IoT Setup [16]. The fast expansion of the IoT has generated a lot of interest in the 
creation of low-power wireless sensors. Wireless sensors are increasingly included 
in processing systems in order to collect data in a meaningful and reliable manner to 
monitor processes and control operations in industries, smart buildings, healthcare, 
defense, production, and manufacturing sites. Wireless sensor networks (WSNs) are 

Fig. 1  The working and representation of IoT phenomenon
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essential for the advancement of Internet of things (IoT) technology. These networks 
consist of interconnected autonomous sensors that communicate wirelessly, collect-
ing and transmitting data from the physical world to digital platforms. WSNs enable 
IoT processes to gather real-time information, monitor variables, and relay this data 
to central systems for analysis and decision-making. Their wireless nature reduces 
installation complexities and costs, enabling the expansion of IoT networks across 
vast geographical areas. The IoT devices may be used due to their long-term viabil-
ity and self-sustaining operation [17].

The control and protection of user data is an important aspect to consider in the 
design and implementation of the Internet of things (IoT). In this particular context, 
there are significant challenges arising from the diversity of expertise in the Internet 
of things, the large number of devices and systems, and the multiple users and their 
respective roles [18, 19]. Despite the extensive efforts made by the research and cal-
ibration communities, there are still certain challenges that need to be addressed, 
particularly in the areas of interoperability, scalability, trust, and confidentiality. To 
tackle this, a security toolkit based on modeling is offered, which enables the devel-
opment and evaluation of security rules for safeguarding user data. This toolkit is 
integrated into a management framework designed specifically for IoT devices [20].

IoT should not only lay out top-level strategy, advance security, and boost trans-
mission competence, but also support industrial application and boost user sticki-
ness. It would serve to shed light on the industrial structure and technical develop-
ment trend, aid those in charge of enhancing their technology R&D (research and 
development) skills, and support them in creating aggressive offensive and defensive 
strategies [21]. The integrity of data and information has been endangered by hack-
ers acquiring access to a number of entryways through the Internet, which is the 
major cause of security issues and cyberattacks. However, IoT is entirely dedicated 
in  delivering the most effective methods for securing  data and information [22]. 
With the introduction of the innovative cryptocurrency platform known as Bitcoin, 
blockchain technology has completely changed the digital currency industry.

IoT devices are becoming more common in many areas of our everyday life, 
such as smart homes, healthcare infrastructures, and industrial automation, which 
highlights how important their security is. These technical tools often gather and 
transmit sensitive information, making them vulnerable to hacking and illegal use. 
IoT device hacking-related cyberattacks have the potential to affect both people and 
businesses. IoT uses encryption, authentication, and routine software upgrades to 
protect data. Additionally, it includes secure boot methods, intrusion detection sys-
tems, and access limits. Companies and the makers of these gadgets should abide 
by the increasingly stringent security requirements and laws. Users’ awareness and 
education are also necessary for IoT device safety. The fundamental ideas behind 
blockchain technology and the ways in which decentralization, security, and audita-
bility are are achieved using this framework [23]. Blockchain technology is a decen-
tralized, tamper-resistant digital ledger that records transactions or data sequentially. 
Its unique structure and consensus mechanism prevent unauthorized alterations or 
fraud. Transactions are verified by nodes, encrypted, and linked to previous ones, 
creating an immutable record. The decentralized nature eliminates a single point of 
control vulnerable to attacks. Blockchain’s encryption techniques, using complex 
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algorithms, make it difficult for unauthorized parties to access or decipher informa-
tion, including digital signatures verifying transaction authenticity. The suggested 
blockchain-based IoT ecosystem is entirely decentralized, trustworthy-free, and 
secured.

Identification via RFID is a non-contact automated identification technology that 
uses radio waves to recognize signals and access pertinent target data without the 
need for user assistance. It can function in a range of challenging environments. 
More and more cannot meet a realistic and future demand because the logistics in 
the production control flow with information do not match. The major issue and 
research around the IoT is how it will overcome the typical flaw in the form coding 
as well as how it will be impacted by global logistics [24, 25]. It has been proposed 
that the IoT should be designed in layers, with a semantically enhanced overlay con-
necting the other levels and making it simpler to give secure access to services. The 
core of semantic overlay is security analysis, which makes use of ontologies and 
semantic rules. As last but not least, the interoperability of the security aspect is 
handled using a machine-to-machine platform [26].

The IoT physical communication layer, logistics, and robotics have all been sig-
nificantly impacted by radio frequency identification (RFID) devices and sensors 
during the past several years. The purpose of the current article is to evaluate the key 
RFID sensors technologies today on the market and to determine the related state of 
the art when these technologies are applied in real IoT conditions. First, the ideas of 
radio backscattering and harmonic backscattering are examined, showing the ben-
efits and drawbacks of each strategy [27]. The performance of each cutting-edge 
solution is then addressed, giving a broad picture of the possibilities of RFID-based 
sensing in many circumstances. The opportunity to develop a wide range of sharing 
applications, including peer-to-peer (P2P) automated payment mechanisms, foreign 
exchange platforms, digital rights management, and cultural assets, to mention a 
few, exists given the increasing interest in the IoT and blockchain. Even though there 
are several shared economy scenarios emerging, only a small number of them have 
used the IoT and blockchain to create distributed apps [28]. The usage of blockchain 
technology and the IoT to develop secure distributed shared economy applications 
is discussed in this article. Examples of such distributed applications inside an IoT 
architecture utilizing blockchain technology.

The term "Future IoT" places great importance on the unpredictable nature of the 
Internet of things (IoT), specifically highlighting its rapid evolution in terms of tech-
nology. It encompasses state-of-the-art advancements, cutting-edge technology, and 
creative operation of interconnected devices that will transform various industries 
and integrate the physical nature with the virtual domain. This statement perfectly 
sums up the interesting process of research and innovation [29]. How to extract 
"data" and convert them into "knowledge" from the sensing layer to the application 
layer has become one of the most important issues among them.

In a component-based software architecture for the IoT, "accessors"—proxies for 
things and services—interact with one another using a time-stamped, synchronized, 
discrete-event (DE) semantics. These proxies are comparable to web pages that act 
as intermediaries for cloud-based services like banks, but accessors are made to con-
nect services and things rather than people. Asynchronous atomic callbacks (AACs), 
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a popular technique for managing network interactions, are paired with a determin-
istic DE semantics. AAC eliminates blocking and the perilous concurrency traps of 
threads, allowing several synchronized pending requests to be active at once. The 
actor model in our architecture has been given a temporal semantics, thereby com-
bining AAC and actors. We demonstrate how this architecture may use the previ-
ously published Secure Swarm Toolkit (SST) to enable cutting-edge network inter-
action encryption, authentication, and authorization [30].

Increased decision accuracy and enhanced intrusion detection systems are just 
two of the many benefits that machine learning has brought to security and CPS/IoT. 
The machine learning (bad use) vulnerabilities from the perspectives of security and 
CPS/IoT are more urgently needed, counting the ways in which machine learning 
schemes can be deceived, weakened, and thereby altered at all stages of the machine 
learning life cycle (data collection, training, pre-processing, implementation, and 
validation). The use of machine learning to execute security breaches and incursions 
is evolving into an alarming phenomenon. Therefore, analyzing  current  strategies 
may advance target acquisition and identify threat patterns that may enable creative 
attacks that are still unidentified [31].

The Internet of things (IoT) opposes numerous operational, technological, and 
security obstacles that necessitate determination for its advancement. The magni-
tude and complexity of IoT initiatives demand a significant level of scalability and 
compatibility, often requiring seamless communication among multiple devices uti-
lizing diverse protocols and standards. The protection of security receives utmost 
significance, captivating the implementation of continuous measures to prevent 
potential issues that may arise from the processing of sensitive data by IoT devices 
and the ever-evolving landscape of risks. Furthermore, the vast amount of data gen-
erated by IoT devices pose difficulties for efficient data management and real-time 
analytics, requiring a robust infrastructure to extract valuable insights. Compatibility 
issues are frequently encountered by large enterprises when integrating IoT with tra-
ditional systems [32].

In the literature, researchers have proposed a variety of methods for improving 
overall security. However, many of these approaches concentrate on a small number 
of security concerns. The limitation of using these approaches is that it might lower 
a system’s overall security capabilities. We have examined a wide range of security 
features in our comprehensive review. Our goal was to find as many functional char-
acteristics as possible that may significantly improve device security. By analyzing 
all the security-related features, our proposed method will weight and prioritize the 
most significant features to enhance the security of various IoT devices.

3  Methodology

A precise and thorough methodological effort is required to guide and support ana-
lysts and scholars during the assessment and selection process of IoT-based pro-
jects by keeping their security and maintenance. A multi-criteria decision-making 
(MCDM) model, comprising entropy and EDAS methods, has been utilized to 
assess the fundamental elements of security in the Internet of things (IoT) and to 
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assign ranks to various kinds of alternatives in a sequential manner, aiming to yield 
an impressive decision. This framework proves to be beneficial in scenarios where 
the selection and evaluation processes are challenging, and the circumstances are 
characterized by ambiguity. The comprehensive research methodology has been cat-
egorized into distinct sections to facilitate comprehension and resolution for both 
experts and readers. Initially, we determine the aim, criteria, and alternatives by 
reviewing the relevant materials available on this topic. Then, we apply the entropy 
method for the identification of criterion importance by calculating their weights. 
Based on the criterion weights, we apply the EDAS approach and ranked the alter-
natives chronologically for the easy identification and selection of an effective alter-
native. Finally, all the alternatives are evaluated and ranked precisely. The entire set 
of the following steps in the proposed methodology is shown in Fig. 2.

4  Feature selection

Decision support system (DSS) has the capacity to automatically choose relevant 
information from a subset. By deleting redundant and unnecessary data, this stage 
improves the precision of the decision-making. This process, also known as fea-
ture selection, improves predictive model performance while reducing  uncertain-
ties  and  risk. Feature selection (FS) is a machine learning approach used to sim-
plify computation and dimensionality challenges in complex datasets. It improves 
efficiency, scalability, and accuracy in fields like data mining, text classification, sig-
nal processing, and pattern recognition. Researchers, developers, computer scientist 
engineers, and various organizations are implementing innovative strategies to tackle 
security issues related in IoT devices. These approaches, researcher recommenda-
tions, and various published studies were examined for enhancing device security. 
To this end, a comprehensive search of reputable libraries such as ACM, Science-
Direct, IEEE Explore, Springer, Hindawi, Taylor, and Francis has been conducted to 

Fig. 2  The proposed research protocol
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identify relevant studies in the security domain. Furthermore, the snowballing pro-
cedure has been employed to ensure that no pertinent research work is overlooked in 
the literature. Subsequently, effective features have been extracted from all relevant 
literature, and their impact on security performance has been evaluated. Some com-
mon and comparable characteristics have been extracted and selected from the pre-
vious to determine their importance and evaluate the multiple alternatives. All the 
chosen criteria are listed in Table 1.

4.1  Entropy approach

Entropy is a multi-criteria decision-making method that is mostly utilized for the 
determination of criterion significance by identifying their weights. The preliminary 
values have been assigned to each criterion based on their importance to compare 
them precisely. The entropy approach is an objective weighted method that effi-
ciently measures the importance of the selected criterion and helps us in the solu-
tion of multi-criteria-related issues. Their various equations are easy to employ for 
the measurement of criterion importance and solving multi-criteria problems [33]. It 
has included several phases that help us in the calculation of criterion weights. The 
steps involved in this process are shown in Fig. 3.

4.1.1  Numerical work of entropy

In this research, we choose 18 criteria and 12 alternatives to determine the criterion 
importance and rank the alternatives. The selected criteria have been calculated by 
applying the entropy method and their weights have been determined. A set of criteria 
(“A1–A12” represented in Fig. 4) consists of data integrity (F1), scalability (F2), con-
fidentiality (F3), availability (F4), privacy (F5), authentication (F6), reliability (F7), 

Table 1  Selected features

Features Sign Features Sign Features Sign

Data integrity F1 Reliability F7 Unbrace ability F13
Scalability F2 Resistance F8 Accountability F14
Confidentiality F3 Non-repudiation F9 Anonymity F15
Availability F4 Authorization F10 Trust F16
Privacy F5 Mobility F11 Secrecy F17
Authentication F6 Access control F12 Unforgeability F18

Step 1.  
decision 
matrix

Step 2. 
Normali

zed
matrix

Step 3. 
Entropy 
Calculat

ion

Step 4. 
Diversifi

cation

Step 5. 
Weight 
Vector

Fig. 3  The overall stages of an entropy method
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resistance (F8), non-repudiation (F9), authorization (F10), mobility (F11), access con-
trol (F12), unbrace ability (F13), accountability (F14), anonymity (F15), trust (F16), 
secrecy (F17), and unforgeability (F18). All the chosen criteria in this study are benefi-
cial and thoroughly reviewed. The computational outputs of this process are as follows 
sequentially.

Fig. 4  Representation of overall alternatives



5880 I. Ullah et al.

1 3

4.1.2  Comparison matrix

Each of the study’s criteria was assigned a specific score between 1 and 10, with 10 
being the highest. Equation (1) has been used to create the matrix with 12 possibilities 
and 18 parameters.

The decision matrix for the criterion weightage calculation is drawn by using the 
above equation. Initial scores on a scale from one to ten are assigned. Figure 4 shows 
the representation. The decision matrix containing the initial score is listed in Table 2.

4.1.3  Normalized matrix

The normalization process is essential for ensuring device reliability and consistency 
as well as for protecting the Internet of things (IoT). Entropy values are standardized 
and scaled, which minimizes the risks posed by distortion or suspect sources. Addi-
tionally, normalization ensures the reliability of entropy sources, enhances the security 
and durability of systems against attacks, and increases the strength and variability of 
encryption keys and information. These steps contribute to enhancing overall security 
of IoT devices in a connected environment. We put Eq. (2) into practice to obtain the 
necessary normalized matrix. Table 3 shows the results that were obtained. With regard 
to the significance of the selected choices and factors, baseline ratings have been given 
to each. The options were then contrasted according to how crucial they were to the 
normalization exercise.

At first, the values placed in every column are added and their total sum is identified. 
Then, the initial score of every column is divided by their concerned total sum to get 
the normalized values. All the calculated outputs are described in Table 3.

4.1.4  Entropy and diversification calculation

The entropy and diversity scores were calculated using the corresponding Eqs. (3 and 
4). First, we use Eq. (3) to determine the entropy ratios. On the basis of this, the results 
of diversification are obtained, and Eq. (4) has been used.

(1)E =

A1

.

.

A12

⎡
⎢⎢⎢⎣

F1 … Fn

X11 … X1n

⋮ … ⋮

Xm1 … Xmn

⎤
⎥⎥⎥⎦

(2)rij =
aij∑n

j=1
aij

(3)entropy(e) = −h

(
m∑
i=1

rij ∗ ln
(
rij
))
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herej = 1, 2,… , n. And as we know that h = 1/ln (m), where m indicates a set of 
alternatives

We divided this step into multiple other steps to easily identify the desired out-
comes. At first, we identify the values of a set that is inside the brackets. After the 
identification of their values, we then sum them column vice and multiply their total 
sum with the determined value of “h” to get the desired outputs of entropy. To con-
tinue this procedure, we then apply the next equation in the same step by minus 
the values of entropy from 1 to get the diversification outcomes. Table 4 shows the 
entropy and diversification values of security features.

4.1.5  Criterion weights

The comparative importance of the specifications is determined by dividing the 
diversity score of each column by the entirety of those scores. Utilizing Eq. (5), cri-
teria weights have been calculated.

Based on the above equation, we get the desired weightage of each criterion. 
According to this, we divide each diversification value by its total sum to get the cri-
terion weightage. Table 5 presents the calculated measures for every factor.

After the determination of the weightage of each criterion, it is necessary to indi-
cate it in graphical form for easy understanding. We organized the derived weight-
age of each criterion that is evaluated and selected in this research in a graphical 
form. The derived weights of each criterion are illustrated in Fig. 5.

The percentage-wise criteria weights of each alternatives are shown in Fig. 6.

4.2  EDAS approach

It is a type of MCDM technique that is widely utilized in evaluation and selection 
scenarios where the situation is complex and making an efficient decision is hard. 
It is implemented for the efficient determination of the ranking of multiple alter-
natives. It consists of several easy equations that make it viable to use in complex 
scenarios easily. It is further solved and used in multi-criteria problems where the 
evaluation of a set of different alternatives based on their components is difficult and 
ambiguous [34]. It can decrease the computational burden on evaluators and save 
their time and cost. The required steps involved in this mechanism are mentioned in 
Fig. 7.

So h = 1∕ ln (12), hence, h = 1∕2.48491

h = 0.40243 and − h = −0.40243

(4)Diversification (d) = 1 − e

(5)Weight(W) =
d

(
∑

d)
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4.2.1  Numerical work of EDAS

The EDAS method is adopted to measure IoT security and ranked the chosen alter-
natives. This approach involved multiple equations that help us in the precision eval-
uation and determination of the ranking of a set of different kinds of alternatives. 

Table 5  Criterion weights Criteria W W in %

F1 0.062 6.159
F2 0.052 5.214
F3 0.070 7.000
F4 0.057 5.670
F5 0.051 5.065
F6 0.062 6.193
F7 0.054 5.427
F8 0.046 4.577
F9 0.044 4.385
F10 0.074 7.426
F11 0.062 6.176
F12 0.051 5.051
F13 0.053 5.345
F14 0.059 5.932
F15 0.061 6.142
F16 0.043 4.322
F17 0.043 4.288
F18 0.056 5.627

0.062
0.052

0.07 0.057

0.051
0.062

0.054

0.046

0.0440.074
0.062

0.051

0.053
0.059

0.061
0.043

0.043 0.056

F1 F2 F3 F4 F5 F6 F7 F8 F9

F10 F11 F12 F13 F14 F15 F16 F17 F18

Fig. 5  Criterion weights of overall security features (F1–F18)



5886 I. Ullah et al.

1 3

Fig. 6  Representation of criteria weights in percentages

Step 1.

Draw a 
Decision 
matrix.

Step 2.

Positive 
distance from 
average
(PDA) and 
weighted sum 
of PDA (SP).

Step 3.

Negative 
distance from 
average
(NDA) and 
Weighted 
sum of NDA 
(SN).

Step 4.

Normalzed 
values of SP 
(NSP) and 
SN (NSN).

Step 5.

Appraisal 
score and 
Ranking of 
alternatives.

Fig. 7  The various steps of EDAS approach
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Twelve alternatives are selected in this study that is evaluated and ranked based on 
their essential 18 components. All the criteria that are chosen for the evaluation are 
beneficial. In the end, the selected alternatives from A1 to A12 have been ranked 
chronologically. The computational outcomes of this process are as follows.

4.2.2  Comparison matrix and average calculation

The comparison matrix for the EDAS is the same as mentioned in Table  2 for 
entropy. The average for further processing has been determined by using Eq.  (6) 
given as follows:

The above equation is initially used to measure the average values of each col-
umn. According to this, the total sum of values is divided by the total number of 
alternatives to obtain the average outcomes. All the generated average outcomes 
along with the initial score are mentioned in Table 6.

4.2.3  Positive distance from average (PDA)

The PDA results are produced using Eqs. (7 and 8), respectively. Algorithm (7) 
serves to determine the scores for beneficial criteria, although algorithm (8) is per-
formed to determine the values for non-beneficial criteria. The obtained PDA read-
ings and criteria grades are outlined in Table 7.

If jth criteria are beneficial:

If jth criteria are non-beneficial:

Based on the above equations, we obtained the desired outputs of PDA. Here, 
we apply Eq. (10) in detail to calculate the required PDA scores of every alternative 
based on their chosen criteria. All the calculated outputs along with criteria weights 
are listed in Table 7.

4.2.4  Weighted sum of PDA (SP)

The equation listed in the following is used to determine SP outcomes. According to 
Eq. (9), the criterion weights have been multiplied by their concern column values 
in the PDA matrix and then sum their resultant values to obtain the SP outputs.

(6)AVj =

∑n

i=1
Aij

n

(7f)���ij =
���(0,

(
Aij − AVj

)
)

AVj

(8)���ij =
���(0,

(
AVj − Aij

)
)

AVj
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The above equation is implemented for the identification of desired SP val-
ues. On the basis of this, the SP output is achieved by multiplying each criterion 
weight with their similar column containing PDA scores. Table 8 presents an out-
line of the derived SP findings.

4.2.5  Negative distance from average (NDA)

To determine the NDA accurately, we utilize algorithms (10 and 11). Here, 
Eq. (10) is applied to measure the score of beneficial criteria, although Eq. (11) is 
adopted to compute the scores of non-beneficial criteria.

If jth criteria are beneficial:

If jth criteria are non-beneficial:

After the utilization of the above equations, we derived the desired outcomes 
of NDA. Here, we implement Eq.  (10) in detail to measure the NDA values of 
each and every alternative based on their chosen criteria. All the determined out-
puts along with criteria weights are listed in Table 9.

4.2.6  Weighted sum of NDA (SN)

For the measurement of SN outputs, we apply Eq. (12). As mentioned in the fol-
lowing equation, the criterion weights have multiplied by their concern column 
values in the NDA matrix and then sum their scores to obtain the SN outcomes. 
All the derived outcomes are depicted in Table 10.

The above equation is implemented for the identification of desired SN val-
ues. On the basis of this, the SN output is achieved by multiplying each criterion 
weight with their similar column containing NDA values. Table  10 presents an 
outline of the derived SN findings.

(9)SPi =

m∑
j=0

wj ∗ PDAij

(10)���ij =
���(0,

(
��j − Aij

)
)

��j

(11)���ij =
���(0,

(
Aij − ��j

)
)

��j

(12)SNi =

m∑
j=1

wj ∗ NDAij
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4.2.7  Normalizing the values of SP and SN

The following algorithms (13 and 14) have been adopted to identify the normal-
ized values of SP (NSP) and normalized values of SN (NSN). Algorithm (13) has 
been applied for the calculation of NSP scores, although algorithm (14) has been 
adopted for the measurement of NSN values. Figure 8 shows the representation of 
these values.

For the normalization of SP values:

For the normalization of SN values:

(13)NSPi =
SPi

max(SPi)

Fig. 8  Representation of normalizing values
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The normalized scores of SP and SN are identified in this step by using the above 
equations. At first, we determine the maximum value from SP and SN. After this, 
each SP and SN value is divided by the maximum value identified from a set of 
SP and SN to get the desired NSP and NSN outcomes. All the derived outputs are 
shown in Table 11.

4.2.8  Appraisal score (AS) and ranking of alternatives

The AS values have been determined by using Eq. (15). Based on the AS values, all 
the chosen alternatives are ranked chronologically.

According to the above equation, the values of NSP and NSN are summed indi-
vidually, and then multiply each output with 0.5 to get the desired AS scores. After 
the identification of these values, a set of different alternatives is organized in a 
chronological manner to make an efficient decision easily. The entire outputs of AS 
and the ranking of alternatives are listed in Table 12.

(14)NSNi = 1 −
SNi

max(SNi)

(15)ASi =
1

2
(NSPi + NSNi)

Table 11  Normalized values of 
SP and SN along with AS

Alternatives NSPi NSNi AS

A1 0.977 0.351 0.664
A2 0.654 0.012 0.333
A3 0.821 0.408 0.615
A4 1.000 0.190 0.595
A5 0.829 0.000 0.414
A6 0.696 0.185 0.441
A7 0.840 0.326 0.583
A8 0.890 0.415 0.653
A9 0.971 0.193 0.582
A10 0.900 0.336 0.618
A11 0.775 0.171 0.473
A12 0.581 0.176 0.378

Table 12  AS and ranking of alternatives

Alternatives A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 A11 A12

Final score 0.664 0.333 0.615 0.595 0.414 0.441 0.583 0.653 0.582 0.618 0.473 0.378
Ranking 1 12 4 5 10 9 6 2 7 3 8 11
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After the identification of the relative closeness and ranking of each alternative, it 
is necessary to show the derived values and position of these alternatives in a graph-
ical form that is easily understandable by researchers and experts. Here, we show all 
the derived outcomes along with the ranking of each alternative in graphical format. 
The final score and ranking of each alternative are described in Fig. 9.

5  Conclusion

The rapid growth of the IoT is due to developments in communication technology, 
device mobility, and computer system accessibility. However, these characteristics 
give rise to certain issues, such as security of confidential information. To protect 
the IoT system’s hardware and network components, IoT security is essential. Due 
to the peculiarities of IoT devices, security design in the IoT is more difficult due 
to high degree of scalability, cheap design, resource limitations, and device vari-
ability. Implementing security measures is more challenging because of the wide 
range of devices and protocols, as well as the size or number of network nodes in 
an IoT system. The majority of security techniques and approaches have been built 
on approved Internet security norms. In this research study, security features are 
evaluated using multi-optimization method such as entropy and EDAS to highlight 
the significant most features to protect IoT devices from security-related issues. The 
study will assist organization to ensure that their system is using robust authenti-
cation protocols, data encryption techniques, routine firmware upgrades, malware 
detection, and prevention tools for securing their operations.
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