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Abstract

Cyber-physical systems (CPS) are complex systems that can be understood as a
hybrid system, a real-time system with probabilistic behavior, and a concurrent sys-
tem. With the increasing use of CPS, there is a growing demand for higher reliabil-
ity and performance. Additionally, the large amount of information in CPS requires
processing, exacerbating the state space explosion problem caused by model check-
ing methods used for the quantitative evaluation of CPS. Therefore, evaluating the
functionality, performance, and reliability of CPS is not only an important research
topic but also an inevitable challenge. This paper aims to establish a comprehen-
sive and efficient CPS performance model and a quantitative evaluation method and
proposes solutions to existing problems based on the specific practical application
environment of the system. First, we extend the labeled transition system (LTS) and
propose a hybrid probability time cost transition system (HPTCTS) that provides a
detailed description of the continuous behavior, probabilistic behavior, time char-
acteristics, and performance of CPS. Furthermore, we propose HPTCTS temporal
logic (HPTCTS-TL) to describe the performance characteristic of HPTCTS. To alle-
viate the state space explosion problem when quantitatively evaluating the HPTCTS
model, we propose the corresponding quantitative evaluation algorithm based on
symbolic model checking. Finally, we discuss a typical example of CPS to demon-
strate the feasibility of our approach. Overall, our work contributes to a better under-
standing of CPS and provides a more effective and comprehensive way to evaluate
CPS performance, which is crucial for the successful development and deployment
of CPS in real-world applications.
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1 Introduction
1.1 Context and motivation

As one of the pivotal technologies driving Industry 4.0, cyber-physical systems
(CPS) have become indispensable in safety-critical domains, including aero-
space, automotive, smart homes, medical equipment, and military applications
[1-3]. The designers and developers of CPS have introduced numerous innova-
tive advancements that lay the groundwork for future industrial technologies,
continuously pushing the boundaries of innovation. However, with the increased
interaction between cyber systems with discrete behavior and physical systems
with continuous behavior, coupled with the exponential growth in size, complex-
ity, and cost of CPS, they have become imperative to ensure that they satisfy criti-
cal properties such as correctness, reliability, security, and performance [4, 5].
Therefore, it is essential to rigorously characterize the functions and properties of
CPS and verify them using formal methods.

Formal methods have the rigorous mathematical specification and theoretical
basis and they are very suitable for modeling and verifying safety-critical sys-
tems such as CPS. The existing formal models (automata and their extensions,
process algebra, LTS) all provide good support for formal verification techniques
(model checking, mutual simulation, theorem proving.) [6-8]. However, a CPS
is an intricate system that not only involves communication between cyber and
physical systems but also comprises complex characteristics like real-time behav-
ior and probabilistic behavior. Thus, CPS exhibit various features such as discrete
behavior, continuous behavior, temporal characteristics, uncertainty, and random-
ness. At the same time, a running CPS has performance requirements in terms of
cost (energy consumption, number of successfully delivered and discarded mes-
sage packets.) [9, 10]. Although existing work is devoted to modeling CPS using
formal methods, they still cannot fully describe the above CPS and have some
limitations. Our work aims to model CPS using formal methods considering the
characteristics of CPS in a comprehensive manner.

We believe that labeled transition system (LTS) [11-13] is a promising
approach for formal modeling of CPS. It provides a concise representation of the
target system’s behavior and a powerful ability to intuitively depict system state
transitions. Additionally, LTS can function as a semantic model of process alge-
bra [14] to describe concurrent systems. CPS are complex systems with multiple
characteristics, and although LTS cannot directly represent CPS in great detail,
it can cover various aspects of CPS. However, since LTS cannot model the con-
tinuous behavior, probabilistic behavior, and time characteristics of CPS, this will
directly affect the formal verification of CPS. In addition, the LTS model also
cannot directly express the cost consumed during the operation of CPS, which
results in us not being able to obtain performance metrics about CPS from the
model. Therefore, we are exploring the extended LTS as a potential solution for a
more detailed description and comprehensive formal verification of CPS.

@ Springer



5618 Z Lietal.

Typically, model checking provides a qualitative answer to whether a system sat-
isfies certain properties, with the results being “true” or “false.” However, not only a
CPS has real-time and probabilistic properties, but also it has specific performance
requirements. Therefore, in addition to verifying whether the system satisfies the
properties qualitatively, we also need to consider the cost and time of CPS satisfying
the properties, such as the probability of operation errors, power consumption, and
running time [15, 16]. Probabilistic model checking is an extension of traditional
model checking that enables both qualitative and quantitative verification of formal
CPS models. Temporal logic plays a crucial role in model checking techniques, and
the primary temporal logics used to describe system properties include probabilis-
tic computation tree logic (PCTL), and continuous stochastic logic (CSL) [6, 17].
Similar to other model checking methods, the main challenge faced in probabilistic
model checking is state space explosion, as the number of system states increases
exponentially with the number of concurrent components, making it infeasible to
thoroughly search the state space.

Symbolic model checking is a useful technique for handling larger systems and
tackling the state explosion problem. In this approach, the system state is implic-
itly represented by predicates, as well as the initial state and transition relations of
the system. Many studies, such as [6, 18-20], have shown that symbolic representa-
tions are generally more efficient than explicit ones. Additionally, this method uti-
lizes advanced data structures such as Binary Decision Diagrams (BDD) or Multi-
Terminal BDD (MTBDD) [21-24], which can effectively store and explore a large
number of system states simultaneously. Therefore, in order to tackle the challenges
of managing time, probability, and cost information in CPS while maintaining the
requirement of low spatiotemporal complexity for quantitative evaluation, this paper
draws on the main concepts of probabilistic model checking and symbolic model
checking. This approach has significant practical implications for the quantitative
assessment of CPS.

1.2 Contributions

In this paper, we focus on the modeling and quantitative evaluation of CPS using a
formal approach whose main contributions and processes are shown in Fig. 1.

e The first step aims to achieve formal modeling and properties representation of
CPS. In order to comprehensively capture the continuous behavior, time charac-
teristics, probability behavior, and operational cost information of CPS, we first
propose a hybrid probability time cost transition system (HPTCTS) based on
LTS. Next, we refer to the syntax and semantics of PCTL to propose HPTCTS-
temporal logic (HPTCTS-TL) for depicting the critical properties of CPS.

e We employ symbolic model checking to alleviate the state explosion prob-
lem in the quantitative evaluation of the HPTCTS model. We use the ordered
reduced binary decision diagram (ORBDD) symbolic representation of the
HPTCTS model M. Moreover, we treat the formula ¢’ that represents the
quantitative index values from the HPTCTS-TL formula into the CTL for-
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Fig. 1 An overview of our approach

mula @. Then, the symbolic representations of M and ¢ are used as inputs
for the symbolic model checking. The set S of states that satisfy the CTL
formula ¢ is computed as Sat(@), denoted as {s € S| s F ¢}.

o Finally, we calculate ¢’ to obtain the result of the quantitative query, i.e., the
probability, cost, and time of the HPTCTS satisfying the formula ¢. This is
used as the quantitative evaluation metric of the performance of the CPS.

After the preliminaries in Sect. 2, we extend LTS and propose HPTCTS in
Sect. 3 for modeling CPS. In Sect. 4, we introduce how to symbolically represent
the states and transitions of HPTCTS. In Sect. 5, we propose a temporal logic
suitable for describing the attributes of the HPTCTS model, and provide the pro-
cess of symbolizing temporal logic and performance calculation. In Sects. 6-7,
we present the implementation details and illustrate the performance modeling/
quantitative evaluation procedure of CPS through a case study. In Sect. 8§, we
review related work. In Sect. 9, we present conclusions and future prospects.
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2 Preliminaries

In this section, we introduce the background knowledge necessary for the for-
mal modeling and efficient quantitative evaluation of CPS. We first describe LTS,
which is a widely used mathematical model for representing CPS behavior. Then
we introduce PCTL, which is a temporal logic used for specifying probabilis-
tic properties of systems. Next, we describe ORBDD, which is a data structure
used for representing Boolean functions. Finally, we introduce efficient symbolic
model checking algorithm for alleviating the state space explosion problem.

2.1 Labeled transition system (LTS)

LTS is a highly expressive system model, and both probabilistic and hybrid
system models can be obtained as variants of LTS [11]. LTS is also used as a
semantic model of process algebra to describe concurrent systems and thus can
be obtained by compiling process algebra. The state transitions of the LTS system
model can be represented by state transition diagrams, which can visually repre-
sent the functional behavior of the system. Next, we give a definition based on the
standard concept of LTS.

Definition 1 A labeled transition system (LTS) is a tuple (S,Act,—, sy, AP, L),
Where

S is a set of states.

Act is a set of actions.

—>C S X Act X S is a transition relation.

So € S is the initial state.

AP is a set of atomic propositions.

L : S — 247 is a label function, which maps the state s € S to a set of atomic
propositions with true values in the current state.

An LTS can give an intuitive and accurate execution of a system where a
state s is transferred to a state s through an action a, which we usually denote as
(s,a,s) €— and abbreviate it as s — s.

2.2 Probabilistic computation tree logic (PCTL)
PCTL is a temporal logic used for specifying and verifying probabilistic proper-
ties of systems. PCTL extends classical temporal logic by allowing probabilistic

operators to be used in temporal formulas [6].

Definition 2 The syntax of PCTL includes Boolean operators, temporal operators,
and probabilistic operators. The temporal operators include next (X), until (U), and
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eventually (F), while the probabilistic operators include probability (P). PCTL for-
mulas are constructed using the following syntax:

pri=al=¢| P Ad, | Pyylwl

a: a propositional symbol denoting a property of a state

—¢: negation of a formula

@ A ¢,: conjunction of two formulas

Py, [y]: probability operator, quantifying the probability of satisfying the path
formula y with respect to the proposition a, where Xe {<,<,>,>}, p € [0, 1]
o y::=X¢| ¢ Udp, denotes the path formula. X¢p: next operator, stating that
¢ must hold in the next state. ¢, U¢,: until operator, stating that ¢; must hold
until ¢, eventually holds.

PCTL formulas can also be extended to include the logical operators Vv (dis-
junction) and — (implication), as well as the temporal operator G (globally).
Additionally, PCTL can be combined with the branching-time logic CTL (Com-
putation Tree Logic) to form the logic PCTL-CTL. Moreover, each PCTL for-
mula evaluates to a Boolean by virtue of the comparison of the actual probabil-
ity of the set of paths with the probability bound p. If the outermost operator
of a PCTL formula is P[], we can omit the bound X p and simply compute
the probability instead [25-27], P_,[w] is used to denote the value of probability
from a PCTL formula. The PCTL model checking algorithm computes the actual
probability anyway, so no extra cost is incurred.

Definition 3 The semantics of PCTL can be defined on a probabilistic model
M = (S, P,s,), where S is a set of states, P : § XS — [0, 1]1s a transition probabil-
ity function, and s, € S is an initial state. In addition, the path of Mis . A path 7 in
a probabilistic structure is an infinite sequence of states 7 = s, s, S,, ... such that for
eachi > 0,i € N, P[s;, 5,41 > 0.

The satisfaction relation M, s E @ denotes that formula ¢ is satisfied in state s
of M, and is defined inductively as follows:

o (M,s)Faiff s € L(a), where L(a) is the set of states where proposition a is
true;

o (M,s) E ¢ iff (M,s) ¥ ¢.

o (M,s)E @ Adyiff (M,s) k¢, and (M, s) E ¢,.

o (M,s) F Py, lyliff P(s,y) M p, where P(s,y) is the probability of satisfying
y from state s, and XE {<, <, >, >}

For the path formula y:: = X¢ | ¢, U¢,, the satisfaction relation for any

path z is as follows.

o (M,r)F Xoiff P(s;, s;,.,) > 0 for some s;,; € S such that (M, s, ) F ¢.

o (M, x) E ¢, Ud, iff there exists a path = = 5,5, ...,s, in M such that s = s,
and (M, s,) E ¢,, and for all0 < i < n, (M,s;) E ¢,.
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Overall, PCTL provides a rich language for expressing a wide variety of probabilistic
properties of systems, and its semantics are well defined and widely used in the field of
probabilistic model checking.

2.3 Ordered reduced binary decision diagram (ORBDD)

An Ordered Reduced Binary Decision Diagram, abbreviated as ORBDD [19], is a data
structure used for the representation and manipulation of Boolean functions. It finds
common applications in the fields of computer science and electronic engineering, par-
ticularly in the design and optimization of logical circuits. ORBDD is a specialized
form of Binary Decision Diagram (BDD) with a primary objective of efficiently rep-
resenting Boolean functions in a compact manner, making it a powerful tool for the
analysis, manipulation, and optimization of these functions.

ORBDD is a variant of BDD and inherits its fundamental concepts. BDD, which
stands for Binary Decision Diagram, is a directed acyclic graph employed for rep-
resenting the truth tables of Boolean functions. Each node in the graph represents a
Boolean variable and has two child nodes, one for the value of variable value being
0 and the other for the value being 1. In BDD, 0 typically represents “False,” while
1 represents “True.” This ordered and reduced characteristic of ORBDD allows it to
efficiently handle large Boolean functions while minimizing storage requirements and
computational complexity.

2.4 Symbolic model checking

Symbolic model checking is a technique for verifying system properties by manipu-
lating symbolic representations of the system’s state space and transition relation [18,
19, 28]. Instead of exploring the entire state space of a system, which can be exponen-
tially large, symbolic model checking uses algorithms such as BDD-based reachability
analysis and fixed-point computation to efficiently explore only relevant portions of the
state space.

Symbolic model checking is well suited for verifying complex systems, such as con-
current and distributed systems and for handling temporal properties. The input to a
symbolic model checker is typically a formal specification of the system in a temporal
logic such as PCTL, and the output is a counterexample trace or a proof of correctness.
Symbolic model checking has been successfully applied to a wide range of applica-
tions, including hardware and software verification, protocol analysis, and biological
systems modeling. However, it can still face scalability challenges for large-scale sys-
tems and requires careful consideration of the system model and property specification
to ensure effective verification.
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3 Hybrid probabilistic time cost transition system (HPTCTS)

In this section, we take into account the modeling requirements of CPS and extend
LTS to describe in detail various characteristics and behaviors of CPS. We intro-
duce hybrid probabilistic time cost transition system (HPTCTS) as a novel model for
CPS.

3.1 Definition of HPTCTS

During the operation of CPS, the system performs functional action transitions to
achieve certain functionalities. Moreover, CPS has some temporal operations that
can keep the system in a state for a specific period of time. In addition, CPS is a
complex system that is deeply integrated by hardware/software, network and physi-
cal environment, with continuous, concurrent and uncertain behaviors. Meanwhile,
the performance (energy consumption, time and other costs) of CPS also needs to be
considered. In order to describe the various characteristics and behaviors of CPS in
detail, the formal representation of HPTCTS model is given in this section.

Definition 4 (Hybrid probability time cost transition system). A hybrid probabil-
ity time cost transition system (HPTCTS) is a tuple (S, sy, A, C, Var,F,I,E,P,L),
where:

e S is a set of states. A state represents a particular situation of a system at a
given moment in time and describes a mode in which the system is in, and a
system contains a set of modes. For example, a system may be in one of the
different modes “starting,” “running” or “stopped.” The state cost is a function
p - S = R, Intuitively, p(s) is the cost acquired in state s per time-step.

e 5, is the initial state, s, € S.

e A=ActU[T], it is a set of actions, a € A, Act = {act|,acty,act, ...},
act; = a|c?|c!|z, a is a discrete action, ¢? is a receive action, it means that the
channel ¢ receives the message. c! is a sending action, it means getting message
from channel ¢ and sending it to a value, 7 is an internal action. [T] = {[¢]|r € R},
it is a set of time actions. The function action act represents the action performed
by the system to realize a function, and the time action [7] represents the system
staying in a certain state for a period of time.

o C:SXActXS — R,is a transition cost function of the system state to the tar-
get state.

e Var represents the set of variables. These variables can be the state of various
components of the system, such as position, velocity and temperature. Here, Var
can include not only the set of discrete variables dVar, and the set of continuous
variables cVar, Var = dVar U cVar but also different types of variables, includ-
ing system data variables and time variables.

e [ 15— De represents the rate of change of variable when the system under-
goes continuous variations. It assigns a flow condition De to the state s, s € S.
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De is a differential equation that is typically expressed as a first-order deriva-
tive equation involving the variable and time.

e [ :§5— Scon is the operating condition of the system state, which can be
expressed as the invariant condition of the hybrid automata. This article argues
that the system state s € S is constrained by variables, where scon € Scon is
the invariant condition, which is a conditional expression of the variable var
and the constant ¢, scon .= var ~ c|scon, A scon,,c € R, ~€ {<,>,<,>,=}.
If scon = true, state s continues, otherwise, the system should execute the next
state.

o ECSXGeconX AXTXCXS is the transition relations of the states. Geon is
a set of guard conditions, gcon € Gceon, gcon represents the precondition of
execution state transition.

e P :E—[0,1] is a transition probability function of the system state to the
target state. Vs € S, 3 < .ene P(S- act, st) = 1.

e L :S— 2PFis alabeling function of predicate logic that can be used to repre-
sent the properties that the system should satisfy, PF is a set of predicate logic
formulas.

Definition 5 (Infinite path) The execution of the system can be represented
by the paths in the system model M of HPTLTS. A path is a sequence of states:

geony,acty,ty,c geony,act t; ¢, 8COn,_y,act,_y t;_y,¢;i_y
o S1 b, S2 e S:
s; € S,p; €10, 1] is the probability value, act; € Act,i > 0. The infinite set of paths

Py Siveo where
starting from state s is denoted by Path,.

7[=SO

Definition 6 (Finite path) The execution of the system can be represented by
the paths in the system model M of HPTLTS. A path is a sequence of states:

geong,acty,ty,co geony,acty,ty,c, geon,_y,act,_i,t,_1,¢,_1
Po 51 P S0 Pn-1 Sn>
s; € S,p; € [0,1] is the probability value, act; € Act,n > i > 0. The finite set of

paths starting from state s is denoted by Pathf".

where

T =95

Definition 7 (Probability measure) For the system model M of HPTLTS and the
state s € S, the probability of a path starting from state s, can be measured by Prﬁ‘:
(or Pr for short). In order to correlate probabilities with events in M, the probability
space of the M is defined by(€2, &, Pr). The sample space Q denotes the infinite path
in M, Q = Path,. The event set ¢ is the smallest o-algebra formed by the cylinder set

geong,acty,lty,co geon,_y,act,_it,_;,c,_y geong,acty,ty,c,
Cyl(sg po ST -+ .y Sn)» Where Cyl(s,

8COM,_1,ACT,_y by 1,Cpy

Po 51

s,) is caused by a finite path starting from state s,,. For the

Pn-1
geongy,acty,ty,c gcon,,_,act, _y,t,_1,C,_ .
path 7 = SO—MPO Sy e e v S OVl(m) = {7’ € Pathy|x is
the prefix of #’}. Then the probability of this cylinder set is defined as
geony,acty,ty,co 8COM,_1,aCT,_ 13ty 1Cpy n
Pr(Cyl(s, vy 510 o, S)= [1i—o P(s; act;, s;,). The
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probability measure Pr : & — [0, 1]. Moreover, for any finite path sets R C Path,,
the probability measure can be calculated by formula
Pr(R) =Y, p(Cyl(z)),1 <i<n.

Definition 8 (Cumulative execution time) The cumulative execution time for path x
of HPTCTS is defined as CumTime(x) = Z;:Ol (t,), t; denotes the time spent in state

(7).

Definition 9 (Cumulative transition cost) The cumulative transition cost of the path
7 of HPTCTS is defined as CumTranCost(x) = 2:.;0 C(x(i—1),act;, (Q)).

Definition 10 (Cumulative cost) The cumulative cost CumCost(zr) of a
path 7 contains the state cost p(s) and the transition cost C(s,_;,act;,s;).
The cumulative cost of the path z of HPTCTS is defined as

CumCost(x) = p(n(n)) + Z:':_Ol p(s;) + CumTranCost(r).

According to the definition of LTS in the Sect. 2.1 and the related definition of
HPTCTS in this subsection, HPTCTS not only captures all the semantics that can
be expressed by LTS, but it also describes continuous, temporal as well as stochastic
behaviors of a CPS. In addition, HPTCTS can express the cost consumed by the sys-
tem at runtime, which is not directly expressed by the original LTS.

3.2 An example

This subsection illustrates the HPTCTS modeling capability through an example of
Water Tank Control System [29] as shown in Fig. 2. The system is composed of a
water tank, a water level sensor, a controller, an warning device, and an input/output
valve and pump. The system can be respresented as

System = WaterTank || Sensor || Controller || WarningDevice.

Fig.2 The water tank control Input Input Pump
system \’alvve
offon
F--3-1 high_level
Water Level |
Sensor :
Controllers «——<<¢——— / :
|
l Water |
Tank ___¥Y_1 Jow level
Warning

Output Output

Valve Pump
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The controller obtains the water level through the sensor and determines whether to
close and open the water inlet system according to the preset water level threshold.

Errors were introduced in the controller. When the water level is lower than the
water level threshold low_level or higher than the water level threshold high_level,
and the controller has migration constraint time #r7Time greater than ¢, and ¢,,
the fault may not execute the on and off actions of the water inlet valve. This
fault occurs randomly. After the error occurs, the warning device is activated,
and the error rates are 1 — g and 1 — p, respectively. After the water inlet system
is opened, the water tank reaches high_level within ¢, time. After the water inlet
system is closed, the water tank drops to low_level within ¢, time. The time for
closing and opening the water inlet is tr| and tr,, and the corresponding costs are
c¢; and ¢,. The time for the system to switch to the faulty state is ¢r3, and the corre-
sponding cost is c¢;. The time for opening the error warning device is tr,, and the
corresponding cost is ¢,. For the description of the above system, The HPTCTS
model for this system is shown in Fig. 3.

In Fig. 3, based on Definition 4, the discrete behavior, continuous behavior,
probabilistic behavior, running cost of the water tank control system can be mod-
eled by HPTCTS. Additionally, as a semantic model of process calculus, HPTCTS
can represent the runtime states of multiple process components in the system. At
the same time, HPTCTS can be used to model the performance of CPS. In con-
trast to the HPTCTS model shown in Fig. 3, according to Definition 1, we can
employ LTS to model the discrete behaviors of the water tank control system.
However, LTS is limited in its ability to describe the continuous evolution of sys-
tem states over time. Moreover, the states within the LTS model only encompass
instantaneous actions during transitions, thus neglecting to capture the duration
for which the system remains in a specific state. Additionally, it is important to
note that the LTS model is unable to account for probabilistic choices and the

h=low level A triime <,
OILIT,Co

/_\

Open Close

h=high level A trlime <1,
h> high level A trTime > 1, offtri.c
CITOr 15,3 Ip 1-q

h<low level A trlime > t,
error,irs,¢c;

Error > Warning

h>low level v h< low level,
WaArning,iry,cy

Fig.3 HPTCTS of water tank control system
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costs incurred during system state transitions. These show that modeling the CPS
using HPTCTS will provide a more comprehensive representation of the charac-
teristics and behavior for the system.

4 Symbolic representation of HPTCTS

By utilizing symbolic encoding techniques, we aim to efficiently represent the
HPTCTS model as a Boolean expression and convert it into a ordered reduced
binary decision diagram (ORBDD). This approach can help alleviate the state
space explosion issue when performing quantitative evaluations of HPTCTS.

4.1 The symbolization of states

Let M =(S,sy, A, C, Var,F,I,E,P,L) be HPTCTS. All elements in the state set
S are encoded to complete the symbolic representation of the state in HPTCTS.
First, a fixed sequence pf,, pf,, ..., pf, is assigned to all predicate logic formulas
in PF. A boolean variable x; is assigned to each pf;, and a Boolean expression
fi(x, x5, ..., x,) is defined to represent the state, if pf; € L(s), [; = x;, otherwith,
l;=x;. The set §={sy,s,,....s,} can be expressed as f =f V[ V..Vf ,
m=| S|, n=[log,(m)], n denote upward rounding based on the corresponding
calculation.

For the set of states S = {Open,Close,Error,Warning} in Fig. 3,
the corresponding specified Boolean variables order x;,x,. Let
Open = s, Close = s, Error = s,, Warning = s5, the state can be represented as
follows: f; = x1%.f;, = XX, f;, = X%, f;, = x;x,. The Boolean expression of

52 53
state set S is fg = x%, + X%, + X%, + x,%,.

4.2 The symbolization of transition relations

We can see that the state probabilistic transition relation is a function of
SXGeon X AXTXCXS — [0,1] form in the HPTCTS model. We encode a state
s by the Boolean vector (x,x,,...,x,) and the Boolean vector (x],x),...,x/) to
encode next state s’. Formally, we define an injection e : S — {0, 1}". We use also
Boolean vector (y;,y,,...,¥) and (z;,25,...,2,) to encode transition conditions
and actions, respectively. Where v = |Gcon|, k = [log,(v)],j = |Act|, r = [log,(j)],
k and r denote upward rounding based on the corresponding calculations. A
valuation x of the Boolean vector (x;,x,, ...,x,) encodes a state s by e(s), s € S.
A valuation y of the Boolean vector (y,y,,...,¥,) encodes a transition con-
dition gcon by e(gcon), gcon € Gecon. A valuation z of the Boolean vector
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Table 1 Encoding the set of

states of HPTCTS M (M in SES %o 51 52 53 “s)

Fig. 3) S 0 1 1 0 10
5, 1 0 1 0 01
5 0 0 0 1 00
55 0 0 0 0 11

Table2 Encoding the transition ~ _ ’ ’

relations of HPTCTS M (M in Y Z M i * %

Fig.3) S0 = (000) (00) 1 0 0 1
5o = S, (001) (01) 1 0 0 0
51 = 8 (011) an 0 1 1 0
5| =8, (110) O1) 0 1 0 0
5, = 55 a1 (10) 0 0 1 1

(21,2, .--,2,) encodes a action a by e(a), a € Act. Define a Boolean function

£ 10,1} x{0,1})" x{0,1}* = {1}.

We consider the HPTCTS M (Fig 3). M contains the set of states
Sy = {80,51,8,,83}, the set of condition Gcon, the set of actions
Act = {on, off, error,warning}. We use (x;,x,) to encode the set of states in

m - e(sy) = (10), e(s;) = (01), e(s,) = (00), e(s3) = (11), we use the set (y;,¥,,¥3)
to encode the conditions: e(gcon,) = (000), e(gcon,) = (001), e(gcon;) = (011),
e(gcony) = (110), e(gcons) = (111), and we use the set (z;,z,) to encode the actions:
e(on) = (00), e(error) = (01), e(off) = (11), e(warning) = (10), respectively. The
Table 1 and Table 2 summarizes the process of encoding the states and transition
relations function.

According to Tables 1 and 2, we can see that when y, =y, =y; =2, =2, = x, =
X =00 =x, =1, f(V1, Y2 Y3215 225 X1, %, X, X5) = 1. When y; =y, =z, =x, =

’2 =0,y3=20=x =1, f(yl,yz,y3,zl,zz,x1,x2,xl,x ) =1 Wheny, =x —x =0,
Ik B S Bl & ) —x] =1 f())l’y27y37zl’z27xlvx2’x]7x2) =1 When y; =z
=x=x=x,=0,y, =y, ==x=1, SO Y2, Y3215 205 X1 X, X, X)) = 1.
When z,=x =x,=0,y,=y,=y3 =23 =x] =x, = L, f(y,52.¥3, 21,22, X1, %2,
x|, x5) = 1. The transition relations of HPTCTS for water tank control system repre-
sented by ORBDD is shown in Fig. 4. In the ORBDD, the dashed line indicates that a
value of 0 is assigned to x;,y;, z; and the solid line indicates that a value of 1 is assigned
10 X;, V5 2

~<
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Fig.4 ORBDD encoding the

transition relations of HPTCTS yl
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5 Quantitative evaluation

Temporal logic is the basis for model checking to describe the properties of the
system. In this section, we apply improved HPTCTS temporal logic (HPTCTS-
TL) to describe the performance requirements that HPTCTS model needs to sat-
isfy. Meanwhile, we symbolized HPTCTS-TL and provided a method to calculate
the performance formula of HPTCTS-TL that includes a symbolic model check-
ing algorithm for quantitatively evaluating HPTCTS model.

5.1 HPTCTS-TL (HPTCTS-temporal logic)

For the CPS comprehensive model HPTCTS proposed in Sect. 3.1, we also need
a suitable temporal logic to describe the properties of the HPTCTS model accu-
rately and effectively. That is, it has the ability to describe data constraints, time
constraints, probability, cost and other properties that the HPTCTS model needs
to satisfy. Moreover, this temporal logic has a strict syntactic and semantic
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expressiveness. We give the complete syntax and semantics of HPTCTS-TL, which
has a similar composition structure to PCTL.

Since HPTCTS-TL can constrain the data variables, the properties of the
inscribed system model are not only propositional logic formulas, but also predicate
logic formulas and variables. In order to describe the properties of variables within
a certain range of values, this paper also introduces the universal quantication V and
the existential quantication 3.

Definition 11 (Syntax). The syntax of HPTCTS-TL is defined as follows.

G =pfxp, =, x,) |29 | oy Ay | Ax:V)P | (Vx:V)d | PL(@) | C. (@) | T (@)
Where:

e pf(xy,---,x,) is an n-ary predicate formula, (x,, ---,x,) are variables, pf repre-
sents an n-ary predicate.

e ¢ is negative.

o (3x: V)@ and (Vx : V)¢ describe existential or any variable x of type V, for
which ¢ is valid. ¢; A ¢, is conjunction formula.

e P_,(¢)is probability formula. The probability of HPTCTS model meeting the
path formula ¢ is within the bound p. Here, p € [0, 1], ~€ {<,<,>,>}.

o C_.(@)is cumulative cost formula. The cumulative cost of the system meeting
the path formula ¢ is within the bound ¢, ¢ € R. Here, cost refers to the con-
sumption of resources other than time. For example, the energy consumption
of the system, the price spent, the memory footprint.

o T_,(@)is cumulative time formula. The cumulative time of the system meeting
the path formula ¢ is within the bound ¢, # denotes a natural number.

@ . = Ey | Ay denotes a path formula with path quantifiers E and A.
vii=X¢| o Uppdr | 7d | &y Ady | pf denotes a path-formula. X¢: next
operator, stating that ¢ must hold in the next state. ¢, U, ;,¢,: within the time
constraint [a, b], the HPTCTS model satisfies the formula ¢, U¢,, iff ¢, holds
at s;, and ¢, holds at every preceding state. Here, s; € S,0 < i < n, where nis a
natural number, [a, b] is a time interval witha € Z, b € ZU oo, and a < b.

If the outermost operators of HPTCTS-TL formulas are P~p(')’ C..(+), and
T_,(-), we simplify our calculations by disregarding the bounds (~ p,~c,~t)
and focusing solely on computing the probability, cost, and time. We define
@' =g | ¢, | ¢, represents the quantitative queries formula from HPTCTS-
TL formulas. Formula ¢/ :: = P_y(®) | P,us(@) | Ppin=s(®) as the probabil-
ity to be computed, which can be represented as a function that maps a given
state space S of HPTCTS model to the interval [0,1]: $” — [0, 1]. Formula
@21 = Cpyeer(@) | Cpinen(@) represents the cost to be computed and can be
expressed as a function: §* — R. Similarly, formula ¢} :: = T,,,.+(@) | T,,;,=(®)
represents the time to be computed and can be expressed as a function: $* — R.

Where:

o P_,(p): What is the probability that HPTCTS model meets the path for-
mula @? What are the maximum and minimum probabilities that P, _.(p)
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and P, (@) indicate that the HPTCTS model satisfies the path formula ¢,
respectively?

e What are the maximum and minimum cumulative cost that C,,, (@) and
C,in=(®) indicate that the HPTCTS model satisfies the path formula ¢,
respectively?

e What are the maximum and minimum cumulative time that T, _.(¢) and
T,,in=>(®) indicate that the HPTCTS model satisfies the path formula ¢, respec-
tively?

For a given HPTCTS M =(S,sy,A,C, Var,F,I,E,P,L), the semantics of
HPTCTS-TL is defined by the satisfaction relation (M,s) E ¢. Let s € S be a
state, Pathf" is an finite path in M, and I(s) is the condition constraint of the state.
For a finite path 7, z(i) denotes the i-th state on a path z.

Definition 12 (Semantics) The satisfaction relationship of HPTCTS-TL is defined as
follows.

(M, $) Epf(xp, -, x,) iff 1(s) E pf(xy, -+, x,)
(M, s) E =g iff (M, s) E ¢
(M, 5) E ) Ay iff (M, s) E ¢, and (M, s) E ¢,
M,s)FE@x : V)gpiffIv e V,(M,s) E p{v/x}
M,s)FE(Vx : V)@ iff Vv € V,(M,s) E ¢p{v/x}
(M, s5) E P_,(Ew)iff 3z, Pr{z € Path" | (M, z) Ey} ~p
o (M,s)E C_(Ew)iff 3x, CumCost(x € Path™ | (M, ) E ) ~ ¢
o (M,s)E T_(Ew) iff 3x, CumTime(x € Path™ | (M, ) E w) ~ t
o (M.,s)FP_(Ay)iff Va,Pr{z € Path" | (M, m) Ey} ~p
o (M,s)E C_.(Ay) iff Yz, CumCost(r € Path?n | (M, m)Ew) ~c
o (M,s)ET_(Aw) iff Yz, CumTime(zx € Path™ | (M, 7) E ) ~ t
o (M,s) F Ey iff (M, n) E w for some = € Path;"
o (M,s)FAy iff (M, n)Ey forall z € Pathf", where Ay can be expressed by
~(Ey).
For path formula y:: = X¢ | ¢ U, P2 | 7@ | ¢y A b, | pf , the satisfaction
relation for any path z is as follows.
M, m)EXpiff ( M, z(1)) E ¢
(M, 1) E Uy, iff Fi,a<i<bAM, () Edy AV),0 <j<i, (M,
7() F ¢,
M, m)E =g iff ( M, z) E ¢
M, ) E ¢, A, it (M, x) E ¢, and (M, 7) F ¢,
(M, ) E pf iff s is the first state of , (M, s) E pf

Using HPTCTS-TL, it is possible to construct two types of queries on the
given HPTCTS model M, namely, qualitative queries and quantitative queries.
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1. Qualitative queries: Query the set of states of M satisfying the formulas

P (@), C (@), and T_(¢).
2. Quantitative queries: ¢ is computed and solved as follows:

o P_y(¢p)=Pr{RC Path™ | Yz, € R,(M, 1) F y}
P pu=o(@) = max({Pr(Cyl(r;)) | 7; € R,(M, ;) F y})
Pin=o(@) = min({Pr(Cyl(z)) | m; € R,(M, ;) F y'})
o C,.—o(®) = max({CumCost(z;) | m; ER,(M,7;) Fy})
C,in=2(®) = min({CumCost(x;) | #; € R,(M, ;) F w})
o T, .=o@) =max({ CumTime(x,) | 7; ER,(M, ;) F w})
T,in=2(®) = min({CumTime(x;) | m; € R,(M,x;) F w})

The quantitative query operation P_,(-) can also have a wider range of metrics,
including probabilistic metrics for average execution (waiting) time and worst-case
execution (waiting) time. The set of states for the system at either the average execu-
tion time or the worst-case execution time can be obtained through model check-
ing, and then solved according to the set of paths and probabilistic metric operations
based on the composition of the set of states.

Functional requirements are mainly used to determine whether the system can
meet the expected working requirements under normal conditions, that is, to verify
whether the system meets specific requirements under the assumption that all com-
ponents of the system are working as expected. The safety characteristic refers to
whether the system can continue to operate without causing system failure in the
case of failure, that is, in the case of one or more components failure, verifying
whether the system can continue to operate will not lead to system-level failure. In
this work, we mainly focus on the quantitative queries of HPTCTS model for CPS.
We assume that Fig. 3 meets the following functional and safety requirements, and
calculate the probability, cost, and time that M satisfies: within 60 time units, what
is the probability that the water level in the water tank is greater than high_level but
not greater than full, causing the alarm device to be turned on? What is the mini-
mum cost consumed by the system after this event? What is the minimum execution
time? The above description is expressed using the formula ¢ as follows:

(1) P_y(true Uy g high_level < h < full A Warning = true).
(2)  Cip=s(true Uy g high_level < h < full A Warning = true)
(3) T,pin=s(true Uy g high_level < h < full A Warning = true)

We give a detailed description of the syntax and semantics of HPTCTS-TL, which
is suitable for describing properties of system performance and reliability for states
and transition paths in HPTCTS model. Referring to the theorem and proof of the
equivalence relation between PTCL and CTL, the probability formula P, ,(y) for
HPTCTS-TL is equivalent to the CTL formula Ey [6]. However, since formulas
C..(d U p®y) and T (¢ Uy, 1 P,) describe the cost and time properties of the sys-
tem, although they have some relation with CTL formulas, there is no direct equiva-
lence relation. Moreover, HPTCTS-TL offers a rich expression capability for sys-
tem characteristics and can simultaneously capture various quantitative aspects of
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HPTCTS model such as data constraints, time, probability and cost. We can see that
HPTCTS-TL has stronger expressive power than PCTL and CTL.

5.2 The symbolization of HPTCTS-TL

The properties of PCTL and HPTCTS-TL have been introduced in the previous sec-
tion. For the symbolization of HPTCTS-TL properties, we can refer to the symboli-
zation of CTL properties.

The symbolization of HPTCTS-TL properties can be referred to the CTL prop-
erty symbolization. In the CTL property description, the main timing operators are
EX, EU, AX and AU, where AX and AU can be expressed by EX and EU, respectively
[7]. Although the basic operator EX cannot be represented by an immovable point, it
is known from the semantics of EX that EXf = EV'(f A R(V,V"). V is a set of propo-
sitional variables, each variable in V'is a formula, fand g are formulas, =f,f Vv g, and
f A g are also formulas. R is the Boolean function R(V, V) representing the state
transition relationship of system model M, and it is complete, that is, for each state
s € S, there is at least one state s’ € S, so that (s,s") F R(V, V'). The symbolization
of the formula E[fUg] can be denoted as g Vv (f A EXE[fUg]).

The formula ¢, U, @, can be represented as follows:

by AX( Uy p o). if @ > 0,b > a
D1U P2 =4 D2V (b AX(P1Upgpoy$2)), if a=0,6>0 1
by if a=0,b=0

The formula E(¢, U, ;,¢,) can be represented as follows:

&) AEXE(D, Uy p11$2)if a> 0,02 a

E(p Uy py2) =3 2V (b AEXE(D U pp1)$2)),if a=0,b>0 2)
by if a=0,b=0

The computation procedure of formulas ¢, U, , ¢, and E(¢,U,, ¢,) is imple-
mented through the operation of ORBDD in the symbolic model checking algorithm
[7, 28], and for the quantitative querying of HPTCTS-TL formulas, we will refer
to such an implementation in order to obtain the corresponding results. HPTCTS-
TL has a similar expression to the relationship between PCTL and CTL with
Pyo(@ Uy py92) = E(¢, Uy, $,) and then obtain the set S of HPTCTS satisfying the
formula by calculating the symbolized formula (2), and finally we calculate the for-
mula according to the relevant definition.
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5.3 Quantitative evaluation

In this paper, for the HPTCTS-TL quantitative evaluation problem on the HPTCTS
model, including state space explosion and performance analysis, we solve the prob-
lem by combining the methods used in the symbolic model checking and the PCTL
formula probability model checking process. In the process of quantitative evalua-
tion, we conduct two main studies:

(1) Solve for the set of states Sat(p) = {s € S|s F @} that satisfy the formula ¢
based on symbolic model checking.

We first deal with the formula ¢’ to obtain the corresponding formula ¢. The tran-
sition relationship of HPTCTS represented by ORBDD, which is used to get Sat(¢)
based on symbolic model checking. However, the output of the symbolic model
checking algorithm is the set of Boolean expressions for all states that satisfy the
formula ¢, which is denoted by ORBDD, obtained by the solution of the function
Check [7, 30].

For finite state systems, model checking is decidable, that is, it can be determined
automatically in a limited time by a computer program. This paper focuses on quan-
titative evaluation for symbolic model checking of integer type constraint in a finite
domain.

Definition 13 (Finite domain mode) A decidable subset of HPTLTS with the sys-
tem model is defined so that the value of each variable is limited in the mode
corresponding to each state, condition variables, and time constraint. A mode
Mode = [sy, **+, s, | v{,***,v, | tl, the value of v, is set to a finite number,
i=1,,mWheremeZ* A\m<Z,,.n€ZAn<LZ, .t EZANt<Z,,.2Z"is
a positive integer field and Z,,,, is a positive integer in Z*.

max?

The basic process is shown in Algorithm 1.
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Algorithm 1 Solve for the set of states Sat(y)

Input: HPTCTS M = (S, s0,A,C,Var,F\I,E P L)
HPTCTS-TL quantitative queries formula ¢, ¢ = P—2(¢) | Praz=2(®)
‘ Prin=2(¢) | Crmaz=() ‘ Crin=2() ‘ Tnaz=2() | Tmin:‘?(‘P)
@ u=Ey | Ay

Output: Sat(p) ={s€ S |s k= ¢}

for each state s € S do

fs s (z1, 22,y xn)( 0152, s Tn)
Jor s (Ill’x/%"" )(33/1 Il2 ) n)

end for
for each transition — do

fgcon < geon : (y17y27 '“:yk)

Sact < act : (21,22, ..., 2r)

ORBDD.add_expr((fgcon, fact: [s) = (1)) //Call the add_expr method
of ORBDD to generate a mapping relationship between three nodes and one
terminal node.
end for
ORBDDg, = Check(ORBDD, )

Sat(p) + 0
states < [so] // Initialize a list of states with the initial state.
while states non-empty do

s < remove a state from states

if ORBDDggt.is_expr(fs) then

Sat(p) « Sat(p) U {s}

end if

for each successor fs of fs in ORBDDg,; do

if ORBDDgy;.is_expr(fs) then
add s’ to states
end if

end for
end while
return Sat(y)

(2) Quantitative queries

Based on Sat(¢p), the probability, time and cost of the formula ¢’ are solved
to analyze the performance of HPTCTS. The corresponding solution process is
completed by the following algorithm. In the following algorithm we only solve
quantified queries with path formula @ = E(¢p, U, ;,$,) | A(d; Uy $2)-

Algorithm 2 computes the probability that satisfying formula E(¢, Uy, ;,¢,) or
A, Upyyb)-
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Algorithm 2 Compute P—(p)
Input: HPTCTS M = (S,s0,A,C,Var,F,I,E, P, L);
P_+(¢); a,b: integers in [0,00), and a < b.
Output: p: the probability of satisfying ¢ starting from state sq.
if a =0,b =0 then
if p = E(¢1U]4,4¢2) then
R= {7Tj S pathf:m ‘ V’/Tj = (80, .
V(’L — 1), Si—1 € Sat ((252)}
p=Pr(R)
end if
if o = A(¢1U[4,5)¢2) then
if Vs; ¢ Sat(p) then
p=20
else if Vr; = ¢1U[,4¢2 then
R = {m; € path{™ | Vr; = (s0,...,5n), 8;i € Sat(¢2)}
end if
end if
else if a > 0,6 > 0 then
if p = E(¢1U[a’b]q§2) then
R = {m; € path{™ | In; = (s0,...,8n),F,a < i < bys; €
Sat(¢2), V(i —1),s;-1 € Sat(d1)}
p=Pr(R)
end if
if o = A(¢1U[a,p)¢2) then
if Vs; ¢ Sat(e) then
p=20
else if Vr; |= ¢1Uq )02 then
R = {m; € path{™ | Vr; = (s0,...,5n), si € Sat(p2)}
p=Pr(R)
end if
end if
end if
return p

<y 8n), i, a <i < b, s; € Sat( phi, ),
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Algorithm 3 computes the minimum probability that satisfying formula
E(¢1 U[a,b]db) or A(¢1 U[a,b]¢2)~

Algorithm 3 Compute P in=2(®)
Input: HPTCTS M = (S,s9,A,C,Var,F,I,E, P, L);
Prin=2(); a,b: integers in [0, 00), and a < b. co denotes
a sufficiently large real number.
Output: p,,in: the minimum probability of satisfying ¢ starting from state sg.
if a =0,b =0 then
for Vr; = (s0,...,5,) € path{™ do
if s; € Sat(p) A Pr{Cyl(nj)} < pmin then
Pmin = PT{Cyl(TrJ)}
else if Vs; ¢ Sat(p) then
end if
end for
else if a > 0,6 > 0 then
for Vr; = (s0, ..., 8,) € path{™ do
if Eli,a <i<b,s; € Sat(gbg),V(i—l), Si—1 € Sat(gbl), P'I"{Cyl(ﬁj)} <
Pmin then
Proin = Pr{Cyi(r,)}
else if Vs; ¢ Sat(¢) then
Pmin = 0
end if
end for
end if

return p,,in

Algorithm for computing P, ._-(@) is similar to P,;,_,(¢), we only need to
replace “p,,,,” with “p,.,.” “if Pr{Cyl(z;)} > p,,,~ with “if Pr{Cyl(z;)} < p,,."
and “return p,,..” with “return p,;,.”
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Algorithm 4 computes the minimum cumulative cost that satisfying formula
E( Uy 1®,) or A(d U, 1 $2)- Crines(@) can be computed the similar as C,,,;,o(@).

Algorithm 4 Compute C)in=2(¢)
Input: HPTCTS M = (S, s0,A,C,Var,F,I,E, P, L);
Cmin=2(¢); a,b: integers in [0, 00), and a < b.
Output: ¢, the minimum cost of satisfying ¢ starting from state sg.
ifa=0,b=0
for s; € Sat(p) do
if p(s;)<cmin then
Cmin = P(Sz)
end if
end for
if s; ¢ Sat(p)
Cmin = O
end if
else if a > 0,6 >0
for Vm; = (s0,...,8,) € path!™ Ji,a < i < b,s; € Sat(¢a),V(i —
1),8i_1 S S(Lt(d)l) do
if CumCost(m;)<cmin then
Emin = CumCost(n;)
end if
end for
if Vs; ¢ Sat(p) then
Cmin = OQ
end if
end if
return c,,in

Algorithm 5 computes the minimum cumulative execution time that satisfying
formula E(¢p, Uy, ,¢,) or A(¢p, Uy, 9,)- Algorithm for computing T, _-(¢) is simi-
lar to 7,,,;,—-(¢), we only need to replace “t,,,,” with “z,,,.” “if CumTime(x;) > t,,,,”

with “if CumTime(z;) < t,,;,,” and “return #,,,,” with “return ,,,.”

min?
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Fig.5 The workflow of the prototype system

Algorithm 5 Compute Typin=2(p)
Input: HPTCTS M = (S, s0,A,C,Var, F,1,E, P, L);
Tinin=2(¢); a,b: integers in [0, 00), and a < b.
Output: t,,;,: the minimum time of satisfying ¢ starting from state sg.
ifa=0,b=0
for s; € Sat(p) do
if t;<t,nin then

tmin = ti
end if
end for
if s; ¢ Sat(p)
tmin =0
end if

else if a >0,b>0
for Vm; = (S0,...,8,) € pathl™ Ji,a < i < b,s; € Sat(¢pa),V(i —
1),8i_1 c Sat(¢1) do
if CumTime(nj)<tmin then
tmin = CumTime(n;)
end if
end for
if Vs, ¢ Sat(y) then
tmin = 00
end if
end if

return t,,;,
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Algorithms 1-5 can be utilized to quantitative query the HPTCTS-TL formu-
las. Due to the fact that CPS modeled by HPTCTS is a hybrid system, we define a
bounded domain to solve the performance metrics of the HPTCTS model based on
symbolic model checking. In this case, the results computed by Algorithm 2-5 are
approximate rather than completely accurate. In addition, if any of the states do not
satisfy the system requirements and the system cannot automatically fix them, the
time and cost consumed to run the system can be immeasurably large. Nevertheless,
the approach presented in this paper still has the following advantages for quantita-
tively evaluating the performance of CPS.

First, we symbolically represent the constructed HPTCTS model of the CPS as
a ORBDD of complexity O(mlog(k + r + n)) based on a Boolean formula, where
m is the number of non-zero terminal nodes, the k,r,and n is the dimension of the
Boolean vector. Similarly, we design HPTCTS-TL symbolic representations that can
portray CPS properties, which will simplify the system model and drastically reduce
the stored system state space. Second, symbolic model checking is a formal verifica-
tion method that effectively avoids memory state explosion, and it has been shown
that the method can handle systems with up to 10'?° states. The real-world CPS can
be a large-scale system accompanied by concurrent, hybrid, real-time, and stochastic
characteristics. Algorithm 1 implements the symbolic model checking based on the
HPTCTS model, which has a computational complexity of |[M| x O2!?!). In addi-
tion, for the quantitative querying requirements of CPS, we can use the correspond-
ing algorithms to compute and obtain the values of the corresponding performance
metrics that enable qualitative evaluation of CPS.

Therefore, it is undoubtedly difficult to ensure precise quantification of perfor-
mance metrics for large and complex systems. However, the approximate values of
performance metrics can meet the needs of system developers and users. Based on
symbolic model checking, the quantitative evaluation of CPS can efficiently solve
its performance metrics, and the results are close to the performance requirements
of system developers and users. Based on the obtained metrics, we can perform per-
formance analysis of the HPTCTS model for CPS, and formulate a plan for the next
step of improvement for the system.

Cockpit Heater

Temperature
[ ] [ ] sensor
E]‘D{ Temperature Controller ——

4.9
-'- -'- l - ( l l 4@

Cooler
High Error Low
temperature temperature temperature
indicator light indicator light indicator light

Fig. 6 Aircraft cockpit temperature control system
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6 Design of the prototype system

This paper designs a prototype system to implement performance modeling and
quantitative evaluation of CPS on a Windows 10 machine with an Intel Pentium
CPU running at 3.20 GHz and 8GB of memory. Figure 5 describes the workflow of
the prototype system.

(1) Preparation

In the preparation phase, we first construct a text file based on the user’s requested
CPS functionalities and related attributes. Then, we extract the contents of the file to
facilitate the model construction stage.

(2) Model construction

During the CPS model construction stage, we extract the state, variables,
constraints, behavior of the state transition process, transition probabilities, and
operational costs from the document content prepared in the previous stage. With
these elements as a basis, we construct the HPTCTS model of the CPS. The pro-
totype system can symbolically represent the HPTCTS model by describing it as
a Boolean expression and then expressing it in the form of ORBDD. When quan-
titatively evaluating CPS, it is necessary to first verify that the system functions
correctly.

(3) Quantitative evaluation

Taking into account the practical situation of the system, we designed func-
tional requirements for different scenarios and calculated performance metrics
to meet these requirements. We provided the prototype system with a quantita-
tive query formula for HPTCTS-TL and calculated the satisfiable state set of the
formula using Algorithm 1, and the performance metrics satisfying the formula
using Algorithms 2-5.

In our actual implementation, the prototype system is mainly implemented by
the Java programming language. We will demonstrate the effectiveness of the
performance modeling and quantitative evaluation for CPS in Sect. 7. According
to the verification results, it will be helpful to realize the development of CPS
with multiple characteristics and behaviors.

7 Example analysis

In this section, an aircraft cockpit temperature control system will be mod-
eled with HPTCTS, and its performance attributes will be characterized with
HPTCTS-TL. Based on the quantitative evaluation algorithm for HPTCTS model,
we calculate the HPTCTS-TL formula to perform performance analysis on the
system.
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7.1 System description

We carried out an investigation on a CPS case (a teaching and representative
aircraft cockpit temperature control system [31], as depicted in Fig. 6) using
HPTCTS for modeling, and quantitatively assessed the performance of the
HPTCTS model. The aircraft cockpit temperature control system is a CPS with
behaviors such as discrete, continuous, concurrent, and random. It is composed of
a set of sensor, controller, indicator light, heater, and cooler. These components
can receive and process external information, and then control and adjust the tem-
perature inside the cockpit to meet the pilot’s comfortable driving experience.
The system can be represented as

System = Sensor || Controller || Indicator Light || Heater || Cooler.

Temperature sensor will continuously monitor the temperature inside the cockpit
and send temperature signals to the temperature controller. The temperature control-
ler will control the heater and cooler to maintain the desired temperature.

If the temperature inside the cockpit exceeds 30 °C, the cooler will activate
to lower the temperature. Conversely, if the temperature drops below 22 °C, the
heater will activate to raise it. The temperature inside the cockpit should be kept
between 22 °C and 30 °C. Furthermore, the high-temperature and low-temperature
indicator lights will illuminate if the temperature gets too hot or too cold. Addi-
tionally, the error indicator light will turn on in case of a system malfunction,
alerting the pilot to take prompt action. Over time, fluctuations in temperature
can cause changes in aircraft fuel consumption, which can impact the perfor-
mance and safety of aircraft. Therefore, the temperature control system inside the
cockpit is crucial.

wit <2 ,0nH s3),1,1.9

x=30,0nC 1,094,138 22,0nH,t,5,0.92,2.1
So > 5 > S53

x =30,0nC,13,),0.94,1.8

wt > 4.errorCt 5,0.06,0.02 . A s
wit > 4.errorH 1 4,0.04,1.5 x>30,4L,157,0.03,2.3

52

5 wit > 2.errorC,t;.4,0.03,2.1

wi < 3.el,l56.1,0.05 ¢ wt <3.eL,lu6,1,1.8

87

Se ) wt <3 retns.1,1.6

wt < 5,(.'/70,/((.})), 1,0.8

wt < 2idel t59),1,0.9

p L5V

X2 28,170,00,1,0.05 [ 5o S5

Fig.7 HPTCTS of aircraft cockpit temperature control system

@ Springer



Performance modeling and quantitative evaluation for... 5643

Table 3 Encoding the set of

states of HPTCTS M (M in SES So S % Sy S S5 Se 51 Sy S els)
Fig.7) S0 0 1 1 0 0 0 0 0 0 0 0000
5, 0 0 0 1 1 1 0 0 0 0 0001
S5 0 0O o0 0 0 0 1 0 0 0 0010
53 0 1 0 0 1 0 0 1 0 0 0100
Sy 0 0 O 0 0 0 1 0 0 0 0101
S5 0 0 0 1 0 0 0 0 0 0 0110
¢ 0 0 0 0 0 0 0 0 0 1 0111
Sy 0 0o 0 0 0 0 0 0 1 0 1000
Sg 0 0 0 0 0 0 0 0 0 1 1001
s 1 0 0 0 0 0 0 0 0 0 1010
Tablg 4 Encoding the transitif)n IR y B X4 ox ox ¥ x X X
relations of HPTCTS M (M in P72 3
Fig. 7) o= s (0000) onC(O000) O 0 0 0 0 0 0 1
sy = s, (0001) errorC(OOO1) O O O O O O 1 O
sy = 53 (0010) onH(0010) o 0 0 1 0 1 0 O
s, = s, (0001) errorH(0011) O O O 1 O 1 O 1
sy = 55 (0100) ¢L(0100) o 0 0 1 0 1 1 O
s, = 8¢ (0101) eL(0101) o o0 1 0 0 1 1 1
sy =5, (0000) onC(O000) O 1 0 0 0 0 0 1
s3 = s, (0110) errorC(0001) 0 1 0 O O 1 0 1
s3 = 57 (0111) hL(0110) O 1 0 o0 1 0 0 O
s, = s (0101) eL(0101) 01 0 1 0 1 1 1
55 = 53 (1000) onH(0010) o 1 1 0 O 1 0 O
¢ =S (1001) che©1l) 0 1 1 1 1 0 1 0
s; = sg (0101) re(1000) 1 0 0 01 0 O 1
sg = S (1000) idel(1001) 1 0 0 1 1 0O 1 O
59 = 5y (1010) !7e(1010) 1 0 1 0 0 0 O O

We set the initial state of the system as s, the initial temperature as 28 °C, and
x as the temperature variable, wt is the time variable, and Lij) is the duration of the
transition from state s, to s;. The cockpit temperature control system for the aircraft
can be described as follows.

(1) Atinitial state s, the temperature in the cockpit rises at a rate of 0.5 over time.
When the temperature inside the cockpit reaches 30 °C, the system executes
onC action with a probability of 0.94 to open the cooler. The system transitions
from state s to s;, and the aircraft consumes 1.8 units of fuel. After the cooler
is opened, the temperature in the cockpit is reduced at a rate of 2 over time. If
the cooler fails to open, the system executes errorC action with a probability
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2

3)

of 0.06. In this case, the system transitions from state s, to s,, and the aircraft
consumes 0.02 units of fuel. Within 3 time units, the system’s error indicator
light will be turned on by eL action. The system transitions from state s, to s,
and the aircraft consumes 0.05 units of fuel. After the error indicator light is
turned on, the system enters the detection state for 5 time units, i.e., the system
transitions from state s to sq. The system executes the action of sending the
ambient temperature, !7e, at state s, and transitions to state s, where the aircraft
consumes 0.05 units of fuel.

When the temperature inside the cockpit drops below 22 °C, the system executes
onH action with a probability of 0.92 to open the heater. After the heater is
turned on, the temperature in the cockpit gradually increases at a rate of 4 over
time. The system enters state s, which is transitioned from s,, and the aircraft
consumes 2.1 units of fuel. However, if an error occurs when the heater is turned
on at state s,, the system executes errorH action with a probability of 0.04. In this
case, the system transitions from state s, to s,, and the aircraft consumes 1.5 units
of fuel. Then, the system continues to transition to s,. As the heater cannot be
turned on, the temperature inside the cockpit will remain below 22 °C. The sys-
tem also executes cL action with a probability of 0.04, and the low-temperature
indicator light is turned on. At this point, the system transitions from state s, to
s5, and the aircraft consumes 1.9 units of fuel. Within 2 time units, the system
continues to execute onH action to turn on the heater, and the system transitions
from state s5 to s, where the aircraft also consumes 1.9 units of fuel.

When the system executes the onC action to open the cooler, there is a 0.03 prob-
ability of encountering an error and executing the errorC action. In this case, the
system transitions from s, to s,, consuming 2.1 units of fuel before continuing to
transition to s4. If the temperature inside the cockpit is higher than 30 °C and the
cooler cannot be opened, the system executes iL action with a 0.03 probability,
causing the high-temperature indicator light to turn on and transitioning from s, to
s, consuming 2.3 units of fuel. Within 3 time units, the system executes re action
to turn off the heater and release heat, transitioning from s, to sg, and consuming
1.6 units of fuel. The system then enters the detection state by executing the idel
action within 2 time units, transitioning from sg to s, and consuming 0.9 units of
fuel before sending the ambient temperature and transitioning back to s,

7.2 Modeling system using HPTCTS and symbolic representation

For the description of the above system, the combined system model HPTCTS is
shown in Fig. 7.

For the state set S = {s, ..., sy}, the corresponding specified Boolean variables

order  x;,X,x3,x,. The state can be represented as  follows:

Jo T0055., = 00655x.f, = 55x34,f,

= X0X3Xy, fy, = X1xpX0%, f = X1 00X xy. f,
= X XX3%y, fy, = X1 XXy, fy, = X603 Xy /)

= X XpX3
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Tables 3 and 4 summarize the process of encoding the states and transition rela-
tions function of HPTCTS for aircraft cockpit temperature control system, and the
corresponding ORBDD is shown in Fig. 8.

7.3 Quantitative evaluation of HPTCTS model for aircraft cockpit temperature
control system

We will use the quantifiable evaluation algorithm in Sect. 5.3 to calculate the
HPTCTS-TL formula that must be satisfied by the aircraft cockpit temperature
control system, the minimum cumulative cost and time of the system will be given
priority consideration. Below we give some quantifiable evaluation formulas of
HPTCTS-TL, and the numerical results of each formula are shown in Table 5.

(1) What is the probability that the temperature falls below 22 °C when the cockpit
temperature control system triggers a low-temperature indicator within 20 units
of time? And what are the minimum cost and time required for this event to
occur? The formula can be expressed as:

o P_y(trueUy 50 (LTlight = on A x < 22))
o Cin=r(trueUyg 5o\ (LTlight = on A x < 22))
o Tin=o(trueUy o0 (LTlight = on A x < 22))

(2) What is the probability of error indicator turning on due to heater or cooler
switching failure when cockpit temperature is not higher than 22 °C or not lower
than 30 °C within 20 units of time? And what are the minimum cost and time
consumption of the system and execution time of this scenario? The formula can
be expressed as:

o P_,(trueUy, ((cooler V heater = false) A Elight = on))
o Cins(truel o ((cooler V heater = false) A Elight = on))
o T,i—s(trueU, ((cooler V heater = false) A Elight = on))

(3) The cockpit temperature fluctuates between 22°C and 30°C within 50 time units.
When the temperature exceeds 30°C, how likely is it that the radiator opens to
cool the cockpit below 30°C? What is the minimum cost and execution time of
this system? The formula can be expressed as:

o P_y(22 < x <30V 50\ (release = true A x < 30))
o Cin(22 < x < 30U 50\ (release = true A x < 30))
o Tn=n(22 < x < 30U 5 (release = true A x < 30))

We implemented the performance queries for requirements (1)—(3) according
to Fig. 5. In addition, to evaluate our approach, we also based on a non-symbolic
(explicit) model checking method to compute the performance metrics of the sys-
tem. The results of the computation of the quantitative query formulas of the
HPTCTS-TL, as well as the runtime and the memory consumption of the method
implementation, are shown in Table 5.
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In Table 5, we evaluated some performance indicators of the cockpit temperature
control system. The system has a low probability of failure, but it still requires fur-
ther improvement to ensure its reliability for CPS in the aerospace field. Moreover,
this system only controls the temperature of the aircraft cockpit, which is a high-
cost component for a running aircraft. Therefore, reducing the system cost is also
a key task for future work. In this paper, our work is based on Boolean variables
to symbolically represent the state space and state transition relationships of the
HPTCTS model for CPS with Boolean functions, and store the Boolean functions
in ORBDD. The system is quantitatively evaluated by Boolean operations as well as
the algorithms that compute quantitative query formulas. Compared to the method
that performs model checking by constructing all the reachable states of the system
and using an exhaustive search of the state space, that is, the explicit model checking
method, our work is lower in terms of runtime and memory usage for the final solu-
tion of the quantitative query formulas.

This section shows a typical CPS being modeled in detail by HPTCTS, and
ORBDD can symbolically represent the HPTCTS model. Some quantitative indi-
cators of this CPS are inscribed as quantitative solution formulas representing
HPTCTS-TL, and quantitative evaluation methods can compute the results of these
formulas.

8 Related works

The field of CPS research is complex and interdisciplinary, and various formal meth-
ods have been developed for modeling and analyzing CPS. There has been extensive
research on performance modeling and quantitative evaluation of CPS, resulting in
several achievements. Given the complex structure of CPS, researchers have focused
their attention on specific characteristics of CPS.

Labeled transition systems (LTS) are a popular formalism used for modeling CPS
due to their simplicity and expressiveness. Researchers have proposed several exten-
sions to LTS to model different aspects of CPS such as hybrid, time, probability, and
other non-functional properties. In [32], the authors present a hybrid probabilistic

Table 6 Comparison of related works

References FM DB CB T C P QE ASSE
[25] Markov decision processes Y N N N Y Y Y
[28] Probabilistic timed automata Y N Y N Y N Y
[31] Probabilistic labeled transition system Y Y Y N Y N N
[32] Probabilistic clock labeled transition system Y Y Y N Y Y N
[33] Stochastic hybrid automata Y Y Y N Y Y N
[34] Discrete-time Markov chains Y N Y N Y Y Y
our work HPTCTS Y Y Y Y Y Y Y

Y: support; N: no suport; FM: formal model; DB: discrete behavior; CB: continuous behavior; T: time;
C: cost; P: probabilistic; QE: quantitative evaluation; ASSE: alleviate state space explosion
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process calculus for modeling and reasoning about CPS, called pCCPS (probabilis-
tic calculus of cyber-physical systems). The dynamics of the calculus is expressed
in terms of a probabilistic labeled transition system (pLTS) in the style of Plotkin’s
SOS. In order to evaluate the CPS more carefully, verification methods for probabil-
istic metrics on the systems are provided.

The probabilistic extensions of clock constraint specification language (pCSSL)
is proposed to describe the clock constraints and probabilistic behavior of CPS in
[33]. In addition, the authors consider non-functional properties of the CPS (power
and energy consumption) and performance analysis modeling. The semantic model
of pCSSL is represented as a probabilistic clock labeled transition system (PCLTS).
The statistical model checking was used to the quantitative and qualitative verifica-
tion of the pCSSL model for CPS.

Based on a stochastic modeling approach, the non-functional properties of the
CPS were captured and analyzed in [34], such as reliability, performance, and
energy consumption. The authors addressed the cross-validation problem by mod-
eling and evaluating case studies in the railway domain using different formats and
tools. A stochastic activity network model for tracking turnout heaters and a stochas-
tic hybrid automaton model developed to evaluate energy consumption and reliabil-
ity metrics will be evaluated using Mobius and Uppaal SMC. The results obtained
will be compared by the researchers to improve their credibility and provide insights
into the design and analysis of energy efficient cyber-physical systems.

Model checking exhaustively searches the state space of a system to find all states
with satisfiable properties. CPS is a large and complex system, and the process of
model checking CPS models is often affected by state space explosion. Many effec-
tive solutions have been proposed by researchers to mitigate the problem of model
checking. McMillan proposed symbolic model checking to represent system models
efficiently, which is one of the successful methods to alleviate state space explo-
sion [20]. Symbolic model checking uses Boolean functions to represent the state
set and state transition relations in the system model, and it uses binary decision
diagram data structures for storage, which ensures compressed representation and
efficient operations of large-scale and structured models. The traditional representa-
tion of symbolic model checking has been extended by references such as [21, 35]
with multi-terminal binary decision diagrams and matrix diagrams, among others,
to further implement symbolic model checking for probabilistic systems. In [28],
the authors proposed a symbolic model checking algorithm for probabilistic timed
automata, which can verify both qualitative temporal logic properties (correspond-
ing to probability O or 1) and quantitative properties (corresponding to any probabil-
ity), while mitigating the problem of state space explosion in model checking.

The comparison between the present related work and our work is shown in
Table 6.

In the aforementioned research related to CPS modeling and verification,
researchers have considered its characteristics and behaviors from various aspects.
However, it is impossible to model CPS in detail. We comprehensively capture the
behavior and characteristics of CPS and consider the non-functional attributes of
CPS, such as reliability and performance. We use probabilistic model checking tech-
niques to quantitatively verify them, in order to quantitatively evaluate CPS. Our
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research method is an effective supplement to existing methods and has practical
application value. Moreover, we can understand that symbolic model checking has
alleviated the problem of state space explosion to some extent, symbolic model
checking has been verified in several types of systems. We integrate the main ideas
of symbolic model checking and probabilistic model checking to comprehensively
describe the various behaviors and characteristics of CPS and efficiently perform
quantitative evaluation of CPS.

9 Conclusion

For CPS with complex structures, high reliability and performance requirements
are necessary. We extend LTS to propose HPTCTS, which can model the continu-
ous behavior, probabilistic behavior, concurrent behavior, temporal characteris-
tics, and performance of CPS comprehensively. In order to be able to describe
the functional and security properties of HPTCTS and also to calculate the
performance metrics that the system needs to satisfy, we propose the HPTCTS-
TL. We symbolically represent HPTCTS using ORBDD, and HPTCTS-TL for-
mulas are also symbolically represented as Boolean functions. We use ORBDD
and Boolean formulas of temporal logic as inputs for symbolic model checking
to mitigate state space explosion when quantitatively evaluating the HPTCTS
model. We implement some algorithms to quantitatively evaluate HPTCTS and
demonstrate through case studies that our work contributes to the development
of a more efficient and comprehensive approach to evaluating CPS performance.

The method proposed in this paper is crucial for the successful deployment
of CPS in real-world applications. Furthermore, the proposed method enhances
understanding of CPS and provides a better understanding of its functionality,
performance, and reliability. The modeling method and temporal logic are pro-
posed in this paper can also be extended to various CPS applications and will
help advance research in the field. Although the introduction of symbolic think-
ing solves the problem of state space explosion, there are still limitations when
facing larger-scale systems, and further improvements are needed in the quantifi-
cation evaluation of CPS methods.
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