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Abstract

Al is combined with various devices to provide improved performance. IoT devices
combined with Al are called smart IoT. Smart IoT devices can be controlled using
wearable devices. Wearable devices such as smartwatches and smartbands generate
personal information through sensors to provide a range of services to users. As the
generated data are preserved in the storage of the wearable device, getting access to
these data from the device can prove useful in criminal investigations. We, therefore,
propose a forensic model based on direct connections using wireless or interfaces
beyond indirect forensics for wearable devices. The forensic model was derived
based on the ecosystem of wearable devices and was divided into logical and physi-
cal forensic methods. To confirm the applicability of the forensic model, we applied
it to wearable devices from Samsung, Apple, and Garmin. Our results demonstrate
that the proposed forensic model can be successfully used to derive artifacts.

Keywords Digital forensics - Wearable ecosystem - Smartwatch - Smartband

1 Introduction

With the development of new technologies, existing technologies were combined
with new technologies and developed into other new technologies. The emergence
of new technologies has led to the development of various security technologies
[1-4]. One of the most used new technologies is artificial intelligence. Artificial
intelligence is combined with various devices to provide improved performance

The datasets generated during and/or analysed during the current study are not available due to the
privacy, so data sharing is not applicable.

P< Taeshik Shon
tsshon@ajou.ac.kr

Department of AI Convergence network, Ajou University, Suwon, Korea
Department of Computer Engineering, Ajou University, Suwon, Korea

Department of Cyber Security, Ajou University, Suwon, Korea

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s11227-022-04639-5&domain=pdf

974 M. Kim et al.

and customized services [5]. Various devices such as refrigerators, air condition-
ers, and surveillance systems have been combined with Al [6]. Devices combined
with Al are also called smart IoT. Smart IoT devices can be controlled using
wearable devices. A wearable device may be used to control the temperature of
the air conditioner or to turn on/off a light switch. Not only that, it can send noti-
fications to the wearable device when an intrusion into the surveillance system is
detected.

Wearable devices, such as smartwatches and smartbands, are worn close
to and/or on the body to collect information about the environment around the
user and body changes using sensors. Wearable devices not only provide health-
related data such as heart rate and physical activity, but also notification services
such as phone calls, text messages. Moreover, with the continuous improvement
in the quantity as well as quality of services provided by wearable devices, the
number of users of wearable devices has significantly increased. In addition, the
International Data Corporation has predicted that the sales of wearable devices
will reach 489.1 million units by 2023 [7].

Wearable devices provide a range of different services to users through a con-
tinuous data exchange with a paired device or cloud server. Most of the data of
the cloud server are stored in the internal storage of the wearable device. There-
fore, if these data stored in the device’s internal storage can be obtained, the time
and cost involved in requesting user data from the manufacturer during a crimi-
nal investigation can be substantially reduced. Alternatively, the accuracy of the
investigation can be increased by cross-analyzing the data provided by the manu-
facturer and the data stored in the wearable device.

Recently, digital forensic research has expanded into new environments, such
as internet of things (IoT), artificial intelligence (AI) speakers [8—12]. However,
as wearable devices get more and more miniaturized, it will become challenging
to use them in existing forensic techniques. Furthermore, considering the present
times where multiple wearable devices with more and better functions are intro-
duced every year, if the forensic methods of existing research are applied to the
latest wearable devices, the results of the previous research will be different. The
latest wearable devices use the embedded subscriber identity module (eSIM) to
communicate with the cloud server alone, which allows it to acquire more data
than wearable devices paired with only smartphones.

Most of the research on existing wearable devices has been carried out indi-
rectly for forensics using paired devices [13—19]. Indirect forensics using paired
devices synchronized with the wearable device acquire data about a wearable
device stored on a smartphone or PC. Owing to this synchronization, indirect
forensics using paired devices have more limited data than direct forensics using
wearable devices. Because manufacturers of different wearable devices use dif-
ferent operating systems (OS), and each device has a different data storage struc-
ture, applying the existing research on the latest wearable devices is not practi-
cal. Therefore, we propose an ecosystem of wearable devices for the forensics of
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wearable devices. In this study, we mainly performed direct forensics on wearable
devices. The contributions of this study are as follows:

1. A wearable device ecosystem was derived to apply digital forensics based on the
identification of major interfaces and connection configurations of smart watches
and smartbands.

2. A forensic model divided into logical and physical forensic methods have been
proposed based on the wearable device ecosystem. Logical forensics methods
include analyses using PC connections and internal storage of paired devices,
physical forensics include analyses through the printed circuit board (PCB) ser-
vice port, PCB debugging port, and chip-off.

3. To verify the forensic model, it was applied to wearable devices of major manu-
facturers, and the related artifacts were acquired and analyzed.

2 Related work
2.1 Wearable device forensics

Becirovic et al. [20] performed forensic analysis on Samsung Gear S3 Frontier
devices. Data were acquired by accessing the shell of the wearable device using a
Wi-Fi. Only short message service (SMS) and messenger usage data were acquired.
Gregorio et al. [21] performed forensics on three types of smartwatches based on
a real-time OS. The Joint Test Action Group (JTAG) was used to acquire user data
in the internal storage of smartwatch. In the study by Odom et al., data from smart-
phones paired with the Samsung Galaxy Gear S3 Frontier and Apple Watch Series
3 devices were acquired [22]. Data extraction of Galaxy Gear S3 Frontier was per-
formed using the Universal Forensic Extraction Device 4PC of Cellebrite, and the
Apple Watch Series 3 was connected to a PC through an iBUS S2, and Xcode was
used to extract the data. However, they used an existing data acquisition program.
Most of the research on wearable devices is used paired smartphone, and thus, it is
difficult to know whether the personal information of the user remains in the wear-
able device. Wearable devices are being released from various manufacturers, but
the amount of research being conducted is insufficient.

2.2 Internet of things forensics

Jo et al. [23] conducted a digital forensic study on an Al speaker ecosystem that has
an environment similar to that of wearable devices. In this study, five analysis meth-
ods were proposed by dividing them into three forensic areas. The research by Shin
et al. which was conducted as a follow-up study to that by Jo et al. proposed five
methods of injecting a certificate into an Al speaker to analyze the encrypted traffic
between the Al speaker and the cloud [24]. The encrypted traffic of the Al speakers
was analyzed through the ball grid array rework of the NAND flash memory with
the certificate injection. Shancang et al. [25] presented an IoT-based forensic model
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that supports the identification, acquisition, and analysis of forensic artifacts in IoT
devices and infrastructure. The proposed model is a forensic approach based on the
Amazon Echo Al speaker as an example. The wearable device is worn on the body
of the user, and its position can be changed. Conversely, the Al speaker ecosystem
has a fixed position. Therefore, the types of acquisition artifacts expected will be dif-
ferent. Because wearable devices are miniaturized, there is a limit to the application
of the existing IoT forensic techniques.

3 Digital forensic model for wearable devices

In this study, we derived an ecosystem for wearable devices to acquire user data
stored in the internal storage of wearable devices, as shown in Fig. 1, based on the
main interface and connection configuration of the wearable devices.

The main components of the proposed ecosystem comprised wearable devices,
smartphones, and PCs. A wearable device can be used by pairing with a smartphone.
Bluetooth is used for pairing smartphones. When the wearable device is paired with
a smartphone, communication with the cloud is performed indirectly through the
smartphone. However, most of the latest wearable devices support Wi-Fi and LTE
connection. Therefore, the wearable device can communicate directly with the cloud
server without pairing with a smartphone. Some wearable devices may connect to a
PC using USB and then transfer files to the wearable device. Alternatively, it may
be possible to connect to a PC using Wi-Fi. In other words, there is a possibility
that wearable devices store user personal information in the internal storage of the
wearable device by pairing with another device. There are components for device
operation on the PCB of wearable devices, such as the processor and memory. The
PCB also has a debugging port and a service port. The debugging port is created by

Wearable Device

Physical Forensics

.

Fig. 1 Wearable device ecosystem and ecosystem-based wearable device forensic model
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the manufacturer for product debugging, such as JTAG and Universal asynchronous
receiver/transmitter (UART), and the service port is a port created to check the nor-
mal booting of the wearable device during the manufacturing process.

The forensic model of wearable devices was constructed using logical forensic
and physical forensic methods based on the main interfaces and connection configu-
rations identified in the ecosystem of wearable devices. Logical forensics include
PC connection, internal storage of paired devices, and physical forensics include
PCB service port, PCB debugging port, and chip-off. Forensics on data stored in
the wearable device through connection with PC or forensics on data stored in the
paired mobile device are defined as logical forensics. In the case of using the wear-
able device PCB, it was defined as physical forensics.

3.1 Logical forensics
3.1.1 PCconnections

Because most wearable devices support wired/wireless connections with a PC,
forensics for acquiring data stored in the wearable devices may be performed
through connection with the PC. It can be performed through a wired connection
using a USB provided by the manufacturer or a wireless connection using Wi-Fi. A
wired PC connection using USB uses USB with Ground, Data +, Data —, and Power
pins. If USB does not have Data+ and Data — pins for data transmission, data trans-
mission is impossible. Most of the latest wearable devices support Wi-Fi networks.
To connect the wearable device and the PC using Wi-Fi, the Wi-Fi created in the PC
must be connected to the wearable device.

For wearable device forensics using the PC Connection, most forensic perform-
ers have user authority, and hence, rooting is sometimes required to acquire the
entire data. There are two common rooting methods. The first is using the recovery
mode. This method installs the SU binary in internal storage to obtain administrator
privileges. The second method obtains administrator privileges by installing the SU
binary inside the device by using the vulnerabilities of the wearable devices or the
OS. In both methods, it must be connected to a PC. The method of obtaining admin-
istrator privileges by rooting depends on the OS.

3.1.2 Internal storage of paired devices

Wearable devices continuously exchange data through communication with a paired
device or cloud server. Information about the user is stored in the internal storage
of smartphone and PC as well as wearable device. The internal storage of paired
devices method is an indirect forensic method that forensics a wearable device
using data stored in the internal storage of a paired device during a communication
process.

A method of using data stored in a smartphone paired with a wearable device
is to extract and analyze smartphone data to acquire only wearable device data
stored during communication. In order to forensic the internal storage of a paired
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smartphone, access to smartphone data is required, so obtaining administrator privi-
leges of the smartphone must be preceded. Forensics using a paired device is per-
formed only when direct forensic methods cannot be performed.

3.2 Physical forensics
3.2.1 PCB service port

Some wearable devices cannot connect to a PC. In some cases, a service port, which is
an interface that can be connected to a PC, is implemented on the PCB of a wearable
device that check normal booting during the manufacturing process. In most cases, the
service port of the PCB can be connected to a PC by soldering. Some wearable devices
have a BUS that can be connected to the interface of the PCB or can connect the wear-
able device and the PC using the USB provided by the manufacturer. Even if there is
no additional connection interface, it can be connected to a PC by soldering a standard
wire to the service port.

3.2.2 PCB debugging port

In some cases, the PCB of the wearable device implements not only a service port but
also a debugging port, such as JTAG and UART, which is an interface for debugging.
The debugging port can be used to extract data stored inside the device or to acquire a
full dump image. When performing forensics using JTAG and UART ports, it is pos-
sible to acquire all data stored in the device because administrator privileges are not
required [15, 21]. In the PCB debugging port of this paper, only the JTAG and UART
debugging ports are analyzed to confirm the applicability of the forensic model.

3.2.3 Chip-off

Chip-off is performed as the last option when forensics at the S/W or H/W level are
difficult. Chip-off is a method of acquiring data by physically acquiring NAND flash
from the PCB of a wearable device. Chip-off requires a high level of understanding of
various hardware and equipment. The NAND flash acquired through chip-off can be
mounted on a PC, and data can be acquired in the form of a raw image [24].

Most of the NAND flash in the latest wearable devices is implemented in system-on-
a-chip (SoC). In SoC, all blocks such as processor core and memory are implemented
with a single chip, and even if chip-off is possible, it is difficult to obtain data by speci-
fying NAND flash. However, some wearable devices use a separate embedded multi-
media card (eMMC) as a NAND flash. When implemented in the form of a proprietary
eMMC, it is possible to acquire data in the internal storage of wearable devices by chip-
off. If the wearable device image obtained by chip-off uses Ext4 as the file system,
even the deleted data can be acquired [26]. We applied the forensic model proposed in
Sect. 4 to actual wearable devices and analyzed the artifacts based on the acquired data.
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4 Practice for forensic model

Because wearable devices have different interfaces, we confirm the applicabil-
ity of the proposed forensic model for wearable devices from Samsung, Apple,
and Garmin with high penetration in 2020 and 2021 [27]. Three types of Samsung
smartwatches, three types of Apple smartwatches, and one type of Garmin smart-
band were used in the forensic model application experiment.

4.1 Samsung smartwatches

The Samsung smartwatch used in the forensic model application experiment is Gal-
axy Watch 3 (LTE, Bluetooth), Galaxy Active 2 (Bluetooth), and Galaxy Watch 1
(Bluetooth). Table 1 shows the specifications of the Samsung smartwatch used in
the forensic model application experiment. Three types of Samsung smartwatches
can use Bluetooth and Wi-Fi communication. In addition, all three devices use eSIM
to communicate with the cloud server without pairing with a smartphone. There-
fore, we conducted an additional experiment on the Galaxy Watch 3 LTE to derive
the difference between data stored in devices that cannot communicate with cellular
communication and those that use cellular communication. As a result of the experi-
ment, the applicability of the forensic model to three Samsung smartwatches, the
same results and artifacts were derived. Therefore, only the experimental process for
the Galaxy Watch 3 was described.

4.1.1 PCConnection

Because Samsung Galaxy Watch 3 does not have DATA +and DATA pins in the
USB provided by the manufacturer, it is impossible to connect it to a PC using USB.
However, because the Samsung Galaxy Watch 3 is capable of network communica-
tion using Wi-Fi, we confirm the applicability of the wireless PC connection method
of the forensic model in the Samsung smartwatch. For the PC connection experi-
ment using Wi-Fi of Galaxy Watch 3 (LTE, Bluetooth), the mobile hotspot function
of the PC was used. Because the Galaxy Watch 3 Bluetooth model communicates
with the cloud server through the paired smartphone, it was paired with the Galaxy
S9 +device. After PC connection using Wi-Fi, a smart development bridge (SDB)
was used to acquire data, and firmware was flashed using Odin v3.13.3 to acquire
administrator privileges.

For the PC connection using Wi-Fi, the Samsung smartwatch was connected to
the Wi-Fi created on the PC in the normal booting state. A Samsung smartwatch
connected to a PC can use the SDB after enabling USB debugging. SDB is a devel-
opment bridge for Tizen OS developed by Samsung and has the similar function as
the Android Development Bridge (ADB) for Android. This allowed us to access the
Galaxy Watch 3 shell from a PC on the same Wi-Fi network. The internal storage
data of the Galaxy Watch 3 were acquired through the SDB shell. By analyzing the
acquired data, we were able to acquire various artifacts, such as:
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Paired device and wearable device information
Call history and text messages

Voice assistant raw file

Personal health data

Sl

Data acquisition through a PC connection does not acquire all data in the internal
storage of Samsung Galaxy Watch 3 because a forensic model is applied with user
authority. Therefore, the administrator privileges of Galaxy Watch 3 were acquired.
To obtain administrator privileges on the Galaxy Watch 3, custom firmware or cus-
tom recovery must be flashed. Since there is no firmware that includes administrator
privileges for Samsung smartwatches so far, we created a firmware with adminis-
trator privileges by injecting the SU binary into the stock firmware, which is the
original firmware. The custom firmware with administrator privileges was flashed
using Odin, but it did not boot normally. The phrase ‘_FOTA_BODY_FINALIS-
ING_NUPDATE_’ is shown in Fig. 2. This indicates that Galaxy Watch 3 performs
an integrity check during booting. If the integrity of the device is compromised, the
firmware over-the-air (FOTA) protocol is automatically executed and the original
firmware is flashed over a wireless connection.

4.1.2 PCB service port

To confirm the applicability of the physical forensic methods of the forensic model
in the Samsung smartwatch, the interface and memory chip of the PCB were ana-
lyzed. The PCB of Galaxy Watch 3 is shown in Fig. 3. There are unmarked ports
along with the processor and memory chip on the PCB of the Galaxy Watch 3. The
six ports were estimated to be service ports [28]. As the experiment was conducted
using a Bluetooth model, the Galaxy Watch 3 was paired with Galaxy S9+. The
service port was connected to the PC using a standard wire. As shown in Fig. 4, the
service port of Galaxy Watch 3 was soldered and connected to the PC. As a result,
it was impossible to recognize the Galaxy Watch 3 in the PC in the normal booting

Fig.2 Screen of Galaxy watch
3 after flashing custom firmware
using Odin
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Fig.4 Soldering to Galaxy watch 3 PCB service port using standard wire

state, but in the download mode, it was possible to recognize it in the PC. It was pos-
sible to enter the download mode, so we focused on trying to acquire administrator
privileges in the PCB service port. The result of trying to acquire administrator priv-
ileges when connecting wirelessly from the PC connection method and the result
of obtaining administrator privileges when connecting with PC using PCB Service
Port were the same. It is presumed that the same results were obtained because there
was only a difference between the PC and the wired/wireless connection.

4.1.3 PCB debugging port

The four ports in the lower right square shown in Fig. 3 were not marked on the
PCB, so it was impossible to estimate which port they were, but it is estimated
that they were not debugging ports. For detailed analysis, X-ray or CT scans were
required. As there are no other ports, there was no debugging port in Samsung Gal-
axy Watch 3.
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id contact_id datatype ._my_profil rimary_de is_default ated_with_  data1 data2 data3 data4 data5 data6
1 ZE TE z e E Zg

] g ] BE ] ] EE] gE B e [EE EE] B
14 1 8 0 1 1 0 72 .. +8210514 010514...
2 6 2 8 0 1 1 0 72 .. +8210549 010549...
3 7 3 1 0 0 0 2
4 8 3 8 0 1 1 0 72 . +8210823 010823...
5 9 4 1 0 0 0 2
6 10 4 8 0 1 1 0 72 .. +8210998 010998...
7 1M 5 1 0 0 0 2
8 12 5 8 0 1 1 0 72 .. +8210899 010899...
9 13 6 1 0 0 0 2
10 14 6 8 0 1 1 0 72 .. +8210773 010773...
1 15 7 1 0 0 0 2
12 16 7 8 0 1 1 0 72 .. +821092 010924...
13 17 8 1 0 0 0 2
14 18 8 8 0 1 1 0 72 .. +8210713 010713...

Fig.5 Contact information stored in ’.contacts-svc.db’

id number umber_typ  normal_num  :lean_num minmatch sim_id person_id log_type log_time
EE] EE] (e B2 U e e [=E EE] EE]

505 2207 010824... 72 +8210824 010824... 0824 1 892 2 160695...
506 2222 010660... 72 +8210660; 010660... 0660 1 867 2 160697...
507 2225 010660... 72 +8210660) 010660... 0660 3 867 1 160697...
508 2226 010660... 72 +8210660) 010660... 0660 3 867 6 160697...
509 2227 010660... 72 +8210660) 010660... 0660 1 867 6 160697...
510 2228 114 +82114 114 114 1 101 160697...
511 2229 114 +82114 114 114 1 101 160697...
512 2230 114 +82114 114 114 1 101 160697...
513 2231 010660... 72 +8210660; 010660... 3 867 6 160697...
514 2232 010660... 72 +8210660) 010660... 1 867 6 160697...
5152233 010660... 72 +8210660) 010660... 3 867 1 160697...

<

Fig.6 List of call log stored in ’.contacts-svc.db’

4.1.4 Chip-off

The chips marked red in Fig. 3 are the Samsung Exynos 9110 SiP of the Galaxy
Watch 3. Because system-in-a-package (SiP) implements several blocks as indi-
vidual chips and then combines them into a single package, it is difficult to sepa-
rate the NAND flash. Therefore, it was impossible to perform a chip-off.

The Samsung smartwatches were able to acquire data through the PC con-
nection method by applying the proposed forensic model. The total artifacts are
listed in Table 5 in Appendix. In the ’.contacts-svc.db’ file, as shown in Figs. 5
and 6, we could confirm the contacts stored in the smartphone paired with the
smartwatch and call history. In the case of sending a text message, as shown
in Fig. 7, it was possible to see the message exchanged as text stored in the
".msg-consumer-server.db’ file. When speech-to-text (STT) was used, such as
sending a message by voice, the raw data of the voice message were stored in
the ’stt_pcmdump’ folder. In the folder, data that the user commanded by voice
were stored, but only the last command could be obtained. In addition, various
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msgld ‘mngype subType itemid convid storageld orageFold: stworkStati mainText textMessage
4866
4867
3041
4868
4869
4870
4871
4872

11 sms
2 2 cmas
33 mms
4 4 cmas
5 5 cmas
6 6
77
8 8

cmas

sms

cmas
9 9 cmas
10 10 cmas
1 n cmas
12 12 mms
1313 sms
1414 sms
15 15 cmas
16 16 cmas
17 17 sms
18 18 cmas
19 19 mms
20 20 cmas
21 21 cmas
2

4873
4874
4875
3043
4876
4877
4878
4879
4880
4881
3045
4882
4883
an47.

Message content

NN ANERNN SO ORNNN N BN NGRS

5420202200042 220222020
R R J R T I ATy

Fig.7 Message log stored in *.msg-consumer-server.db’

user artifacts, such as media files, and health data, were acquired. However, in
the case of health data, analysis was not possible because the contents were
encrypted. Devices using LTE were able to acquire additional carrier informa-
tion, eSIM ID, and phone number assigned to the wearable device.

4.2 Apple smartwatches

Apple Watch Series 5 (GPS+Cellular) and Apple Watch Series 3 (GPS/
GPS + Cellular) are used for forensic model applicability experiments for Apple
smartwatches. The specifications of the Apple devices for the forensic model
applicability experiment are listed in Table 2. All three devices are possible
Wi-Fi, so a PC connection method can be attempted. As a result of the experi-
ment, the applicability of the forensic model to three apple smartwatches, the
same results, and the same artifacts were derived. Therefore, only the experimen-
tal process for Apple Watch Series 5 GPS 4 Cellular and Apple Watch Series 3
GPS + Cellular was described.

4.2.1 PC connection

Apple Watch Series 5 cannot be connected to a PC using USB because the USB
provided by the manufacturer does not have DATA +and DATA pins. How-
ever, because Apple Watch Series 5 is capable of network communication using
Wi-Fi, the PC connection method using Wi-Fi is possible. To wirelessly connect
the Apple Watch Series 5 to the PC, the Wi-Fi network created by the Internet
sharing function of MacBook was connected to the Apple smartwatch. Access to
Apple Watch Series 5 data over a wireless PC connection was attempted via the
Apple Filing Protocol (AFP). Apple smartwatches with watchOS were not acces-
sible, as AFP only supports connections to devices running macOS.
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4.2.2 Internal storage of paired devices

The Apple Watch Series 5 obtained only some data through direct forensic tech-
niques. Therefore, Apple Watch Series 5 performed indirect forensic techniques
to acquire wearable device data from the internal storage of paired devices of
a paired smartphone. In order to experiment with the internal storage of paired
devices, it is necessary to acquire administrator privileges for Apple smart-
phones in advance. To acquire administrator privileges for iPhone 7, checkraln,
UNetbootin, and PuTTY were used to acquire administrator privileges for Apple
smartphones. A PC using Windows 10 was used to acquire the internal storage
data of an Apple smartphone.

The data of the smartphone paired with the Apple smartwatch were acquired
by accessing the internal shell of the smartphone with administrator privileges. By
analyzing the acquired smartphone data, only data directly related to Apple Watch
Series 5 were extracted, and we were able to acquire various artifacts such as:

Smartwatch Bluetooth and Media Access Control (MAC) information
Apps installed on smartwatch

Mail account registered in the mail app

Contacts

Media directories and files list

A

: STMicro ST33G1M2 MCU

B : Qualcomm QFE3100 Envelope Tracker

goAFEM -8069 Front End Module

. Bosch yro & Accelerometer

Fig. 8 PCB of Apple watch series 3 (GPS + Cellular)
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4.2.3 PCB service port

We analyzed the PCB of Apple Watch Series 3 (GPS + Cellular) and confirmed
whether the physical forensic techniques of the forensic model can be applied to
Apple smartwatches. The PCB of the Apple Watch Series 3 (GPS + Cellular) is
shown in Fig. 8. Although the service port of the Apple smartwatch is not visible
on the PCB, the hidden service port can be seen by removing the rubber stopper on
the outside of the Apple smartwatch. To connect the Apple smartwatch with the PC,
the iBUS developed by MFC TEAM was connected to the service port. After con-
necting the Apple smartwatch to the PC, the data were acquired using Xcode and the
media data list was obtained by modifying the libimobiledevice open-source code
[29]. For the PCB service port method, a list of media files was confirmed.

4.2.4 PCB debugging port

There are unmarked ports along with a microcontroller unit (MCU) on the PCB of
Apple Watch Series 3 (GPS + Cellular). However, it was inferred that these ports
were not related to JTAG or UART. For detailed analysis, X-ray or CT scans were
required. Therefore, it was difficult to forensics through the PCB debugging port of
Apple smartwatch.

4.2.5 Chip-off

Figure 8 shows the chip on the PCB of the Apple Watch Series 3 (GPS + Cellular).
The PCB of Apple Watch Series 3 (GPS + Cellular) includes STMicro ST33G1M2
MCU, etc. Because the MCU is similar to the SoC, separating the NAND flash is
difficult. Therefore, it was impossible to perform a chip-off.

[i] Successfully paired: 00008006-001434140147002E
[i] Validated paring with device 00008006-001434140147002E
[i] service 'com.apple.afc' has been started at port 49933
[i] Starting walking Apple Watch's directory...
LFound] directory '/Downloads"
[Found] directory '/Photos'
[Found] directory '/Recordings’
LFound] file '/Recordings/Recordings.db'
[Found] directory '/Recordings/ckAssetFiles"'
[Found] directory '/Recordings/.Recordings_SUPPORT'
[Found] directory '/Recordings/.Recordings_SUPPORT/_EXTERNAL_DATA'
[Found] directory '/Recordings/.Recordings_SUPPORT/_FBF'
[Found] directory '/Recordings/.CloudRecordings_SUPPORT'
[Found] directory '/Recordings/.CloudRecordings_SUPPORT/_EXTERNAL_DATA'
[Found] directory '/Recordings/.CloudRecordings_SUPPORT/_FBF'
[Found] file '/Recordings/Recordings.db-shm"
[Found] file '/Recordings/CloudRecordings.db-shm"
[Found] file '/Recordings/CloudRecordings.db-wal'
[Found] file '/Recordings/Recordings.db-wal'
[Found] file '/Recordings/CloudRecordings.db’
Found] directory '/DCIM'
Found] directory '/DCIM/100APPLE'
Found] file '/DCIM/100APPLE/IMG_0017.JPG'
Found] file '/DCIM/100APPLE/IMG_0003.JPG'
Found] file '/DCIM/100APPLE/IMG_0082.MOV"
Found] file '/DCIM/100APPLE/IMG_0002.JPG"
Found] file '/DCIM/100APPLE/IMG_0016.JPG'

Fig.9 List of media data stored on Apple Watch Series 5 (GPS + Cellular)
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Apple smartwatches were able to apply a forensic model using the internal stor-
age of paired devices and the PCB service port method. All acquired artifacts are
listed in Table 6 of Appendix. Using the internal storage of the paired devices
method, we were able to confirm the list of media files and their extensions stored in
the Apple smartwatch. As shown in Fig. 9, a list of media files and directories exist-
ing under directories such as DCIM, downloads, and photos can be seen. If there is a
file name with a timestamp among media files, the time that the user uses the smart-
watch can be inferred by using the timestamp written on the file name.

4.3 Garmin smartband

Garmin Vivosport, a smartband released in 2019, was used to experiment the
applicability of the forensic model to Garmin wearable devices. Table 3 lists the
specifications of Garmin Vivosport. Smartbands have fewer features than smart-
watches. Smartwatches are capable of network communication through Wi-Fi or
eSIM, but smartbands are used by pairing with smartphones using Bluetooth. The
Vivosport communicates with the cloud server by pairing with a smartphone via
Bluetooth.

4.3.1 PC connection

The Garmin Vivosport USB provided by the manufacturer has GROUND,
DATA +, DATA —, and POWER pins. Therefore, a wired PC connection using
USB is possible. A Samsung Galaxy S10 was paired with Vivosport to communi-
cate with the cloud server. After connecting to a PC, the data were analyzed using
the FTK Imager v4.3.0.18. Unlike other wearable devices, Garmin Vivosport was
classified as a disk drive when connected to a USB, so all data could be acquired
without administrator privileges. By analyzing the acquired data, we were able to
acquire various artifacts, such as:

User body information (weight, gender, height)
Heart rate log

Exercise log

PC Connection log

e

Table 3 Garmin smartband spec

used in experiment Vivosport
Processor MAX32620L, nRF52832
Memory 10 MB
(6N SW v4.00
Communication Bluetooth smart and ANT +
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Fig. 10 PCB of Garmin Vivosport

4.3.2 PCB service port

The PCB of Garmin Vivosport is shown in Fig. 10; there were four ports. The
USB provided by Garmin has GROUND, DATA +, DATA —, and POWER pins,
and the USB connection location and port location were the same. Therefore,
it is assumed that connecting GROUND, DATA +, DATA —, and POWER pins
to the port is the same as connecting the USB. As a result, it is estimated that
the Garmin Vivosport PCB Service Port result is the same as the PC connection
result.

4.3.3 PCB debugging port

Figure 10 shows a PCB of Vivosport, and there was no port available for the JTAG
and UART connections.

4.3.4 Chip-off

Compared with smartwatches, smartbands have a smaller PCB size and provide
only relatively limited functions. Therefore, flash memory chips that can extract data
from a smartband are rare. As shown in Fig. 10, the chips on the PCB of Garmin
Vivosport are MAX3020L, N52832, etc. Both MAX3020L and N52832 ARM chips
have a flash memory capacity that is significantly less than 10 MB. It was assumed
that a separate memory chip was present on the board. However, the size of the
remaining chips was small, even with a microscope, and thus, it was impossible to
confirm.

Garmin Vivosport was able to acquire internal smartband storage data by apply-
ing the proposed forensic model. When connected to a PC via USB, it was possible
to access all the data of the smartband without acquiring administrator privileges.
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D E F G H I J K L M N
unknown 0]0[254|73
timestamp 9.72E+08 2020-10-13 22:27:26 | position_la 4.45E+08 semicircles position_lc 1.52E+09 semicircles distance 37.92 m
:enhanced_ 1284 m enhanced_ 3.681 m/s
unknown 0[0[0[80
timestamp 9.72E+08 2020-10-13 22:27:27 |position_la 4.45E+08 semicircles position_lc 1.52E+09 semicircles distance 4263 m
zenhanced_ 127 m enhanced_ 5.037 m/s
o i 'P- Q R S T U Vv w X Y 74 AA
m enhanced_ 4143 m/s enhanced_ 258 m heart_rate 102 bpm temperatu 30 C
m enhanced_ 4712 m/s enhanced_ 256 m heart_rate 102 bpm temperatu 30 C

Fig. 11 FIT exercise log file saved in ’/GARMIN/ACTIVITY/

Artifacts obtained from Garmin Vivosport are shown in Table 7 of Appendix. All
data were saved as flexible and interoperable data transfer (FIT) files with the excep-
tion of connection records. Garmin devices manage almost all data through FIT
files, and Garmin provides a FIT file conversion tool through the official developer
website [30]. Figure 11 shows the conversion of the FIT exercise log file into a CSV
file using the program on the official website. The files included a timestamp, heart
rate, body temperature, and distance exercised. The position coordinates could be
confirmed using the position_lat and position_lon values stored in the file in the ’/
GARMIN/ACTIVITY/ directory. Because the Garmin smartband can forensically
acquire basic user information, health information, and even location information,
meaningful artifacts can be acquired when acquiring a Garmin wearable device in
an actual investigation.

5 Discussion

To construct a forensic model of wearable devices, an ecosystem of wearable
devices was derived by identifying the major interfaces and connection configu-
rations. Table 4 shows the results of applying the forensic model to the wearable
devices. 'Forensic methods can be tried on the wearable device, and user artifacts
can be acquired’ is the '@’ symbol, ’Forensic methods can be tried on the wearable
device, but user artifacts cannot be acquired’ is the @’ symbol, *Did not attempt to
apply the forensic method to the wearable device’ is the ’-’ symbol, and ’Attempted
to apply the forensic method to the wearable device, but could not apply it’ is the
"X’ symbol.

When the proposed forensic model was applied to Samsung smartwatches, even
without root authority, most user artifacts such as device information, SNS notifi-
cations, contacts, health could be acquired through the PC connection method.
However, because the health data are user-sensitive, health data are encrypted, and
thus, detailed analysis cannot be performed. When the STT function was used, the
raw data commanded by the user were saved, but only the last command could be
obtained. An additional experiment was performed on a device using LTE, showing

@ Springer



991

Digital forensic analysis of intelligent and smart loT devices

11 Ajdde jou p[nod Inq ‘@d1A9p 9[qeIeam 2y} 0) poyiaw d1suaio} ay) Ajdde 0y paydwany X

90TAQP 9[qeIEaMm 9Y) 0] poyew d1suaio o A[dde oy ydwene jou pi :-

pa1nboe aq Jouued SIOBJI)IE 1SN INq ‘9ITAIP A[QRIEIM Y} UO PALI) 2 ULD SPOYJOW OISUAIO,] @

paimboe 9q ued $)0BJTIIE IOSN PUB “DITAIP J[qEIEAM I} UO PILI) 9q UBD SPOYIOUI JISUAIO] '@

XXX XK X XK X

XXX XX X X

oS0 00

I
]

- O
- ©

® 00 <X X X

110dSOATA UTILIRD)

(SdD) ¢ seuas yoyem opddy
(IB[N[[99+ SJD) € souas yojem o[ddy
(Te[ny[oo + Sd0) § so1I1as yojem d[ddy
1 yorem Axeres Sunsweg

7 Anoe AxereS Sunsweg

€ yojem Axeres Junsweg

pueqirewrg

[ojem 1IeWIS

Ho-diyp

y10d Sui3
-8nqap g0d

110d
Q01AI3S gDd

901A9p parred (so3or1a1ad
JO 93e101S [RUIIU]  10OI) UOTIIOUUOD DJ

(Kyuoyine 1osn)
uonodUU0d DJ

[opoul JISUIO]

Q01A9(

SIOTAQ( 9[qeIBaA O} [OPOJA 21sud10] ) Sutk[ddy Jo synsay ¢ a|qel

pringer

As



992 M. Kim et al.

the difference in the ability to obtain carrier information, eSIM ID, and mobile
phone number assigned to the wearable device.

When the forensic model was applied to Apple smartwatches, artifacts such as
smartwatch information, email and contacts were acquired through internal storage
of the paired device method. When the internal storage of the paired devices method
is performed, there is a limitation in that the smartphone must be jailbroken.

When this forensic model was applied to Garmin smartband, unlike other wear-
able devices, the Garmin smartband was recognized as a disk drive when connected
to a PC, and thus, it was able to acquire all data without the administrator privileges
such as user information, exercise records.

By applying this forensic model to wearable devices, it is possible to acquire
artifacts in all devices. However, because of the miniaturization of the PCB of the
wearable devices, the debugging port could not be identified, and the NAND flash
chip did not exist alone, making chip-off impossible in all devices. In addition,
some manufacturers encrypt sensitive information about users, making data analysis
impossible.

Deriving an ecosystem for wearable devices and applying a forensic model means
a variety of devices that can be used in the actual investigation process. The foren-
sics of wearable devices are significant because they can reduce the time and cost
of requesting user data from the manufacturer during the investigation process and
can perform cross-analysis with the data received from the manufacturer. It is also
significant that it is possible to obtain accurate user health information that is not
measured by a smartphone.

6 Conclusion

We constructed a forensic model focused on direct forensics for wearable devices,
and user-related artifacts were identified by applying it to actual wearable devices.
To construct the proposed forensic model, an ecosystem of wearable devices was
derived by identifying the major interfaces and connection configurations of wear-
able devices. Because the applicable forensic methods differ depending on the wear-
able device, the forensic model was derived by dividing the forensic model into logi-
cal and physical forensic methods based on the ecosystem of the wearable devices.
The proposed forensic model was applied to Samsung, Apple, and Garmin wearable
devices to the confirm its applicability. Meaningful data such as call and text mes-
sage history, voice assistant records, media files, reminders, and health records were
obtained with user privileges when using Samsung smartwatches. However, because
the health data were encrypted, we could not analyze them. Furthermore, data about
e-mail accounts, installed apps, Bluetooth, and smartwatch MAC addresses were
obtained using a forensic smartphone paired with Apple smartwatches. The Garmin
smartband was recognized as a disk drive when using the PC connection method,
and all data such as user information, exercise record, and heart rate were acquired
without obtaining administrator privilege. Our results demonstrate that signifi-
cant artifacts could be acquired in all the wearable devices used in the experiment.
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Samsung wearable devices and extract media files from Apple wearable devices
based on the media file list acquired from Apple wearable devices. In addition, we

Table 7 Artifacts obtained as a result of applying a forensic model to the Garmin Vivosport

Type Path File name Artifact
Exercise log /GARMIN/ACTIVITY/ * FIT timestamp, heart bpm, activity_type,
distance
Heart rate log /GARMIN/MONITOR/ * FIT timestamp, heart rate
/GARMIN/SLEEP/ * FIT timestamp, heart rate
Connection log  /GARMIN/EVENTLOGS/  *.txt timestamp, PC connect times
Setting log /GARMIN/SETTINGS/ SETTINGS.FIT weight, gender, height, language,

plan to conduct research on the latest Samsung wearable device released in August
2021, which uses the Wear OS.

Appendix

See Table 5.
See Table 6.
See Table 7.
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