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Abstract
RFID (Radio Frequency Identification) is a crucial application technology in the 
Internet of Things (IoT) technology. The IoT terminal device needs to be authenti-
cated before accessing the IoT network in order to avoid security holes. Due to the 
limited resources of the tag side in passive RFID systems, ultra-lightweight RFID 
authentication protocols are often used in such systems. Based on the characteris-
tics of the ultra-lightweight authentication protocol, we propose a safe and efficient 
mutual authentication protocol which uses only bitwise operation including XOR 
and circular left-rotation operation. Cryptanalysis shows that the proposed proto-
col can prevent many known attacks and has better security performance than some 
existing ultra-lightweight protocols. In addition, performance evaluation shows that 
the proposed protocol performs better than the existing ultra-lightweight protocols 
in terms of computational cost, storage requirement and communication cost.

Keywords IoT · RFID tags · Ultra-lightweight · Mutual authentication

1 Introduction

RFID is a technology that uses radio frequency signals for automatic identification in 
an open environment. Because RFID tags have the advantages of low manufacturing 
cost and small size, they are widely used in practice. RFID tags are roughly divided 
into two categories: passive RFID tags and active RFID tags. The active RFID tag 
is equipped with a battery, and its service life is affected by the battery. It needs to 
be replaced regularly, and cannot work normally at high or low temperatures. The 
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passive RFID tags have no batteries. The working principle is: the reader transmits 
a certain frequency radio frequency signal through the transmitting antenna; when 
the tag enters the working area of the transmitting antenna, an induced current is 
generated; and the energy is obtained through the current for transmitting the signal 
from the RFID. Compared with active RFID tags, passive tags have the advantages 
of maintenance-free, lower cost, longer service life, and can work normally at high 
temperatures. Therefore, the passive RFID system can be applied in a much wider 
scope.

The wireless communication method in the RFID system makes the RFID sys-
tem face many security threats [1–3], such as channel eavesdropping, tag or reader 
forgery, tag tracking, replaying information, information tampering, and desynchro-
nization attacks. In the RFID system, the security of information is ensured by veri-
fying the legality of the identity of the tag and the reader. Passive RFID tags have 
limited computing and storage capabilities and cannot support conventional cryp-
tographic functions such as symmetric encryption; therefore they usually use light-
weight RFID authentication protocols or ultra-lightweight authentication protocols. 
The lightweight protocols require a random number generator and simple functions 
such as Cyclic Redundancy Code (CRC) checksum but not hash function. The ultra-
lightweight protocols only involve simple bitwise operations (e.g., XOR, AND, OR, 
etc.) on tags.

Early popular RFID ultra-lightweight security protocols include MMAP (Mini-
malist Mutual Authentication Protocol) [4], LMAP (Lightweight Mutual Authen-
tication Protocol) [5] and EMAP (Efficient Mutual Authentication Protocol) [6]. 
The common point of these three protocols is that they no longer use traditional 
algorithms such as hash functions and block ciphers, but use bitwise operations 
which offers an adequate security level for certain applications and can be imple-
mented even in the most limited low-cost RFID tags. Since then, a large number 
of ultra-lightweight protocols for RFID have been proposed to improve the secu-
rity of the protocol, such as SASI [7] which can provides strong authentication and 
strong integrity of the transmissions, RAPP [8] which proposed an ultra-lightweight 
authentication protocol with permutation operation, etc. For these protocols, many 
scholars have analyzed their security. For example, Li et  al. analyzed the security 
of the protocol [4–6] and proposed corresponding attacks [9, 10]. Qurat et al. give 
the desynchronization attack and full disclosure attack on SASI and RAPP [11]. In 
2017, Tewari and Gupta proposed a new ultra-lightweight authentication protocol 
[12], which is denoted by TGAP (Tewari and Gupta Authentication Protocol) in this 
paper. TGAP mainly utilizes two bit-operations, XOR and rotate operation. Com-
pared with other protocols, TGAP further reduces the computational cost of tags and 
thus gains widespread attention. Many researchers have studied and analyzed TGAP. 
Wang et al. gave a full disclosure attack on the protocol and modified it to prevent 
this attack [13]. But Jing et al. pointed out that the modified protocol of Wang and 
TGAP are susceptible to full disclosure, man-in-the-middle, and desynchronization 
attacks [14]. Madiha et al. devised another desynchronization attack after analyzing 
TGAP [15], and Huang et al. designed a full disclosure attack on TGAP [16]. There-
fore, the TGAP still have some significant security issues.
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According to the characteristics of the low-cost passive RFID system, we pro-
pose a safe and efficient ultra-lightweight RFID mutual authentication protocol. 
The protocol uses only bitwise operations and is superior to existing ultra-light-
weight protocols in terms of computational cost and communication overhead. 
Moreover, the protocol can effectively prevent typical attacks, such as replay 
attacks, desynchronization attacks and man-in-the-middle attacks, etc., so it has 
good security performance.

The remainder of the paper is organized as follows: Sect. 2 introduces an ultra-
lightweight RFID authentication protocol (URAP), which is followed by the 
security analysis in Sect. 3. Sect. 4 use GNY logical protocol proof methods to 
verify the URAP protocol. Sect. 5 further analyzes the performance of the pro-
posed protocol from the aspects of computational cost, storage requirement and 
communication cost. Finally, Sect. 6 states our conclusions.

2  URAP: a new ultra‑lightweight RFID authentication protocol

In this section, we will introduce the newly proposed ultra-lightweight authenti-
cation protocol. RFID systems consist of back-end servers, readers, and various 
tags. Usually, an assumption was made that the channel between reader and a 
backend server is secure, whereas the channel between the reader and the tag is 
insecure. In URAP, the backend server and each tag have a static identification 
(ID).Each tag preshares a pseudonym (IDS) and a key K with the backend server. 
After a successful authentication, K and IDS will be updated. In addition, the 
backend server will also store the old values of IDS and K used in the previous 
round of agreements IDS

old
 , K 

old
 . The reader can get the values of IDS, IDS

old
 , 

K and K 
old

 from the back-end server. The typical length value of IDS and K is 96 
bits. Table 1 lists notations that are used in URAP:

The steps of our proposed protocol are given below: Step 1. The reader uses a 
PRNG to generate a random number R1 and sends R1|| ′′Query′′ to the tag to initi-
ate a protocol session.

Table 1  Notations and 
description

Symbol Description

wt(Y) Hamming weight of Y
Rot(A,B) Circular left-rotation operation A 

shifted in wt(B)
⊕ Exclusive OR operation
IDSnew Tag’s new pseudonym
IDS

old
Tag’s old pseudonym

Knew New secret key
K

old
Old secret key

PRNG pseudo-random number generator
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Step 2, Upon receiving the reader’s query, the tag will use R1, K and IDS to 
compute the messages A, B and transmit messages A||B to the reader.

Step 3: After receiving A||B, the reader uses the IDS
new

 , IDS
old

 , K 
new

 , K 
old

 to com-
pute the verification messages A 

new
 , A 

old
:

Two cases arise while matching the values sent by the tag:
Case I:
A sent by the tag matches the corresponding A 

new
 stored in the database. Here 

we set

Case II:
A

old
=A, which means that, in the last session, the updating process was not 

successful at the tag side. Here we set

After this check, the reader uses the 3-tuple R1, K, IDS to compute the message B ′,

If B = B ′ , the verification is successful; otherwise the verification fails.
Step 4, The reader uses a PRNG to generate a random number R2 and uses the 

R2, IDS, K, B to computer the messages C, D. The values C||D are then sent to 
the device tag.

Step 5. On receiving the messages C||D, the device tag obtains R2 by XOR values C, 
K, IDS.

Then, using these values R2, IDS, K, B, it calculates D ′.

If the received D and D ′ are equal, the verification is successful; otherwise the veri-
fication fails.

A = Rot[IDS⊕ R1,K]⊕ K

B = Rot[R1,K]⊕ Rot[IDS,K]⊕ K

A
new

=Rot[IDS
new

⊕ K
new

, R1]⊕ K
new

A
old

=Rot[IDS
old

⊕ K
old
, R1]⊕ K

old

IDS = IDS
new

;

K =K
new

;

IDS = IDS
old

K =K
old

B� = Rot[R1,K]⊕ Rot[IDS,K]⊕ K;

C =R2⊕ K⊕ IDS

D = Rot[IDS⊕ R2,B⊕ K]⊕ K

R2 = C⊕ K⊕ IDS

D� = Rot [IDS⊕ R2�, B⊕ K]⊕ K
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Step 6, After the completion of this process, the tag will update IDS and key 
value as

The reader will update values IDS
new

 , IDS
old

 , K 
new

 , K 
old

 as

Figure 1 depicts the flow diagram of our protocol.

K = Rot[K⊕ R2�, IDS]⊕ IDS

IDS = Rot[IDS⊕ R2�, K]⊕ K

K
old

= K

K
new

= Rot[K⊕ R2,IDS]⊕ IDS

IDS
old

= IDS

IDS
new

= Rot[IDS⊕ R2,K]⊕ K

Fig. 1  Flow diagram of URAP protocol
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3  Security analysis of URAP

We analyze the security of URAP in two main aspects: the functionality of 
the protocol and the resistance to the attacks. The functionality of the protocol 
includes the data confidentiality, data integrity, mutual authentication, forward 
security, and tag anonymity. The attacks considered here are replay attack, de-
synchronization attack, and man-in-the-middle attack.

3.1  Data confidentiality

The channel between the reader and the tag is insecure, and the transmitted mes-
sages are easily eavesdropped. In this protocol, the messages A||B and C||D are 
masked by bit operation with random number and K, and the adversary cannot 
obtain the secrets of the tag and reader through the values of A||B and C||D.

3.2  Data integrity

The messages A and C which are used to ensure the mutual authentication also 
ensure the data integrity. Suppose that the adversary modifies the values of A and 
C; then the value of B and D will be invalid and the protocol will terminate. It is 
difficult for the adversary to modify these values such that the values of B and D 
are correctly calculated. Thus, our protocol ensures the data integrity.

3.3  Mutual authentication

We have designed the protocol with both tag-to-reader authentication (message 
A||B), and reader-to-tag authentication (message C||D).

3.4  Forward security

After completing the mutual authentication, the reader and tag will update K and 
IDS. In addition, both K and IDS updates use random numbers for bit operations, 
and the adversary cannot reveal the past communications by eavesdropping on 
channel messages.

3.5  Tag anonymity

In this protocol, the IDS and K of each tag are updated per successful authentica-
tion, and the update operation involves random numbers. Therefore, the message 
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from the same tag appears to be random in different sessions, and the attacker 
cannot identify and track the tag.

3.6  Resistance to replay attack

The adversary could store all the messages interchanged between the reader and the 
tag. Then, it can try to impersonate a reader, resending the message (Query||R1). For 
K and IDS have updated with random numbers, the messages A, B calculated by R1, 
K, IDS cannot obtain the legal authentication of the reader. The calculation of A||B 
and C||D uses random numbers, K and IDS, and these messages (numbers, K and 
IDS) are different from the previous session. Replaying A||B and C||D will also not 
complete authentication.

3.7  Resistance to de‑synchronization attack

In URAP, if the last messages (C||D) are intercepted, the reader will not update its 
secrets while the tag updates them. In order to prevent the secret de-synchronization, 
the reader keeps two entries of its local data (K

new
 and K 

old
 , IDS

new
 and IDS

old
 ); the 

reader and the tag can still authenticate each other for such a situation, using the old 
values.

3.8  Resistance to man‑in‑the‑middle attack

The protocol is secure against the man-in-the-middle attack. The adversary is not 
successful in getting key and pseudonym value. If the values of A||B and C||D inter-
cepted and changed will cause the authentication unsuccessful. When the adversary 
performs a man-in-the-middle attack by modifying A||B and C||D, if the value of the 
K, IDS or R2 is not known, the authentication cannot be passed and the man-in-the-
middle attack will fail.

3.9  Resistance to disclosure attack

A||B and C||D are both masked messages after the bit operation. The adversary can-
not intercept the messages to obtain K and IDS, and the K and IDS will be updated 
after each authentication. Therefore the protocol can resist full disclosure attacks.

Table 2 shows the comparison of security between URAP and other ultra-light-
weight protocols. (”no” indicates that it cannot prevent attacks, ”yes” indicates that 
it can prevent attacks.)

4  GNY logical Proof

In this section, we use GNY [17] logical protocol proof methods to verify the URAP 
protocol. Before the proof, we introduce the GNY logic symbols and rules used in 
this paper.
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P and Q are entities. X and Y are formulas. Shared secrets and encryption 
keys, are denoted as S and K respectively. The following are also formulae:

(X, Y) : conjunction of two formulae.
XK and X−1

K
 : encryption and decryption.

P ⊲ X : P received a message containing X.
P ∋ X ( P possesses X): P possesses, or is capable of possessing, formula X.
P| ∼ X : P once conveyed formula X.
P| ≡ #(X) : P believes, or is entitled to believe, that formula X is fresh.
P| ≡ �(X) : P believes, or is entitled to believe, that formula X is recognizable.
P| ≡ PS

⟷
Q : P believes, or is entitled to believe, that S is a suitable secret for 

P and Q.
P| ≡ C : P believes, or P would be entitled to believe, that statement C holds.
The GNY logic proof formulas are as follows:
Freshness Rules
F1: P|≡#(X)

P|≡#(X,Y),P|≡#(F(X))

F2: P|≡#(X),P∋K

P|≡#({X}K ),P|≡#({X}K
−1)

Recognizability Rules
R1: P|≡�(X)

P|≡�(X,Y),P|≡�(F(X))

Message Interpretation Rules
I1: P⊲∗{X}K ,P∋K,P|≡P

K
⟷

Q,P|≡𝜙(X),P|≡#(X,K)

P|≡Q|∼X,P|≡Q|∼{X}K ,P|≡Q∋K

In order to prove the security of the ultra-lightweight RFID authentication 
protocol, we use GNY logic to prove as follows:

4.1  Protocol description

The message transmitted between entities in the protocol is described. (T repre-
sents the tag and R represents the reader) 

 (1). R-T: R1
 (2). T-R: {IDS,R1}K
 (3). R-T: {IDS,R2}K

Table 2  Comparison of the security between protocols

MMAP LMAP EMAP SASI RAPP TGAP URAP

Tag anonymity No No No No No No Yes
replay attack Yes Yes Yes Yes Yes Yes Yes
de-synchronization attack No No No No No No Yes
man-in-the-middle attacks No No No No No No Yes
disclosure attack No No No No No No Yes
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4.2  Protocol idealization

Rewrite the message in the protocol to a formula that conforms to the GNY logic 
syntax. 

 (1). T⊲ ∗ R1

 (2). R⊲ ∗ {IDS,R1}K
 (3). T⊲ ∗ {IDS,R2}K

4.3  Initial assumptions

Based on the scenario in which the protocol is located and the capabilities of each 
entity, the following rationalization assumptions are derived: 

(1) R| ≡ Φ(R1)

(2) R| ≡ #(R1)

(3) R ∋ K

(4) R| ≡ RK
⟷

T

(5) T| ≡ Φ(IDS)

(6) T| ≡ #(IDS)

(7) T ∋ K

(8) T| ≡ RK
⟷

T

4.4  Proving goals

According to the functions of the protocol, the security goals that the protocol 
should meet are as follows: (1). R| ≡ T| ∼ #(IDS,R1)

(2). T| ≡ R| ∼ #(IDS,R2)

4.5  Proof process

From GNY logic recognizability Rules R1, Initial Assumptions (1),we can get:

From GNY logic freshness Rules F1, Initial Assumptions(2),we can get:

From GNY logic freshness Rules F2, formula (2) and Initial Assumptions (3), we 
can get:

(1)R| ≡ Φ(IDS,R1)

(2)R| ≡ #(IDS,R1)

(3)R| ≡ #({IDS,R1}
K
)
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From GNY logic message Interpretation Rules I1, Protocol Idealization (2), Initial 
Assumptions (3), Initial Assumptions (4), formula(1) and formula(3), we can get:

From the definition of freshness, formula (2) and formula (4), we can get: 
R| ≡ T| ∼ #(IDS,R1) . Proving Goals (1) is proved.

From GNY logic recognizability Rules R1, Initial Assumptions(5), we can get:

From GNY logic freshness Rules F1, Initial Assumptions(6), we can get:

From GNY logic freshness Rules F2, formula (6) and Initial Assumptions (7), we 
can get:

From GNY logic message Interpretation Rules I1, Protocol Idealization (3), Initial 
Assumptions (7), Initial Assumptions (8), formula(5) and formula(7), we can get:

From the definition of freshness, formula (6) and formula (8), we can 
get:T| ≡ R| ∼ #(IDS,R2) . Proving Goals (2) is proved.

To conclude, our reasoning leads us to the conclusions that our protocol meets its 
security goals.

5  Performance evaluation of URAP

In order to show that the URAP can be safely implemented in low-cost tags, perfor-
mance evaluation of the protocol is required. In this section, we analyze the perfor-
mance of URAP in terms of computational cost, storage requirement and communi-
cation cost.

5.1  Computational cost

Low-cost passive RFID tags are very limited devices, in terms of computational 
resources. Regarding the computational cost, the tag involves only simple bit-wise 

(4)R| ≡ T| ∼ (IDS,R1)

(5)T| ≡ Φ(IDS,R2)

(6)T| ≡ #(IDS,R2)

(7)T| ≡ #({IDS,R2}
K
)

(8)T| ≡ R| ∼ (IDS,R2)

Table 3  Comparison of the operation types between protocols

MMAP LMAP EMAP SASI RAPP TGAP URAP

Types of AND,⊕, +,⊕, ⊕,AND, Rot,⊕, ⊕,Rot, ⊕,Rot ⊕,Rot
computation 

operations
OR,+ OR OR OR,+ Per
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operations: XOR and right rotate. These operations are very low-cost and can be 
effectively implemented on low-cost passive RFID tags. Table 3 compares the types 
of Types of computation operations between URAP and other ultra-lightweight pro-
tocols. ( ��+�� denotes the addition mod 2L, ′′Per′′ denotes a new bit operation [10].)

5.2  Storage requirement

We assume that the length of each message stored by the tag is L. In MMAP [4], 
LMAP [5], EMAP [6] , each tag has 4 keys (K1||K2||K3||K4) of length L, which is 
used for mutual authentication between the reader and the tag. In addition, the tag 
must store ID and IDS; hence it needs 6L of memory; in the SASI [7], it needs to 
store ID, IDS and two keys (K1, K2) for each tag, which adds up to a total of 4L; the 
tags in RAPP [8] store 5 messages: ID, IDS and three keys (K1, K2, and K3), the 
length to be stored is 5L; in the TGAP, each tag needs to store 5 values: ID, K 

new
 , 

K 
old

 , IDS
new

 and IDS
old

 . The total storage requirement is 5L bits. In the URAP, the 
tag only needs to store ID, IDS and K, which further reduces the tag compared to 
other protocols the cost of. Table 4 is a comparison of the tag storage cost between 
URAP and other ultra-lightweight protocols.

5.3  Communication cost

Regarding the communication cost, the ultra-lightweight protocol proposed in this 
paper only transmits Query||R1||A||B||C||D during the authentication process, which 
has very low communication overhead. Table 5 shows the comparison of the com-
munication cost between URAP and other ultra-lightweight protocols.

From the analysis of the above three aspects, the URAP has lower cost and is 
more suitable for promotion and implementation in passive RFID systems.

Table 4  Comparison of the storage cost between protocols

MMAP LMAP EMAP SASI RAPP TGAP URAP

Types of computation operations 6L 6L 6L 4L 6L 6L 3L

Table 5  Comparison of the communication cost between protocols

MMAP LMAP EMAP SASI RAPP TGAP URAP

rounds of communications 4 4 4 4 5 4 3
Number of bits sent by tag 3L 2L 3L 2L 2L 3L 2L
Number of bits sent by reader 4L 4L 4L 4L 5L 4L 4L
The total number of bits required 7L 6L 7L 6L 7L 7L 6L
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6  Conclusion

In this paper, we propose an ultra-lightweight RFID mutual authentication protocol 
for low-cost passive RFID systems. Based on the security problems of the existing 
protocols, we modified the calculation method of the information to eliminating the 
security defects of these protocols and can effectively resist tracking attacks, replay 
attacks, and synchronization attacks, man-in-the-middle attacks, disclosure attacks, 
etc. In addition, we redesigned the content of the message which makes the pro-
posed protocol can further reduce the computational cost, storage requirements and 
communication costs compared with the existing protocols.

At last, in the protocol, we assume that the channel between reader and a backend 
server is secure which is true in traditional backend server systems. However, with 
the rapid development of the Internet of Things in recent years, the amount of data 
that RFID systems need to process is increasing therefore, cloud servers based on 
cloud storage and cloud computing are more suitable than traditional servers. Since 
the channel between the cloud server and the reader is generally insecure, we will 
further study how to apply the proposed protocol to this scenario.
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