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Abstract
The Internet of Things is a rapidly evolving technology in which interconnected 
computing devices and sensors share data over the network to decipher different 
problems and deliver new services. For example, IoT is the key enabling technol-
ogy for smart homes. Smart home technology provides many facilities to users like 
temperature monitoring, smoke detection, automatic light control, smart locks, etc. 
However, it also opens the door to new set of security and privacy issues, for exam-
ple, the private data of users can be accessed by taking control over surveillance 
devices or activating false fire alarms, etc. These challenges make smart homes fee-
ble to various types of security attacks and people are reluctant to adopt this technol-
ogy due to the security issues. In this survey paper, we throw light on IoT, how IoT 
is growing, objects and their specifications, the layered structure of the IoT environ-
ment, and various security challenges for each layer that occur in the smart home. 
This paper not only presents the challenges and issues that emerge in IoT-based 
smart homes but also presents some solutions that would help to overcome these 
security challenges.

Keywords  Smart cities · Smart home · Security · IoT · Protocols

1  Introduction

With the beginning of the twenty-first century, the world has entered the Internet 
era; the way people live and work has changed. Due to rapid development in the 
world of information and the Internet, another application of the Internet came into 
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existence, known as the Internet of Things (IoT). IoT is a ubiquitous network in 
which devices communicate with no human interaction. It follows the mechanism 
in which the physical environment is controlled by analyzing and processing the 
data generated by sensor devices [76]. Sensors play an important role in the IoT 
environment as the data is perceived or collected by these sensors and then sent to 
the central body for further process [93]. Over the past few decades, the micropro-
cessor controller is being used in different devices. IoT augments one more module 
to these devices, that is Internet connectivity. Smart devices like smart televisions, 
smart mobiles, smart doors, and smart heaters get connected through the Internet 
with each other to provide information, hence providing comfort to humans [119]. 
Figure 1 shows the applications and formation of the IoT environment.

A survey by Cisco revealed that in 2010 Internet-connected devices were 12.5 
billion. In 2015, it reached 25 billion; in 2020, it reached 50 billion; in 2025, 75 
billion; in 2030, it will touch 500 billion [34], and by the end of 2035, it will reach 
till 1 trillion. According to another survey done by the International Data Corpora-
tion, it is predicted that over 200 million devices will have a network connection by 
2020. United Nations population fund states that the world population will reach 
8.1 billion by 2025, and according to the United Nations Department of Economic 
and social affairs by 2030 population will reach 8.6 billion. It will reach 9 billion by 
the end of 2035. Figure 2 shows the world population, active connected devices on 
the Internet, and an average number of devices own by a single person in graphical 
representation.

A smart home is an application of IoT environment, which comprises of physical 
components and Internet connectivity. These devices communicate with each other 
and provide innovative and smart services to the user [1, 96]. Smart heaters, smart 
coolers, smart televisions, smart watches, mobile devices, and smart locks are IoT-
based smart home appliances that are connected with the Internet and make the life 
of a human more comfortable [2, 74]. With a smart home automation environment, 
we can control and monitor the home appliances, such as lighting, temperature, the 
climate of home, doors, and windows [44]. Although smart homes are more con-
venient to use and control all home appliances, however, due to the Internet connec-
tivity as well as the dynamic and heterogeneous nature, the smart homes are facing 
different security issues [125]. As in smart homes environment, plethora of smart 
devices are interconnected and require information exchange, the architecture of IoT 
environment has become heterogeneous and due to the heterogeneity, these devices 

Fig. 1   Major component of IoT structure and its applications
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are vulnerable to security attacks [64]. ISO 27005 defined attack as the ability to 
take over the vulnerabilities of the premises and lead the organization to a huge loss 
[54]. Security attack in the digital world is termed as an illegal activity performed by 
an intruder against a network and get access to the network to make changes that can 
lead users to the loss of their sensitive data [82]. An attacker can monitor the differ-
ent activities of the smart home user through the information collected by the smart 
devices [77]. Furthermore, an intruder may take control of the smart home devices 
remotely and can use the devices for his malicious purposes, causing billion dollars 
lost to the owner of a smart home. Successful attacks on various commercial off-the-
shelf products have been performed.

These attacks are not only hypothetical, e.g., in 2014, over 73,000 video cameras 
were also found to be streaming their surveillance footage on the web. As discussed 
in [4], in 2016, every IoT device was attacked once in every two minutes. According 
to a recent study by H.P., currently, almost 70% of smart devices are vulnerable to 
security threats. Another study by H.P. reveals that 90% of devices have collected 
personal information during the testing phase. This data can be used for malicious 
purposes due to a compromised device or as a result of a cyber-attack. Hence, the 
user will be reluctant to use these smart devices due to their vulnerability to security 
attacks [60]. The proposed work gives a revelation about the security issues in Smart 
Homes. This work comprises the security issues at the IoT’s layer and discusses the 
solutions to those problems. In today’s life, where the Internet is overwhelmed, it 
causes numerous security issues. Thus it is needed to educate people about mali-
cious activities over the Internet. This survey aims to alert users before using IoT 
services in their daily lives. In this way, they have adequate knowledge about the 
breaches and thus can save themselves from concealed attacks.

Fig. 2   World population, active devices and average no. of connected devices per person
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Among several issues, wireless network security is the highest priority issue to 
be solved for the IoT. There are numerous surveys in the literature for IoT’s issues 
and solutions, however, not all existing surveys cover all the issues and related solu-
tions. They generally cover partially each IoT layer regarding security challenges 
and related countermeasures. Finding each issue and solution for that issue is the 
motivation behind this survey over IoT, security issues, and solutions at each layer. 
In this paper, we present an overview of IoT architecture and layer assembly of the 
IoT network environment. We also elaborate a systematic study of the critical secu-
rity problems and mitigation approaches. The contributions of this survey paper are 
as follows: 

1.	 We discuss the IoT growth, working of IoT, and frequency of attacks in the past.
2.	 We elaborate IoT in the form of four-layer architecture.
3.	 We identify security challenges faced by the IoT environment at each IoT network 

layer.
4.	 We suggest a mitigation strategy to almost each security issue.

The discussion proceeds with related work in Sect. 2. Section 3 elaborates on IoT, 
how IoT works, its applications, IoT layers structure, and also various security prob-
lems. Section 4 discusses the security problems at each IoT layer. Section 5 analyzes 
the solutions for the problems discussed in Sect. 4. Section 6 talks about the future 
directions, and at the end, Sect. 7 concludes the survey paper.

2 � Related work

The related work comprised of various researches in the field of IoT regarding Intru-
sion Detection Systems. This portion is produced from the works proposed between 
2005 and 2019 and was supported by scientific publications available in the scien-
tific repository (IEEE Xplore, ACM Digital Library, Science Direct, Springer Link, 
Google Scholar). This production gives exposure to the works related to the speci-
fied topic. In this regard, the overview of various proposed research works is pre-
sented with respect to layer’s security issues. Table  1 illustrates the work is done 
so far on the security issues and mitigation strategies according to IoT layer struc-
ture. In [40], Geneiatakis et al. discussed that the IoT system gives support to vari-
ous types of applications such as smart industries, smart cities, and smart homes. 
Smart objects used in these applications interact with other components like mobile 
devices, data collectors, etc. to provide various services. While providing services, 
it also takes users to security and privacy threats due to their limited processing. So 
in this paper, writers put some light on some of the major security and privacy laws 
using off the shelf components. For this, they apply smart home IoT architecture and 
make users able to interact with it. Then, they analyze different scenarios for which 
they can easily identify possible security and privacy issues and proposed solutions 
for them.
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Ali et  al. [5] discussed that IoT is developing day by day and making a world 
where material things like smart cities, smart homes, etc. are pro-viding innovative 
and smart services to humans. Smart homes provide many services through Infor-
mation Communication Technology (ICT). But due to its heterogeneous nature, it 
leads to some major security issues. So in this paper, they put the investigation on 
some of the attacks and check their impact on the overall system to predict accu-
rate solutions. The main contribution in this paper is that the authors set some secu-
rity goals, and according to that they predict how many attacks are expected to be 
launched in the coming years. The purpose of this research is to prepare well before 
the arrival of attacks. In [8], Zarah et al. proposed that due to rapid growth in IoT, 
smart homes have become one of the essential domains. Furthermore, it is an inter-
connected home where things interact with each other through the Internet. It is 
very beneficial for users and provides many facilities, but at the same time, it also 
faces many security issues which need to be resolved. A lot of research is carried 
out in which the researchers discussed these issues and presented different types of 
approaches to handle these issues. In this paper, we have analyzed the smart home 
approaches, security issues and also suggested the best possible solutions to make 
the smart homes secure from these types of attacks.

Arabo et al. [12] elaborated the trends and challenges of smart devices in smart 
homes through cyber security. They discussed that these smart devices provide some 
functionality to users. However, while providing more functionality, it also takes 
users to new risks and threats. In this paper, cyber security issues related to smart 
devices are discussed. They considered mobile malware is one of the main security 
issues in smart devices. They also predicted that in near future users can expect a 
large number of malware-related attacks due to mobile smart device, especially on 
the android platform. The main purpose of this paper is to highlight possible secu-
rity threats in smart devices, secondly it discussed the challenges involved in mobile 
malware, and last one is to propose a security solution that can handle these types 
of threats. Gendreau et al. [39] discussed that IoT is the wide developing technol-
ogy, but with this rapid development in IoT, it also faces many security problems. 
These problems become a barrier to high accessibility, reliability of the network, 
and security of data. In this paper, the authors projected Intrusion Detection systems 
(IDS) that are consuming the most original concepts to make IoT more sheltered and 
protected. They take start with the history of IDS systems from where they were ini-
tiated and how they are working these days. They also argued on many open-source 
problems that are encountered by IDS systems.

Salman et al. [102] discussed that the Internet presents Quality of Service (QoS) 
and associated security issues, but in the scenario of IoT, some of these challenges 
become more crucial. In this paper, the authors presented four leading IoT-specific 
challenges and also anticipated solutions to the problems that help to resolve these 
challenges. The proposed SDN-based solutions are combined with fog computing. 
This is because SDN has a universal observation of network and can present more 
efficient solutions to make them secure, but on the other hand, fog computing is 
used to bring cloud in the network. By this, the network becomes scalable and more 
responsive. Zarpelao et al. [134] deliberated different kinds of security issues which 
IoT is facing and discussed that there are many techniques that are used to eradicate 
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these issues to protect IoT devices. But from these techniques, many of them are 
occasionally susceptible to numerous attacks. In this survey paper, the authors antic-
ipated IDS to detect different kinds of attacks. They proposed IDS system because 
they found that this technique is pretty supportive to protect IoT. They also explained 
how different kind of open issues is becoming a hurdle to IDS expansion and what 
are the solutions to those issues.

Pongal et al. [92] discuss that 6LoWPAN is an IPV6 header compression proto-
col that can straightforwardly become the target of the attackers. To handle these 
attacks, RPL is designed, which is a network layer routing protocol. RPL is a light-
weight protocol and can also go under attacks. So in this paper, they emphasized 
multiple attacks that were dangerous for both RPL and 6LoWPAN. They also pro-
vided countermeasures toward these attacks to make a secure network. They also 
discussed consequences that may occur due to the network parameters after apply-
ing solutions. Furthermore, they also intimated that there are many attacks on RPL 
which are not evaluated yet. Elrawy et al. [33] carried a survey about IDS. In this 
work, they surveyed the IDS as a security solution for IoT. In this work, various 
designs and approaches of IDS are presented which are operating in the IoT environ-
ment. They mainly focused on the performance factors of IOT equipment, such as 
accurate detection, energy consumption, time taken for processing, and performance 
overhead. They also covered to some extent IoT systems, what is a smart environ-
ment, and an overview of IDSs. Furthermore, it is also discussed that traditional 
IDSs are failed to work properly against security attacks due to IoT network vari-
ety and protocols. They also provided future recommendations on the strengths and 
weaknesses of current IDS.

Robles et al. [99] deliberated that a smart home is a home in which things are con-
nected to the Internet to provide benefits to the users. Despite having some advan-
tages, it also has many disadvantages and security is one of the most important of 
them that is still unresolved. It is very difficult to make smart homes secure. In this 
paper, the authors discussed the tools and techniques used in smart homes and also 
reviewed the tools used to make smart home security to provide security. Konidala 
et  al. [70] anticipated that the concept of smart homes is becoming more popular 
due to its easiness to the users. In this environment, Radio Frequency Identification 
(RFID) technology is very essential to use. There are many RFID approaches used 
in the smart homes but in this article, they used some of the more beneficial tech-
niques for smart homes and suggested it as their proposed approach. From the tech-
niques, the authors identified privacy and security threats and also proposed a secure 
approach. In the end, the authors claimed that their approach is just a conceptual 
idea. Bastos et al. [19] researched that with the start of Google devices and Amazon 
Echo family, IoT devices used in the home are increasing rapidly. It also has after-
thoughts for security and privacy. So due to this, malicious actors can easily attack 
these devices and make damage to the users. Authors also researched that DDoS 
attacks are easy, that occur on IoT devices, and have huge destructive consequences. 
This paper is a comprehensive survey of IoT which includes technologies and secu-
rity issues. They take those issues which were focused on the smart home. They also 
discussed possible solutions which can be used to protect IoT from various kinds of 
attacks.
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Bugeja et al. [20] discussed that smart home is becoming popular day by day due 
to IoT products, to provide quality of life to individuals. Though this is a heterogene-
ous environment where every device is connected to another device in this network. 
So by this behavior, it has security and privacy issues. Making smart homes secure 
becomes a very crucial topic and needs more research to solve these security issues. 
In this paper, they presented an overview of privacy and security challenges that are 
related to a smart home. They also discussed various kinds of solutions to these chal-
lenges and also deliberated those challenges which need further research to be resolved. 
Islam et al. [53] discussed that Wireless Sensor Network (WSN) is becoming popular 
to improve quality of life in IoT-based smart homes environment. Sensors are used to 
monitor the position of occupants. Sensors also cooperate with themselves to deliver 
information. Ensuring privacy and security provided by WSN is one of the major issues 
in the smart homes domain. So in this paper, they search for the privacy and secu-
rity issues in smart homes. They also discussed unique problems that distinguish other 
applications to smart homes. They also elaborated on those issues which require further 
investigation for a solution.

Kominos et al. [69] deliberated that these days electricity industry has become a hot 
topic due to the evolution of electrical grids to smart grids. Initiative in this evolution 
led by industry and academia is also facing some issues. In this survey paper, issues 
in smart grid and smart homes which are an integral part of smart grid are discussed. 
They presented some of the threats to smart homes based on several scenarios. They 
set some specific goals for smart homes and then they categorized these threats accord-
ing to those goals. Lin et al. [79] proposed that IoT is a single domain problem with 
solutions that are applied to almost all kinds of IoT applications. However, privacy and 
security need more attention to be resolved to protect the smart home environment. 
Financial and human resources are working together to improve security issues. Tech-
nical issues are important but human issues also need consideration to be handled as 
crucial. After studying the existing solution to improve IoT security, the authors iden-
tify some of the main requirements in smart homes that are important in the future. For 
this purpose, they used gateway architecture which is most appropriate for high system 
availability.

Yoon et al. [133] anticipated that IoT is one of the most evolving technologies in 
almost every field but in the smart home, it is growing rapidly. Enterprises enter the 
smartphone market due to the development of mobile networks. However crucial inci-
dents can happen to IoT applications because they provide services without considering 
security. So in this paper, they analyze some of the main security issues in Smart Home 
and also propose a solution to countermeasure these issues. In the aforementioned 
related papers, security challenges are not discussed in terms of the layer’s structure. 
Several articles only discuss a little bit about layers and give no solutions regarding the 
security challenges against target layers. This work surveyed the IoT environment, how 
this technology is spreading. Specifications of different smart home devices are also 
included. In this paper, the IoT environment is presented in the form of layers.
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3 � Internet of Things (IoT)

In 1999, Massachusetts Institute of Technology (MIT), for the first time, brought 
the concept of IoT. In recent years, the IoT paradigm has become more popular. IoT 
comprises different hand-held devices like smart phones, tablets, laptops, personal 
computers, and other embedded devices like smart watches, smart doors, smart 
locks, etc. as shown in Fig. 3. In IoT, devices communicate without human interac-
tion. All data is sent and processed automatically according to the situations, for 
example, if some place catches fire, then all the sensing devices start communication 
according to the scene. Fire sensors sense the fire and trigger an alarm to activate 
other supporting devices to wipe out the fire.

IoT is the collection of multiple devices, which makes it a heterogeneous environ-
ment. To achieve the objective of IoT, we have to organize the environment in such 
a way that all devices should work perfectly. Table 2 shows a depiction of trends in 
advancement in smart home technologies. Due to heterogeneity, various problems 
arise in IoT paradigms like formalization problems, standardization problems, data 
problems and security. To obtain a successful transaction, all smart nodes and Radio 
Frequency Identifier (RFID) equipment should be connected reasonably. In for-
malization, users focus on reliability (should cover all aspects), optimality (should 
use minimum numbers of nodes) and redundancy (fault-tolerant, portable and easy 
recovery from mishap).

In IoT, every single node or protocol needs to be standardized. To overcome the 
heterogeneous nature of the IoT environment, the entire network should invent a 
worldwide standard to work with other equipment smoothly. As data is like a skull 
in the IoT network, thus, it is necessary to ensure the integrity and availability of 
the data. It should circulate from legitimate devices and sensor nodes and make 
sure that there is no pirated device within the premises of the IoT network. Figure 4 
shows trends of research studies on the security issues of IoT devices. It shows that 

Fig. 3   IoT structure
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a comprehensive research is done on the privacy and authentication issues, however, 
there is dire need to carry out research with respect to confidentiality issues and to 
make IoT devices energy efficient.

IoT faces various security challenges from different aspects, like communica-
tion protocols and hardware equipment. IoT devices have less memory, short battery 
time, which causes them to own low computational power devices. Gateways con-
nect IoT devices to the outer world which may cause security issues. A compromised 

Table 2   Advancement in IoT technologies

Technology Data rate Frequency Year

3G [35] 50 Kbps 1.8 to 2.5 GHz 2002
4G [35] 2 Mbps to 1 Gbps 2 to 8 GHz 2010
5G [35] 1 Gbps or Higher 3 to 300 GHz 2015
Bluetooth [91] 700 Kbps 2.45 GHz 1999
WiFi [126] 2 to 54 Mbps 2.5 to 5 GHz 2000
RFID (radio frequency identification) 

[98]
2 to 100 Kbps 125 to 2.45 GHz 1948

BLE (bluetooth low energy) [120] 1 Mbps 2.4 GHz 2010
LoRaWAN (low-power wide area 

network) [83]
50 Kbps 500  to 125 KHz 2015

WLANs (wireless local area networks) 
[103]

100 to 125 and 540 Mbps 2.4, 3.6, 4.9, 5, and 5.9 GHz 1997

Z-wave [88] 9.6 to 100 Kbps 908.42 MHz 1999
Sigfox [18] 100 bps 100 Hz 2009

Fig. 4   Trends of research studies on the security of IoT devices
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node may cause an information breach. An intruder can cause issues by manipu-
lating a device physically. A natural disaster can damage IoT devices, which may 
produce any security threats. Network layer would be vulnerable to a plethora of 
security issues as it plays a critical role in the IoT environment. Figure 4 shows the 
architecture of the IoT network. The gateway acts as a threshold between IoT devices 
(smart A.C., smart locks, smart lights, smoke sensors, and noise sensors) and con-
trol devices (laptops and user’s mobile phones). Controlling devices and IoT devices 
are connected through the cloud.

3.1 � IoT layers structure

Figure  5 illustrates the layers architecture of the IoT environment. These layers 
accomplish the objective of IoT [85, 111]. Below are the main layers that take part 
in the IoT objective.

3.1.1 � Application layer

All the applications and services that IoT provides, such as smart cities, smart 
homes, smart hospitals, and intelligent transportation, reside in the Application 
Layer. The application layer is one of the top essential layers which has to demarcate 
all applications, where the IoT system is deployed. It acts as an interface between 
network and IoT devices. This is the layer, which has the authority to confirm appli-
cations are gaining services or not. It also has the authority to deliver different ser-
vices to different applications according to information gathered by sensors. It has 
many issues, but still, security is on the topmost of the list [130].

3.1.2 � Perception layer

Different devices or technologies that perceive input from the environment are part 
of perception layer. These devices and technologies are pressure sensors, smoke 

Fig. 5   IoT layers structure
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sensors, vibration sensors, and RFID sensors. The main function of the perception 
layer is to bring together modestly process information, which is a fragment of a 
scholar. It is also recognized as an extension layer. Numerous problems exist on this 
layer. The main problem which has to be resolved is collecting and capturing infor-
mation [65].

3.2 � Network layer

The network layer consists of network communication software (like topologies) 
and network devices (like servers and network nodes) that help different devices to 
communicate with each other. It is also acknowledged as a transmission layer. The 
key feature of this layer is to send data to end devices and the devices in between 
the end nodes. It is established on mobile telecommunication and the Internet. One 
of the foremost persistence of this layer is to deliver information through extensive 
distance. In other words, it acts as a bridge. The main objective of this bridge is to 
transport data from objects through sensors. The medium provided in this layer can 
be wired or wireless. Networks and network devices are associated with each other 
through this layer [123].

3.2.1 � Physical layer

The physical layer comprises hardware devices or physical components like power 
supplies, smart appliances, and smartphones. These are the backbone of the IoT 
world. This layer comprises sensors that help in sensing the environment, conse-
quently gather information from the environment. This layer also senses other 
objects in the environment [105]. IoT environment involves smart devices and Inter-
net connectivity. Every connected device communicates to another device to per-
form the desired task. Smart devices include laptops, personal computers, mobile 
phones, tablets, smart A.C., smart TV, and other wearables. Table 3 shows the dif-
ferent devices and their specifications that take part in IoT-based smart home.

4 � Smart home problems

The adaptability and deployment of IoT technology are increasing day by day, thus, 
more and more smart devices are connected to the Internet [112]. As discussed in 
Sect.  3, the IoT environment is based on four layers. Thus, to ensure the security 
of the smart home, we must deploy security at each layer. Figure 6 depicts a smart 
home layout in which smart devices are connected to a gateway that connects the 
devices to the Internet. The gateway acts as the bridge between the Internet and 
smart devices. Various security attacks are also highlighted in Fig. 5 that show how 
an intruder can take advantage of security vulnerabilities and hijacks the network. 
In addition, the security issues related to each layer are discussed. Furthermore, an 
overview of the security challenges at each IOT layer is highlighted in Tables 2, 3, 4, 
and 5 along with the solution of each problem and tools/techniques.
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Fig. 6   Smart home architecture

Table 4   Application layer security issues

Sr. Application layer security issues Solutions Tools and techniques

1 Vulnerable software N/A N/A
2 Phishing attack [44] Visual similarity and data mining
3 Manipulation of an unstable configuration [97] Markov model
4 Reconfiguring remote devices attack [50] Point to point encryption
5 Social engineering attacks N/A N/A
6 Hacking into the smart meter/grid [64] Rabin encryption cryptosystem
7 Malicious code attack [125] Status-based detection
8 Attacks on access control [115] Role-based authentication
9 Tampering with node-based applications [55] Proactive digital forensics, Holo-

chain and fog computing
10 Failure to receive security patches N/A N/A

Table 5   Perception layer security issues

Sr. Perception layer security issues Solutions Tools and techniques

1 Eavesdropping [24] Visible light communication
2 Sniffing attacks [31] N/A
3 Booting attacks [81] Field programmable gate array
4 Node capturing N/A N/A
5 Side-channel attacks [121] Rekeying and masking
6 Noise in data [135] ANR (automatic noise reduction)
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4.1 � Application layer security breaches

The application can be aborted or can be used in the wrong way due to fade secu-
rity. Consequently, the application fails to accomplish the needs for which it is to be 
programmed. As a result of the attack, this layer can produce bugs in the applica-
tion program that leads it to function abnormally [72, 112, 132]. Below are com-
mon threats at the application layer. Table 4 gives an overview of the attacks in the 
Application layer.

4.1.1 � Phishing attack

In this attack, the intruder gets access to the network using the email of high-rank-
ing personnel of the organization. Attackers get access to sensitive information and 
may damage the confidentiality of the organization which may lead to huge losses 
[113]. In [89], Nirmal et al. discussed that these attacks are most anticipated in the 
devices that are connected to the Internet. This attack is on the rise for the past few 
years. The reason of this rise is that attackers are encouraged with a huge amount for 
the stimulation of the attacks. Numerous authors declare phishing as identity theft 
because the attacker confuses the visitor either by providing an identical web page to 
the original one or pretend himself as a legitimate user [95, 128, 131].

4.1.2 � Malicious code attack

This type of attack can be a malicious worm circulating over the Internet that can hit 
the embedded devices running a particular operating system such as Linux. Such a 
worm can target a range of small devices having an Internet connection, like secu-
rity cameras and routers. This could also break into the car’s WiFi and take control 
over the steering wheels and let it crash, resulting in several injuries to the inno-
cent [28]. In [125], Dongdi et  al. discussed such kind of attacks and summarized 
into three categories. Botnet Mirai attack falls in the category where intruders listen 
to the network activity and sniff the traffic [45]. Ransomware attack is a type of 
malicious code that sends packets either for attack or communication. It gets access 
to the application and spreads itself into the victim application. Consequently, it 
encrypts the target system and at the end locks the system [107]. The last category 
deals with hardware or sensor manipulation [136].

4.1.3 � Tampering with node‑based applications

Hackers get control over the application of the device nodes and install malicious 
rootkits. The security design of smart home devices should be tamper-resistant or 
able to warn about tampering. It is not enough to protect some key parts and left oth-
ers bared for security attacks. Some threats can change the behavior of the devices, 
and it functions abnormally, like a tampered temperature sensor would not change 
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its temperature value and rely on showing some fixed value [22, 50]. Pal et al. [116] 
termed tampering as the physical modification of IoT components by the attackers. 
As a result of this filthy action, the intruder may steal the identity of a legitimate 
user, or hardware components may be replaced with a compromised one.

4.1.4 � Attacks on access control

The IoT environment is thoroughly confidential. Any compromised device or per-
son can damage the confidentiality, and the entire environment becomes vulner-
able to various attacks. Access control is a process that ensures only a legitimate 
person can access the data [47]. According to Bhawna et al. [3], access control 
attacks take place when an authentic procedure for access control is violated. This 
procedure gives permission to only authentic users, processes, or applications to 
use the system. Access control attack is one of the critical attacks. Once access 
control is compromised, then the whole system becomes vulnerable to attackers 
[47, 137].

4.1.5 � Failure to receive security patches

In sensitive areas like, nuclear reactors, the bug inside the mobile node is not 
updated with software patches, which may end up with devastating results. Smart 
phones and computers get an automatic update but some IoT devices fail to adopt 
this service, ultimately become vulnerable. From another perspective, the device 
shares its backup during patches update and as a result, faces a slight downtime. 
During downtime connection may be unencrypted, hence intruders can hijack 
sensitive information during this interval [27, 66, 68].

4.1.6 � Hacking into the smart meter/grid

Utility bills of smart homes are dynamically generated through the smart meter; 
it sends the usage of the power consumption and other resources to the concern-
ing authorities. So, it must be secured because one can track the availability of 
the person in the home based on power consumption. So, this can cost billions of 
dollars [37]. In [124], Zhiwei et al. define smart meter attack as the duplication of 
the authentic smart meter by the attacker. The irrelevant data shared by the com-
promised meter consume the bandwidth for no purpose.

4.1.7 � Vulnerable software

Programs written by less skilled programmers are normally not up to standards. 
Thus, nonstandard programs become vulnerable to security attacks. Attackers can 
easily break the security of such software. IoT devices shipped with default set-
tings and authentication free operating system create a security gap for intrud-
ers to modify the built-in setting and operate the device for malicious activities. 



14069

1 3

Smart home security: challenges, issues and solutions at…

Software installed through third-party resources or by cracking license is easily 
compromised by intruders [9, 96, 127].

4.1.8 � Manipulation of an unstable configuration

Usually, in the IoT environment, several components like remote servers, operat-
ing systems, and storage servers are used for running IoT applications. It is quite 
possible that these services are configured improperly and may lead to security 
issues in the application layer [1].

4.1.9 � Re‑configuring remote devices attack

In some cases, IoT network devices are reprogrammed remotely through a net-
work programming system. An insecure network programming system can easily 
be hijacked by intruders and can damage the IoT environment. While configuring 
devices far from the physical location, programmers have a deficiency of sponta-
neous communication that can lead to problems [87]. In some cases, IoT network 
devices are reprogrammed remotely through a network programming system. An 
insecure network programming system can easily be hijacked by intruders and can 
damage the IoT environment [2].

4.1.10 � Social engineering attack

In social engineering attacks, victims are humans instead of network devices. Users 
are attacked psychologically. In social engineering, the attacker communicates 
directly with the victim and tries to provoke user to leak sensitive information like 
credit cards. The attacker demands the information that can lead to a huge attack or 
asks the victim to visit some website for phishing purposes [41, 48, 106]. In [42], 
Ghasemi et  al. termed social engineering as the social interaction mechanism to 
convince the victim (maybe a person or an organization) to commit nasty activities 
according to the instruction given by the intruder. Social Engineering attacks are 
divided into two types. One is human-based, carried out face-to-face. The second 
one is computer based which is a cyber-attack.

4.2 � Security problems in the perception layer

Hackers target the node level, as these are a buildup of sensors and are favorite to 
hackers. Hackers make use of these to replace the device software with their own. 
Mostly threats at perception come from outside entities and the devices with sen-
sors play a key role to make it happen [47, 60, 104]. Table 5 summarizes perception 
layer’s issues. Some common issues in the perception layer are discussed below.
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4.2.1 � Eavesdropping

The devices inside the smart home communicate with each other and also with the 
server through the Internet. This can lead to eavesdropping because these devices 
are usually left unattended. In this case, trustworthy devices can send push notifica-
tions to the smart home user and would be able to gather confidential data [24]. In 
IoT networks numerous types of devices are communicating with each other through 
a local communication station in which a third party can involve and access their 
private information and this procedure is known as eavesdropping [63].

4.2.2 � Sniffing attacks

Attackers collect private information by putting down malicious sensors or devices 
in the vicinity of the actual devices in the smart home network [36]. Vashi et  al. 
in [117] discussed that an attacker can force an attack to enter into the system as a 
sniffer application. By this, users don’t know about the attack and the attacker can 
easily steal their private information.

4.2.3 � Booting attacks

In edge devices, built-in security mechanisms do not work at the time of the boot 
process. During this process, devices become vulnerable to various security attacks. 
Attackers take advantage of this weakness and target the devices for their malicious 
purposes. Therefore, it is essential to make devices restive against vulnerabilities 
during the booting process [47]. A booting attack is applied at the start of the sys-
tem when devices are getting ready to communicate or security algorithms are not 
installed yet. Through physical communication protocols, the attackers can do their 
job even if devices are not in communication mode. These protocols are UART or 
JTAG [38].

4.2.4 � Node capturing

IoT network comprises several devices and low-power sensors. Attackers can easily 
target these fragile sensors. A compromised sensor can bypass information to rivals; 
therefore, attackers tend to replace network nodes with their own to capture informa-
tion. This malicious node pretends to be a trustworthy device but works for attackers 
[74]. According to Garva et al. [38], in this type of attack an attacker takes control 
of a sensor that is observable in the system but instructed by the attacker. This may 
work as a gate for the attacker to enter into a system. In this way, an attacker can 
harm the network or steal the private information of users.

4.2.5 � Side‑channel attacks

Side-channel attacks are another source of leakage of sensitive information. Factors 
like power usage, architecture, and way of communication of sensor devices expose 
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information to attackers. Side-channel attacks are triggered through power usage, 
timing attacks, electromagnetic attacks, and laser-based attacks [47]. According to 
[25], side-channel attack is one of the most famous techniques to breakdown the 
safety of an encrypted system. It breaks the security by using valuable information 
that is escaped by the physical devices.

4.2.6 � Noise in data

As devices in the smart home are connected through a wireless medium, so when 
data cover a significant distance, it is quite possible that it can contain incom-
plete, irrelevant, and false information. Such irrelevant information can cause 
smart home devices to perform unwanted or even worse actions that can lead to 
harmful results [108]. Noise in data in IoT means that it is a threat to the sensor’s 
data. As the devices are connecting increasingly to the network, this problem is 
also rising with them. Electric components that are inside or outside of the IoT 
devices cause this type of noise [46].

4.3 � Security issues in the network layer

The network layer is responsible for the exchange of information between the 
devices. As a result, congestion of data also occurs at this layer. The main secu-
rity issues of this layer are the integrity and authentication of data that is to be 
delivered to concerned devices. Prominent security risks over the network layer 
are discussed below. Table 6 gives an overview of attacks in the network layer.

4.3.1 � DoS attack

A large amount of data is sent to servers or devices; as a result, those are unable 
to respond to anything other than this bombarded data. An overflow of data is 
sent over the channel, and it produces congestion over the link, and the sender 

Table 6   Network layer security issues

Sr. Network layer security issues Solutions Tools and techniques

1 DoS attack [62] IDS framework
2 Gateway attacks N/A N/A
3 Unauthorized access [80] Role-based access control authorization
4 Storage attacks N/A N/A
5 Man-in-middle attack [6] IDS and IPS (instruction prevention system)
6 Injecting fake information [7] Multi-factor device authentication
7 Data transit attack [71] Multi-factor device authentication
8 Black hole attack on RPL [135] Multi-factor device Authentication
9 Hello flood attack [61] Multi-factor device authentication
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and receiver become dumb [104]. When a DoS attack occurs, it shuts down the 
network and the user’s access is denied. It achieves this by allowing the food to 
track on the target or sending the information that did a crash. In both cases, it 
takes the access of users from the service they expected [13].

4.3.2 � Gateway attack

This attack tears down the link between smart home devices and the Internet. It 
could be a DoS attack, or routing attacks rose in a gateway end up with null or mis-
information sent to smart home devices like sensors, actuators, and nodes from the 
Internet [60, 73, 118]. According to Ande et al. in [10], a gateway attack demolishes 
the link between the sensors and the ISP. Consequently, the sensor data vanished on 
the link or redirected. Thus, it gives birth to the DoS attack.

4.3.3 � Unauthorized access

If the smart home devices are left open and the owner expects that these are in safe 
hands. These devices can be accessible by unauthorized users. An unauthorized user 
can use these sensible devices for filthy purposes [15, 30, 94]. In [49], Hossain et al. 
discussed that unauthorized access to the medical environment is horrible, as it can 
kill the patients. Unauthorized access to actuators or sensors can manipulate the 
patient’s records which can damage the precaution cycle. Hussain et  al. discussed 
in [51] that unauthorized access to the RFID nodes can lead to information leakage. 
The intruder can get access to the sensitive information and possibly alter the node 
information. When an attacker gets access to the RFID nodes, he can easily read or 
write the node information. This phenomenon may lead to further fatal attacks on 
the IoT network.

4.3.4 � Storage attacks

A massive amount of data and valuable information is stored on the cloud or storage 
devices; both can be accessed and can be changed to irrelevant information. Dupli-
cation of data, along with access to numerous users, increases the chance of being 
attacked. A large amount of users data is stored on storage devices and the cloud, 
both can be easily attacked by the attacker, and consequently, the user faces a huge 
loss of precious data [14, 14, 16, 32].

4.3.5 � Man‑in‑middle attack

In this type of attack, the attacker does not bother to be physically present at the 
victim’s place. The attacker gets the information through IoT protocols. By using 
protocols, he disturbs the communication between two devices and collects desired 
information [96]. According to Kim et al. in [67], this type of attack, the malicious 
actors (attackers) create a hurdle between the communication of two systems. They 
can get access to the information that these two systems were trying to share. In this 
way, the attackers can steal the private information of these systems.
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4.3.6 � Injecting fake information

Harmful people can inject irrelevant information in the system, causing it to function 
abnormally or produce unexpected results [73, 108]. Samah et  al. in [59] discussed 
that in wireless sensor networks intruder target a node for manipulation and then inject 
irrelevant information into the network. This makes the network vulnerable to numer-
ous security attacks.

4.3.7 � Data transit attack

A large amount of information exchanges among IoT applications, like sensors, actua-
tors, and storage servers. Data is the most valuable asset of any user and thus attack-
ers always target confidential data for malicious purposes. Stored data has a security 
risk, but the type of data between communication channels has maximum chances to 
become vulnerable. Along with sensor devices, different technologies are used in the 
information transfer, which increases the chances of making the IoT environment a data 
breach [47].

4.3.8 � Black hole attack on RPL

The black hole attack is initiated by a compromised device that aims to disturb the net-
work track. It distorts the network track by dropping the packets that are routed through 
it. This attack cannot be detected easily, as the attacked network behaves as a whole 
network. Black hole attack is only carried out on ContikiOS and RPL (Routing proto-
col for lossy network) [129]. Other operating systems like Tiny O.S., RIOT OS are not 
vulnerable to this attack.

4.3.9 � Hello flood attack

Hello flood attack occurs in the network layer. In this attack, the intruder captures a 
node and sends hello messages to another node, and declares itself as a neighbor of 
receiving nodes. Due to the high power of messages, the receiver considers the com-
promised node as the nearest base station and starts communication with these mali-
cious nodes [90]. This attack is happened by a node that sends a packet called hello 
packet with high power. Because of very high power, the nodes of the network and 
even out of the network considered it as a parent node. Then, all communication and 
messages are routed through this parent which can cause damage for the users [43].

4.4 � Physical layer security breaches

Power supplies are the backbone of smart home devices. There must be such a mech-
anism through which these devices can survive during a power interruption. At this 
layer, devices must be kept safe from the weather and the individual. New technologies 
should be implemented to ensure the safety of power resources and physical attacks 
[72, 112, 132]. Table 7 summarizes Physical layer’s issues.
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4.4.1 � Physical damage

This may be a direct approach of attackers to damage the physical devices of the 
smart homes, like, sensors, nodes and actuators. Consequently, these devices are 
unable to take part in the network and failed to work smoothly [17]. According 
to [52], this may concern with physical devices which can occur by a malicious 
actor of abnormal environment. By this vulnerability, the devices may lose their 
functionality and can generate other risks.

4.4.2 � Environmental attacks

Environmental attacks can also damage the network devices. Like a sensor may 
get affected due to rain, storm, or snow. As a result, it may lose its functionality 
and unable to work properly and hence causes more problems. These types of 
attacks affect sensors by environmental hazards like an irregular storm, rain, etc. 
By this irregular behavior, the sensors may lose their functionality [11, 84].

4.4.3 � Loss of power

Network devices rely on power and in the absence of backup power resources, 
these devices automatically go to power-saving mode. Loss of power attacks does 
not let the device go into power-saving mode, consequently, devices use more 
power and soon become faint. Kalra et al. [57] elaborate that the devices that lose 
power accidentally are not able to work normally and cannot provide services. It 
is a common strategy that a device may save power by entering into the various 
power-saving modes, but sleep deprivation attack becomes a hurdle between the 
device and power-saving modes [56].

Table 7   Physical layer security issues

Sr. Physical layer security issues Solutions Tools and techniques

1 Physical damage [122] Puf-based protocols
2 Environmental attacks N/A N/A
3 Loss of power N/A N/A
4 Hardware failure N/A N/A
5 Jamming [61] Identity verification protocol
6 Malicious code injection N/A N/A
7 Duplication of a device [110] SDN-based approach
8 Overloading RFID N/A N/A
9 Duplication of tags [63] Quantum key distribution
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4.4.4 � Hardware failure

In smart home, users are much more dependent on the hardware devices, so they 
cannot think of hardware failures. If a hardware failure occurs, then devices start 
behaving worse by sending erroneous information. The impact of hardware fail-
ure is directly associated with network failure [21]. According to [109], a network 
is failed and unable to do its job if any of the device in a network faces failure.

4.4.5 � Jamming

In jamming, radio signals are bombarded on the victim network or device to dis-
turb the communication. Much thicker jamming can paralyze the entire network. 
Due to jamming, battery drain rate of the devices increases as it has to re-transmit 
the data due to disrupted communication [29]. In [114], the authors discussed that 
jamming is one of the most dangerous security attacks in wireless sensor network 
(WSN)-based IoT. By blocking the channel, it breaks the circulation of a network. 
An attacker can easily jam the track on the wireless channel.

4.4.6 � Malicious code injection

In this attack, malicious software is injected through the debugging interface. As 
the device with injected software is already in the network, it can disturb the entire 
smart home environment by pretending to be a trustworthy device. Furthermore, 
sensitive information on a protected network may be sent out through this injected 
malicious software device [11]. In [117], Vashi et  al. analyze that malicious code 
injection is one of the most destructive attacks in which an attacker can inject mali-
cious code into a network. By this, the network shuts down its working or in the 
other case, the attacker controls the entire network and can steal any type of data 
from the network.

4.4.7 � Overloading RFID

To interfere with the RFID function, a huge amount of noise signal over radio fre-
quencies is sent by an intruder. In this way, RFID is unable to function normally 
[75]. According to Said et al. [101], RFID uses a metal surface. By using this, tags 
in RFID are unable to transmit information to the device and also tags are not able to 
receive power.

4.4.8 � Duplication of a device

Features of a genuine network device can be changed by malicious manufacturers, 
like hardware, software, and configurations. The affected device could run malicious 
software to target genuine device or damage the operations of other network devices. 
A malicious actor (like an attacker) makes a clone device in an IoT network. By that 
device, they have almost full access to the network and consequently damage the 
network [23, 100].
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4.4.9 � Duplication of tags

Intruders can easily capture the tags that are deployed on different objects. 
Attackers produce clones of such tags and deceive RFID readers by compro-
mising the RFID system. All the objects having tags on them are vulnerable to 
physical attacks [86]. According to Datta et al. [26] in particular RFID systems, 
the attacker tries to understand the security protocols. With this information, the 
attacker tries to blank the tags by writing received data in the same format.

5 � Solutions of smart home’s problems

This section discusses the security solutions for each layer. IoT’s four layers, dis-
cussed in the previous section, experience numerous security attacks that may 
cause serious loss to the user of IoT. Solutions to such problems are necessary; 
otherwise, users will be reluctant to use IoT’s services. Solutions are organized 
according to each security layer. Table  8 illustrates the comparison of various 
research works that provide the solutions of smart home issues. This table shows 
tool and techniques used by different researchers.

5.1 � Application layer

The application layer is responsible for the services delivered by the IoT environ-
ment, such as smart cities, smart homes, smart hospitals, and intelligent transpor-
tation. Such applications can be elected, or an intruder may use them in a nasty 
way to harm the masses. Consequently, the application fails to accomplish the 
needs for which it was programmed. Solutions for the application layer’s prob-
lems are discussed below.

5.1.1 � Fighting against phishing

Gupta et al. in [44] proposed various schemes to fight against phishing like net-
work protection based on blacklist scheme, or schemes such as heuristic, in which 
erroneous emails are blocked either on client-side or server-side. Users should 
be educated to such an extent that they can differentiate between a phishing web-
site and a normal website. Other solutions like network-level protection and user 
authentication can help to diagnose phishing attacks.

5.1.2 � Malicious code detection

IoT devices have less computation power and can’t run on heavy malicious code. 
Wei et al. in [125] used a collaborative detection strategy is to detect malicious 
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codes. The strategy used by this approach is to analyze the normal running time 
and abnormal behavior when malicious code is deployed.

5.1.3 � Tamper resistance

IoT devices should be designed as tamper resistance. Sensors that can detect tamper-
ing should be deployed on devices. If devices are not tampering with resistance, they 
should be kept in a secure place where devices are inaccessible for irrelevant people.

5.1.4 � Conjure role base access control

In role-based access control, any person or entity of an environment has access to 
specific devices according to his role. Only specific resources are accessed by a per-
son related to his role. A central system is responsible for assigning roles, adding 
new devices, and securely removing expired devices.

5.1.5 � Secure smart meter

Gawade et al. in [64] used Rabin encryption that helps to ensure that data is sent to 
legitimate authorities, and data delivery is safe from attackers. The sensor should 
be deployed to make the meter tamper resistance and measure the parameters (cur-
rent, voltage) regularly. A certain threshold can be fixed to avoid the overflow of 
parameters.

5.1.6 � Countermeasure of misconfiguration

IoT devices should be shipped with up to date software and replace with devices 
that are running outdated software. As in the IoT environment, heterogeneity exists; 
therefore, inter-operable devices can reduce the chances of misconfiguration.

5.1.7 � Countermeasure of remote reprogramming attacks

User authentication ensures that only legitimate user can reprogram devices through 
the remote source. Ant-replay protocol, which is a subprotocol of IPSec, prevents 
the network packets by an intruder to make changes in packets.

5.2 � Discussion

The application layer is responsible for providing IoT services. This layer experi-
ences numerous security issues. To work smoothly, it is necessary to overcome such 
security vulnerabilities. To educate people regarding security threats, various solu-
tions are extracted from different proposed works. To fight against phishing blacklist 
and heuristics schemes are used. For the blockage of malicious code, a collaborative 
detection strategy is carried out. Tamper sensors are used for the sensing of tam-
pering. To limit access to the system Conjure Role Base is adopted. Smart Meter 
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ensures the delivery of the data to the legitimate authorities. To avoid the miscon-
figuration issues up to date software are necessary for IoT’s equipment. Remote pro-
gramming attacks controlled by anti-replay protocol.

5.3 � Perception layer

The perception layer is comprised of the devices that act as sensors in IoT. Infor-
mation perceived from the environment is a thorough production of the perception 
layer. This layer needs much security compared to other layers. Several security 
solutions regarding the perception layer are discussed below.

5.3.1 � Security against eavesdropping

Li et al. in [77] proposed a system in which activities of eavesdroppers are moni-
tored. In this work, channel specifications are known in advance, and different anten-
nas are also deployed. For analysis purposes, a formal analytical model is proposed 
by taking into account different effects like path loss effect, shadow fading effect, 
and Rayleigh fading effect [24].

5.3.2 � Sniffing detection

To avoid sniffing, the devices should be connected to trustworthy networks and 
must not be connected to public places network. WiFi offered by public places is 
not monitored properly and may contain bugs. Attackers sniffing these networks or 
build a new network on their own and use names of public places such as Free Air-
port WiFi and Free Bus Stand WiFi. Nearby users connect with this malicious node 
and send data through this service. Encryption plays an important role in securing 
network track that encrypts all the data which leaves the IoT system. However, data 
capture intruders would not make sense of it.

5.3.3 � Secure boot process

Insecure boot process when the device is turned on, it operates cryptographic code 
signing techniques. A code developed by a trustworthy vendor or original equipment 
manufacturer (OEM) is executed on the device. By utilizing a secure boot mecha-
nism, one can minimize the chances of replication of firmware code by an attacker.

5.3.4 � Defensive mechanism against side‑channel attacks

On the hardware level, information-aware hardware, randomization, and partitioning 
are used to prevent information leakage. On software-level algorithms like leakage-
resilient public-key encryption scheme is run that guarantee the confidentiality of 
information even when some bits are lost.
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5.3.5 � Noise avoidance

A certain mechanism is used to eliminate noise in data. A neural network can 
help most effectively. In [135], Zeng et  al. used neural network in two ways, 
pattern recognition and supervised learning. In pattern recognition, data points 
of nearest neighbor are compared for noise detection; to remove noise, nearest 
neighbor algorithms are used. In supervised learning, neural network is trained 
against the data that needs to be captured. Then, neural work is deployed to the 
actual environment.

5.4 � Discussion

The perception layer is responsible for the sensing of the information from the envi-
ronment. It is a place where the information is gathered and shared with other equip-
ment, as information is the most precious asset of any individual or organization. To 
ensure the security of the information, several countermeasures are proposed by the 
researchers. For analysis of the intruder, a formal analytical model is proposed and 
one must not try to connect with free Internet connections. Secure boot phenomena 
protect the users from the replication of the firmware code. For information integrity 
and confidentiality, a scheme termed as a leakage-resilient public-key encryption 
scheme is proposed. To eradicate noise from the information, the neural network is 
used in dual formats, one as pattern recognition and the other as supervised learning.

5.5 � Physical layer

The physical layer comprises the hardware devices or physical components like, 
power supplies, smart appliances and smartphones. Power supplies are the back-
bone of smart home devices. There must be such a mechanism through which 
these devices can survive during a power interruption. On this layer, devices must 
be kept safe from the weather. Solutions to such problems are discussed below.

5.5.1 � Countermeasure of tag cloning

Kamaludin et al. [58] proposed an accurate and effective method to detect cloned 
RFID tags in RFID systems. The suggested approach is built on the accuracy 
of dual hash collisions and a count-min sketch vector. A dual independent hash 
function is used to map streaming tag reading data. In this system, the combined 
functionality of dual hash collection and tag reading frequency is carried out to 
detect duplication of tags.
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5.5.2 � Network monitoring

Denial of service (DOS) mostly targets network protocol running on the IoT-
based smart homes. An intrusion detection system (IDS) plays an important role 
in detecting, monitoring, and classifying these attacks. IDS also generates alerts 
to the responsible authorities regarding these attacks.

5.5.3 � Secure key management

Usually, network devices are come up with built-in security keys. There should be a 
comprehensive security key management mechanism to protect smart home devices 
from intruders to use legitimate devices for their malicious purposes.

5.5.4 � Physical protection

Physical devices are usually left unattended, providing a chance for tampering 
attacks. Physical protection of smart home devices is most important against tam-
pering attacks. Other possible solutions for tampering attacks are reverse engineer-
ing and tamper-resistant devices.

5.5.5 � Hello flood attack protection

The basic step that can prevent users from hello flood attack is checking of com-
munication link bi-directionally. In [61], Karlof et  al. use the identity verification 
protocol for the verification of the link.

5.5.6 � Network‑level security

In [110], Sivaraman et al. proposed a solution for the network layer. Network-level 
security and privacy control is device-level protection augmented with network-level 
security solutions to detect suspicious behavior of network activity. In this solution, 
SMP plays a key role in safeguarding the network security.

5.5.7 � Security at perception layer

In the TCP/IP network, the most fruitful and successful technique is the public-key 
infrastructure (PKI). As discussed in Sect. 2, IOT comprises four layers, and each 
layer needs security relative to that layer. At perception layer security, a new archi-
tecture is discussed by Li et al. in [78] called PKI-like protocol. The PKI-like proto-
col works differently than to PKI protocol in TCP; it works with a short encryption 
key. In the PKI-like protocol environment, there is a base station and multiple sink 
points. These sink points are connected to the base station. Short keys are handed 
out by base stations that act as the public-key center.
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5.5.8 � Security against DoS

Usually, in the DOS attacks such as jamming or coding, the communication chan-
nel is almost useless to perform any communication tasks. Hence, nodes having the 
IDS installed are unable to perform the detection tasks. Kasinathan et  al. in [62] 
proposed a solution regarding DOS attacks. It can perform the detection activities 
against the DOS attacks, while not suffering from the same attacks. In a real envi-
ronment, wireless sensor networks demand an analysis of the physical parameters in 
real-time. In this regard, service availability is the main need. Consequently, the pro-
posed IDS should detect any kind of DoS activity. The proposed system is evaluated 
through the PenTest, an evaluation system, and produced expected results against 
the attacks.

5.6 � Discussion

The physical layer consists of hardware components such as power supplies and 
smartphones. Power is the main source of keeping the network alive. It is necessary 
to take the ultimate care of such devices. Several techniques and researches are car-
ried out to ensure the safety of such precious components. Count-min sketch vector 
used a data structure to overcome the problem of tag cloning. Network monitor-
ing is carried out through IDSs. Devices should not be left unattended for intruders. 
Proper monitoring is necessary for physical devices. Hello flood attack is blocked 
through identity verification protocol. To encounter real-time intrusions in the IoT 
network, IDS is proposed.

6 � Future directions

In this section, an overview of the future work is discussed in the form of points. In 
the future, we will extend our study to other security solutions concerning technol-
ogy and techniques. As IoT is evolving, it consequently faces the most sophisticated 
issues. So, the mitigation of such issues must be done in a similar fashion.

–	 Cyber insurance is gaining enlarged consideration these days. From this, more 
organizations agonize from problems similar to data leakage, data loss, etc. The 
impairment happens through these proceedings charges extremely to the organ-
izations. So these organizations need to combine defensive intrusion detection 
and prevention in their structures.

–	 To detect intrusion and hurriedly implement on the system becomes gradually 
problematic. So, traditional methods of IDS are not used. The prevention and 
detection methods are insecurely gathered in Moving Target Defense (MTD). In 
comparison with NIDS and HIDS, MTD constantly altered the surface of attacks 
and make the system protected from enemies that enter in the first place.
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–	 In the physical security industry, cloud-centric product development is the great-
est noticeable trend. Especially in intrusions field, it is gaining the implemen-
tation of cloud-based systems. Superior connectivity and rationalized security 
operations are some of the well-known benefits which it provides to the users. It 
is implemented on a cloud-based SaaS model that gives elasticity and flexibility 
to the machinists. In intrusions field, it is the utmost desire of many manufactur-
ers to get cloud-based solutions.

–	 Cyber criminals are discovering new ways and techniques for security threats to 
destruct the system. So in this situation, there is not only necessary to fix the 
threats as they occur, but also it is essential to learn how to predict and prevent 
new threats. Modern cloud indicative services are hot topics that are used to pre-
dict security concerns intelligently. The AI-powered diagnostic technique is also 
an interesting field, but it is slightly complex than the former.

7 � Conclusion

A smart home is an emerging application of IoT, where devices communicate and 
share confidential information. In such an environment, several components join 
hands to complete the objective of IoT, such as smartphones, smart A.C., and smart 
heater, and sensors like smoke sensors, temperature sensors, etc., and different pro-
tocols at the backend. As IoT is new in the market and thus has no security meas-
urements have been done so far by the manufacturer of the devices. Smart devices 
manufacturers mainly focus on the less computational and low energy consumption 
devices consequently left behind the security approaches for the devices.

As IOT comprises plethora of devices, when these numerous devices get con-
nected, they face various security and privacy issues. A survey is carried out about 
the most common security threats and privacy challenges for IoT smart devices. All 
the issues are categorized according to the layered architecture of the smart home 
environment. Furthermore, several kinds of literature are surveyed for security solu-
tions and countermeasures against the mentioned challenges. This work gives expo-
sure to the readers about the current and future challenges.
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