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Abstract

Data and information produced in network-centric environments are large and het-
erogeneous. As a solution to this challenge, ontology-based situation awareness
(SA) is gaining attention because ontologies can contribute to the integration of het-
erogeneous data and information produced from different sources and can enhance
knowledge formalization. In this study, we propose a novel method for enhancing
ontology-based SA by integrating ontology and linked open data (LOD) called a
multi-layered SA ontology and the relations between events in the layer. In addi-
tion, we described the characteristics and roles of each layer. Finally, we developed a
framework to perform SA rapidly and accurately by acquiring and integrating infor-
mation from the ontology and LOD based on the multi-layered SA ontology. We
conducted three experiments to verify the effectiveness of the proposed framework.
The results show that the performance of the SA of our framework is comparable to
that of domain experts.
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1 Introduction

The rapid development of information communication technology has spurred
the transition to networked environments in which all the elements (or objects)
are interconnected. This transition has occurred in many real-world applications,
particularly in the military field [1]. In network-centric environments (NCEs), all
the elements of warfare from sensors to shooters are connected, and their con-
nections are becoming tighter. The data and information produced by the con-
nected elements should be transmitted to the right person to make accurate deci-
sions at the right time. However, the data and information produced in NCEs are
large, heterogeneous, and dynamic, thereby making it difficult to recognize the
exact situation using them. To overcome this challenge, various methods have
been proposed to gain situation awareness (SA) in many research fields such as
businesses and battlefields [1-4]. Among these methods, ontology-based SA has
gained attention because ontology can contribute to the integration of heteroge-
neous data and information from multi-sources and can enhance knowledge for-
malizations using an explicit representation of the concepts and identification of
relations between them [5]. A critical issue that many researchers have aimed to
address using ontology-based SA is the syntactic and semantic heterogeneity of
data and information to be resolved for the SA using integrated and formalized
information. Thus, to represent a situation clearly and concisely, most SA ontolo-
gies have defined the relations to represent the complex structures of the situa-
tions and concepts to generalize the objects or elements included in a situation for
enhanced interoperability [5].

There are two ways of constructing SA ontologies. In the first method, domain
experts gather the multi-sourced domain knowledge required for the awareness
of specific situations. Then, knowledge engineers use it to develop a single
and complete SA ontology to elucidate the concepts and vocabulary used in
the situation. This method results in rapid and precise SAs. However, it is very
inflexible because the developed SA ontologies are suited to a specific situation
due to their complexity [2]. The many developed SA ontologies may cause
heterogeneity between them. In addition, the quality or concept formalization
levels of the developed SA ontology may differ depending on the capability of
the domain experts or knowledge engineers. The second method for constructing
SA ontologies reuses and integrates the domain ontologies of multi-sources that
have already been created by developing the core ontology as extension points
to connect ontologies. Although this method can integrate domain knowledge
efficiently using abstract concepts at the upper level, it still has difficulty solving
syntactic, semantic, and structural heterogeneity in integrating domain ontologies
developed for different purposes [6]. The latter method, i.e., the core ontology
development method, is emerging as the primary method for constructing SA

@ Springer



9782 J.Kimetal.

ontologies due to the rapid increase in the scale and complexity of the information
involved, which no longer allows any one ontology to cover it.

However, there are several limitations associated with the core ontology devel-
opment methods. First, while integrating the domain ontologies, the existing
core ontology only considers the relationships between the classes of the domain
ontologies [7-9]. As a result, these methods cannot properly reflect data values
and their relationships, which can change dynamically depending on the situation.
It leads to the low utility of the core ontology. Second, it is assumed that the core
ontology already recognizes the structure of the domain ontology in development
[10]. However, this assumption is no longer suitable for networked environments,
where the number of the domain ontologies increases exponentially [11]. Finally,
the core ontology integrates all the structures of the domain ontologies or extracts
a big part of the domain ontologies that meet predefined constraints [12]. The
resultant integration of the core ontology may produce a huge ontology, including
unnecessary information for SA. The enormous size and complexity of the core
ontology require the decision-maker to reinterpret the integrated information and
try out all available choices to filter out useless information.

To overcome these limitations, we developed a novel framework for SA using
layered SA ontologies that can integrate heterogeneous and multi-sourced infor-
mation. In this framework, we employed the domain ontology for modeling con-
cepts and relationships between these concepts and integrated the entire range of
domain knowledge involved by reusing the domain ontologies. In addition, to over-
come the problems related to the large and dynamic nature of the data and informa-
tion produced in NCEs, we utilized the linked open data (LOD) to discover domain
ontologies to deal with a variety of situations, extract the partial structures from the
domain ontologies as sub-ontologies, and integrate these extracted sub-ontologies to
help understand a situation in a holistic view.

A preliminary version of this paper has been presented as a conference paper
[13]. The novelties and major contributions of this study are as follows:

e Improvement of the layered SA ontology structure previously, we designed four-
layered command and control (C2) ontologies. However, to utilize various ontol-
ogies as an integrated whole, the interaction between the layers must be clarified.
In this study, we clarify the interaction between the layers and propose an inte-
gration process using the layered SA ontology.

e Development of the graph entropy-based sub-ontology extraction method we
assumed that many domain ontologies have been developed in multi-source, and
they are needed for the SA. Some of these domain ontologies may be related to
the current situation, while some may not. In addition, even if related domain
ontologies are needed, a small part of them is essential for the SA. Thus, we
propose a method for extracting only the related sub-ontologies from domain
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ontologies, because the large ontology generated by the integrated structure of
domain ontologies places a heavy burden on decision-makers.

e Development of the LOD-based sub-ontology integration method integrating
multiple sub-ontologies is necessary because they are extracted from different
domain ontologies. Although the sub-ontologies are developed based on the
upper ontology, they cannot be easily integrated because the domains and
granularities are different. To resolve this issue, we exploit the simple knowledge
organization system (SKOS) in LOD as the core structure of the integrated
ontology and join the extracted sub-ontologies to it.

e Execution of performance evaluation to verify the effectiveness and feasibility
of the proposed framework, we conduct three experiments. We conduct
the first experiment to demonstrate the effectiveness of extracting sub-
ontologies by scenario. To this end, the number of the classes in the domain
ontologies will be compared with that in the sub-ontologies extracted from
them. We conduct the second experiment to demonstrate the appropriateness
of the integrated ontology’s volume based on the SKOS. Finally, the third
experiment attempts to demonstrate that the integrated ontologies are properly
generated, and we compared the results of the SA inferred using the integrated
ontology with those inferred by domain experts.

The rest of this paper is organized as follows: Section 2 summarizes the related
works. Section 3 describes the structure and properties of the layered SA ontology.
Section 4 describes the overall architecture of the integration framework and the
procedure for the interaction between the ontology layers. Section 5 demonstrates
the performance of the proposed system by several experiments. Finally, Sect. 6
presents the conclusion and suggestions for future research.

2 Literature review
2.1 Ontology-based SA in C2

C2 is an area where ontology is actively used for the SA. Most studies
attempting to utilize ontology for representing the knowledge of C2 systems
have proposed a three-layered structure comprising an upper layer, middle
layer, and domain [14—17]. Smith [16, 17] proposed a three-layered structure
comprising the universal core semantic layer (UCore SL), C2 core ontology,
and domain ontologies. In this model, the C2 core ontology was proposed as
a middle layer ontology dealing with only general terms that can be used by a
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broad stakeholder base within the C2 domain. Ra [15] has proposed a method
combining the characteristics of top-down and bottom-up approaches by utilizing
the kernel ontology as the middle layer ontology. Kabilan [14] proposed a
framework that used SUMO as its upper ontology. In this framework, the middle
layer ontology was constructed based on the Joint Consultation, Command and
Control Information Exchange Data Model (JC3IEDM). However, by following
these three-layer structures, ontologies or their relationships cannot be changed
dynamically. In addition, it is difficult to understand the specific relationships
between instances across distinct domain ontologies.

The upper ontology has become a common method for ensuring interoperability
between ontologies. It is defined as a domain-independent ontology describing
general concepts that can be applied equally to all the domains [18-20]. However,
these upper ontologies, such as the basic formal ontology (BFO) [18], DOLCE
[19], and SUMO [20], often fail to provide semantic interoperability in C2
systems due to their very high abstraction level. The high abstraction is a property
that upper ontology must have to cover the knowledge of domain ontologies, but
the very high abstraction level does not provide the core concepts necessary for
integrating heterogeneous domain ontologies. Most of the upper ontologies have
these problems, and their structures are continuously improved to solve them.

A variety of core ontologies have been developed to support SA, decision
making, joint operation, etc. [21-23]. However, these core ontologies fail to meet
the above-mentioned four properties. To overcome these drawbacks, we propose a
four-layered framework containing a linked data layer that models the relationships
between instances among distinct domain ontologies.

2.2 Sub-ontology extraction

To reduce the burden of reasoning and reuse the ontologies, researchers have pro-
posed extracting sub-ontologies related to the given problems from full-scale ontol-
ogies. These studies include the view extraction, query-based, graph-based, and tra-
versal-based methods. Table 1 lists the descriptions and limitations associated with
each method.

The traditional methods aim to support ontology engineers who want to build a
new single ontology. Extraction criteria are mainly configured based on prior knowl-
edge. In addition, engineers should interpret existing domain ontologies or their
knowledge. However, it has limited ability to reflect many semantic relationships
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implied in heterogeneous ontologies because they utilized prior knowledge to find
them. Furthermore, most relationships are limited to synthetic interoperability.

2.3 Ontology alignment

Ontology alignment methods have been studied for integrating multiple ontologies
into a single ontology. Ontology alignment is the process of generating a set of
correspondences between entities, such as classes, properties, or instances, from
different ontologies. As in a previous study [38], we divide the ontology alignment
methods into three—terminological, structural, and external methods. Although
matching systems are classified into different categories, they use multiple methods
in combination rather than a single method.

Terminological methods perform ontology alignment by comparing terms in
strings. The terms can be names, labels, and/or comments of ontology entities.
AgreementMaker, which is a general-purpose multi-layer matching system, has been
previously proposed [39]. In the first layer, it compares labels or comments of enti-
ties using the term frequency-inverse document frequency (TF-IDF) vector and edits
the distance and substring for similarity calculation. Anchor-Flood aims to handle
large ontologies efficiently by verifying the equality of two terms with WordNet and
calculating similarity using the Jaro—Winkler edit distance [35]. However, the rela-
tionships between ontologies determined by terminological methods are generic and
provide only limited information.

Structural methods align ontologies by exploiting the internal structure of enti-
ties comprising their attributes or an external structure comprising relations between
entities. In a previous study [31], DSSim has been introduced, which is a system
used with a multiagent ontology-mapping framework. It compares graph patterns to
generate correspondences between entities. In a previous study [40], ASMOV has
been proposed, which focuses on the field of bioinformatics. Unlike other systems,
it recognizes sets of correspondences that lead to inconsistencies. It was verified by
examining five types of internal and external patterns. Alignment with graph iso-
morphism [41], co-occurrence patterns [42], and feature-based internal structure
similarity [43] have also been suggested. However, because the structural method
utilizes the internal structure of each ontology, it is difficult to overcome the differ-
ences in the level of information representation among the ontologies.

The extensional methods align ontology classes by analyzing their extensions,
such as instances. In previous studies [24, 44], RIMOM and RiMOM-IM have been
proposed, both of which are based on the dynamic multi-strategy ontology matching
framework. These systems perform alignment using instance matching with differ-
ent strategies based on conditions like the amount of overlapped information. Smart-
Matcher [45] exploits the similarities of instances and values. In addition, InsMT
and InsMTL [46, 47] align ontologies by analyzing the descriptive information of
instances. However, these methods are effective only when they are applied to a
large number of instances, thereby limiting their applications.

To overcome the limitations associated with the existing methods, we used the
SKOS—a knowledge base that represents well-defined concepts and hierarchical
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relationships among them [48]. We attempted to align the ontologies developed for
different domains with different goals by selecting and applying related concepts
and relations in the SKOS.

3 Multi-layered SA ontology
3.1 Design principles of multi-layered SA ontology

We identified four properties for the SA from multi-sourced information produced
in NCE: largeness, heterogeneity, dynamism, and complexity. The largeness means
a large scale of data produced by enormous sensor nodes in NCE, and it is increas-
ing exponentially. It is difficult for the ontology to cover this largeness because of
low scalability and strictly defined schema. The heterogeneity refers to the differ-
ences among data models and information systems. There are various heterogenei-
ties among them, so it is impossible to resolve all possible heterogeneities by only
a few ontologies. The dynamism is the lively changed data, schema, and relations
among entities in NCE. It is difficult to maintain up-to-date ontologies for changed
data. The complexity refers to the entangled structure of sensor nodes and systems.

To deal with these problems, we combined the domain ontologies, core ontolo-
gies, and LOD. The heterogeneity can be solved by utilizing various types of ontolo-
gies, such as the top ontology, domain ontologies, and core ontologies, while the
largeness, dynamism, and complexity can be solved by combining the ontologies
and LOD. The ontologies and LOD are interwoven in a layered structure to create
awareness of situations through interaction (subsequently referred to as layered SA
ontology). To design the layered SA ontology and LOD, we considered the follow-
ing properties:

e Semantic interoperability to solve the heterogeneity problem that occurred in
NCE, the layered SA ontology should include artifacts that can be referred to
as domain-independent concepts and their relationships, which can be used to
develop domain ontologies under the same axiom. The layered SA ontology
adopts an upper ontology to achieve semantic interoperability among different
domain ontologies.

e Completeness of knowledge representation the multi-layered SA ontology should
be able to accurately and completely represent all domain knowledge related
to SA. To this end, the layered SA ontology allows the use of multiple domain
ontologies that can represent only specific domain knowledge or data model.

e Composability to support dynamic situation awareness composability is the abil-
ity to select and combine only the domain ontologies, concepts, relations, and
linked data that are necessary to be aware of dynamic situations. This is a para-
mount factor in correct decision making as it integrates the domain ontologies
and LOD for dynamic situations.

e Discoverability of multi-sourced information to be aware of situations success-
fully in NCEs, it is necessary to establish a method for handling a large amount
of multi-sourced data appropriately and efficiently. For this purpose, the multi-
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layered SA ontology enables the retrieval and collection of the data and informa-
tion generated from multiple sources through the resource description framework

(RDF)-based data link.

Based on the four above-mentioned properties, we designed a multi-layered SA
ontology structure. As shown in Fig. 1, the structure comprises four layers, namely
the upper ontology layer (UOL), the domain ontology layer (DOL), the event-spe-
cific ontology layer (EOL), and the linked open data layer (LDL).

The upper ontology defines a domain-independent ontology schema that can
be referred to when constructing domain ontologies. The domain ontology defines
domain-specific knowledge, such as “Joint Doctrine” or “Army Task,” based on the
upper ontology schema. The event-specific ontology is a dynamically generated
ontology that depends on the situation through an interaction among the domain
ontologies and linked data. Finally, the linked open data are a dataset using RDF,
which enables the access, acquisition, and integration of resources across various

domains.
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BFO:
Continuant
BFO: BFO: BFO:
Independent Generically dependent Specifically dependent
continuant continuant continuant
BFO: BFO: BFO: BFO:
Material entity Immaterial object Quality Realizable entity
JC3IEDM: JC3IEDM: JC3IEDM: JC3IEDM: JC3IEDM: BFO: JC3IEDM:
Material Person Feature Organization Location Role Capability
JC3IEDM:
Adress

Fig.2 The modified BFO structure using JC3IEDM
Table2 Class hierarchy and abbreviations of modified BFO
Hierarchy of class “Continuant” Abb Hierarchy of class “Continuant” Abb
Continuant C c Continuant
Independent Continuant
Material Entity Generically Dependent Continu
Material Object Specifically Dependent Continant
Fiat Object Part Quality SD¢
Object Aggregate 1IE Relational Quality Q q
Immaterial Entity 10 io Realizable Entity RE re
Immaterial Object FB. Role
Continuant Fiat Boundary PB Disposition
Physical Boundary (0D to 2D) CB Function
Cyber Boundary S Intention IN
Site
Region PR
Physical Region (0D to 3D) CR

Cyber Region

3.2 Detailed descriptions of the layers

3.2.1 3.2.1. Upper ontology layer

To address domain-specific problems, domain ontologies, such as combat
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management and operational scenarios, have already been developed for the mili-
tary. Therefore, it is difficult to ensure the semantic interoperability among the
domain ontologies. The upper ontology (or top ontology) is a widely employed
method for ensuring their semantic interoperability. It is defined as a domain-
independent ontology describing general concepts that can be applied equally to
all the domains. A majority of the upper ontologies, such as BFO, OpenCyc, and
DOLCE, focus on modeling basic and common concepts, such as “object” and
“process.”

To reduce the development burden of the upper ontology, the existing upper
ontologies have been analyzed. As a result, by extending the BFO, an upper ontol-
ogy that can represent the hierarchy among objects (e.g., units) and express time and
space (related to operations) was developed. By analyzing the BFO, we determined
that it specialized in expressing scientific facts and was very highly abstractive.
Simultaneously, we discovered that the BFO could not represent essential concepts
among domain ontologies due to the very high abstraction level of the BFO. The
very high abstraction level is a key factor for the top ontology, but it prevents essen-
tial concepts from forming sturdy relations among domain ontologies. To avoid this
problem, we utilize the JC3IEDM, which is the proposed data model for interoper-
able communication among C2 systems [49]. While the BFO focused on present-
ing generalized concepts and their hierarchical structures that everyone could relate
to, the JC3IEDM focused on interoperability for easily exchanging information
among heterogeneous systems. Figure 2 shows the modified BFO structure using the
JC3IEDM.

In addition to utilizing the JC3IEDM, we modified some entities in the BFO to
improve utility and explicit representation of the upper ontology in NCE. Table 2
lists the classes and their hierarchy in the modified BFO, where upper- and lower-
case letters denote classes and instances, respectively.

Table 3 lists detailed descriptions of the new and modified classes and the
description logic (DL)-based expressions. Because Q and RE are “specifically
dependent continuants” applicable to existing specific entities, it is necessary to
extend or modify the existing relations. Table 3 also lists the modified relations
for Q and RE.

3.2.2 Domain ontology layer

A domain ontology is a specified conceptualization comprising formal descrip-
tion of concepts, relations between concepts, and axioms on the relations in the
domain of interest [12]. Domain ontologies provide a clear understanding of the
concepts and their relations and knowledge of the domains. Many domain ontolo-
gies, such as battleships, weapons, and terrain, have already been developed. In
addition, for accurate decision making, various ontologies are required, such as
situation ontologies defining temporal information, geospatial information, and
weather information; ontologies describing units and capabilities of each organi-
zation; and ontologies for military operations. Therefore, a domain ontology can
represent domain knowledge necessary for precise SA in a clear and complete
form.
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However, because domain ontologies are developed by considering the char-
acteristics and objectives of each domain, heterogeneity necessarily arises among
them. In our framework, we assumed that all the domain ontologies are developed
based on the structure of the upper ontology developed in UOL. The d” domain
ontology (DO,) in the pool of the domain ontologies is represented as a 4-tuple
as follows:

DO, = (Cly,Iny, P, R,) M

where Cl; is a set of classes UC and DC,. Here, UC is the set of the upper
ontology classes, and DC, is the set of classes of DO,. We use the expression
“uc:dc” to denote the reference relation between the element dc, of DC, and
the element uc of UC, and it is represented in a DL-based expression as follows:
Vdc(dc, € DC,;) = Juc(uc € UC Auc : dcy). In, and P, represent the set of
instances and properties of the DO, respectively. Finally, R, is the set of relations
between specific classes, instances, and properties. It is represented as follows:

R, ={(s,r,0)ls € ClyVInyre P,y 0€ClyViIn,VvDV} )

where s, 1, and o are the subject, relation, and object of the relation pattern,
respectively.

3.23 EOL

The EOL is a key layer that combines necessary domain ontologies and related
linked data according to a specific event. If necessary, the event-specific ontology
can directly refer to the upper and domain ontologies to support semantic interop-
erability. From our perspectives, the integrated SA ontology is located in the EOL
because it obtains the necessary domain knowledge from the domain ontologies
in the DOL to take notice of the given situations and collect necessary data and
information from the LDL. The integrated SA ontology collects appropriate domain
knowledge, data, and information for a given situation in the DOL and LDL and
combines them to perform SA for flexible and precise decision making.

3.24 LDL

In the LDL, individual instances or resources in stored multi-sources are linked
to other instances in an RDF triple format even if they are stored in sources in
completely different domains. These instances and their links serve as a bridge
among domain ontologies to support the SA ontology when it should combine
them. The link information between the instances makes the inference of the
relationships among heterogeneous domains possible. For example, we consider
a scenario where enemy battleships are found during maritime reconnaissance.
Then, friendly battleships must be found that can make an effective attack imme-
diately. To this end, from the weapons system database, the C2 system first iden-
tifies the effective range and target information of the weapons system that the
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Table 4 Notations and definitions used in this paper

Notations Definition
i,j,k,1 Index of terms, matched RDFs, entities, and DOs
T° A set of initial terms that are identified by the preprocessing module,
T° = {t),t,, ..., 1;, ..., 1,}, where t; is the i" term in literal form from the event
RDF! A set of matched RDFs obtained by keyword matching 7,
RDF;” = {ra’f,~l Jrdfy, .., rdfl_.i, o rdfig }, where rde is the j’h obtained RDF and
rdf; = (s,p,0) is the triple pattern of the subject (s), predicates (p), and object (0)
E; A set of found entities matched t;, E; = {e“, €y s €ty aens e,-E}, where e, is the k" found
entity by keyword matching #;
PCi p" projected class with E; on ADO,, pc;, EADO;
CDO; A set of discovered domain ontologies using E;,
CDO,; = {CDOH ,CDOy, ...,CDOy, ..., CDO;, }, where CDO;; is the I discovered domain
ontology. CDO;, is represented as a 4-tuple similar to the domain ontology
ADO; A selected appropriate domain ontology with E;, ADO; € CDO;
SDO; An extracted sub-ontology from ADO;, SDO, is represented as a 4-tuple similar to the domain
ontology
Ontology-based Multi-sourced Information Integration —————) = Layered SAW ontology p
Untolding | guz | Pre-processing module for identification of the initial event information |
Cireumstance | ([£5) | 5= mm oo e :
’I‘ermsl
$ Appropriate D in Ontologies Selection Module —
T . . o matching
' Keyword matching between identified terms and RDF resources A
= Matched RDFs., — @ o
3 Extract the entities in matched RDFs )
N A setof entities ‘ Linked Open Data
Py Discovery candidate domain ontologies (C-DOs) and their
namespaces through link trace of the entities
i\ C-DOs,
Relation

Select the appropriate domain ontologies (A-DOs) based on | Inference
relation analysis of the entities and classes in the C-DOs

|
ADOs y
Graph Entropy-based Sub-ontologies Extraction Module

Project the entities on the A-DOs’ classes
v

Extract sub-ontologies based on the classes of the A-DOs “ :
v Sub-ontologies

Calculate graph entropy of all classes in sub-ontologies

Refine sub-ontologies using elbow points of graph entropy
S=D0" i
Integrated SAW Ontology Generation Module

Integrated
A . SAW Ontol
Upward Expansion the sub-ontologies HOloRy

v
Generate the concept tree using the matched-concepts —*CE%%

Fig. 3 Multi-sourced information integration procedure via interactions of multi-layered SAW ontology
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battleships are equipped with. Information about the battleships is stored in the
battleship database, and the types of the enemy battleships are identified through
the reported enemy database. Finally, the geolocation of the friendly battleships
and the performance of the weapons system with which they are equipped are
considered to identify the friendly battleships that should perform the mission.

This example indicates that the linked data make it possible to discover large
multi-sourced data and information and collect them employing a domain-
independent strategy. The linked data also provide clues to the SA ontology
that can integrate domain ontologies and data. We assume that an instance
of the linked data is associated with at least one domain ontology so that the
SA ontology can utilize the linked data to identify and integrate the domain
ontologies.

4 Multi-sourced information integration framework for SA

Table 4 lists the definition of notations used in this paper.

4.1 Overall architecture

Using the layered SA ontology proposed in the previous section, we developed a
framework that can acquire and integrate the appropriate domain knowledge and
information required for a specific SA. Figure 3 shows the overall framework.
The framework consists of four modules, namely the preprocessing, appropriate
domain ontology selection, graph entropy-based sub-ontologies extraction, and
integrated SA ontology generation modules. However, the preprocessing module
is beyond the scope of this research, and we do not discuss it further. We assume
that the preprocessing of information on events happening under the unfolding
circumstances has already been performed using WordNet and/or the Semantic
Sensor Network Ontology. As a result, the preprocessing module generates a set
of refined terms related to the events under the unfolding circumstances as its
output.

Query basic graph patterns SPARQL

Select %e ?p1 %0 ?s 7p2
Where{

%e rdfs:label t;

%e 7l %0

7s 72 %

}

Fig.4 Keyword matching considered RDF triple patterns and SPARQL
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# on object " on subject
The Ratio for the number of RDF

Fig.5 Appearance frequency of the RDF resources

4.2 Appropriate domain ontologies selection module

This module is executed to discover and select appropriate domain ontologies
(ADOs) from the DOL. The ADO is defined as an ontology that includes domain
knowledge best suited to process current events using the initial terms. The LDL
efficiently exploits a number of the DOs existing in the DOL using its own prop-
erties and discoverability. The process of finding ADOs using initial terms is as
follows:

eKeyword matching between identified terms and RDF resources

In this step, RDF resources associated with the initial terms (7°) are obtained
through keyword matching. Keyword matching is performed between the ¢; and the
RDF value, which represents the RDF resources linked by the predicate “rdfs:label.”
As shown in Fig. 4, the RDF resources are represented by RDF URIs and their literal
data are expressed by predicates such as “’rdfs:label.” For this reason, we selected a
keyword matching target with ¢; as the RDF value in the RDF triple pattern. As a
result, we obtained a matched RDF resource (RDF lf"). RDFl’.'1 is defined as a set of

RDF[™: a set of matched RDFs obtained by keyword matching the ¢;
doe: List of calculated degree of entity (doe(rdf;;))
Med: a median value of all calculated doe(rdf;;)

doe =[]
For all i,j:
Doe « Calculate doe(rdfij)
Med = Median(Doe)
For all i:
For all j:
If doe(rdﬁj) > Med:
eik = rdfij
E; « eix
Return E;

Fig. 6 Algorithm of entities extraction
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E;: A set of found entities matched the t;
hops: Number of nodes to perform link tracking
NP: List of discovered namespaces

Link Tracing_Function(e, hops)
Iteration = 0
NP =]
While Iteration < hops:
Query = “Select 70 Where {“+str(e)+ “?p ?0}”
Request Query
URIs « Query.results()
For url in URLs:
If Ontology _Validation Function(url) = True:
NP « Query.results(url)
Return NP
End Function

Ontology Validation Function(url)
If “# in url:
Text = Access(url)
If <owl:Ontology> and <owl:Class> in Text:
Retrun True
Else:
Return False
Else:
Return False
End Function

Begin Discovery CDOs and their namespaces
DOs NP =[]
For all i:
For all k:
DOs NP « Link Tracing Function(e;, hops = 2)
Retrun DOs NP

Fig. 7 The algorithm of discovery CDOs and their namespaces

RDFs, whose subjects or objects are an RDF resource identified by keyword match-
ing with ¢;. Figure 4 shows the keyword matching process.

oEntity Extraction from Matched RDFs

This is the process of extracting entities (E;) from the RDF'". Here, entities repre-
sent physical or nonphysical individual things existing in the real world. For exam-
ple, among RDF resources, “dbr:Ship” is not an entity because it expresses the con-
cept of certain things, while “dbr:SS_Patrick_Henry” is an entity because it is an
actual cargo ship. To identify the entities from RDF", we explored the properties of
the entities from the viewpoint of the subject and object in the triple patterns; Fig. 5
shows the results.

As shown in Fig. 5, most entities, such as dbr:AK-176 and dbr:Avro_504, corre-
sponding to individual things are used as objects for the RDF triple, while most sub-
jects, such as dbr:Gun and dbr:Fighter_aircraft, are used as nonentities, i.e., concepts
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Fig. 8 Appropriateness of the relationship between entities and domain ontologies

of things. Based on the properties of the entities, we devised a metric that can meas-
ure whether a specific RDF resource (rdf}) is an entity. The metric is as follows:

R
1 1 .
doe(rdf;) = o (Wm<r dﬁ;>> *Jen(RDF?) JZ} ”“m<rdfu) ©)

where num(rd ;) is the number of RDF with rdfij on an object, and num(rdfj) is

the number of RDF with rdf;; on a subject. Doe(rdfij) is used to find the element (e;, )
of E;. We show it in Fig. 6.

eDiscovery Candidate Domain Ontologies (CDOs) and Their Namespaces

To find CDOs, we first collected the links of all elements of E;. We assumed that
e;, 1s associated with the classes or instances of at least one DO. The algorithm for
obtaining CDOs and their namespaces is shown in Fig. 7. This algorithm is based on
the fact that the structure of the class URIs belonging to a specific ontology is com-
bined with the namespace URI of the ontology, symbol “#,” and class name. Using
this property, we identified the URI that is the class or instance of the ontology
and RDF resources connected with e, and extracted the namespace URI by pars-
ing it based on the symbol “#.” Finally, to determine whether the extracted names-
pace URI is an ontology, our framework verifies whether there is at least one < owl:
Ontology > and < owl: Class > tag in the address. Once the existence of tags is con-
firmed, the ontology of the corresponding namespace is classified as CDOs.

eSelect the Appropriate Domain Ontologies (ADOs)

To avoid the inefficiency caused by the use of multiple CDOs and prevent the
overload of information experienced by users, the ADOs that are most closely
related to the current events of CDOs should be selected. The ADOs are selected by
link analysis between the elements of E; and CDOs. An example is provided to illus-
trate the link analysis method. There are two CDOs and set E; with seven elements.
As shown in Fig. 8, some elements of E; are linked to the classes or instances of the
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Fig.9 Sub-ontology extraction process using graph entropy in ADO;

CDOs, although they vary to some extent. Obviously, a higher number of links with
elements lead to a greater ability of the CDO to explain events. In Fig. 8, the CDOs
in the left window have a greater number of concepts related to the event than those
in the right window. However, if we simply determine ADOs by the number of the
links, the difference in information quantitation of the classes or instances in the
CDOs may be neglected. To solve this problem, we propose a metric that can cali-
brate the number of the links with the information entropy.

The weighted frequency-based appropriateness (APR;;) of the CDO,; is calculated
as follows:

E
doAPR; =) wfy, )

k=1

where wfy, = ZZI %%. Here, Depth( CDOi,) is the total number of the links

from the leaf node to the top node in the CDO;;,. Depth(ny,,,) is the number of the
links from the node 7, to the top concept (owl:things) in the CDO,;. ny,, is the m™
node of the CDO;;, which is related to the element e, of E; and can be a class or
instance of the CDO;,.

Among CDO,(foralll), we determine ADO,; to be the CDO;; with the maximum
value APR;,.

4.3 Graph entropy-based sub-ontologies extraction module

This module is created to extract sub-ontologies based on graph entropy, which can
measure the structural complexity of graphs [36]. We extracted sub-ontologies using
the fact that the higher the entropy, the more complicated the graph. The first step
while extracting the sub-ontologies was to project all elements of E; onto the ADO,.
Next, using the initial projected nodes ( pcfp ) on the ADO;, we performed the bot-
tom-up projection. And then we performed the top-down propagation on the ADO;
to extract SDO,. The overall procedures of the bottom-up and top-down propaga-
tions on the ADO; are shown in the left window of Fig. 9. Using the sub-ontologies,
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which are lightweight ontologies comprising only the data and information closely
related to the current event, a rapid and accurate SA becomes possible.

In the third step, for all p, we computed the graph entropy for all sub-graphs
with pc;, as the top node. Here, the graph entropy of pc;, represents the structural
complexity of the graph, whose top node is pc;,. The graph entropy of pc;, is cal-
culated as follows:

ol e

0 ’
ipo
pczp 2 /

| for all p 5)
o=1 ip

Sl

where |Nip0‘ is the number of the nodes connected to pc;, by the depth of o, and ’Vip|
is the total number of the nodes connected to pc;,.

eRefine Sub-Ontologies Using Elbow Points of Graph Entropy

For all p, we determined the elbow node of SDO; (pc;,) using the value of
E (pc,-p). The deviation in the graph entropy ED (pcl-p) represents the entropy devi-
ation between the two nodes related to ¢;,SubClassOf -1 pc;y- Then, pc;, is deter-
mined as the node with the maximum ED(pcip) value, and it is defined as follows.

Definition 1 Elbow node of pc;J (pc;,) pc;, is a single node with the greatest
ED (pcip) among the superclasses of pcfp. It is represented by a DL-based expression
as follows:

lP
(6)
where YGEDZ signifies ED(Y) > ED(Z), and SubClassOf~' is the inverse of
SubClassOf .

Next, we removed all the ancestor nodes of pc;, (for all e) to eventually obtain
multiple separated SDO; with pc;, as the top node. SDO, is defined as follows.

pe, = v(aSubaass of " pc{.p) - (3GED - (3SubClass Of ")) n ASubClass Of ™'

Definition 2 i Sub-ontology (SDOi) SDO; is a subset of ADO;, where the class
is the union of pc;, and its subclasses. A DL-based expression of the SDO; is as
follows:

SDO; € ADO;, where Cl; = pc;, U SubClass Of .pc,, @

For all i, it is necessary to integrate multiple SDO, separated by pc;, to obtain
a complete ontology. To integrate multiple SDO; (for all i), we identified a node
shared by all pc,, (for all e) and connected it to all pc;, to obtain a tree-structured
complete ontology. The shared node for all pc;, is defined as follows.

Definition 3 Shared node (pcis> pc;, is a common superclass of all pc,, that has the
greatest depth. It is represented by the following DL-based expression:
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E;: A set of found entities matched the t;

I: Information Entropy

ADO;: a selected appropriate domain ontology with E;
SDO;: an extracted sub-ontology from ADO;

GE: a list of calculated graph entropy

Function Sub-ontology Extractor(E;, ADO;)
For €ik in EiZ
PC «Find.RelClass(e;,, ADO;)
For pc in PC:
While pc has ‘rdfs: subClassOf':
pc « Find.ClassByProperty(pc, ‘rdfs: subClassOf’)
SDO0;.append(pc)
PC.append(pc)
For pc in PC:
While pc has ‘rdfs: subClassOf =1’ or ‘rdf: type™'":
comp «Find.CompByProperty(pc, ‘rdfs:subClassOf ™!’ or rdf: type™!’)
SDO;.append(comp)
Return SDO;, PC
End Function
Function Sub-ontology Refiner(SDO;, PC)
For pcy, in PC:
ie « Calculate(I(pc;,))
IE.append(ic)
IED.append(ie — IE[-1])
pcie < PC[IED.index(MaxValue)]
For class in SDO; :
If class in Find.ClassByProperty(pc;,, Tdfs: subClassOf ~1’):
RemoveAllConnections(class)
Return SDO;, pcie
End Function
Function Shared-Node Linker(SDO;, pc;.)
For class in SDO; :
If class in Find.ClassByProperty(Vpc;e, ‘rdfs: subClassOf ~1’):
SC.append(class)
sn « Find.ClassByProperty(SC, —‘rdfs: subClassOf~1")
SDO;.append(sn)
Return SDO;
End Function
Begin graph Entropy based Sub-ontologies Extraction Process
SDO; =]
For all i:
SDO;, PC=Sub_ontology Extractor(E;, ADO;)
SDO;, pci, = Sub-ontology Refiner(SDO;, PC)
SDO; =Shared-Node Linker(SDO;, pc;,)
Return SDO;
End Process

Fig. 10 Refine sub-ontologies using elbow points of graph entropy

pe;s »= 3ASubClass Of ™' - Vpc,, N =3SubClass Of ™" - (EISubClass of™! -Vpc,-e)
®)

@ Springer



Layered ontology-based multi-sourced information integration... 9801

Finally, we obtained the refined ontology of SDO;, named SDO;.“, which is defined
as follows.

Definition 4 Refined ontology of SDO;(SDO;) SDO; is a subset of SDO;, where
the class is the union of pc,,, its subclasses, and pc;,. The DL-based expression of
SDO: is as follows:

SDO? 2 SDO;, where CI; = pc;, U SubClass Of - pc;, U pc;; )

The refinement process of the sub-ontology is shown in the right window of
Fig. 9 and summarized as an algorithm in Fig. 10.

4.4 Integrated SA ontology generation module

This module performs the integration of all SDO(for all /). However, although the
sub-ontologies are developed based on the upper ontology in the UOL, they cannot
be easily integrated because the domains and granularities of the ontologies differ.
To facilitate integration, we used the SKOS core vocabulary structure—a general
model focusing on labeling and the hierarchies of the RDF resources. The SKOS-
based SDO? integration process is divided into the two following stages.

4.4.1 Stage 1. Upward expansion of the sub-ontologies using “skos:concept”
and “skos:broader”

To integrate multiple sub-ontologies, we searched for common superclasses of the
shared nodes (pc;,), which were included in the sub-ontologies, using the hierarchi-
cal relations of the SKOS. We performed it in two substages.

In the first substage, we performed keyword matching between pc; and the
RDF value, which represents the RDF resources that are linked by the predi-
cate “rdfs:label.” If the keywords matched, we identified the URI of pc;, and used
it to explore the SKOS to confirm that pc;, is the concept. To identify only RDF
resources represented by the SKOS, we used skos:Concept, which is defined as an
RDF resource. If we confirm that pc;, is the concept, we initiate the second substage.

In the second substage, we identified the hierarchical links (i.e., hypernyms) of
pc;, using “skos:broader.” of the SKOS. However, garbage hypernyms, which are
irrelevant to SDO:‘ and cause computational burdens, can be identified because
the SKOS contains general domain-independent concepts. To overcome these
problems, we developed a bag of words (BoW,) using the classes of the domain
ontology and their synonyms. We identified their synonyms by referring to a lexi-
cal ontology such as WordNet. If multiple hypernyms were identified using BoW,,
the above steps were repeated to find the hierarchical links for all hypernyms
except those with the same RDF value as pc;,. This process was repeated until
there were no more multiple hypernyms with skos:broader. When the process was
completed, we obtained the q expanded node en;, of SDO;k (for all i, q). We used
the expanded nodes to integrate all SDO? into a single complete ontology.
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Fig. 11 The generation process

CT: Concept tree
of refined CT

Function top_node_generation(TerminalNodes)
For e in TerminalNodes:
co; = ‘owl:Thing’
Return co;
Function trimming_nodes(CT, co¢, pcis)
For pcjs:
Branch;; < FowardSearchTo(co;)
For cog:
If cog notin Branch:
Remove(CT, coy)
Retrun CT
Begin the modification of concept tree process
Forall s:
If cog has not any upper class:
TerminalNodes « coq
CT « top node generation(TerminalNodes)
CT < trimming nodes (TerminalNodes)

4.4.2 Stage 2. Generate the concept tree using expanded nodes

We first generated CTs, which comprise the hypernyms of SDO? and their rela-
tions. A CT is defined as follows.

Definition 5 CT A CT is composed of the hypernyms of SDO? and their relations. It
is represented as follows:

CT = (Co, Ed) (10)

where Co is a set of concepts that has co, and pc;, as elements ({cox, pcis} € Co). co,
is the s” hypernym of en;, that occurs in two or more domain ontologies simultane-
ously (co, € Uzgeniq) and pc; is a leaf node. Ed is a set of edges among co, and is
used to generate a CT as a directed acyclic graph pattern. We excluded the hyper-
nyms of en;,, which appear only in one domain ontology, because they do not help

in inferring relations with other SDO.

To generate the integrated SA ontology, we refined the CT considering two
aspects. First, a single top node that guarantees the tree shapes of the CT was
required. This requirement was satisfied by adding the most general class,
“thing.” Second, the size of the CT was reduced by eliminating concepts that are
not related to the integration of SDO:.‘. To achieve this, we removed all the classes
of CT that fell outside the path from the top class “thing” to the bottom class pc;;.
We summarized this process as an algorithm in Fig. 11.
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Fig. 13 The box plot of the reduction ration by the ontology

5 lllustrative scenario and experiments

We conducted some experiments based on illustrative scenarios to demonstrate
the effectiveness of the layered SA ontologies and our framework. In these exper-
iments, we compared the SA results obtained by decision-makers with those by
our framework from the viewpoint of accuracy and time. For the experiment, we
generated a scenario considering the following tactical environment.
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Fig. 15 The box plot of the number of the classes before SKOS expansion, after SKOS expansion, and
refined SKOS expansion

5.1 lllustrative scenarios and environmental setup

In a tactical environment, commanders receive a significant amount of heterogene-
ous information from multiple sources and should make accurate decisions using
this information. However, due to the heterogeneity and largeness of the collected
information, a significant amount of time and effort is needed to have an accurate
SA. For example, a captain can receive data and/or information from other
information systems or sensor nodes in a situation. For an experiment, we considered
30 scenarios in which the captain acquired information from various sources. In
addition, we developed five domain ontologies—the battleship ontology (BO),
operation ontology (0O), vehicle ontology (VO), force structure ontology (FSO),
and weapons system ontology (WO). The BO represents the category of battleship in
a hierarchical structure, with the available weapons, capabilities, and specifications.
The OO includes specifications, requirements, codes, and relationships among the
operational commands that the military should perform in specific situations or
contexts. The FSO represents the structure of the classes contained in the Army,
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Navy, Air Force, and Marine Corps. Finally, the WO indicates the classification of
weapons and the requirements for their operation, the ranges, sizes, and associated
classes. In these scenarios, SA is achieved by domain knowledge identified using
three-domain ontologies and using sub-ontologies, which are integrated in the
SKOS knowledge base.

5.2 Experiments and results

We conducted the first experiment to demonstrate the effectiveness of the extrac-
tion of sub-ontologies by scenario. We compared the number of the classes in the
domain ontologies with that in the sub-ontologies extracted from them. We used the
following formula for comparison to calculate the reduction ratio:

_ |pc, e Do,

|pc, € spo; (b

Figures 12 and 13 summarize the results of the experiment.

Figure 12 shows that the degree of reduction of the domain ontology differed
depending on the scenario, and the average standard deviation was 0.0032825. How-
ever, the reduction ratios of the full SDO* were stable regardless of the scenarios. In
addition, as shown in Fig. 13, the deviation of the reduction ratio of the full SDO*
was the second-lowest, following the BO with the average of 0.9111. It indicates
that the reduction efficiency was very high. The results of the experiment reveal
that SDO* of appropriate size can be reliably and efficiently extracted from various
domain ontologies regardless of the scenarios.
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Fig. 16 The comparison results with respect to recall, precision, and accuracy
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We conducted the second experiment to demonstrate that the volume of the inte-
grated ontology based on the SKOS was appropriate. To achieve this, we counted
and compared the number of the classes of the SDO* (ISDO*), the number of the
classes expanded using the SKOS (ISDO*l+lexpanded nodesl), and the number
of the classes of the CT (ISDO*I+ICTI). Figures 14 and 15 show the results of the
comparison.

As shown in Fig. 14, from the viewpoint of the number of the classes, the
expanded SDO* based on the SKOS was 2.4 times larger than that of the SDO,
whereas the refined CT was 1.74 times larger than that of the SDO*. This signifies
that the SKOS-based expansions correctly identify the general concepts of SDO*’
classes and simultaneously remove irrelevant concepts at the appropriate level. A
qualitative evaluation was performed in the third experiment. In addition, from
Fig. 15, there are scenarios in which it is difficult to take notice of the situation
using the integrated ontology refined by CT. To avoid side effects due to the out-
liers of the scenarios, we can use the median rather than the mean of the number
of the classes. Therefore, the number of the classes of the refined CT was 1.62
times larger than that of the SDO*.

In the third experiment, to demonstrate that the integrated ontology was prop-
erly generated, we compared the results of the SA inferred with the integrated
ontology with those by domain experts. To achieve this, we developed BoW,,
which comprised concepts and terms related to the scenarios. We instructed the
domain experts to select the concepts and terms necessary for the scenario-spe-
cific SA using the BoW,. Figure 16 shows the results of the comparison from the
viewpoint of recall, precision, and accuracy.

The mean recall and precision were 0.2278 and 0.4909, respectively, while the
variances were 0.0232 and 0.042. From Fig. 16, the recall and precision fluctu-
ated greatly depending on the scenarios, and their mean was not high. It means
that our model is based on a much larger pool of information and evidence than
those used by most domain experts. The information overload due to the use of
the integrated ontology can be overcome by creating scenarios that imply data
that require reasoning. However, the mean and the variance of the accuracy were
0.7139 and 0.01, respectively. This indicates that the integrated ontology cannot
be optimized as much as the information selected by the domain experts; how-
ever, it can be interpreted as containing sufficient information for SA.

6 Conclusion and future work

In this paper, we proposed a novel framework for SA using layered SA ontologies
that can integrate heterogeneous and multi-sourced information. In this framework,
we used domain ontologies to model concepts and relations between concepts and
combined a comprehensive range of domain knowledge by reusing the domain ontol-
ogies. In addition, to overcome limitations associated with the large and dynamic
data and information produced in NCEs, we extended the functionality of the LOD
to identify situation-specific domain ontologies, extracted the partial structures from
the domain ontologies, and integrated them. In addition, we proposed a framework
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that could acquire and integrate the appropriate domain knowledge and informa-
tion for situation awareness. The framework comprised four modules, namely the
preprocessing, appropriate domain ontologies selection, graph entropy-based sub-
ontologies extraction, and integrated SA ontology generation modules. Each module
contains a very challenging research topic that has never been attempted before and
will be improved in future work.

To demonstrate the effectiveness of our framework, we performed three experi-
ments: First, we conducted an experiment to demonstrate the effectiveness of
extracting sub-ontologies by scenario. To this end, we compared the number of the
classes in the domain ontologies with the number of the classes in the sub-ontolo-
gies extracted from them. We conducted the second experiment to demonstrate that
the volume of the integrated ontology based on the SKOS was appropriate. Finally,
in the third experiment, we compared the results of SA inferred using the integrated
ontology with the results of domain experts to determine whether the integrated
ontology was accurately generated.

This research can be extended in several directions in the future. First, the full-
scale implementation suggested in this paper should be carried out. In addition, we
can seek to develop domain ontologies that can be integrated into SA ontologies.
Finally, various scenarios, including military operations, C2, and business domains,
can be tested to evaluate the performance of the layered SA ontology and the inte-
gration framework. This paper is designed for C2 systems but can be applied to
other fields. For example, there are similar aspects and problems to C2 systems in
other fields such as the Cyber Physical Systems and the Internet of Things. The pro-
posed method can be applied to those fields to improve the quality of services in
their environments.
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