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Abstract
Telecare medicine information system (TMIS) is recognized as an important tool for 
improving the quality and protection of healthcare services. In addition to protect-
ing the privacy of patients, many authentication techniques are being introduced in 
TMIS. After investigations, it is observed that many authentication techniques have 
security breaches. In this article, we propose an efficient, secure and lightweight 
authentication scheme for TMIS using chaotic hash function to achieve user ano-
nymity. Chaotic hash function constitutes potential security a set in modern cryptog-
raphy with its random behavior. Also, we provide the security proof in the random 
oracle (RO) model and proof of correctness of algorithm is presented using (Bur-
rows–Abadi–Needham) BAN logic for proposed scheme. The comprehensive formal 
and informal security review demonstrate that the security of our scheme is resistive 
against known potential attacks. Additionally, our presented authentication scheme 
performs significantly better as compared to other existing schemes in the literature 
and also it is efficient on the basis on high security and low cost for computational 
and communication.

Keywords  Telecare medical information system · Authentication · Smart card · 
Password-based remote authentication · Chaotic hash function · Subtree · Fuzzy 
user · Random oracle

1  Introduction

With the advent of various computing resources and storage media, the large amount 
of data is generated by the different applications over the public communication net-
work. Today, variety of data is available on our finger tips such as social media, stock 
market, finance, medical and healthcare, etc. All these data are very crucial and vital 
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for any organization. Therefore, the challenge is to keep these data protected since 
the data movement is over the public network. In this article, we target the security 
and privacy of data generated by e-healthcare which is maintained on TMIS. The 
TMIS is designed to make it easier for patients to provide different healthcare ser-
vices effortlessly. The main objective of TMIS is to store the medical data such as 
patient information, disease information, medical history and very important elec-
tronic medical records (EMRs) of patients, etc. This health information is vital to 
the patients, physicians, medical practitioner and hospitals. Using TMIS, patient at 
remote or distant location can post and get healthcare data or services over the public 
network. So, this system facilitates the patients in saving time and related expenses 
incurred in attaining the hospital physically. But, preserving patient’s security and 
privacy over public network is the challenging task. Also, physicians or doctors can 
monitor the patients to investigate or suggest healthcare services on need or demand. 
Due to superior facilities in telecommunication, wireless and mobile communication 
enriches the quality services in medical domain. Thus, we need strong mechanism 
to prevent unauthorized access of data, protection against EMRs confidentiality, 
and better availability of medical system. The efficient authentication mechanism 
is desired to protect against integrity, security, and authenticity of data transmitted 
over public network for TMIS. Hence, the main objective of this work is to propose 
a secure authentication scheme to preserve the user anonymity over public commu-
nication channel for TMIS. Moreover, detailed security analysis and security proofs 
is investigated to verify the security of propose scheme for different types of attacks.

In the literature, various authentication schemes are presented to ensure integrity, 
security, authenticity, and confidentiality. The early smart card and password authen-
tication scheme has several advantages, i.e., smart card design protects against tam-
per resistance which is demonstrated in [1–8]. An authentication scheme based on 
passwords for TMIS is presented [9] wherein the scheme is efficient because of 
avoiding costlier computation of exponentiation as well as protects against a variety 
of attacks includes; stolen-verifier, guessing off-line/on-line password attack, and 
replay attack, etc. Furthermore, an impersonation attack is identified in [9], to over-
come this attack for mobile devices (low power) in TMIS environment is illustrated 
in [10]. In [11], an authentication technique using dynamic ID for TMIS is proposed 
which suffers from user anonymity and password stolen attacks. Thus, improved 
dynamic ID-based schemes are designed [12–14] which is prevailing the attacks in 
[11].

Lee et al. in 2013 presented a secure authentication scheme based on password 
for smart cards in integrated electronic patient record (EPR) system [15]. Later, [16, 
17] identified the security breach in [15], i.e., replay attack, stolen verifier attack, 
stolen smart card attack, impersonation attack, and presented more secure authen-
tication schemes to resolve all the issues in [15]. In 2014, He et al. [2] formulated 
new authentication technique based on elliptic curve cryptography (ECC) and RFID 
using ID verifier wherein it overcomes the drawbacks of previous schemes. Moreo-
ver, performance measures are analyzed based on storage needed, and computation 
and communication cost. Similarly, ECC-based RFID [18] authentication review is 
presented to analyze the security and performance in healthcare environment using 
Internet of Things (IoTs).
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1.1 � Contribution

From the above findings and investigation, we need a robust and secure authentica-
tion scheme for TMIS. Hence, we present the various targeted contributions in this 
article for the proposal of new authentication scheme. The contributions are listed as 
follows:

1.	 To propose an efficient scheme for lightweight and secure client authentication for 
TMIS using subtree under fuzzy user’s data sharing environments with anonym-
ity. The proposed scheme utilizes one-way chaotic hash function which is secure 
and collision-resistant, and bitwise XOR operation.

2.	 To present security proofs in RO model and proof of correctness using BAN logic.
3.	 Our new scheme is client-friendly, i.e., it provides the client with the power to 

directly modify/update their password and personal biometric key without con-
tacting to base station.

4.	 To present thorough security examinations which includes: formal analysis and an 
informal investigation. Hence, the verification of proposed scheme is investigated 
for different attacks.

1.2 � Road map of the article

In Sect.  2, we present the literature review related to authentication schemes in 
TMIS. In Sect. 3, we present the background material, concept of chaotic hash func-
tion, and attacker model. Section 4 demonstrates the complete details of proposed 
scheme for TMIS. The analysis of security for proposed scheme in TMIS is dis-
cussed in Sect. 5. Section 6 shows the performance comparison, and conclusions are 
highlighted in Sect. 7.

2 � Related Works

Security and privacy of patient is the main concern in TMIS environment. To 
access healthcare services remotely, authentication of TMIS server and verification 
of patient is required. Lu et al. [19] presented a three-factor authentication method 
using biometric for TMIS, but after investigations it is found that the method is vul-
nerable to different attacks. In addition, patient untraceability is also not supported 
by the proposed method. In [20–22], vulnerabilities pointed in Lu et  al. [19] are 
addressed and an improved biometric authentication schemes using ECC is imple-
mented which is efficient against various attacks. Moreover, various techniques have 
been adopted in the literature to propose a robust and efficient authentication scheme 
that utilizes symmetric key [23], RSA [24], and key agreement [25] for TMIS.

Subsequently, numerous schemes were proposed to work against different attacks 
on TMIS. Maintaining the secrecy, authentication, and secure access to healthcare 
data is the challenging task in public network. A survey presented in [26] enriches 
to understand the applicability of authentication schemes toward security and 
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respective vulnerabilities against various attacks. The authentication is needed in 
various systems wherein important data are stored via public network. Hence, the 
two-factor authentication [27] method used for healthcare under wireless medical 
sensor networks, three-factor authentication [28] in smart city and multi-server set-
ting [29], password-based [30] and certificateless aggregate signature [31] authen-
tication for vehicular ad hoc network (VANET), end-to-end authentication [32] in 
wearable devices for monitoring health, key agreement [33] authentication in cloud 
for cyber-physical systems, and 3-factor authentication [34] for satellite communica-
tions were proposed.

In recent, secure and efficient authentication schemes are proposed to address the 
various attacks in TMIS. Wei et al. [35] highlighted that how 3-factor authentication 
preserves the privacy and maintain the security. In [36], another 3-factor authentica-
tion for preserving user anonymity using extended ECC is proposed; moreover, the 
verification of security for proposed scheme is presented using formal and informal 
ways. Authentication scheme using smart card to overcome an attack such as mutual 
authentication, user anonymity and secrecy is illustrated by Radhakrishnan et  al. 
[37]. The authors fixed the shortcomings of Lee et al. [15] scheme for TMIS. Fur-
thermore, an authentication based on TMIS developed in [38] is adopted to remove 
the drawbacks of [39], the vulnerabilities pointed to resolves are guessing password, 
server spoofing, and extraction of biometric parameter. Nevertheless, the more 
improved 3-factor authentication [40, 41] and authentication using key agreement 
[42, 43] are the major breakthrough witnessed in the field of TMIS authentication.

Most recently, in 2020, Dharminder et  al. [44] proposed a RSA-based TMIS 
authentication scheme which targets to resolve the shortcomings of Radhakrishnan 
et al., and provide the generalized authentication scheme. Lastly, Lo et al. [45] per-
formed the security analysis toward to facilitate the scheme to allow off-line pass-
word change. Herein, author has overcome the issues identified in [46].

The above literature review motivates to design new authentication scheme for 
TMIS to offer various security features. After investigating the existing schemes 
for TMIS, we found that the TMIS is vulnerable to different security attacks and 
health information can be stolen. So, to protect the health information from differ-
ent attacks, we need secure and lightweight authentication scheme for TMIS. In 
this paper, we present a secure authentication scheme for subtree-based fuzzy user 
environment, adopting the concept of chaotic hash function to accomplish user 
anonymity.

3 � Background material

In this section, we briefly familiarizes the notations used in our propose authentica-
tion scheme, attacker model and the basic concept of Chaotic hash function as well 
as some related mathematical points.
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3.1 � Notations

A client authentication scheme with anonymity for TMIS is a novel cryptographic 
primitive for fuzzy-entity data sharing. Let us see how some notations are defined, 
because these notations will be used in our new scheme.

For simplicity, we use [x, y] for the shorthand of {x, x + 1,… , y} and [x] 
for [1, x]. For every �� = (��1, ��2,… , ���) , where �� is an identity vec-
tor, let S�� = {��1,… , ���} is the set of (��) . The �� ’s location record in 
a tree is defined by I�� =

{
i;��i ∈ S��

}
 . Identified receivers formulate a sub-

tree which is related to tree-based encryption technique [47–50]. The �� and 
respective places of receivers are joined into �  . The legitimate �  must cover the 
root node. From this, we depict that the structure is managed by PKG. Simi-
larly, identity set of �  and location indices of �  are expressed by S

�
= ∪��∈�S�� 

and I�� = {i;��i ∈ S
�
} , respectively. The symbolizations here can be expressed 

as Sup(��) = {(��1, ��2,… , ���� );�� ≤ �} to indicate the superiority of 
�� = (��1, ��2,… , ���) . Subtree, �  ’s predictable receivers are categorized as 
Sup(� ) = ∪��∈�Sup(��).

The presented symbolizations are found to be appropriate for proposed cli-
ent authentication scheme based on subtree. Suppose that the users are struc-
tured as shown in Fig.  1 in a tree structure. The S�� = {B,F} and I�� = {2, 6} 
are used to specify a known user with �� = (B,F) . The Sup(��) = {(B), (B,F)} , 
a set is created by the user involving superiors of him/her. When message is send 
by the data owner to the receivers set in a subtree, i.e., � = {(A)(B,F), (B,G)} , 
then �  ’s identity set is denoted by S

�
= {A,B,F,G} , and �  ’s position indices 

are represented by I
�
= {1, 2, 6, 7} , whereas superiors of �  ’s are expressed by 

Sup(� ) = {(A), (B), (B,F), (B,G)} , we see user agreement toward data owner is 
conveyed.

Fig. 1   Example of client authentication scheme
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3.2 � Chaotic hash function

Chaotic hash function is a one-dimensional and piece-wise linear map [47–52], 
expressed as follows:

where the control parameter are �i ∈ [0, 1] and � ∈ (0, 0.5) . The parameter � in �i+1 
guarantees the operation of map under chaotic state on utilizing 0 < 𝛾 < 0.5 . The 
self-transformation of map is performed at [0, 1] , containing only a parameter � . 
Chaining variables �0 and �i are used initially for the transformation, these chaining 
variables are the indicators in an algorithm for one-way hash.

3.3 � Model for attacker

The insecure channel is chosen for the experimentation of authentication scheme 
proposed in this article. We assume following capabilities an adversary can hold. 
The valid assumptions are listed as follows:

1.	 An adversary can extract information from smart card by power consumption 
monitoring [53, 54], when smart card is lost or stolen.

2.	 Messages transmitted among the entities through public channel can be eaves-
dropped by an adversary.

3.	 Eavesdrop messages can be updated and resend, and reroute by an adversary 
(Table 1).

4 � Proposed scheme

Here, we present an anonymity preserving efficient authentication scheme for TMIS. 
The scheme is protective against different security breaches, even though smart card 
is compromised. The identified phases of operations in the proposed scheme are 
similar to the related existing schemes, i.e., registration phase, login phase, verifica-
tion phase, and password change phase. Detail description of proposed scheme is 
presented as follows and same is shown in Fig. 2.

�i+1 =

⎧
⎪⎪⎨⎪⎪⎩

�i

𝛾
, if 0 ≤ �i < 𝛾

�i−𝛾

0.5−𝛾
, if 𝛾 ≤ �i < 0.5

1−�i−𝛾

0.5−𝛾
, if 0.5 ≤ �i < 1 − 𝛾

1−�i

𝛾
, if 1 − 𝛾 ≤ �i < 1
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Table 1   Notations

Notations Definitions

 C� Client
 ��i Identity of client C� , where ��i ∈ Sup(� ) 
 ��i Password of client C� 
 �� Secure and collision-free one-way chaotic hash function [47–52]
 UC  C� ’s secret number
 �1  C� ’s chosen random number
 S� Trustworthy integrated EPR information system server
 ��i  S� ’s secret key
 �  S� ’s secret number
 � Constant secret value of S� 
 �2  S� ’s chosen random number
⊕ Logical XOR operation
 U||V  � and� concatenation

Fig. 2   Proposed scheme
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4.1 � Registration phase

Step 1: C� chooses his identity, ��i ∈ Sup(� ) , password ��i , and random num-
ber �i , and computes ��i = �𝜍

(
��i ⊕ 𝜅i

)
.C� , sends the registration request 

{��i,��i} over a secure channel.
Step 2: Once the registration request is received, S� checks the ��i ’s prescribed 

format and if ��i is invalid, registration request is aborted. Otherwise, S� computes:

•	  Ji = ��(��||��i),
•	  Di = Ji ⊕��i, 
•	  N���

i
= ��(��i||��i||Ji), 

•	  Xi = �𝜍(N���
i
||��)⊕��i. 

 Finally, S� stores (Di,N���
i
,��(.)) on smart card and securely sends the smart card 

to C� . S� stores (N���
i
,Xi, bit) bit 0∖1 . Whenever bit = 1 , which means the user is 

logged to the system, otherwise, bit = 0.
Step 3: On an arrival of smart card (SC) , W = 𝜅i ⊕�𝜍(��i||��i) is computed 

by the user and W is inserted on smart card. Lastly, {Di,N���
i
,��(.),W} is pre-

served on smart card.

4.2 � Login phase

If C� wants to access EMR data from TMIS system then C� need to logon by insert-
ing smart card into the authenticating device, and need to supply ��i and ��i . The 
following computation is performed by the smart card at the time of login into the 
server. Figure 1 shows the steps of login phase as well as authentication phase.

•	  𝜅i = W⊕�𝜍(��i||��i),
•	  ��i = �𝜍(��i ⊕ 𝜅i),
•	  Ji = Di ⊕��i = �𝜍(��i||��),
•	  N����

i
= ��(��i||��i||Ji).

The SC compares N��′′
i
 and N��′

i
 . If N��

��

i
= N���

i
 then inserted ��i , and ��i 

are valid. Otherwise, session is terminated by SC. Therefore, computations per-
formed by SC are

•	  Fi = ��(Ji||��i||N���
i
),

•	  Yi = �𝜍(��i)⊕ ��i, 
•	  Ui = ��(N���

i
||��i||Fi||�1||��i||Yi).

The SC determined the current timestamp �1 and C� sends his/her login request 
{�1,Ui,Yi} to S� (medical server) via public channel.
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4.3 � Verification phase

If C� ’s login request {�1,Ui,Yi} is received by S� , following steps are performed by 
C� and S� confirms agreement for session-key and mutual authentication.

Step 1: At timestamp �2 , S� checks if (𝜏2 − 𝜏1) > Δ𝜏 , then login request is 
rejected by S� otherwise it computes the following. Here, Δ� represents transmis-
sion delay maximum time.

•	  ��i =  Xi ⊕ ��(N����
i
||��),

•	  ��i = Yi ⊕�𝜍(��i), 
•	  Ji = ��(��i||��), 
•	  F�

i
= ��(Ji||��i||N���

i
), 

•	  U�
i
= ��(N���

i
||��i||F�

i
||�1||��i||Yi). 

S compares U′
i
 and Ui , if U′

i
≠ Ui then, session is terminated by S ; otherwise, C 

declare to be legitimate user.
Step 2: Random number �s is generated by S and perform the following 

computations.

•	  � = ��(�s||Ji||��i||F�
i
),

•	  H1 = ��(� ||�s||N���
i
||Ji||��i||�3),

•	  𝜇 = 𝜅s ⊕ F�
i
.

Step 3: Response message {�,H1, �3} is sent to C� by S via public channel.
Step 4: After receiving response message 

{
�,H1, �3

}
 from server S , C� computes.

•	  𝜅s = 𝜅s ⊕ Fi ⊕ F�
i
, 

•	  � = ��(�s||Ji||��i||Fi), 
•	  H�

1
= ��(� ||�s||N���

i
||Ji||��i||�3). 

 C� compares H′
1
 and H1 . If H

′
1
 = H1 then, authentication of S and � is performed; 

Otherwise, session is terminated. C� computes, H2 = ��(�) and H2 is sent to user.
Step 5: S computes H�

2
= ��(�) and checks H�

2
= H2 , If valid session key is hold 

by S.

4.4 � Password change phase

It is always a good practice that the client C� should regularly change her/his pass-
word in order to improve protection. Assume that the client C� wants to change her/
his original password ��i by a new changed password ��inew

 . To offer more secu-
rity, password ��i change is allowed to C� and new password (��inew

) can be set. 
To do so, C� inserts SC into an authenticating terminal, and then SC update password 
to ��inew

 by performing following steps.
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1.	 random number �i as 𝜅i = W⊕�𝜍(��i|||��i

)
 is retrieved by SC and computes

•	 ��i = �𝜍(��i ⊕ 𝜅i),

•	 Ji = Di ⊕��i = �𝜍(��i||��),
•	  N����

i
= ��(��i||��i||Ji) 

	   SC checks for the equality of N��
′′

i
 and N��

′

i
 . If N��

′′

i
≠ N��

′

i
 then, no 

password update performed by SC. Otherwise, inserted ��i and ��i are correct 
and hence new password is entered by C� on asking SC.

2.	  C� enters a new password ��inew
 . Later, SC computes

•	  ��inew
= �𝜍(��inew

⊕ 𝜅i),
•	  N���

inew
= ��(��i||��inew

),
•	  Wnew = 𝜅i ⊕�𝜍(��i||��inew

),
•	  Dnew = Di ⊕��inew

⊕��i. 

Finally, SC replaces Dnew , Wnew, and N��′
inew

 instead of Di,W , and N��
′

i
 , respec-

tively. Here, random number �i can be changed by C� . 

5 � Security Analysis

This section is devoted to show the security proof of proposed scheme in RO model. Sub-
sequently, the proof of correctness is also presented using BAN [55] logic for the same.

5.1 � Formal security analysis

Here, RO model is utilized to propose the formal security analysis related to pro-
posed scheme.

Definition 1  Secure and collision-resistant hash function based on chaotic maps 
[56].

It AdvCHASH
A

(t) denotes an adversary (attacker), then finding collision in chaotic 
hash function ��(.) is an advantage to adversary A is as follows:

Probability of occurrence of E is Pr[E] in random space, and (�,�∗) ⇐ A indi-
cate that (�,�∗) is chosen by A randomly. If 𝜀 > 0 then chaotic hash function resists 
the collision, we have AdvCHASH

A
(t) ≤ �.

Following RO is chosen for formal security analysis of proposed scheme:

Reveal   String � is produced by the oracle unconditionally from the respective 
� = ��(�) (chaotic hash value).

The formal security is offered by the Theorems 1 and 2, respectively, for pro-
posed scheme which is protective against any adversary.

AdvCHASH
A

(t) = Pr
[
(�,�∗)

]
⇐ A ∶ � ≠ �∗and��(�) = ��(�

∗)],
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Theorem 1  One-way chaotic hash function ��(.) assumed to be an oracle, so pro-
posed scheme is secure against the authenticate user’s ( C�) identity (��i), server’s 
( S�) private key ( ��) and C� , S� session key �.

Proof  We assume that A has the capability to extract ��i of C� (legitimate user), �� 
(private key) of S� (server), and � (session key) between C� and S� . The A utilizes 
Reveal oracle to execute EXP1CHASH

SAKTMIS
 (experimental algorithm) for proposed key 

agreement authentication based on biometric in multi-server environment, i.e., SAK-
TMIS, which is presented in Algorithm 1.

Success probability, Succ1CHASH
SAKTMIS

= [Pr[EXP1CHASH
SAKTMIS

= 1] − 1] 
is described for EXP1CHASH

SAKTMIS
 . Then the advantage becomes 

AdvCHASH
SAKTMIS

(
�1,�R

)
= maxA{Succ1

CHASH
SAKTMIS

} , Advantage function using � 
(execution time) and �R (No. of RO reveal queries) is maximized on A . If 
AdvCHASH

SAKTMIS

(
�1,�R

)
< 𝜀 , for smaller 𝜀 > 0 then we declare proposed scheme is 

protective to A while trying to extract ��
i
 , �� and �.

Experiment on Algorithm 1   If A is capable to invert ��(.) (hash function), then A 
wins the game by having ��i , �� and � . However, it is hard to invert as per Defini-
tion 1, moreover, to invert ��(.) the problem is computationally not feasible. Since 
AdvCHASH

A
(�) ≤ � , for smaller 𝜀 > 0 , we have AdvCHASH

A

(
�1,�R

)
≤ � , which is does 

not depend on the earlier. Therefore, proposed scheme is fully protective against A 
while extracting ��i , �� and �.

Algorithm 1. ���1CHASH

SAKTMIS

1: Message of login request is eavesdropped {�1,Ui,Yi} at the time of login phase, here U
i
= �� (N���

i
||

��
i
||F

i
||𝜏

1
||��

i
||Y

i
),Y

i
= �𝜍 (��

i
)⊕ ��

i
,��

i
= �𝜍 (��

i
⊕ 𝜅

i
),F

i
= �𝜍 (Ji

||��
i
||N���

i
),

N����
i
= �� (��i

||��
i
||J

i
),

2. Reveal oracle is called on input Ui to extract ��i,FiYi,��i,N��i, �1 as 
(N���

i

|||
|||��i

�|||
|||F

�
i
||��

1
||���

i
||Y�

i
) ← reveal(Ui)

3. computes Y�
i
= ��i

�
⊕�𝜍(��i

′)
4. If (Y�

i
= Yi) then

5. Accepted,  ��′
i
  is the correct ��i of user

6. Authentication message is eavesdropped (�,H1, �3) during the authentication phase, where
H1 = �𝜍 (𝜁 ||𝜅s||N���

i
||Ji||��i||𝜏3),𝜇 = 𝜅s ⊕ F�

i
,Ji = �𝜍 (��i||∫�)

7. Reveal oracle is called on input H2 to extract �, �s,N��i
 , ��i,Ji , �3 as 

(� �||�s�||N���
i
||J�

i
||���

i
||��

3
) ← reveal(H1)

8. Reveal oracle is called on input ⌊ to extract ∫�(private key) of S (server) as (��i|∫�) ← reveal(Ji)

9. Calculates � �� = ��(�′
s
||J′

i
||��′

i
||F′

i
 ),  H′′

1
 = �� ( � ′||�′

s
||N��′

i
|J′

i
||��′

i
||�′

3
)

10. If (H�
1
= H��

1
) than

11. Correct identity ��i (user) is accepted as ��i , � , and � , ∫� (private key) of S (server), and � (ses-
sion key) among C� and S| , respectively.

return 1 (i.e., Success)
12: else
13: return 0 (i.e., Failure)
14: end if
15: else
16: return 0 (i.e., Failure)
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Theorem  2  One-way chaotic hash function ��(.) assumed to be an oracle, the 
proposed scheme stands protective against A for extracting ��i (password) of C� 
(user), in the situation of smart card ( C′

�
s) lost or stolen by A.

Proof  We assume that A has the capability to extract ��i of C� (user), the extracted 
information is stored on smart card of C� . So, experiment EXP2CHASH

SAKTMIS
 is executed 

by A presented in Algorithm 2.

The Succ2CHASH
SAKTMIS

= [Pr
[
EXP2CHASH

SAKTMIS
= 1

]
− 1] is the success probability to 

execute EXP2CHASH
SAKTMIS

 and Adv2CHASH
SAKTMIS

(
�2,�R

)
= maxA{Succ2

CHASH
SAKTMIS

} , advan-
tage of EXP2CHASH

SAKTMIS
 , where advantage function using � (execution time) and �R 

(No. of RO reveal queries) is maximized on A . If Adv2CHASH
SAKTMIS

(
�2,�R

)
< 𝜀 , and � 

> 0 is sufficiently smaller than our scheme offers security against A for extracting 
��i of C�.

Assuming, all secrets { Di , N��′
i
 , ��(.) , W } retrieved by A from C� ’s smart card.

Experiment on Algorithm  2  If A is capable to invert ��(.) (hash function), by 
deriving ��i of C� , A wins the game. By the definition of chaotic hash func-
tion, AdvCHASH

A
(�) ≤ � , with smaller � > 0. We have AdvCHASH

A

(
�2,�R

)
≤ � , as it 

is dependent on AdvCHASH
A

(�) . So, computationally it’s impractical to invert ��(.) . 
Hence, our scheme is protective against A for extracting ��i of C� from smart card 
under lost or stolen scenario.

Algorithm 2. ���2HASH

BAKATN

1. Secret information is extracted { Di,N��′
i
,�� (.),W } from smart card SCi 

of C� when lost or stolen based on attacks described in [47, 48]. Where 
Di = Ji ⊕��i,N���

i
= �𝜍 (��i||��i||Ji),W = 𝜅i ⊕�𝜍 (��i||��i).

2. Reveal oracle is called on input N��′
i
 , to extract ��i , Ji and ��i as 

(
��i

||||��i
||||Ji

)
← reveal(Mi),

3. Reveal oracle is called on input ��i to extract ��i,�i and ��i as (��i, �i) ← reveal(��i),
4. Computes W * = 𝜅i ⊕�𝜍 (��i||��i)

5. if ( W * = W ) then
6. ��i is correct password of C�.
7: return 1 (i.e., Success)
8: else
9: return 0 (i.e., Failure)
10: end if

5.2 � BAN logic for authentication proof

The authentication scheme or protocol can be analyzed using the BAN [55] logic. 
Generally, BAN logic is adapted to validate the authentication protocols as well as 
protocols for key establishment. Table 2 shows the various notations used and logi-
cal rules applied in BAN logic.

Idealized form of protocol messages is as follows:
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Message 1. C� → S : ( 
(
��i

)
�𝜍 (��i⊕𝜅i)

, (��i||Yi||N���
i
||𝜏1)�𝜍 (�𝜍 (��i||��)||�𝜍 (��i⊕𝜅i)

 , 
�1)

Message 2. S → C� : 
(
S

𝜅
s

⟷ C�

)
�𝜍 (�𝜍 (��i

||��)||�𝜍(��
i
⊕𝜅

i))
, (C�

𝜁

⟷ S||S 𝜅
s

⟷ C�

||N���
i
||��

i
||�

3
)
�
 

Message 3. S → C� : (�s||Ji||��i||F�
i
)
�
 

5.2.1 � Assumption

Following assumption are adapted in BAN logic to perform formal analysis:
A1) C� | ≡ #(�1).

A2) C� | ≡ ( C�
�𝜍 (�𝜍 (��i||��)||�𝜍(��i⊕𝜅i))

⟷ S).

A3) S | ≡ ( C�
�𝜍 (�𝜍 (��i||��)||�𝜍(��i⊕𝜅i))

⟷ S).

A4) C� | ≡ ( C�
�𝜍 (��i⊕𝜅i)

⟷ S).

A5) S | ≡ ( C�
�𝜍(��i⊕𝜅i))

⟷ S).
A6) S� | ≡ #(�3).

A7) S� | ≡ C�| ≡ C�
�𝜍 (�𝜍 (��i||��)||�𝜍(��i⊕𝜅i))

⟷ S 

A8) C�| ≡ S�| ≡ C�
�𝜍 (�𝜍 (��i||��)||�𝜍(��i⊕𝜅i))

⟷ S 

5.2.2 � Analysis

Proposed scheme’s verification can be performed based on above assumptions and 
rules given in Table 3 related to BAN logic.

Lemma 1  The authenticity of login message of C� could be correctly verified by S 
(server).

Table 2   Various notations and BAN logic rules

 Q | ≡ : The principal Q believes a statement U , or Q is entitled to believe U 
#(U ): The formula U is fresh
 Q ⇒: The principal Q has competence over the statement U 
 Q |~: The principal Q once said the statement U 
 <U>: The formula U combined with the formula V 
 {U}V : The formula is encrypted with the key � 
 (U)V : The formula is hash with the key � 
 Q ←  � →: The principal’s and use the shared key � to encrypt data. The key � will never be disclosed 

by any principal except Q and P 

The message-meaning rule: 
Q|≡� �

⟷P,�sees{U}
�

Q|≡P|∼U  

The freshness-conjuncatenation rule: Q|≡#(U)
Q|≡#(U,V) 

The nonce-verification rule: Q|≡#(U),�|≡P|∼U
Q|≡Q|≡U  

The jurisdiction rule: Q|≡P⇒≡U,Q|≡P|≡U
Q|≡U  
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Proof  Login message send by C� to S . Then, timestamp and other values are 
received by S and message source’s correctness can be proved as follows:

Message 1. C� → S : ( 
(
��i

)
�𝜍 (��i⊕𝜅i)

, (��i||Yi||N���
i
||𝜏1)�𝜍 (�𝜍 (��i||��)||�(��i⊕𝜅i)

 , 
�1)

S1) S⊲ : 
(
��i

)
, (��i||Yi||N���

i
||�1), �1 // According to seeing rule.

S2) S | ≡ C�| ∼
(
��i

)
, (��i||Yi||N���

i
||�1), �1 // According to A3, A5, S1, mes-

sage-meaning rule.
S3) S | ≡ C� | ≡

(
��i

)
, (��i||Yi||N���

i
||�1), �1 // According to A1, the freshness-

conjuncatenation rule to S2.
S4) S |≡ �1 // According to A1, S3.
The fresh timestamp corresponding to the message is considered by S (server). 

Hence, message source is correct is proved.

Lemma 2  The correctness of message responded by S (server) can be verified by C� 
(user).

Proof  Once the correctness of authenticate C� ’s (user’s) login message is confirmed, 
which consist of S ’s timestamp. Then, authenticity of S ’s message can be proved by 
C� is shown as follows:

Message 2: S → C� : 
(
S

𝜅
s

⟷ C�

)
�𝜍 (�𝜍 (��i

||��)||�𝜍(��
i
⊕𝜅

i))
,

(C�
�

⟷ S||S �
s

⟷ C�||N���
i
||��

i
||�

3
)
�
 

S5) C𝒾 ⊲
(
S

𝜅s
⟷ C𝒾

)
𝒽𝜍 (𝒽𝜍 (𝒾𝒹i||𝓈𝓀)||𝒽𝜍(𝓅𝓌i⊕𝜅i))

, (C𝒾
𝜁

⟷ S||S 𝜅s
⟷ C𝒾||N𝒾𝒹�

i
||𝒾𝒹i||𝜏3)𝜁 

S6) Based on assumption A3, S5 message meaning rule is applied hence we get.
 C� | ≡ S| ∼

(
S

�s
⟷ C�

)
, (C�

�

⟷ S||S �s
⟷ C�||N���

i
||��i||�3)� 

Table 3   Comparison based on security features/attacks

S. no Security attack\scheme Chiou et al. [60] Ravanbakhsh 
and Nazari 
[61]

Ostad et al. [62] Pro-
posed 
scheme

1 Stolen smart card attack Yes No No Yes
2 Offline password guessing attack Yes Yes Yes Yes
3 User’s stolen/lost smart card 

attack
No Yes Yes Yes

4 Denial-of-service attack No Yes Yes Yes
5 Replaying attack Yes Yes Yes Yes
6 Stolen verifier attack No – – Yes
7 Impersonation attack No Yes Yes Yes
8 Privileged insider attack No Yes Yes Yes
9 Forward secrecy Yes Yes Yes Yes
10 Many logged-in users’ attacks Yes No No Yes
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S7) Based on assumption A2, freshness rule is applied hence we get.
 C� | ≡ S| ≡

(
S

�s
⟷ C�

)
, (C�

�

⟷ S||S �s
⟷ C�||N���

i
||��i||�3)� .

S8) By using A3, A6 and S7, jurisdiction rule is applied hence we get 
S| ≡ S

�s
⟷ C� , �3.

This shows that correct verification of message source as well as its freshness 
could be done by C�.

Lemma 3  If authentication for message holds then common session key is computed 
by C� and S .

Proof  As per proposed scheme, after verifying timestamps and freshness of random 
number, C� and S can compute � = ��(�s||Ji||��i||F�

i
) (session key). By utilizing 

Lemmas 1 and 2, authenticity of C� and S among them is correctly verified. So, the 
unique session key generated using random number or fresh timestamps ensures the 
utilization of fresh session key for new session. The correct computation of negoti-
ated session key is generated is believed by C� and S shown as follows:

S9) By using � = ��(�s||Ji||��i|||F�
i

)
 we could get C� | ≡ C�

�

⟷ S� . 
S10) As per message 3 we get S ⊲ (S

�s
⟷ C𝒾||Ji||𝒾𝒹i||F�

i
)
�
 .

S11) S | ≡ C�| ∼ (S
�s
⟷ C�||Ji||��i||F�

i
)
�
 // According to S10, A3.

S12) S | ≡ C� | ≡ (S
�s
⟷ C�||Ji||��i||F�

i
).

S13) According to the � = ��(�s||Ji||��i|||F�
i

)
 we could get C� | ≡ C�

�

⟷ S�.

5.3 � Discussions on attacks

5.3.1 � Stolen smart card attack

Assume that the client C� ’s smart card is lost or stolen. As described in threat model 
[53]. Here, by using attacks described in [17, 53, 54], however, if the attacker uses 
the found smart card in order to login to the server S� , the attacker has to obtain/
guess the correct password ��i of the client C� . Attacker extract stored information 
on the smart card {Di,N���

i
,��(.),W} , once he/she find or stolen the smart card. 

Attacker deduce correct ��i of C� to login to S� . However, we prove that valid 
��i and ��i is cannot be computed by attacker. As a result, the attacker is unable to 
obtain the correct password of the client C� and hence, our presented authentication 
protocol protects stolen smart card attacks.

5.3.1.1  Offline password guessing attack  In offline mode, to find user’s password, 
attacker must have random number �i , ��i and secret key d. The user’s ��i can be 
used only inside Yi = �𝜍(��i)⊕ ��i and Ui = ��(N���

i
||��i||Fi||�1||��i||Yi) . 

We observe that the guessing of correct password by an adversary need to find correct 
values ��i and ��i simultaneously but finding correct ��i with exact �1 bits length 
and ��i with exact �2 characters length concurrently is the probability is 2−�1−6�2 . 
So, with probability 2−�1−6�2 , the guessing is negligible and also finding in polyno-
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mial time [57] is not possible. Hence, we conclude the proposed scheme is protective 
for offline password guessing attack.

5.3.1.2  User’s stolen/lost smart card is untraceable  While login and authentication 
phase, messages are transmitted such as {�1,Ui,Yi}, {�,H1, �3} and {H2} , and can 
be intercepted by adversary and {Di,N���

i
,��(.),W} can be extracted from SC. The 

user’s identity can be found inside Yi = �𝜍(��i)⊕ ��i . Moreover, without ��i 
and ��i , it is not possible for attacker to obtain user’s identity correctly. Thus, it is 
impossible to do in polynomial time [57]. Eventually, holder’s plaintext identity is not 
stored in SC. So, holder’s tracing based on smart card is not allowed by the proposed 
scheme.

5.3.2 � Denial‑of‑service attack

When C� inserts his identity ��i and password ��i , the login message is not com-
puted instantly by SC in proposed scheme. The correctness of ��i and ��i which is 
inserted is firstly checked. SC retrieves the random number 𝜅i = W⊕�𝜍(��i|||��i

)
 

and computes ��i = �𝜍(��i ⊕ 𝜅i)N����
i
= �𝜍(��i||��i||Ji) and com-

pares N��′′
i
 with N��

′

i
 which is stored on SC. The password is correct, if 

N��
′′

i
= N��

′

i
 . Otherwise, incorrect password is identified and session is epilogue 

by SC. So, by using wrong password, the legitimate user is also not able to activate 
his/her SC. This works as a prevention mechanism for user not to insert false identi-
fiers by mistake. Now, healthcare services can be accessed by the user without fac-
ing any problem of denial-of-service. Therefore, denial-of-service attack is easily 
handled by proposed scheme.

5.3.3 � Replaying attack

The protection against replaying attack by the adversary is tackle by using times-
tamps, when login message is replays to S . Invalid timestamp �i (resp. �S ) is detected 
by S (resp. C� ) when an adversary replays �1 (resp. �′

1
).

5.3.4 � Stolen verifier attack

The cipher-text ( N��
′

i
 , Xi , bit) with Xi = �𝜍(N���

i
||��)⊕��i and 

N���
i
= ��(��i||��i||Ji) is stored by the server on its database. Secret key �� 

and ��i is only known to S� ; hence, storing the values into the database is the 
sole responsibility of S� . Thus, stolen verifier attack in not vulnerable to proposed 
scheme.

5.3.5 � Impersonation attack

The S� or C� are impersonated by the attacker under impersonate attack. To 
do so, the valid login request {�1,Ui,Yi} is forges by an adversary, where 
Ui = ��(N���

i
||��i||Fi||�1||��i|||Yi

)
 and Yi = �𝜍(��i)⊕ ��i . However, with-

out the values of �� and �� , Ui is not able to computed by an adversary, similar to 
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Sect. 3.3.1.1, user’s correct password guess is fails here by the adversary. So, login 
request says to be correct cannot be generated by an adversary in the scenario when 
C� ’s smart card secret information {Di,N���

i
,��(.),W} is extracted by an adver-

sary. Hence, proposed scheme smartly prevents from impersonation attack.
If S� (server) is impersonated by the attacker. To do so, correct response message {

�,H1, �3
}
 where H1 = ��(� ||�s||N���

i
|||Ji

||||��i
||||�3

)
 and 𝜇 = 𝜅s ⊕ F�

i
 is forged 

by the attacker. Here, attacker must have the secret key � belongs to S . So, genera-
tion of valid response message by the attacker is not possible. Therefore, impersona-
tion attack is prevented by proposed scheme.

5.3.6 � Privileged insider attack

There is no provision of sending password in the form of plaintext by C� in proposed 
scheme. Random number �i is utilized to send ��i = �𝜍

(
��i ⊕ 𝜅i

)
 by C� . Hence, 

no insider at S side obtains ��i at the time of registration phase. Moreover, ��i 
from ��i cannot be retrieved; therefore, privileged insider attack is resisted by pro-
posed scheme.

5.3.7 � Forward secrecy

On leakage of � (secret key) of server. Still, the session key ( � ) cannot be computed 
by an adversary, because user’s identity is not known to the adversary to obtain 
� = ��(�s||Ji||��i||F�

i
) . Hence, due to the lack of session key, proposed scheme 

maintain forward secrecy.

5.3.8 � Many logged‑in users’ attacks

The attack under title signifies that other user knows the ��i (identity) and ��i 
(password) in the scenario when user’s SC is lost or stolen. Then, everyone having 
SC and ��i (password for same SC) can simultaneously logged to S [58, 59]. How-
ever, S will not allow more users to access account of a legal user simultaneously. 
Here, under the assumption that non-registered users know the C� ’s identity ��i , 
password ��i and parameters {Di,N���

i
,��(.),W} . However, S is maintaining 

field called “status-bit” in identity table, which restrict the simultaneously login on 
S . For example, when first user login into S . Then, status-bit is set to 1 by S . Now, 
the request of login by second user on S is rejected, because the status-bit is already 
set to 1, indicates that someone is already login on the server. Thus, our scheme is 
also secured when many logged-in users attacks are performed on the system.

6 � Performance comparison

The performance analysis and comparative study related to the security and func-
tionality features supported by the proposed scheme presented in this section. In 
addition, proposed signature scheme’s efficiency is compared to the current schemes 
described in Chiou et al. [60], Ravanbakhsh and Nazari [63], and Ostad et al. [65]. 
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The proposed scheme has capability to address the problem of stolen smart card 
attack and offline password guessing attack, etc. Table  3 shows the comparison 
based on various security features supported by the proposed scheme. Table 3 also 
demonstrates that the proposed scheme is effective in handling various attacks dis-
cussed in Sect. 5. The comparison has been made based on computational time. The 
comparative analysis used the notations mentioned in Table 4. The study uses the 
computational cost given in He et al. [63], and moreover the time required by each 
operation is presented in Table 4. The computational cost for modular exponentia-
tion operation and one bilinear pairing operation is taken as 192 ms, and 496 ms, 
respectively. The computational cost for chaotic hash function is taken as equal to 
general hash function. The signing stage and the verification stage are influencing 
the overall performance of the scheme. Therefore, in this study, we compared the 
computational cost for signing stage and the verification stage, because it is the most 
dominating factor. Table 5 presents an overview execution time for each operation of 
our scheme in this research work over the state-of-the-art schemes mentioned in the 
literature.

Table  6 demonstrates that our scheme is more efficient than Chiou et  al. [60], 
Ravanbakhsh and Nazari [61], and Ostad et al. [62] based on the time required for 
the various phases. It is seen from Table 6 that the proposed scheme requires only 
52.58 ms for the registration stage, 70.64 ms for the login stage, 70.64 ms for the 
verification stage, and 104.52  ms for the password change stage. The total com-
putational cost for the proposed scheme is 298.38  ms which is very less as com-
pared to the counterparts. In addition, Fig. 3 shows the pictorial representation of 

Table 4   Notations used for 
computational cost

Notation used Meaning (Execution time)

 Tme One modular exponentiation operation
 Th One-way hash function
 Ts Symmetric key encryption–decryption operation
 Tm One elliptic curve point multiplication
 Tchao Chebyshev chaotic map
 Tp One bilinear pairing operation
 Tex Modular exponentiation in group

Table 5   Execution time for each 
operation

S. no Notation used Execution 
time (ms)

1  Tme 19.2
2  Th 0.32
3  Ts 5.6
4  Tm 17.1
5  Tchao 0.32
6  Tp 496
7  Tex 192
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comparative analysis and highlights the better performance of proposed scheme in 
comparison to current schemes.

7 � Conclusions

In this article, we proposed an efficient lightweight and provably secure authentica-
tion scheme for client with anonymity for TMIS using chaotic hash function. We 
also, showed that the presented scheme is secure against very potential attacks such 
as stolen smart card attack, denial-of-service attack, replaying attack, stolen verifier 
attack, impersonation attack, privileged insider attack, forward secrecy, and many 
logged-in users’ attacks. Moreover, this new system is secure via structured secu-
rity verification. The formal and informal security analysis is performed on the pro-
posed scheme to ensure no security breaches. In addition, BAN logic is employed 
to show the completeness of the scheme. After experimenting the proposed scheme, 
we observed that the less overheads are incurred in terms of costs required for com-
munication and computation related to existing schemes. Lastly, we conclude that 
our client authentication scheme is offering more features than existing sachems.
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