
Vol.:(0123456789)

The Journal of Supercomputing (2021) 77:1693–1713
https://doi.org/10.1007/s11227-020-03313-y

1 3

A lightweight anonymous authentication scheme 
for secure cloud computing services

Hamza Hammami1  · Sadok Ben Yahia1,2 · Mohammad S. Obaidat3,4,5

Published online: 24 May 2020 
© Springer Science+Business Media, LLC, part of Springer Nature 2020

Abstract
Cloud computing represents the latest technology that has revolutionized the world 
of business. It is a promising solution giving companies the possibility of remotely 
storing their data and accessing services whenever they are needed and at a lower 
cost. However, outsourcing IT resources also brings risks, especially for sensitive 
information in terms of security and privacy, since all data and resources stored in 
the cloud are managed and controlled by cloud service providers. On the other hand, 
cloud users would like cloud service providers not to know what services being 
accessed and how often they are using them. Therefore, designing mechanisms to 
protect privacy is a major challenge. One promising research area is via authenti-
cation mechanisms, which has attracted many researchers in this delicate subject. 
For this, several solutions have been devised and published recently to tackle this 
problem. Nevertheless, these solutions often suffer from different types of attacks, 
high computing and communication costs, and the use of complex key manage-
ment schemes. To address these shortcomings, we propose an approach that ensures 
the optimal preservation of the privacy of cloud users to protect their personal data 
including identities. The suggested approach gives the cloud user the ability to 
access and use the services provided by cloud service providers anonymously with-
out the providers of those services knowing their identity. We demonstrate the supe-
riority of our proposed approach over several anonymous authentication solutions in 
terms of computation and communication costs.
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1 Introduction

Undeniably, Internet technology has been growing exponentially since its incep-
tion. Cloud computing, as a new emerged trend in the world of data and com-
munication technologies, is a computing paradigm in which businesses can 
store their data and access applications remotely [1]. This is how the cloud has 
attracted much attention in both academia and industry, with its scalability, col-
laboration, agility, availability, and cost reduction, besides offering a compelling 
alternative to IT solutions in-house [2]. However, by outsourcing the IT infra-
structure, a number of security issues have been introduced due to the fact that 
all resources are remotely located and managed by third-party cloud service pro-
viders (CSPs) [2]. One crucial and automatic point when using outsourced cloud 
services is the presence of a good authentication mechanism. More precisely, the 
key issue of the cloud, being a common IT platform, is that it has to allow for 
strong mechanisms to properly establish the authenticity of its users and mitigate 
as many vulnerabilities as possible [2]. The power of this authentication system 
is related to the need for confidentiality required by users. However, the critical 
secure identity management can even bring in a more complex dimension when 
it comes to cloud computing with the need for appropriate online authentication, 
including comprehensive protection for both the user and sensitive data [2].

In this context, the main motivation of our approach is to propose an anony-
mous authentication scheme in order to better protect the personal data of users 
which is equivalent to hiding the maximum personal data regarding CSPs. The 
protection of personal data is an essential property in our proposed scheme. The 
particularity will be the adaptability of the scheme to the users’ requirements 
allowing them to better refine the level of anonymity and untraceability. In fact, 
anonymity represents a property that ensures that the identity of the cloud user 
who uses a service or resource cannot be disclosed and untraceability is the ina-
bility of an unauthorized cloud user to link a task that has been performed to the 
user who performed it. The adoption of our approach will ensure the preservation 
of the privacy of its users in terms of protection of their personal data, includ-
ing identity. Thus, they will be able to access and proceed to the consumption of 
the services in an anonymous and legitimate way without the CSP knowing their 
identities apart from the awareness of services that have been consumed.

The main contributions of the paper are the authentication scheme providing 
the anonymous use of cloud services through anonymous access generated during 
each service consumption request. The characteristics of our scheme are:

– The adaptive personal data security policy defined for each user, allowing 
them to provide a required level of anonymity.

– The anonymous use of cloud services, where the only information the CSP 
will know is that a legitimate user has requested a service.

– The anonymous credentials, where anonymous access allows users to make 
anonymous requests without disclosing other credentials.
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The paper is organized as follows. In Sect.  2, we give the general description of 
cloud computing, with its features, service models, and deployments. In Sect. 3, we 
first highlight the adversary model, and then, we describe the security requirements 
and the design goals of our proposed approach. In Sect. 4, we review the state of the 
art work on anonymous authentication schemes that have been proposed to address 
the issue of access control and privacy of data stored in the cloud environment. Sub-
sequently, we carry out a comparative study of these schemes, from which we try 
to inspire ourselves to be able to elaborate and make our contribution in this field. 
In Sect. 5, we describe the details of the proposed solution to deal with the limita-
tions of the existing anonymous authentication schemes. We illustrate the performed 
security analysis in Sect. 6 to show the effectiveness and reliability of our solution. 
Finally, this paper ends with a general conclusion evaluating the performance.

2  Cloud computing framework

In this section, we give details of cloud computing technologies. We first address 
their essential characteristics. Then, we present their different service and cloud-
deployment models.

2.1  Essential characteristics

Cloud computing has the following five key features [3]:

– Self-service on demand: The use of services and resources is entirely automated, 
and it is the user, by means of a control console, who sets up and manages the 
configuration remotely.

– Broad network access: Services are accessible from the Internet via traditional 
and heterogeneous equipment, light or heavy.

– Resource pooling: The provider’s computing resources are gathered and used for 
serving multiple clients under one co-residence model, with resources dynami-
cally allocated as a function of requests. Generally, the client does not know the 
exact localization of resources provided to them, even though they can specify 
this location at some more abstract levels (like the country, the region, and the 
data center).

– Rapid elasticity: Resources have the ability to be provisioned and released flexi-
bly and automatically, with the objective of responding rapidly and extensively to 
demand. For the customer, resources appear unlimited and are capable of being 
allocated at any time and in any quantity.

– Pay-per-use: Cloud systems automatically control and optimize the use of 
resources by means of measurement at certain abstraction levels appropriate 
to the service type. The use of resources is in fact supervised, controlled, and 
reported to provide transparency for CSPs and customers.



1696 H. Hammami et al.

1 3

2.2  Service and deployment models

A cloud infrastructure is a collection of hardware and software making the five 
essential characteristics of cloud computing possible. It can be seen as contain-
ing a physical layer and an abstraction one. The physical layer consists of the 
hardware resources necessary to support the provided cloud services, includ-
ing servers, storage, and network components. Conceptually, the physical layer 
is under the abstraction one. It comprises the software deployed on the physical 
layer, which presents the essential characteristics of the cloud and enables the 
provider to maintain different types of services. Accordingly, there are different 
service and deployment models that allow the implementation of services on a 
cloud infrastructure [3].

The cloud service can be clustered into three service provisioning models, which 
define the type of offered service [3]:

– Software as a service (SaaS): Clients are able to use providers’ applications run-
ning on the infrastructure of the cloud. These applications are accessible via light 
interfaces like Web browsers or program interfaces. As a matter of fact, clients 
do not manage the underlying cloud infrastructure including the storage, oper-
ating systems, servers, network, or even the application functions except for 
parameters of limited user configuration.

– Platform as a service (PaaS): Clients can deploy cloud infrastructure applications 
through the use of provider-supported languages, tools, services, and libraries. 
Clients do not manage the underlying cloud infrastructure including the storage, 
operating systems, servers, or network, but control the deployed applications and 
potentially the configuration parameters of the environment hosting the applica-
tions.

– Infrastructure as a Service (IaaS): Customers are capable of accessing the net-
works, storage, processing, and other fundamental computing resources through 
which customers can deploy and run any software type, including applications 
and operating systems. In addition, clients do not manage any underlying cloud 
infrastructure. On the other hand, they control the deployed applications, the 
storage, and the operating systems, and they potentially monitor some network 
components to a limited extent.

The cloud has four deployment models, which define how to manage the cloud 
infrastructure on which the services are made use of [3].

– Public cloud: The cloud infrastructure is shared by the general public. The cloud 
infrastructure is physically remotely placed on the premises of the CSPs and 
managed by them. It can be utilized and configured by an industrialist, an acad-
emician, a governmental organization, or a combination of several organizations.

– Private cloud: The cloud infrastructure is used exclusively by one organization 
and can be managed by it. It may be also managed by a third party or a combina-
tion of the two. Such an infrastructure can be physically placed on the premises 
of the organization or outside.
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– Community cloud: The cloud infrastructure is used exclusively by a community 
of organization customers with common interests. It can be managed by one or 
several community organizations, a third party, or a combination of both. It is 
physically placed on the premises of one or several organizations in the commu-
nity or outside.

– Hybrid cloud: The cloud infrastructure is comprised of two or several distinct 
cloud infrastructures (private, community, or public) which remain fully fledged 
entities, but are interlinked by standardized or proprietary technologies to enable 
the portability of data and applications.

Figure 1 illustrates the cloud paradigm architecture, which summarizes the features, 
different service and deployment models explained above.

3  Adversary model, security requirements, and design goals

In this section, we first present a threat model that identifies the capabilities of 
attackers in the cloud computing environment. Second, we describe the security 
requirements and the design goals of the proposed security scheme.

3.1  Threat model

Cloud computing represents an IT infrastructure in which software and data are 
stored and processed remotely in the data center of a cloud computing provider or in 
interconnected centers using an excellent bandwidth essential for the fluidity of the 
system; accessible as a service via the Internet. However, this system immediately 
highlights a major security problem, the resolution of which constitutes a real chal-
lenge [4]. The security problem linked to the sent or received transmission of confi-
dential data between the remote user and the cloud computing environment through 

Fig. 1  Cloud computing architectural framework
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a network which is not always secure effectively makes these data vulnerable to 
numerous threats and gives the opportunity for adversaries to exploit these threats in 
order to compromise confidential data and to invade users’ privacy by accessing or 
taking the possession of all or part of their personal data [5]. In addition, this vulner-
ability opens the way for adversaries to compromise the confidentiality of personal 
data of the cloud users, as well as sensitive information that can be exploited by 
these adversaries in order to disclose personal data [6]. Figure 2 illustrates the secu-
rity issues related to the cloud computing environment.

Therefore, it has become essential to introduce the protection of personal data of 
remote users in order to guarantee them more security. This requires the implemen-
tation of a strong mechanism to correctly authenticate users and mitigate as many 
vulnerabilities as possible. This has been the subject of several research approaches 
that have been developed to address the security issues that will be mentioned in 
Sect. 4.

3.2  Security requirements in cloud computing environment

Although the cloud is a fast-growing technology adopting the principle of outsourc-
ing the IT infrastructure, there are still challenges to overcome in terms of security. 
These challenges will need to be addressed so that cloud users can enjoy all the ben-
efits of the cloud and place their absolute trust in them. Indeed, enhanced security 
and privacy practices will attract more users and businesses to the world of cloud 
computing. The biggest security challenge is related to the loss of control over some 
personal data, data leaks, and identity protection when migrating applications and 
sensitive data to the cloud [2, 7].

Security, protection of personal data “privacy,” and trust are the main concerns 
that prevent the massive adoption of the cloud. In a survey conducted by the Fujitsu 
Research Institute on cloud users [8], it was found that 88% of them were worried 
about who had access to their data and required more digital privacy. The reasons 
were, among other things, that cloud users did not trust the security mechanisms and 

Fig. 2  Cloud computing security issues
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the service provider (CSP) itself. However, one of the major questions that cloud 
users must answer is: Do they trust the CSP not to disclose their personal data or not 
to change or delete them?

Since the user’s identity and sensitive information are regularly used in the 
authentication process when accessing cloud services, it becomes important to 
protect them [2]. In other words, how can the CSP provide authentication while 
remaining anonymous? This assurance of anonymity authentication necessitates the 
presence of a system that must have the ability to hide the identities of the two com-
municating parties [2]. It must also provide a robust and secure procedure to authen-
ticate each party. This motivates users to access services provided by the CSP with 
greater confidence and ability to control their personal information. Anonymous 
authentication seems to be usually a contradictory statement, because anonymity 
requires hiding the identity, as opposed to authentication which requires revealing 
identity in order to be verified. The use of anonymous accreditations makes it pos-
sible to prove its legitimacy without having to reveal its identity explicitly. The com-
promise will be to be able to verify the authenticity of a user without knowing their 
identity [2].

To sum up, it seems that the protection of data in the cloud is insufficient, that is 
why even the identity of the cloud user must be protected against the cloud provider 
and other customers. One of the most important goals we want to achieve in cloud 
computing security is the privacy of users. This can be done by protecting person-
ally identifiable information against the service provider, so our problem is: How 
can we ensure anonymous authentication of users without having to provide their 
real identities to the service provider?

3.3  Design goals

In this context, the present work is part of the research theme on security challenges 
including the protection of personal data during the authentication process, posed in 
cloud environments. Our goal is to propose an approach that will provide a complete 
architecture, in order to ensure an optimal privacy of the cloud user. Privacy is con-
sidered a key element in the cloud environment, so the proposed anonymous authen-
tication will have to guarantee the anonymous consumption of cloud and on-demand 
services. The CSP adopting our approach will ensure the preservation of the privacy 
of its users in terms of protecting their personal data, including identity. They will 
therefore be able to access and proceed to the consumption of the services in an 
anonymous and legitimate way without the CSP knowing their identity.

4  Related work

In this section, we delve into some recent work to circumvent infrastructure secu-
rity issues related to cloud computing. Particularly, we detail the approaches 
that have been based on the anonymous authentication mechanisms proposed to 
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assure data security, especially access management and remote users’ identities in 
the cloud. We conclude this section by comparing the different approaches stud-
ied in this section.

The authentication approach depends essentially on its desired and adequate use, 
for example, the authentication of users in the cloud environment is different from 
that of other environments. Since the identity of the user is sensitive information 
regularly used in the authentication process when accessing cloud services, a critical 
need is to protect and prevent users from disclosing their personal information to the 
CSP [2, 9].

In the same vein, some research work has been carried out to define security 
mechanisms for the protection of personal data, and only some schemes have been 
designed by integrating anonymity as a basic element of interest to us. For this, sev-
eral solutions have been proposed to remedy this problem. For instance, the authors 
in [10] proposed a solution based on elliptic curve cryptography in order to ensure 
secure authentication to the remote server. This authentication process relied pri-
marily on the use of two-factor authentication with a key agreement between the 
server and the user making the authentication.

Furthermore, the authors in [11] suggested an authentication scheme which con-
sisted in giving a remote user secure access to the remote server. The propounded 
security scheme was based on its operation with the use of cryptography on elliptic 
curves.

Moreover, the authors in [12] devised a security approach that would meet essen-
tial security requirements and provide mutual authentication between the cloud and 
its devices. This approach was primarily based on elliptic curve cryptography to 
provide secure communication between the cloud and its connected devices.

In addition, the authors in [13] proposed an effective and improved authentication 
solution based primarily on the use of identity and cryptography on elliptic curves 
to provide a password authenticated key exchange authentication scheme that could 
be extended.

Moreover, the authors in [14] suggested an authentication scheme with a key 
agreement between the Telecare Medical Information Systems (TMIS) and their 
users. The proposed authentication scheme provided an efficient authentication 
scheme that would ensure patient security and privacy in the TMIS. In addition, this 
authentication scheme would verify the legality of users and the TMIS server during 
remote access.

Furthermore, the authors in [15] put forward an authenticated key exchange 
solution based on a two-factor anonymous dynamic identifier. This proposed pro-
tocol would support smart card revocation and password update without centralized 
storage.

In addition, the authors in [16] proposed a two-factor anonymous authenti-
cated key agreement scheme to ensure a secure logon process using elliptic curve 
cryptography.

Moreover, the authors in [17] suggested an authentication approach that would 
meet all security requirements and resist various attacks. This devised solution for 
connecting integrated devices to the cloud server using cryptography based on ellip-
tic curves.
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Besides, the authors in [18] suggested a solution that aimed to randomize the 
transmitted data in a way that would complicate the opponent’s tasks on the channel 
and make them unable to link the various conversations. It also allowed the inter-
connected parties to recognize the received messages.

Furthermore, the authors in [19] proposed an anonymous and efficient two-factor 
authentication protocol to properly authenticate users to the mobile cloud comput-
ing environment. This suggested authentication protocol was based on the use of 
cryptography on elliptical curves to provide mutual authentication between mobile 
devices and cloud computing.

Table  1 summarizes the advantages and limitations of each proposed security 
scheme.

After focusing on anonymous authentication schemes [10–19] fitting in the same 
trend as our scheme. All these anonymous authentication schemes have led us to opt 
for our solution whose main objective is to be able to use the cloud services while 
being anonymous and while proving its legitimacy regarding the CSP. In addition, 
the originality will be to ensure this level of anonymity and respect the privacy of 
cloud users, while being independent of the CSP without any constraints at the level 
of confidence, it claims to provide. In the next section, our contribution is presented, 
where we present a new anonymous authentication protocol that ensures the privacy 
of users regardless of the concept of trust imposed in such an environment.

5  Proposed solution

We take advantage here of the security mechanisms that we have studied before 
[10–19]. The anonymous authentication scheme we have suggested has used elliptic 
curve cryptography to ensure performance, reliability, and robustness against vari-
ous types of attacks. Furthermore, based on the limitations of the approaches, we 
have studied in the literature regarding their limited resources, and they are unable to 
make the necessary calculations. In this regard, we propose an anonymous authen-
tication scheme that operates with inexpensive functions, namely: (i) the hash func-
tion, (ii) the concatenation, and (iii) the or-exclusiveness. These functions are used 
to reduce any computational cost. Moreover, we utilize a session key in our scheme 
to encrypt and decrypt the messages exchanged between the cloud and its users.

Table 2 summarizes the list of symbols used in our proposed scheme.
The operation of the proposed scheme is based on some security operations 

which are presented in three phases: setup, registration, and authentication. Each 
phase is detailed as follows:

5.1  Setup phase

In this phase, cloud users generate a list of parameters. These latter will allow the 
other phases to operate securely. The details are as follows: 
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1. At the beginning, they arbitrarily produce two large prime integers p and q. After 
that, they choose an elliptic curve E(Fp ) on Fp.

2. 2. Then, they firstly generate two groups of order q: a first additive group G
1
 and a 

second multiplicative G
2
 . Secondly, they generate (P; e: G

1
 × G

1
 ⟶ G

2
 ). We note 

here that P represents a generator of the additive group and e denotes a bilinear 
pairing.

3. Next, the cloud user chooses two secure hash functions:

– H
1
 : { 0, 1 }∗ × G

1
 ⟶ G

1

– H
2
 : { 0, 1 }∗ × G

2
 ⟶ Zq∗

4. After that, they generate a random number. The latter will be considered as a 
secret key xUC ∈ Zq∗ . Then, we find: YUC = xUC ⋅ P

5. Finally, they send { E(Fp ), G1
 , G

2
 , H

1
(.), H

2
(.), YUC } to the cloud and keep its 

secret xUC.

5.2  Registration phase

Once the setup phase is completed, during which the cloud user has generated a list 
of parameters, these parameters will allow the other phases to operate in the best 
safety conditions. During the registration phase, cloud computing securely records 
its users so that they can receive and store them safely. The stages of registration 
between the cloud and its users are detailed as follows: 

Table 2  List of symbols Symbol Description

E Elliptic curve under reference
p and q Long prime integers
e(.) Bilinear pairing function
G

1
Multiplicative group of order q

G
2

Additive group of order q
H

1
(.), H

2
(.) One-way hash functions

x
UC

The secret key to the user cloud
x
CP

The secret key to the cloud
P Group generator
a, b, n, d Random numbers
t
UC

 , t
CP

Time stamps
ID

UC
The identifier of the cloud user

ID
CP

The anonymous identifier of the cloud
AID

UC
The anonymous identifier of the cloud user

AID
CP

The anonymous identifier of the cloud
⊕ Bitwise XOR operation
‖ Bitwise concatenation operation
SK Session key
Enc, Dec Encryption and decryption functions



1704 H. Hammami et al.

1 3

1. After receiving the parameters generated by the cloud user terminal, the cloud will 
generate a random number that will be considered as its secret key xCP ∈ Zq∗ . Then 
it will calculate YCP = xCP ⋅ P. Once the calculation is complete, the cloud sends 
its user IDCP identity with YCP . This sending is done via a secure communication 
channel while using a Secure Socket Layer (SSL). We indicate by UC cloud user 
and CP cloud remote platform.

2. Once IDCP with YCP is received by the cloud user, the latter will check the validity 
of the received cloud identity. In case the validity check result is not correct, the 
user will declare that it is a conflict. Otherwise, the user will produce a tUC time 
stamp as well as two ephemeral(lasts for a very short time) secrets a and b ∈ Zq∗ . 
After that, the user computes AUC = a ⋅ P , BUC = b ⋅ P , Q

1
 = AUC ⊕ YCP , Q

2
 = 

BUC ⊕ YCP.
3. Subsequently, thanks to the secret numbers generated and the secret keys calcu-

lated, the users will hide their real identity as well as the cloud. Subsequently, they 
will calculate their corresponding anonymous identities in the following way:

– AIDUC = H
1
(IDUC ‖ tUC ‖ xUC ‖ AUC ‖ BUC ) and

– AIDCP = H
1
(IDCP ‖ Q

1
 ‖ Q

2
)

   Afterwards, the cloud user calculates CCP = a + b + AIDCP ⋅ xUC and sends to 
the cloud { AIDCP , AIDUC , AUC , BUC , CCP }

4. After having received { AIDCP , AIDUC , AUC , BUC , CCP } by the cloud, the latter 
will produce a time stamp tCP and computation Q

1
 = AUC ⊕ YCP , Q

2
 = BUC ⊕ YCP 

and AID′
CP

 = H
1
(IDCP ⊕ Q

1
 ⊕ Q

2
 ). Next, the cloud will send AID′

CP
 and tCP to its 

user.
5. Once AID′

CP
 and tCP are received by the cloud user, the latter will check the 

freshness and validity of tCP and then check whether AIDCP = AID′
CP

 and CCP ⋅ 
P= AUC + BUC + AID′

CP
 ⋅ YUC . If the result of the check is verified by the cloud 

user as invalid, there will be an error message returned to the cloud. Otherwise, 
the registration phase is performed successfully.

Figure 3 depicts the progress of the registration phase.

5.3  Phase of authentication

As soon as the registration step is completed, the utilizer will become a cloud user 
and can perform anonymous authentication. The details of this phase are described 
by the following steps: 

1. First, the cloud generates a second time stamp t′
CP

 . After that, it generates n ∈ Zq∗ , 
which is an arbitrary number to be used once. Then, the cloud calculates NCP = n 
⋅ P, MCP = n ⋅ YUC , KCP = H

1
(NCP ‖ MCP ‖ t′

CP
 ), UCP = e(MCP , KCP ), ZCP = xCP + 

H
1
(AID′

CP
 ‖ UCP ‖ t�

CP
)n⋅xCPmodq and cipher = Enc(AID′

CP
 ‖ ZCP ). Subsequently, the 

cloud sends { NCP , cipher, t′
CP

 } to its user.
2. Once { NCP , cipher, t′

CP
 } are received by the user, the latter will check both the 

validity and the freshness of t′
CP

 . After that, the user will calculate M′
CP

 = xUC ⋅ 
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NCP , KUC = H
1
(NCP ‖ M′

CP
 ‖ t′

CP
 ) and U′

CP
 = e(KUC , M′

CP
 ). Using the KUC key, the 

user decrypts the cipher to get the clear = DecKUC
(cipher). Next, this user cal-

culates Z′
CP

 = clear ⊕ AIDCP and checks whether the following equation holds: 
Z′
CP

 ⋅ P = YCP+P(H
1
(AIDCP ‖ U′

CP
 ‖ t�

CP
))M

�
CP
⋅YCP∕YUC . If the result of the equation is 

verified by the user as incorrect, the authentication phase will be stopped, and an 
authentication error message will be sent to the cloud. Otherwise, the user has 
successfully passed the authentication phase. Next, the cloud user will generate 
a variable d ∈ Zq∗ and will calculate DUC = d ⋅ P, Pass = H

2
(DUC ‖ M′

CP
 ‖ Z′

CP
 ⋅ P 

‖ t′
CP

 ), and the session key SK= H
2
(Pass ‖ d ⋅ NCP ). Subsequently, the user will 

send { Pass, DUC } to the cloud.
3. Finally, the cloud will calculate H

2
(DUC ‖ MCP ‖ ZCP ⋅ P ‖ t′

CP
 ). Afterwards, it will 

check the result of the calculation with Pass. If the verification result sent by the 
user is not correct, then the session will be suspended. Otherwise, the calculation 
of the session key is done in the following way: SK= H

2
(Pass ‖ n ⋅ DUC).

The progress of the authentication and key agreement phase is depicted in Fig. 4.

6  Experiment results and discussion

In this section, we describe the experimental part of our approach. It is mainly based 
on two parts. First, we illustrate our approach through the evaluation of its per-
formance to ensure anonymity, untraceability, persistent privacy and its ability to 
stem the man-in-the-middle attack, replay, and known-key-security attacks, while 

Fig. 3  Registration phase
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showing the techniques and tools used. Second, we will show the performance of 
the proposed solution. To do this, we perform a series of simulation. The objec-
tive of simulation is to compare the performance of our proposed scheme to other 
approaches bearing the same trend in terms of calculation costs and execution time. 
In what follows, we present and analyze the results of each component.

6.1  Security analysis

Our security analysis will take into consideration anonymity, untraceability, perfect 
forward secrecy, known-key-security, man-in-the-middle, and replay attacks.

6.1.1  Anonymity

The verifier, regardless of whether there is one or not, must not have the means to 
identify an authentication requestor [20]. This authentication is provided by our 
solution, because in the proposed solution, the cloud user’s real identity must be 
masked to be an anonymous identity: AIDUC = H

1
(IDUC ‖ tUC ‖ xUC ‖ AUC ‖ BUC ) 

where AUC = a ⋅ P and BUC = b ⋅ P. As we have mentioned before, a and b are two 
random numbers intended to be utilized only once, in order to ensure freshness and 
randomization. We note also the fact that AIDUC is protected by a hash function. 
Hence, using this function, a possible attacker who may intercept communication 

Fig. 4  Authentication and key agreement phase
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between the cloud and its user will have no way of revealing the real identity of the 
user. In addition, AUC and BUC are produced utilizing both a and b nonces, which are 
unknown to the attacker, who does not know the efficient algorithm for calculating 
the discrete logarithm and hence further protect the anonymity.

6.1.2  Untraceability

It is a fact that an identity provider cannot know the services that one of the cloud 
users has access to [20]. If a cloud provider cannot know the origin of the access 
request and its path to reach its destination, any possible attacker cannot listen to the 
messages exchanged for each session, so he cannot collect all the anonymous identi-
ties of the cloud user ( AIDUC ). If the user utilizes the same AIDUC value, the attacker 
can guess that the same value that contains a user’s identity may subsequently be 
used without recognizing its real value, i.e., an attacker sees the same value persis-
tently being applied in the same position during the authentication phase. Therefore, 
in our proposed solution, we resort to the utilization of secret ephemeral generated 
arbitrarily as well as the unique time stamp to make all anonymous identities gen-
erated from the remote user differently. In this case, the attacker cannot trace the 
user by monitoring the network activities. As a consequence, the proposed solution 
ensures the untraceability of cloud users.

6.1.3  Perfect forward secrecy

This is a property assuring past communication could not be decrypted, even if the 
long-term key is revealed or stolen [21]. This property is verified by our solution; 
thanks to the session key SK= H

2
(Pass ‖ n ⋅ d ⋅P). As mentioned earlier, d and n are 

secret numbers generated arbitrarily and intended to be used only once via the cloud 
and its user. These two secret numbers guarantee the freshness of the keys utilized 
for each session. Therefore, for a potential attacker to have the secret keys generated 
by the cloud and its user, it cannot become the used session key, since it must com-
pute (n ⋅ d ⋅ P) from NCP and DUC . We note that NCP = n ⋅ P and DUC =d ⋅ P, so it will 
not be able to do it because it does not know any efficient algorithm for the calcula-
tion of a discrete logarithm.

6.1.4  Known key security

On condition that a generated session key is compromised by an opponent, this 
situation should not have influence on other session keys [22, 25]. This property 
is ensured by the fact that a possible attack cannot identify any session key from 
a compromised one. This is verified in our solution by using session keys that are 
computed independently, thanks to secret numbers d and n generated arbitrarily and 
intended to be used for one session. This clearly shows that our solution guarantees 
known key security.
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6.1.5  Man in the middle

An attack by an attacker who intercepts a communication between the cloud and 
its users is dangerous because the aggressor pretends to be the original sender [23, 
26]. When possessing the original message, the attacker can trap the recipients by 
making them believe that the message they receive is legitimate. In our scheme, we 
curb this type of attack by using an authentication process that verifies whether Z′

CP
 

⋅ P = YCP + P(H
1
(AIDCP ‖ U′

CP
 ‖ t�

CP
))M

�
CP
⋅YCP∕YUC holds. Accordingly, the attacker will 

not be able to generate NCP and KCP or calculate and cipher ZCP without owning the 
private key ( xCP ) of cloud service providers as well as the random secret numbers. 
On the other hand, the cloud authenticates the user by verifying whether equation 
Pass = H

2
(DUC ‖ MCP ‖ ZCP ⋅ P ‖ t′

CP
 ) is correct. However, without the secret key of 

the cloud user ( xUC ), a possible attacker will not be able to calculate M′
CP

 from NCP , 
and therefore, they will not be able to hide the exact value of the Pass variable. As a 
result, we may conclude through the presentation of this discussion that we can eas-
ily stem the man-in-the-middle attack.

6.1.6  Replay attack

This is an attack that consists in intercepting data packets and replaying them, i.e., 
retransmit them without any decryption to the cloud or to its users [23, 24]. In our 
solution, we have remedied this situation by the use of time stamps and ephemeral 
secrets, in such a way that an attacking event intercepts the messages exchanged 
between the cloud and its users, so it will not be able to replay them to authenticate 
itself with the cloud or its user. This is because the cloud and its users generate 
random nonces used for each authentication session and for the verification of the 
freshness of the time stamps.

Table 3 clearly shows that our proposed solution is resistant to any known attack, 
namely the replay, known-key-security, and man-in-the-middle attacks. Those solu-
tions put forward by [10, 11, 13, 15, 16] and [11, 12, 14, 17] were vulnerable to 
the man-in-the-middle and known attacks. In addition, the solution proposed in [19] 

Table 3  Security analysis

SP
1
 : User anonymity; SP

2
 : User untraceability; SP

3
 : Perfect forward secrecy

SP
4
 : Resistance to replay attack; SP

5
 : Resistance to known key security

SP
6
 : Resistance to man-in-the-middle attack

Security 
properties

[10] [11] [12] [13] [14] [15] [16] [17] [18] [19] Ours

SP
1

✓ ✓ × × ✓ ✓ ✓ ✓ ✓ ✓ ✓

SP
2

× × × × × ✓ × × ✓ × ✓

SP
3

✓ ✓ × ✓ ✓ ✓ ✓ ✓ × ✓ ✓

SP
4

✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

SP
5

✓ × × ✓ × ✓ ✓ × ✓ ✓ ✓

SP
6

× × ✓ × ✓ × × ✓ ✓ ✓ ✓
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did not provide user untraceability and the solutions suggested in [12, 18] did not 
verify the perfect forward secrecy of users either. Furthermore, only the solution 
propounded in [15] ensured untraceability, whereas our suggested solution provides 
user untraceability and perfect forward secrecy.

6.2  Performance evaluation

In this last section, we will show the performance of the proposed solution. To do 
this, we have performed a series of simulation for evaluating the performance of 
our anonymous authentication scheme against other existing anonymous authentica-
tion schemes as regards the criteria of computation and communication costs. These 
simulation series are performed using the MIRACL library (Multiprecision Integer 
and Rational Arithmetic C / C ++ Library) running on a Windows 7 Professional 
64-bit machine with 2.5GHz Intel Core i5-2520M processor and 8 GB memory. This 
library is considered the gold standard for elliptical curve cryptography. It removes 
all obstacles to free unlimited connections between users and cloud applications.

6.2.1  Computation cost

To show the performance and effectiveness of our authentication scheme with other 
competing solutions proposed in the literature, we perform a series of tests. After 
simulating the different tests, we have obtained Fig.  5 which shows the compari-
son of the performance of our solution with the authentication solutions proposed in 
[10–17, 19] in terms of total calculation time consumed by the service requester and 
the CSP.

From this figure, we can say that our proposed security scheme requires a calcu-
lation cost on the client user side equal to 0.352 ms which is better than the other 
competing authentication schemes and which is followed by the solution proposed 
in [19] which requires 0.497 ms. In addition to that, our solution requires a cloud 

Fig. 5  Time consumption in comparison with schemes, respectively, proposed in [10–17, 19]
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service providers calculation cost equal to 2.176 ms, which is also better than the 
other solutions and which is followed by the solution put forward in [14] which 
requires 3.516 ms. This illustrates that our suggested scheme is better than the pro-
posed authentication schemes. We can conclude by stating that our suggested secu-
rity scheme is always effective compared to other related schemes, whether on the 
client side or on the cloud service providers side.

6.2.2  Communication cost

Figure  6 illustrates the comparison of the performance of our proposed authenti-
cation scheme with other related competing authentication schemes put forward in 
[10–19] in terms of communication cost consumed by the service requester and the 
CSP.

According to Fig. 6, we can say that the cost of the communication message of 
our designed solution throughout the authentication process, where we perform two 
communication cycles which are the communication of User-Cloud ⟶ CSP: < 
DUC , Pass> and the communication of CSP ⟶ User-Cloud: < NCP , TCP , Cipher >, 
is equal to 576-bit and 512-bit. Therefore, before illustrating the performance and 
reliability of our scheme in terms of communication costs compared to the other 
anonymous authentication schemes proposed in [10–19], we first mention the over-
all cost of communication by invocation and response messages from our scheme, 
which is equal to the sum of 576-bit and 512-bit = 1088 bits. In fact, it is more cost-
effective than the authentication options of the other schemes. This is followed by 
the solution suggested in [18] which requires 2464 bits. Hence, by explaining the 
comparison result, we can conclude that our proposed authentication scheme out-
performs all the other related authentication schemes in terms of cost of communi-
cation messages.

Fig. 6  Message size in comparison with schemes, respectively, in [10–19]
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7  Conclusion

The concept of anonymity arises in many occasions on the Internet, especially for 
e-mail, browsing, and several applications that need to guarantee the anonymity 
property, in particular e-commerce. However, with the emergence of cloud comput-
ing, security and privacy have been addressed when using different services. Cloud 
technology, before being completely secure, will have to incorporate improvements 
that will better protect users, thus ensuring the confidentiality and the privacy of 
their personal data.

After presenting the state-of-the-art authentication mechanisms reported for the 
cloud, we have identified the weak points and the strengths of the different mecha-
nisms studied in order to better establish our solution. We have proposed a security 
scheme to provide an anonymous authentication adaptive to the privacy require-
ments of cloud users, which is characterized by an adaptive policy of protection of 
personal data. This scheme takes advantage of opportunities offered by elliptic curve 
cryptographic functions and by the bilinear pairing to be able to offer an anonymous 
authentication system in which users can prove that they are legitimate, without 
revealing any sensitive information that can identify them. Our main contribution, 
therefore, has been to provide the cloud users with anonymous, efficient authentica-
tion that allows them to anonymously consume cloud services so that the only infor-
mation a CSP will know is that a legitimate user has requested a service.

Finally, we have analyzed several attacking scenarios in which we have tried to 
present our solution advantages and performances concerning the fights against 
these scenarios of attacks. Then, we have illustrated the superior performance of 
our approach compared to other anonymous authentication schemes that exist in the 
literature against computation and communication costs.
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