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Abstract
With the advent of the internet, Voice over Internet Protocol (VoIP) has obtained a 
considerable amount of attention due to its low cost, and ease of implementation. 
Similar to other emerging technologies, VoIP faces several challenges, including 
security in terms of confidentiality, integrity, and authenticity. Specifically, there is 
a need for secure and efficient authentication and key agreement scheme to address 
the security requirements of communications over VoIP networks. Recently, Ravan-
bakhsh et al. have presented an authentication and key agreement protocol for VoIP 
networks. Here, in this article, we first prove that Ravanbakhsh et al.’s scheme can-
not provide perfect forward secrecy. Next, we present an elliptic curve cryptogra-
phy-based secure two-factor authentication and key agreement scheme. We analyze 
the security of the proposed scheme informally, and demonstrate that the proposed 
scheme can provide different security features, including perfect forward secrecy, 
and is robust against security attacks such as the impersonation attack, the replay 
attack, and the stolen-verifier attack. Furthermore, we simulate the protocol and ana-
lyze its security formally using Scyther tool. The results show its robustness against 
different attacks, and its ability to provide perfect forward secrecy. We compare the 
computation cost of the proposed scheme with the related schemes. Results show 
that the proposed scheme achieves a satisfiable performance comparable to other 
ECC-based methods.
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1 Introduction

Nowadays, different applications such as voice and video calls, and instant mes-
saging have emerged which are based on Internet communication protocols. VoIP 
is a technology that presents the ability to deliver voice communications over IP 
networks. Compared to traditional phone networks, IP-based networks have vari-
ous advantages, including low cost, scalability, and practical deployment through 
leveraging the existing infrastructure [1].

Voice over IP (VoIP) application uses the Session Initiation Protocol (SIP) for 
initiating, establishment, and stopping multimedia sessions. SIP, which has ini-
tially been developed by IETF in 1999 [2], is a signaling protocol, which is used 
by multimedia applications to create voice/video calls, and distribute multimedia 
[2]. In order to benefit from SIP services, the client first registers to the server by 
sending a message, including his secret information (e.g., his user name and pass-
word) via a secure communication channel. Once registered, the client is author-
ized to log in to the server by using the previously shared secrets. Then, in order 
to establish a session, the SIP session procedure locates the next SIP client, and a 
set of messages (as described below) are exchanged between the client and server:

– REQUEST: The client sends a connection request to the server.
– CHALLENGE: Upon receiving the request, the server sends a challenge mes-

sage to client including random nonce, and the information required for the 
verification of the server validity.

– RESPONSE: Once the challenge message is received, the client verifies the 
server’s legitimacy. If verified, it then sends a response message to the server. 
Once the server receives the response message, the server verifies the user’s 
legitimacy, and if so, the client and the server share a session key.

Like all emerging technologies, VoIP faces challenges that need to be overcome 
to ensure that the technology is successfully deployed on a large scale [3]. The 
challenge in regard to security, in terms of confidentiality, integrity, and authen-
ticity, is of particular importance. Authentication is the process of verifying an 
identity claimed by or for a user. Traditional authentication schemes usually relay 
on single factors (e.g., passwords) [4]. However, since VoIP is prone to various 
attacks including stolen-verifier, and offline password guessing attacks [5], con-
sidering a second factor such as smart card, hard to be forged, or copied, seems 
reasonable [6, 7].

In recent years, there exists considerable work on authentication and key 
agreement protocols presented for SIP-based VoIP networks [1, 8, 9]. Durlanik 
et  al. [10] proposed an authentication scheme for SIP, using an elliptic curve 
cryptography (ECC)-based key exchange mechanism. Elliptic curve cryptogra-
phy (ECC) is an encryption algorithm, which is leveraged by many authentica-
tion schemes, due to being effective, having shorter encryption key length, and 
the difficulty of elliptic curve discrete logarithm problem (ECDLP). Yoon et al. 
[11] demonstrated that Durlanik’s authentication scheme is vulnerable against 
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the stolen-verifier attack, offline password guessing attack, and Denning-Sacco 
attack, and proposed an ECC-based secure SIP authentication scheme to jointly 
exploit the key block size, speed, and security. Arshad and Ikram [12] claimed 
that the lightweight key management scheme presented by Tsai [13] is not robust 
against the stolen-verifier attack and the password guessing attack, and does not 
support perfect forward secrecy and known-key secrecy. In typical authentication 
and key agreement schemes, ‘Perfect forward secrecy’ refers to the feature which 
guarantees that if the server’s secret key is compromised, it will not lead to the 
compromise of the session key. To address the challenges of Tsai’s scheme, they 
further proposed an ECC-based mutual authentication protocol for SIP. Pu et al. 
[14] also proved that the scheme proposed by Arshad and Ikram [12] is vulner-
able to the password guessing attack. After that, they proposed a secure protocol 
for authentication and key agreement in SIP, which was secure against password 
guessing attacks.

Zhang et al. [15] presented an efficient password-based authentication scheme for 
SIP supporting session key agreement, authentication, and password update, which 
does not require password table maintenance. Their proposed method was claimed 
to be secure against a series of attacks, including the stolen-verifier attack, man-
in-the-middle attack, replay attack, Denning–Sacco attack, and offline dictionary 
attack. Later, Zhang et al. [16] showed that their scheme presented in [15] is prone 
to the impersonation attack, and to address the issue, they presented an extended 
version of their previous protocol [15]. Also, Jiang et  al. [17] demonstrated that 
Zhang et al.’s scheme [15] is vulnerable against the malicious insider impersonation 
attack, and proposed an efficient scheme to address the issue. However, their pro-
posed method was shown by Arshad and Nikooghadam [18] to be prone to the user 
impersonation attack. Irshad et al. [19] proposed an enhanced authentication scheme 
for SIP using a single round-trip to overcome the drawbacks of Zhang et al.’s proto-
col [15]. However, Arshad et al. [20] showed that Irshad et al.’s scheme [19] is prone 
to user impersonation attacks.

Tu et  al. [21] showed that Zhang’s scheme [15] is prone to the impersonation 
attack, and further proposed an enhanced scheme, and showed that the computa-
tional cost of their scheme in authentication phase is 75 % of Zhang et al.’s protocol. 
However, Farash [6] pointed out that the scheme proposed by Tue [21] is still prone 
to the impersonation attack. Farash [22] later showed that Zhang et al.’s scheme [15] 
is prone to the password changing attack and impersonation attack. He also pro-
posed an enhanced authentication protocol for SIP.

Chaudhry et al. [8] demonstrated that Tu et al.’s scheme [21] is insecure in regard 
to denial-of-service, server impersonation, and replay attacks, and cannot guaran-
tee user anonymity. Authors also pointed out that Farash’s improvement [6] on Tu 
et al.’s scheme [21] is prone to the replay attack, and does not support user anonym-
ity, and proposed a lightweight authentication and key agreement protocol, which 
was proved to be more secure. Mishra et al. [23] also performed cryptanalysis on 
Tue’s scheme [21], and showed its weakness against server spoofing attack and man-
in-the-middle attack. To address these drawbacks, they proposed an improved proto-
col, comparable to Tue et al.’s scheme regarding the communication and computa-
tional overhead.
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Lu et  al. [24] also showed the weaknesses of Farash’s scheme [22], includ-
ing lack of a pre-authentication in the smart card, and offline password guessing 
attack. To address Farash’s scheme security issue, they then proposed an ECC-
based anonymous modified scheme, and showed that their scheme is immune 
to the attacks mentioned for Farash’s scheme. Zhang et  al. [25] presented an 
authentication protocol for SIP networks that facilitated the authentication of the 
users via biometric verification. However, Irshad et al. [26] showed that Zhang’s 
scheme [25] is prone to various attacks, including privileged insider attacks and 
denial-of-service attacks, and lacks forward secrecy compromise. They further 
presented an efficient authentication protocol countering Zhang et  al. scheme 
[25]’s weaknesses. Zhang et al. [27] presented an efficient authentication scheme 
for SIP, which was shown to be secure against various attacks. However, Lu et al. 
[4] demonstrated that Zhang et  al.’s scheme is insecure against insider attacks, 
and does not support mutual authentication. They also presented an enhanced 
authentication protocol to address the security flaws of Zhang et al. [27] protocol. 
Nikooghadam et al. [28] showed that the work presented by Chaudhry et al. [8] 
is not secure against the password guessing attack, and presented an enhanced 
scheme to overcome the weakness. Sureshkumar et al. [29] first showed that Lu 
et al.’s scheme [4] cannot support user anonymity and mutual authentication, and 
is vulnerable to the user/server impersonation attack. Next, they presented an 
improved authentication scheme, robust to identity and password guessing attacks 
in the random oracle model. Sourav et  al. [9] showed the security limitations 
of Sureshkumar et  al. [29] and Zhang et  al. [27] schemes and then, presented 
an enhanced scheme to overcome Sureshkumar et  al. scheme’s flaws, without 
increasing the computational cost.

Ravanbakhsh et  al. [30] crypt-analyzed the protocols presented by Chaudhry 
et al. [31] and Nikooghadam et al. [28], and showed their weakness in perfect for-
ward secrecy provision. The authors also pointed out that Zhang et al.’s scheme [1] 
is vulnerable to replay and known-session-specific temporary information attacks, 
and does not provide user anonymity, and re-registration and revocation. Then, they 
proposed a two-factor authentication and key agreement protocol, resistant against 
various active and passive attacks. Although the authors claimed that their proposed 
scheme is secure, we demonstrate that it cannot provide perfect forward secrecy.

Our contribution is as follows:

– We carry out cryptanalysis of Ravanbakhsh et  al.’s authentication scheme [30] 
for VoIP and show its weakness in providing perfect forward secrecy.

– We propose a secure authentication and key agreement protocol for SIP in 
VoIP based on elliptic curve cryptography that addresses the security flaws of 
the recent related schemes such as [30]. The proposed scheme can also provide 
perfect forward secrecy and user anonymity. We also prove that the proposed 
scheme is robust against various attacks including replay, Denning-Sacco, and 
impersonation.

– We formally analyze and prove the security of the proposed scheme using the 
Scyther tool [32]. We also run a performance analysis of the proposed scheme 
in terms of computational complexity and show that our scheme satisfies vari-
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ous security features, while achieving a reasonable computational complexity, in 
comparison with related ECC-based authentication protocols.

The paper structure is as follows. Section 2 illustrates Ravanbakhsh et al.’s scheme 
[30] and discusses its security flaws. In Sect. 3, we present the details of the pro-
posed authentication scheme. Section 4 shows the result of informal security anal-
ysis of the proposed scheme, as well as formal analysis via the Scyther tool. In 
Sect. 5, we analyze the performance of the proposed scheme, and compare it with 
the related works. The conclusion is presented in Sect. 6.

2  Review of Ravanbakhsh et al.’s scheme

In this section, we review the registration and authentication phases of Ravanbaksh 
et al.’s scheme [30], and discuss its security weaknesses. Ravanbakhsh et al.’s scheme 
[30] includes three phases: registration, authentication and key agreement, and pass-
word update. Table 1 shows the notations used in Ravanbakhsh et al.’s scheme.

2.1  Registration phase

The server and the user perform the following steps. At the end of the registration 
process, the server issues a smart card for the user.

– Step 1. The user selects IDi , PWi , and two random numbers ri and bi , then com-
putes RB = h(ri||bi) and IPi = h(h(IDi||PWi||B) mod m ) . Then, the user sends 
{IDi, IPi, bi} to the server via a secure channel.

– Step 2. Once the registration request {IDi, IPi, bi} is received at the server, 
it calculates Ai , Bi and NIDi as Ai = h(SIDi||xs||IDsc||IDi) , Bi = Ai ⊕ IPi 

Table 1  Notations used in Ravanbakhsh et al.’s scheme [30]

Symbol Description

Ui User i
S The SIP Server
IDi Identity of Ui

PWi Password of Ui

IDsc Identity of Smart Card
xs A high-entropy secret key of S
ri, bi, rc, rs High-entropy random numbers
‖ Concatenation operation
⊕ Bitwise (XOR) operation
SK The shared one-time session key
T1,T2,T3,T4,T5 The current time of user’s system/server’s system
Ek(.)∕Dk(.) The symmetric encryption/decryption with the key k
h(.) A secure one-way hash function
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and NIDi = IDi ⊕ IPi . It then selects time stamp T1 , and computes 
RIDi = Exs

(IDsc||IDi||T1) . The server stores RIDi and Bi in the smart card, and 
transmits it via a secure channel. The server also stores (NIDi, status, bi) in its 
database.

– Step 3. Upon receiving the smart card, the user computes Ki = Bi ⊕ ri , 
Wi = h(h(bi||PWi||IDi||IDsc)mod m ) , and Hi = Wi ⊕ ri . Then, he deletes Bi 
and stores {bi,Ki,Hi, IDsc} in the smart card. The smart card contains values 
{RIDi, bi,Ki,Hi, IDsc,Ek(.)∕Dk(.), h(.)}.

Figure 1 shows the registration phase of Ravanbakhsh et al.’s scheme [30].

2.2  Authentication and key agreement phase

– Step 1. At first, the user inserts his smart card, and enters his IDi and PWi . Then, 
the smart card performs the following computations: 
W∗

i
= h(h(bi||PW

∗
i
||ID∗

i
||ID∗

sc
)modm) , r∗

i
= Hi ⊕W∗

i
 , B∗

i
= Ki ⊕ r∗

i
 , 

RB∗ = h(r∗
i
||bi) , IP∗

i
= h(h(ID∗

i
||PW∗

i
||RB∗)modm) , A∗

i
= B∗

i
⊕ IP∗

i
 . Then, a time 

stamp T2 , and a random number c is chosen by the smart card. It then calculates 
EA∗

i
(A∗

i
||rc||T2||IP

∗
i
) = EAi

 , and sends the request message 
REQUEST{EAi,RIDi, T2} to the server.

– Step 2. Once the request message is received, the server first verifies the freshness 
of the message, and then decrypts RIDi with xs as Dxs

(RIDi) = (ID∗
sc
||ID∗

i
||T1) . 

Then, it calculates A∗
i
= h(SIDi||xs||IDsc||IDi) , decrypts EAi with A∗

i
 , and 

obtains Ai, rc, T
′
2
, IPi . Then, the server compares Ai with A∗

i
 . If equal, the server 

authenticates the user. The server calculates NIDi = IDi ⊕ IPi , looks for NID∗
i
 

in its database, and extracts < NIDi, status, bi > . Then, the server selects a time 

Fig. 1  Registration phase of Ravanbakhsh et al. [30]
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stamp T4 and a random number rs , and computes SK = h(Ai||rs||rc||IPi||bi) , 
m = h(IPi||rc||rs||SK) , EA2 = EIPi

(IPi||rc||rs||T4) , RID�
i
= Exs

(IDsc||IDi||T4) , 
and m = h(IPi||rc||rs||SK) . It then sends the challenge message as:

  CHALLENGE {RID�
i
, T4,EA2}.

– Step 3. Once the user receives the challenge message, he checks its freshness, 
and if so, the smart card decrypts EA2 using IPi , and extracts (IP∗

i
, r∗

c
, r∗

s
, T4) . 

Next, it checks whether IP∗
i
= IPi and r∗

c
= rc or not. If so, the server is authenti-

cated, and the session key SK = h(Ai||rs||rc||IPi||bi) and m∗ = h(IPi||rc||rs||SK) 
are calculated. RIDi is also replaced by RID′

i
 . At the end, the user transmits the 

response message RESPONSE {m∗} to the server via a public channel.
– Step 4. Upon receiving the response message, the server checks whether 

m∗ = ?m , and if so, the server agrees with the user on the session key. Figure 2 

Fig. 2  Authentication phase of Ravanbakhsh et al. [30]
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depicts the authentication and key agreement phase of Ravanbakhsh et  al.’s 
scheme [30].

2.3  Cryptanalysis of Ravanbakhsh et al.’s scheme

In this section, we point out in two scenarios that Ravanbakhsh et al.’s scheme does 
not provide perfect forward secrecy. As mentioned above, perfect forward secrecy 
assures that the session keys will not be compromised in the case where the server’s 
secret key is compromised.

Scenario 1: If the adversary gets access to the server’s secret key, i.e., xs , he 
can obtain RIDi by decrypting RIDi (which has been sent on an insecure channel) 
with xs as Dxs

(RIDi) = (ID∗
sc
||ID∗

i
||T1) , and gets access to ID∗

sc
 and ID∗

i
 . The adver-

sary also has access to SID, which is the server’s public ID. So, he can calculate 
A∗
i
 as A∗

i
= h(SIDi||xs||IDsc||IDi) . Knowing A∗

i
 , the adversary can decrypt EAi , and 

obtain IPi and rc as DAi
(EAi) = (Ai||rc||T

�
2
||IPi) . Now, since the adversary knows 

ID∗
i
 and IPi , he can compute NIDi as NID∗

i
= IDi ⊕ IPi . Knowing NIDi , he can 

search it in the database, and get bi . Moreover, by knowing IPi , he can decrypt EA2 
as DIPi

(EA2) = (IP∗
i
||r∗

c
||r∗

s
||T4) , thus obtaining IP∗

i
 , r∗

c
 , r∗

s
 , T4 . So, all parameters 

included in session key SK = h(Ai||rs||rc||IPi||bi) are achievable by the adversary.
Scenario 2: Similar to the above scenario, the adversary can decrypt RIDi with 

xs , and gets access to ID∗
sc

 and ID∗
i
 . Knowing SID, he can calculate A∗

i
 , thus obtain-

ing IPi and rc by decrypting EAi with Ai . Knowing IPi , he is able to decrypt EA2 as 
DIPi

(EA2) = (IP∗
i
||r∗

c
||r∗

s
||T4) , thus obtaining IP∗

i
 , r∗

c
 , r∗

s
 , T4 . If the adversary obtains 

the smart card in some way (e.g., by finding the lost card or by stealing it), he can 
obtain bi . Now, he has all the parameters of the session key, and can compute SK.

3  The proposed scheme

In order to address the drawbacks of Ravanbakhsh et al.’s [30] schemes, we propose 
a secure and efficient ECC-based protocol for SIP in VoIP which has the registra-
tion, authentication and key agreement, and password update stages. Table 2 shows 
the notations used in the proposed scheme.

3.1  Registration phase

The server and the user perform the steps described below. The result will be a smart 
card issued by the server for the user.

– Step 1. The user chooses an identity IDi , a password PWi , and two random num-
bers ai and bi . Then, he computes MPWi = h(PWi||ai)⊕ PWi and sends (ai , bi , 
IDi and MPWi) to the server.

– Step 2. Upon receiving the parameters, the server calculates zi , wi and xwi as 
zi = Eqs

(IDi||bi||ai) , wi = zi ⊕MPWi , and xwi = h(zi||MPWi||IDi) . The server 
then stores (xwi,wi, bi, ai,Ek(.)∕Dk(.), h(.)) in the smart card, and transmits it to the 
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user via a secure channel. Figure 3 depicts the registration phase of the proposed 
scheme.

3.2  Authentication phase

– Step 1. The user inserts his smart card, and enters his ID∗
i
 and PW∗

i
 . Then, the smart 

card performs the following computations: 

Table 2  Notations used in the 
proposed scheme

Symbol Description

Ui User i
S The SIP Server
IDi Identity of Ui

PWi Password of Ui

qs A high-entropy secret key of S
P The base point of the elliptic curve
Qs = qs.P Server’s public key obtained from the secret key
ai, bi, r, t, y High-entropy random numbers
‖ Concatenation operation
⊕ Bitwise (XOR) operation
SK The shared one-time session key
T1,T2,T3,T4 The current time of user’s system/server’s system
Ek(.)∕Dk(.) The symmetric encryption/decryption with the key k
h(.) A secure one-way hash function
�T The maximum transmission delay

Fig. 3  Registration phase of the proposed scheme
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  The user then transmits a request message REQUEST{E1,R, T1} to the 
server through a public channel.

– Step 2. Once the server receives the request message, it first checks the fresh-
ness of the message by checking whether |T2 − T1| ≤ �T  , and if not so, it ter-
minates the session. Otherwise, the server creates key�

1
= R.qs . As mentioned 

above, key1 = r.Qs = r.qs.p . On the other hand, key1� = R.qs = r.qs.p . This 
means that key�

1
= key1 . To authenticate the message received from the user, 

the server performs the following steps: (i) The server first decrypts E1 with 
key′

1
 as Dkey�

1
(E1) = {z∗

i
||c∗

i
||T∗

1
||T∗} , and obtains parameters z∗

i
 and c∗

i
 . (ii) 

Then, having the secret key qs , the server decrypts z∗
i
 as z∗

i
= Eqs

(ID∗
i
||b∗

i
||a∗

i
) 

to obtain b∗
i
 and a∗

i
 , and compute c�

i
= a∗

i
⊕ b∗

i
 . (iii) If the computed c′

i
 from 

step (ii) equals to c∗
i
 obtained from decrypting E1 in step (i), the user is authen-

ticated. Next, the server performs the calculations stated below, and transmits 
a challenge message CHALENGE(E2, Y) to the user. 

– Step 3. Upon receiving the challenge message, the smart card computes 
key�

2
= R + T  . Since key�

2
= key2 , the smart card decrypts E2 with key′

2
 , 

and extracts (HID∗
i
, c∗

i
) . On the other hand, since the smart card contains 

bi, ai, IDi, T  , it can compute HIDi as HIDi = h(T||IDi||ai||bi) . It then checks 
whether HIDi = ?HID∗

i
 ; if not, it terminates the session. Otherwise, the server 

is authenticated. The smart card then selects a time stamp T3 , computes 
key3 = t.Y  , and calculates the session key SK as SK = h(IDi||key3||key2�||key1) . 
It then adds two ECC points Y and R to have X ( X = Y + R ), and encrypts X 
with key3 as E3 = Ekey3

(X, T3) . Finally, the message RESPONSE(E3, T3) is for-
warded to the server.

MPW∗
i
= h(PW∗

i
||ai)⊕ PW∗

i

Chooses r, t ∈ Zn

R = r.p

T = t.p

Selects a time stamp T1

key1 = r.Qs

ci = ai ⊕ bi

z∗
i
= wi ⊕MPW∗

i

xw∗
i
= h(z∗

i
||MPW∗

i
||ID∗

i
)

E1 = Ekey1
(z∗

i
||ci||T1||T)

Chooses y ∈ Zn

Y = y.p

key2 = R + T∗

HIDi = h(T∗||ID∗
i
||a∗

i
||b∗

i
)

E2 = Ekey2
(HIDi||c

∗
i
)
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– Step 4. Upon receiving the response message, the server first selects the time 
stamp T4 , and checks the freshness of the message by checking whether 
|T4 − T3| ≤ �T  . If so, it computes key�

3
= y.T  , and decrypts E3 with key′

3
 to obtain 

X∗, T∗
3
 . On the other hand, the server has Y and R, so it can calculate X = Y + R . 

To authenticate the user, the server checks whether X = ?X∗ , and if it holds, it 
creates the session key SK as SK = h(IDi||key

�
3
||key2||key

�
1
) . Figure  4 demon-

strates the authentication phase of the proposed scheme.

3.3  Password update phase

In this phase, the user can securely change his password, and choose a new one. The 
steps are as below:

– Step 1. The user insets the smart card, and enters his current identity and pass-
word as ID∗

i
 and PW∗

i
 . Then, MPW∗

i
= h(PW∗

i
||ai)⊕ PW∗

i
 is computed.

– Step 2. The smart card first computes z∗
i
 and xw∗

i
 as z∗

i
= wi ⊕MPW∗

i
 , and 

xw∗
i
= h(z∗

i
||MPW∗

i
||ID∗

i
 ), respectively, where wi has been previously stored in 

the smart card. Next, the smart card compares xw∗
i
 with xwi , and if equal, it veri-

fies that the smart card belongs to the user.
– Step 3. Now, the user enters his new password PW∗∗

i
 . Then, the following param-

eters are computed: 

 At the end, xw∗
i
 is replaced with xw∗∗

i
 in the smart card.

4  Security analysis

In this section, we first analyze the security of the proposed scheme informally by 
investigating its robustness against different attacks. Then, we prove the security of 
the proposed protocol formally by the Scyther tool.

4.1  Informal security analysis

4.1.1  Anonymity

To preserve the anonymity of the user, his identity IDi should not be exchanged 
in plain format. Moreover, if the adversary eavesdrops the REQUEST(E1,R, T1) , 
CHALENGE(E2, Y) or RESPONSE(E3, T3) messages, or if he finds/steals the smart 
card, and gets access to its stored information as (xwi,wi, bi, ai,Ek(.)∕Dk(.), h(.)) , 
it should not be possible for the attacker to acquire the user’s identity IDi . As 
expressed in Sect. 3.1:

MPW∗∗
i

= h(PW∗∗
i
||ai)⊕ PW∗∗

i

z∗∗
i

=wi ⊕MPW∗∗
i

xw∗∗
i

= h(z∗
i
||MPW∗∗

i
||ID∗

i
)
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Fig. 4  Authentication phase of the proposed scheme
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wi = zi ⊕MPWi

zi = Eqs
(IDi||bi||ai)

As shown above, the attacker should have access to the server’s secret key qs in 
order to decrypt zi , and obtain IDi . We have assumed that qs has been kept secret. So, 
the proposed scheme preserves the anonymity of the user.

4.1.2  Known‑key Secrecy

As mentioned above, the session key SK is SK = h(IDi||key3||key2||key1) , where 
key1 = R.qs , key2 = R + T∗ and key3 = t.Y  . r, t, and y are random numbers specifi-
cally generated for each session, and are different with the ones in previous sessions. 
So, in case of the session key being revealed, the attacker cannot compute the ses-
sion keys of other sessions.

4.1.3  Perfect forward secrecy

As mentioned earlier, perfect forward secrecy provision states that the attacker 
should not be able to retrieve the session key SK even if he acquires the user’s pass-
word PWi or the server’s secret key qs . In the proposed protocol, the session key 
is SK = h(IDi||key3||key2||key1) . So, the attacker cannot compute the session key, 
since only the user and the server know the values of key1 , key2 , and especially key3 . 
So, perfect forward secrecy is guaranteed.

4.1.4  Known‑session‑specific Temporary Information Attack

As mentioned in [30], resistance to this attack means if session random numbers 
ai, bi, r, t, y are unexpectedly disclosed to the attacker, he should not be able to 
retrieve the session key SK. In the proposed scheme, since the attacker cannot access 
the user’s password PWi and the server’s secret key qs , he cannot obtain the session 
key due to IDi being included in the session key SK. So, the proposed scheme is 
secure against known-session-specific temporary information attacks.

4.1.5  Stolen‑verifier attack

In the proposed protocol, since no parameters, including the user’s password or 
the server’s secret key, are stored in the database, the attacker cannot compute the 
session key even if he gets access to the database. Moreover, in case of the smart 
card being stolen or lost, the attacker cannot compute the session key SK, since it 
is dependant on the values of random numbers t, r, and y in SK, which are only in 
possession of the user and the server. So, the attacker cannot retrieve the verification 
information.

4.1.6  Offline password guessing attack

If the attacker can acquire the request, response, and challenge messages, he cannot 
obtain the user’s password PWi . Note that PWi has not been exchanged anywhere in 
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the protocol. Instead, at the registration phase, MPWi as MPWi = h(PWi||ai)⊕ PWi 
is calculated, and exchanged securely. Besides, PWi cannot be obtained from MPWi 
due to the characteristics of the hash function. So, the proposed scheme is secure 
against offline password guessing attacks.

4.1.7  Replay attack

Assume the attacker replays the old request message REQUEST(E1,R, T1) to the 
server. In the proposed scheme, the server can discover that this message is repeti-
tive and old in different ways: At first, the server verifies |T2 − T1| ≤ �T  , and if this 
condition is not true, the session terminates. Even if the attacker changes T1 with the 
current time T∗∗

1
 , and transmits {EAi,RIDi, T

∗∗
1
} to the server, the server decrypts E1 

with key1′ as Dkey1�
(E1) = (z∗

i
||c∗

i
||T∗

1
||T∗) , and compares T∗

1
 (obtained from decryp-

tion) with T∗∗
1

 . if not equal, the server understands that the timestamp has been 
altered. The same stands for RESPONSE(E3, T3) . So, the proposed scheme is secure 
against replay attacks.

4.1.8  Denning‑Sacco attack

This attack refers to obtaining a long-term (e.g., the user’s password or the session 
key), through an obtained old session key. In the proposed scheme, the session key 
SK = h(IDi||key3||key2||key1) , where key1 , key2 , and key3 are random numbers. So, 
if the attacker acquires the old session key, he cannot compute the user’s password 
or other session keys. Moreover, the proposed scheme is based on the elliptic curve 
discrete logarithm problem (ECDLP). So, the proposed scheme is robust against the 
Denning-Sacco attack.

4.1.9  User impersonation attack

To impersonate the user, the attacker has to create valid REQUEST message and 
forward it to the server. To do so, he needs to calculate c∗

i
 and T∗

1
 . To compute a valid 

c∗
i
 , the attacker should get access to the server’s secret key qs , and the random num-

ber r. However, these values are kept secret by the user and server. So, the attacker 
cannot impersonate the user for the server.

4.1.10  Server impersonation attack

To impersonate the server, the attacker should create and send a valid chal-
lenge message as CHALLENGE {E2, Y} to the user. To do so, he needs to cal-
culate E2 as E2 = Ekey2

(HIDi||c
∗
i
) . To calculate E2 , he needs to know HIDi as 

HIDi = h(T∗||ID∗
i
||a∗

i
||b∗

i
) , and to know HIDi , he should know ID∗

i
 . Finally, to know 

ID∗
i
 , he has to know to the server’s secret key qs as zi = Eqs

(IDi||bi||ai) , which is not 
accessible to the attacker due to being kept secret. Hence, the proposed scheme is 
secure against the server impersonation attack.
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4.1.11  Insider attack

As expressed in the registration phase in Sect. 3.1, the user does not transmit his 
password directly to the server. Instead, MPWi, IPi, ai, bi are sent in the registra-
tion request message. So, if an insider obtains these parameters from the registra-
tion request message, he cannot obtain PWi since MPWi = h(PWi||ai)⊕ PWi has 
been sent instead, from which, PWi cannot be acquired. Therefore, the proposed 
scheme resists the insider attacks.

4.2  Formal security analysis by Scyther tool

Scyther is a tool designed and extended to provide a means for formal analysis of 
the security protocols, and identification of their flaws and security requirements 
[32]. Scyther automatically analyzes the protocol, and investigates its behavior 
in regard to the potential attacks. Figure  5 demonstrates the Scyther output of 
the security analysis of the proposed scheme. The term Claim is used to specify 
security requirements Alive, Nisynch, weakagree, and secret. Alive ensures that an 
intended communication party R has executed some events. By Nisynch, we mean 
that the sender indeed has sent all sent messages, and the receiver has received 
all of them. claim(R; secret; rt) means that R claims that rt must be unknown to 
an adversary. Finally, weakagree ensures the robustness of the protocol against 
impersonation attacks. As demonstrated in Fig. 5, the proposed scheme can sat-
isfy all the security requirements mentioned above.

Fig. 5  Security analysis of the proposed scheme using Scyther
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5  Performance analysis

In this section, we present the results of the performance analysis of the proposed 
scheme. At first, we compare the performance of the proposed scheme with Far-
ash [6], Tu et al. [21], Zhang et al. [1], Jiang et al. [17], Nikooghadam et al. [28], 
and Ravanbakhsh et al. [30], considering various security features. Then, we com-
pute the computational complexity of the proposed scheme and compare it with the 
schemes mentioned above.

Table 3 demonstrates the analysis of security features for the proposed protocol in 
comparison with the recent related works. As can be seen, the proposed protocol is 
secure against all mentioned attacks, and can provide security requirements, includ-
ing as perfect forward secrecy and known-key secrecy. In other words, the proposed 
scheme provides a high security level, compared to the related protocols.

Table 4 depicts the notations used in the computational cost comparison. We uti-
lized the experimental results presented in [7, 33] to estimate the approximate exe-
cution timings. Specifically, the approximate execution timings of Thf , Tmu, Tad, Ten∕d 
are 0.0004 ms, 7.3529 ms, 0.009 ms, and 0.1303 ms, respectively. Regarding the 
user side of the proposed scheme, four scalar multiplication operations, three 
symmetric encryption operations, five hash function operations, and two point 
addition operations are required. So, the computational cost at the user side is 
4Tmu + 5Thf + 3Ten∕d + 2Tad . On the other hand, three scalar multiplication opera-
tions, three hash function operations, five symmetric encryption operations, and two 
point addition operations are required at the server side. So, the computational cost 
at the serve side is 3Tmu + 3Thf + 5Ten∕d + 2Tad . Table 5 and Fig. 6 demonstrate the 
computational time of the proposed scheme, as well as Farash [6], Tu et  al. [21], 

Table 3  Comparison of security 
features

F1 : provide user anonymity and un-traceability; F2 : resists privileged 
insider attack; F3 : resists Denning-Sacco attack; F4 : resists user 
impersonation attack; F5 : resists server impersonation attack; F6 : 
resists off/online password guessing attack; F7 : resists replay attack; 
F8 : resists session-specific temporary information attack; F9 : pro-
vides known-key secrecy; F10 : provides perfect forward secrecy; F11 : 
provides efficient password changing

Security 
features

[6] [21] [1] [17] [28] [30] Ours

F1 No No No Yes Yes Yes Yes
F2 Yes Yes Yes Yes Yes Yes Yes
F3 Yes Yes Yes Yes Yes Yes Yes
F4 No No Yes No Yes Yes Yes
F5 No No Yes No Yes Yes Yes
F6 Yes Yes Yes Yes Yes Yes Yes
F7 No No No Yes Yes Yes Yes
F8 Yes Yes No Yes Yes Yes Yes
F9 Yes Yes Yes Yes Yes Yes Yes
F10 Yes Yes Yes Yes No No Yes
F11 Yes No Yes Yes Yes Yes Yes
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Zhang et al. [1], Jiang et al. [17], Nikooghadam et al. [28], and Ravanbakhsh et al. 
[30]. The results prove that the proposed scheme has shown a comparable perfor-
mance with other ECC-based schemes. To be specific, the total computation time of 

Table 4  Notations used in the performance analysis of the proposed scheme

Symbol Description

Thf Time of performing a hash function operation
Ten∕d Time of performing symmetric encryption/decryption
Tmu Time of performing the scalar multiplication operation of elliptic curve
Tad Time of performing a point addition operation of elliptic curve

Fig. 6  Comparison of execution time in (milliseconds) between our proposed scheme and other schemes

Table 5  Computation cost comparison between the proposed protocol and related works

Scheme User’s computation Server’s computation Total computation Time (ms)

[6] 4Tmu + 5Thf + 1Tad 3Tmu + 5Thf 7Tmu + 10Thf + 1Tad 51.4833
[21] 4Tmu + 6Thf 4Tmu + 7Thf 8Tmu + 13Thf 58.8284
[1] 3Tmu + 5Thf 3Tmu + 6Thf 6Tmu + 11Thf 44.1218
[30] 12Thf + Ten∕d 5Thf + 6Ten∕d 17Thf + 7Ten∕d 0.9189
[17] 4Tmu + 6Thf + Tad 5Tmu + 6Thf + Tad 9Tmu + 12Thf + 2Tad 66.1989
[28] 5Thf + 2Ten∕d 3Thf + 5Ten∕d 8Thf + 7Ten∕d 0.9153
Ours 4Tmu + 5Thf + 3Ten∕d

+2Tad

3Tmu + 3Thf + 5Ten∕d
+2Tad

7Tmu + 8Thf + 8Ten∕d
+4Tad

52.5519
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the proposed protocol is 52.5519 ms, while it is 51.4833 ms for Farash [6], 58.8284 
ms for Tu et al. [21], and 66.1989 ms for Jiang et al. [17]. It should be noted that the 
total computation time of the proposed scheme and other ECC-based schemes [6, 
17, 21] is higher than non-ECC-based schemes, due to the high computation cost of 
point multiplication operation. However, as demonstrated in Table 3, the proposed 
scheme is resistant against almost all security threats, compared to other ECC-based 
and non-ECC-based methods.

To be brief, the proposed authentication and key agreement scheme outperforms 
the related protocols by achieving a delicate balance between the security and the 
performance, while showing a satisfiable computational performance and providing 
perfect forward secrecy.

6  Conclusion

In this article, we first analyzed Ravanbakhsh et al.’s authentication and key agree-
ment scheme proposed for SIP and showed that it could not provide the perfect for-
ward secrecy. We then present an ECC-based secure two-factor authentication and 
key agreement scheme for SIP. We formally analyzed the security of the proposed 
scheme and proved the robustness of the proposed scheme against various attacks, 
and its ability to provide various security features. We also demonstrated that the 
proposed scheme achieves a satisfying computational time compared to other ECC-
based schemes.
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