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Abstract
In mobile wireless broadcast networks, XML data is encrypted before it is sent 
over the broadcast channel in order to ensure the confidentiality of XML data. In 
these networks, mobile clients must not have access to all the XML data; rather they 
should have access to some parts of the XML data that are relevant to them and to 
which they are authorized to have access. In this paper, a new encrypted XML data 
stream structure is proposed which supports the confidentiality of XML data over 
the broadcast channel. In our proposed stream structure, the size of encrypted XML 
data stream is reduced by grouping the paths, XML nodes, texts, and attributes 
together. The proposed structure includes several indexes to skip from irrelevant 
data over the broadcast channel. The experimental results demonstrate that the use 
of our proposed stream structure efficiently disseminates XML data in mobile wire-
less broadcast networks in a secure manner and the indexes in our proposed stream 
structure improve the performance of XML query processing over the encrypted 
XML data stream.
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1 Introduction

XML [1] is a de facto standard language for data dissemination over the Inter-
net. Recently, many applications are using XML for data broadcasting in wire-
less broadcast environments such as traffic and travel information systems and 
weather information systems [2–5].

Data broadcasting in mobile wireless broadcast networks is an effective way 
to disseminate the data [6, 7]. Two issues, namely efficient access to the data and 
energy consumption of mobile devices in retrieving the data over the broadcast 
channel, are very important in this type of networks, because mobile devices have 
low battery power and limited processing resources [8, 9].

Generally, mobile devices work in two modes: the active mode and the doze 
mode [10, 11]. The active mode is when mobile devices are consuming the maxi-
mum amount of energy or battery power, while the doze mode is when they con-
sume the least amount of energy [12, 13].

In mobile wireless broadcast networks, XML data is disseminated in two 
modes: the on-demand mode and the push-based mode [2–5]. In the on-demand 
mode [14–19], mobile clients send their XML queries to a broadcast server 
through an uplink channel; then, the broadcast server receives XML queries and 
processes them based on their priorities. After the XML queries are processed 
and the XML query results are prepared, the broadcast server sends the XML 
query results in a downlink channel. In the push-based mode [20–24], mobile cli-
ents do not send XML queries to the broadcast server; rather the server broad-
casts the XML data through the broadcast channel and mobile clients listen to the 
broadcast channel and receive the required XML data. As no request is sent to the 
broadcast server for retrieving the XML data, this mode of data dissemination is 
thus more cost-effective than the on-demand mode in terms of energy consump-
tion in mobile devices. It should be noted that this paper proposes an efficient 
XML data stream structure to disseminate the XML data in a secure manner over 
a wireless broadcast channel in the push-based mode.

Actually, two different performance metrics are used for assessing the access 
performance to the data in a wireless broadcast stream, namely access time and 
tuning time. Access time refers to the period of time that mobile clients listen to 
the broadcast channel (i.e., send their requests) until they completely receive the 
required data from the broadcast channel. Therefore, it is used to measure the 
efficient access to mobile wireless broadcast channels. Tuning time refers to the 
period of time that mobile clients are in the active mode in order to retrieve the 
desired data from the broadcast channel and it is thus used to measure the energy 
consumption of mobile devices for downloading the data over the broadcast chan-
nel [25, 26].

Figure 1 shows the XML data dissemination over a mobile wireless broadcast 
network in the push-based mode. As shown in Fig. 1, the broadcast server first 
retrieves the XML data from the XML data repository and then parses it using 
an XML parser. The broadcast server then converts the parsed XML document 
into an XML data stream via the stream generation algorithm. Next, the server 
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broadcasts the XML data stream over a wireless broadcast channel. Suppose that 
the mobile client c wants to receive the XML data En. The period of time that the 
mobile client c listens to the broadcast channel until the XML data is received 
completely is referred to as the access time, which is equal to the time t4. The 
period of time that the mobile client c is in the active mode (i.e., when the XML 
data is being received) determines the tuning time, which is the sum of times 
t1 + t2 + t3. In fact, the times which the mobile client c does not retrieve the data 
from the broadcast channel and it is waiting for the desired data, it is in the doze 
mode and its energy consumption reduces significantly.

In mobile wireless broadcast networks, the XML data is encrypted before it is 
sent over the broadcast channel in order to ensure the confidentiality of XML data 
[27]. In addition, in these networks, mobile clients must not have access to all the 
XML data; rather they should have access to some parts of the XML data that are 
relevant to them and to which they are authorized to have access [28–36]. A variety 
of indexing methods have recently been proposed for XML data broadcast in mobile 
wireless broadcast networks [20–24]. Although these indexing methods can process 
XML queries efficiently over a mobile wireless broadcast channel in terms of access 
time and tuning time, but they do not guarantee the confidentiality of XML data 
over a broadcast channel.

In the literature, the only stream structure that can broadcast the encrypted XML 
data over a mobile wireless broadcast channel is SecNode proposed by Fathi et al. 
[37, 38]. The SecNode structure uses the KeyID field (to encrypt/decrypt the XML 
nodes), the Min(NCS) field (to jump to the desired XML nodes over the encrypted 
XML data stream), the Min(NIS) field (to skip from the irrelevant data over the 
encrypted XML data stream), and the preorder field and the postorder field (to label 
the XML nodes in order to process the twig pattern XML queries over the encrypted 
XML stream).

Fig. 1  Mobile wireless broadcast network architecture for XML data broadcast [22]
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The goal of this paper is to propose a stream structure to disseminate the encrypted 
XML data over a mobile wireless broadcast channel which contains several indexes to 
skip the irrelevant data during the process of XML queries over the broadcast chan-
nel. The proposed stream structure efficiently disseminates XML data over a mobile 
wireless broadcast channel in a secure manner and the indexes in our proposed stream 
structure improve the performance of XML query processing over the encrypted XML 
data stream in terms of access time and tuning time. Hence, the main contributions of 
this paper are summarized as follows:

• We define a new encrypted XML data stream structure to selectively access the 
XML data over a mobile wireless broadcast channel. This proposed stream struc-
ture improves the performance of XML querying in terms of access time and tuning 
time by applying several indexes to skip from the irrelevant data over the encrypted 
XML data stream. The proposed stream structure also reduces the length of the 
encrypted XML data stream by grouping the paths, XML nodes, texts, and attrib-
utes together.

• We explain how to process the different types of XML queries over the encrypted 
XML data stream efficiently in terms of access time and tuning time. The proposed 
stream structure contains three segments, namely “Index Segment,” “Data Seg-
ment,” and “Text & Attribute Segment.” These segments contain the information 
about the equivalent XML nodes and their child and sibling nodes, the structural 
information of equivalent XML nodes, the text and attributes values for each equiv-
alent XML node, respectively. The mobile clients can efficiently process the simple 
path XML queries as well as the twig pattern XML queries using the information of 
these three segments.

• We evaluate the performance of our proposed stream structure in processing the 
different types of XML queries by performing several experiments using the differ-
ent XML data sets. Our proposed structure is compared with the SecNode structure 
proposed by [37, 38] since the SecNode structure is the only structure that broad-
casts an encrypted XML data stream over a mobile wireless broadcast channel.

The rest of this paper is organized as follows: In Sect. 2, the existing research works 
on the XML data dissemination and secure XML data broadcast in mobile wireless 
broadcast channels are reviewed. In Sect. 3, the process of generating an encrypted 
XML data stream based on our proposed structure is explained. In Sect. 4, the pro-
cess of XML querying over the encrypted XML data stream is described. In Sect. 5, 
the experimental results in processing the different types of XML queries over the 
encrypted XML data stream are presented. Finally, in Sect. 6, the paper is concluded 
with a conclusion and discussion of future works.

2  Related works

In this section, we first review different ways of XML data broadcast in mobile wire-
less broadcast networks and then explain different methods for secure XML data 
broadcasting.
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2.1  XML data broadcast in mobile wireless broadcast networks

The first indexing method for XML data broadcast in mobile wireless broadcast net-
works has been proposed in [24]. A structure called S-Node has been introduced 
in [24] for XML data broadcast and process the simple path XML queries. Three 
indexing methods called OSA,1 TSA,2 and SPA3 have been introduced for the pro-
posed structure. In the OSA indexing method, each S-Node contains the address 
of the next sibling node in the XML data stream, which indicates the time interval 
between the current S-Node and the next sibling S-Node over the broadcast chan-
nel which has been delivered. This address is suitable for mobile clients in order 
to jump from the current S-Node into the next sibling S-Node when the current 
S-Node has no child node, while the next query node does not exist or the S-Node 
is not the query result. The OSA indexing method can reduce the energy consumed 
by mobile devices to retrieve the XML data from the broadcast channel. The TSA 
indexing method uses two different addresses in addition to having the fields of the 
OSA method. In the TSA indexing method, each S-Node may contain the address of 
the nearest sibling node with the same tag name for that which is called same-tag-
address, as well as the address of the nearest sibling node with a different tag name 
which is called different-tag-address. The TSA indexing method uses two additional 
fields (i.e., same-tag-address and different-tag-address) to process the simple path 
XML queries. Therefore, it is more efficient than the OSA indexing method. The 
SPA indexing method contains another additional field called same-path-address, 
which refers to the nearest cousin/sibling node with the same path name. Using the 
SPA indexing method, a chain of S-Node containing the same-path-address for the 
XML data stream is constructed, which can contribute to more effective search on 
the XML data stream. Although the three OSA, TSA, and SPA indexing methods 
can significantly process the simple XML queries, they contain replicated XML 
node names in the XML data stream, which increase the XML data stream size 
and access time; moreover, these indexing methods cannot process the twig pattern 
XML queries.

An indexing method based on the path summarization technique [39–41] called 
PS4 has been proposed in [20]. This method eliminates redundant node names in the 
XML data stream and thus reduces the XML data stream size and access time, but 
this indexing method cannot process the twig pattern XML queries.

A new structure called DIX has been proposed in [21] for XML data broad-
cast in mobile wireless broadcast networks. The DIX structure contains CL5 
field (the address of the nearest DIX node with the same depth and root-to-node 
path), FL6 field (the address of the nearest DIX node with the same depth but 

1 One-Sibling-Address.
2 Two-Sibling-Addresses.
3 Same-Path-Address.
4 Path Summary.
5 Clone node Link.
6 Foreign node Link.
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different root-to-node path), and LPI7 field (the root-to-node path). Using the LPI 
field, mobile clients can start process the XML querying over the XML data stream 
at any time without the need to wait for the next broadcast cycle starts. The CL 
index is used to jump forward to the next candidate node which may be the result 
of the XML query, while the FL index is used to ignore the irrelevant parts of the 
XML data stream. A cluster-based technique called C-DIX has also been proposed 
in [21]. If the nodes with the same features in the XML data stream are clustered, 
mobile clients can retrieve the XML data via access to a more limited parts in the 
XML data stream, meaning that the access time and the tuning time are reduced. 
Based on these observations, a clustering indexing method based on the depth of the 
XML nodes was proposed. In the C-DIX indexing method, similar XML nodes are 
clustered in the parts called CR,8 which can have access from the current depth to 
the next depth via a field called Next Depth Pointer.

In [23], an indexing method called PS + Pre/Post has been proposed. This index-
ing method is actually a combination of the path summary technique [39–41] and 
the pre/post labeling scheme [42–45]. As this indexing method makes the use of the 
path summary technique, it can improve the access time and tuning time by elimi-
nating the similar node names. It also uses the pre/post labeling scheme to label the 
XML nodes in order to process the twig pattern XML queries over the XML data 
stream.

In [22], a new technique called lineage encoding has been proposed to process the 
twig pattern XML queries over a broadcast channel. The proposed technique uses 
the two types of lineage encoding called lineage vertical (V) code and horizontal (H) 
lineage code. The lineage coding presents the parent–child relationships between 
XML nodes as a sequence of bit strings called lineage code (V, H). This lineage 
code is an effective and lightweight technique that supports the process of twig pat-
tern XML queries over the XML data stream.

2.2  Secure XML data broadcast

In [46], a standard has been proposed for XML data encryption by World Wide Web 
Consortium [47]. According to this standard, the encrypted data retains the mean-
ing and syntax of XML and adds only an element with an encrypted string called 
EncryptedData. This element has four sub-elements called EncryptionMethod, 
KeyInfo, CipherData, and EncryptionProperties. The EncryptionMethod represents 
an algorithm and the parameters used to encrypt/decrypt the XML data. The Key-
Info represents a key used for encryption/decryption (not including the key value). 
The CipherData has a CipherValue as the sub-element, and the CipherValue repre-
sents an encrypted string generated by encrypting the element name and body. The 
EncryptionProperties represents the additional information related to the Encrypted-
Data element.

8 Clustering Region.

7 Location Path Information.
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In [48], a new method called XFlat has been proposed to broadcast an encrypted 
XML view over the Internet. In the XFlat method, the XML tree is first decomposed 
into a set of XML sub-trees based on the accessibility of XML nodes. The sub-trees 
include a set of XML nodes with the same accessibility. The XFlat method then 
encrypts each tree individually and stores it in the last view of transmitted XML. In 
order to process the XML query over the encrypted XML views, the XFlat method 
uses the flat structure under the XML view to accelerate the processing of XML 
query.

In [49], a query-aware decryption method has been proposed for processing the 
XML queries against the encrypted XML data. To decrypt a part of the encrypted 
XML data which may contain the XML query results, an encrypted XML index is 
transmitted along with the encrypted XML data on the Internet. The index informa-
tion determines the location of the XML query results in the XML data, and there-
fore, this prevents the unnecessary decryption during the process of XML querying.

Although these methods broadcast XML data securely over the Internet, they can-
not be used for XML data broadcast in mobile wireless broadcast networks, because 
these methods consider efficiency and scalability, while the main concern in mobile 
wireless broadcast networks is the effective access to data stream over a broadcast 
channel and the reduction of energy consumption in mobile devices to retrieve data 
over a broadcast channel.

In [37, 38], an indexing method has been proposed to broadcast the encrypted 
XML data over a mobile wireless broadcast channel. In [37, 38], a structure called 
SecNode, which is actually an extension of the DIX structure proposed in [21], has 
been provided. The SecNode structure uses the KeyID field (to encrypt/decrypt 
the XML nodes), the Min(NCS) field (to jump to the desired XML nodes over the 
encrypted XML data stream), the Min(NIS) field (to skip from the irrelevant data 
over the encrypted XML data stream), and the preorder field and the postorder field 
(to label the XML nodes in order to process the twig pattern XML queries over 
the encrypted XML stream). In [37, 38], an authorization code (AC) has also been 
defined which authorizes different users in order to have access to the XML nodes. 
The proposed indexing method not only processes the simple path XML query, it 
can also process the twig pattern XML queries.

3  The proposed encrypted XML data stream structure

The XML document shown in Fig. 2 is used to explain our proposed stream struc-
ture. Figure 3 shows the tree structure of the XML document shown in Fig. 2. As 
shown Fig. 3, each XML node is assigned with two rectangles where the left and 
right rectangles represent the accessibility of an XML node to mobile clients of the 
groups g1 and g2, respectively. In Fig. 3, the gray rectangles represent accessibility 
of the XML nodes to mobile clients of the different groups, while the white rectan-
gles represent non-accessibility of the XML nodes to mobile clients of the different 
groups. For example, the root node “SigmodRecord” is accessible to mobile clients 
of the group g1 and g2.
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In order to generate an encrypted XML data stream based on our proposed 
structure, the paths, XML nodes, texts, and attributes are grouped together. In the 
following, we explain how to group the paths, XML nodes, texts, and attributes.

Definition 1 The root-to-node path of XML node e refers to a sequence of node 
names from the root node to the node e.

For example, in Fig.  3, the root-to-node path of the XML node “title” is “/
SigmodRecord/issue/articles/article/title.”

In our proposed stream structure, the paths are summarized and separated 
based on the Definition 1. Figure  4 shows a tree generated based on the path 

Fig. 2  An example of the XML document
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summarization and separation concept. By summarizing and separating the paths, 
the size of encrypted XML data stream can be reduced.

In our proposed stream structure, all the XML nodes in the XML tree are 
labeled based on the pre/post labeling scheme [42–45]. In this XML labeling 
scheme, each XML node is labeled by the three values which are the preorder, 
postorder, and depth. These values are required for processing the twig pat-
tern XML queries over the broadcast channel. This process will be explained in 
Sect. 4. Figure 3 shows the tree structure of the XML document shown in Fig. 2 
when it is labeled by the pre/post labeling scheme.

Definition 2 Assume that U = {u1, u2,…, un} is a set of users (or mobile clients) 
and UG = {g1, g2,…, gm} is a set of user groups. We assume that M: U → UG is a 
function that maps a user in U into a group in UG. The accessibility code (AC) of 
XML node e in the XML tree is defined by  ACe = a1a2… am where:

∀1 ≤ i ≤ m ai =

{
1, if the ith user group in UG, gi, has access to the XML node e

0, otherwise

Fig. 3  The tree structure of an XML document with the accessibility and labeling of the XML nodes
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For example, in Fig. 3, the root node “SigmodRecord” is accessible to mobile 
clients of the user groups g1 and g2; therefore, its accessibility code will be: 
 ACSigmodRecord = 11.

After labeling the XML nodes by the pre/post labeling scheme, the accessibil-
ity code (AC) for each XML node is calculated using the Definition 2.

Definition 3 The XML nodes are equivalent if they have the same root-to-node 
path.

For example, all the XML nodes with the node name “author” in Fig. 3 have 
the same root-to-node path (i.e., “/SigmodRecord/issue/articles/article/authors/
author”). Therefore, these XML nodes are equivalent XML nodes.

In our proposed stream structure, the equivalent XML nodes are grouped 
together. By grouping the equivalent XML nodes, the size of encrypted XML 
data stream can be reduced.

After calculating the accessibility code (AC) of each XML node in the XML 
tree, the accessibility code (AC) of the equivalent XML nodes grouped together 
must be calculated.

Fig. 4  The tree generated based on the path summarization and separation concept
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Definition 4 The accessibility code (AC) of equivalent XML nodes grouped 
together with the node name e is defined by  ACe = ACe1 OR  ACe2 OR … OR  ACek 
where OR is the OR-bit operator, ∀ 1 ≤ i ≤ k, ei is an XML node in the XML tree, 
and ∀ 1 ≤ i, j ≤ k, ei and ej are the equivalent XML nodes.

It should be noted that the OR-bit operator is applied on all the accessibil-
ity codes (ACs) of equivalent XML nodes to determine whether each equivalent 
XML nodes is accessible to mobile clients of a user group or not.

For example, as shown in Fig.  3, the set of equivalent XML nodes with the 
node name “author” is the XML nodes with the preorder 9, 10, 20, 21, and 27. 
The accessibility codes (ACs) of these equivalent XML nodes are 01, 11, 10, 10, 
and 11, respectively. Therefore,  ACAuthor = 01 OR 11 OR 10 OR 10 OR 11 = 11.

Definition 5 Assume that E = {e1, e2, …, ek} is the set of equivalent XML nodes 
with the node name e ordered by preorder sequence and ∀ 1 ≤ i ≤ k, the accessibility 
code (AC) of equivalent XML node ei is  ACei = ai1ai2… aim where ∀ 1 ≤ j ≤ m, aij can 
be 0 or 1 which determines the accessibility of mobile clients of the jth user group 
to the equivalent XML node  ei. ∀ 1 ≤ i ≤ k and 1 ≤ j ≤ m, the accessibility code of 
equivalent XML nodes with the node name e for mobile clients of the jth user group 
is defined by  ACe,j = a1j | a2j | … | akj where | is the concatenation operator.

It should be noted that  ACe,j specifies that which of the equivalent XML nodes 
with the node name e are accessible/inaccessible to users of the jth user group.

For example, as shown in Fig.  3, the set of equivalent XML nodes with the 
node name “author” is the XML nodes with the preorder 9, 10, 20, 21, and 27. 
The accessibility codes (ACs) of these equivalent XML nodes are 01, 11, 10, 
10, and 11, respectively. Therefore,  ACauthor,g1 = 0 | 1 | 1 | 1 | 1 = 01111 (mean-
ing that the first equivalent XML node is only inaccessible to mobile clients of 
the user group “g1” from 5 equivalent XML nodes with the node name “author”) 
and  ACauthor, g2 = 1 | 1 | 0 | 0 |1 = 11001 (meaning that the third and fourth equiva-
lent XML nodes are inaccessible to mobile clients of the user group “g2” from 5 
equivalent XML nodes with the node name “author”).

Generally, XML nodes in an XML document may have a text and some 
attributes. Each text has a value, and each attribute has a name and a value. By 
grouping the texts and attributes, the size of encrypted XML data stream can be 
reduced.

In our proposed stream structure, all the text values and attributes along with 
their names and values are extracted and grouped together. Figure  3 shows the 
attributes names of the XML document shown in Fig.  2 after extracting them. 
They are placed in the black rectangles.

Generally, our proposed stream structure contains three segments as follows:

• Index Segment: This segment contains information about the equivalent XML 
nodes and their child and sibling nodes.
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• Data Segment: This segment contains the structural information of equivalent 
XML nodes. It should be noted that the text and attributes in the text & attribute 
segment can be accessible via the information existing in this segment.

• Text & Attribute Segment: This segment contains the text and attributes values 
for each equivalent XML node.

The index segment contains the fields shown in Table 1 for each set of equivalent 
XML nodes grouped together.

The field  ACe contains a set of accessibility codes for the equivalent XML 
nodes with the node name e. The field NXT-ADDe is the address of next set of 
equivalent XML nodes in the index segment. This field is used to skip from the 
irrelevant data in the index segment when the mobile client does not access to 
the current set of equivalent XML nodes. The field  KeyIDe specifies the cryp-
tography key identifier. It is used in the process of encryption/decryption of the 
equivalent XML nodes with the node name e. The fields  LENe and  NENe are the 
length and the name of equivalent XML nodes with the node name e, respec-
tively. The field  Depthe is the depth of equivalent XML nodes with the node name 
e. Table  2 shows the root-to-node paths, the equivalent XML node names, the 
length of equivalent XML nodes, and the depth of equivalent XML nodes of the 
XML document shown in Fig. 2. The field  ADDe specifies the arrival time of the 

Table 1  Structure of index segment

Field Description

ACe The set of accessibility codes for the equivalent XML nodes with the node name e
NXT-ADDe The address of a set of equivalent XML nodes in the index segment. This set of the 

equivalent XML nodes is the next of the equivalent XML nodes with the node 
name e

KeyIDe The cryptography key identifier for encryption/decryption of the equivalent XML 
nodes with the node name e

LENe The length of equivalent XML nodes with the node name e
NENe The name of equivalent XML nodes with the node name e
Depthe The depth of equivalent XML nodes with the node name e
ADDe The address of the first bit of information for the set of equivalent XML nodes with 

the node name e in the data segment
Flags

  HAS-Childe The set of equivalent XML nodes with the node name e has child node or not?
  HAS-Siblinge The set of equivalent XML nodes with the node name e has sibling node or not?

COUNT-Childe The total number of child nodes of the equivalent XML nodes with the node name e 
in the index segment

ADD-Childe The set of addresses of child nodes for the equivalent XML nodes with the node 
name e in the index segment

COUNT-Siblinge The total number of sibling nodes of the equivalent XML nodes with the node name 
e in the index segment

ADD-Siblinge The set of addresses of sibling nodes for the equivalent XML nodes with the node 
name e in the index segment



7159

1 3

An efficient stream structure for broadcasting the encrypted…

first bit of information for the set of equivalent XML node with the node name e 
in the data segment. In the index segment, there are two flags called HAS-Childe 
and HAS-Siblinge which can have values 0 or 1. A value of 0 means that the 
equivalent XML nodes with the node name e have no child or sibling node, while 
a value of 1 means that the equivalent XML nodes with the node name e have at 
least one child or a sibling node. If the field HAS-Childe has the zero value, the 
two fields COUNT-Childe and ADD-Childe are deleted from the index segment. 
If the field HAS-Siblinge has the zero value, the two fields COUNT-Siblinge and 
ADD-Siblinge are deleted from the index segment. The fields COUNT-Childe and 
COUNT-Siblinge specify the total number of child nodes and sibling nodes for 
the equivalent XML nodes with the name e in the index segment, respectively. 
The fields ADD-Childe and ADD-Siblinge specify the arrival times of the set of 
child nodes and sibling nodes for the equivalent XML nodes with the node name 
e in the index segment, respectively.

Definition 6 Suppose that A = {a1, a2, …, ap} is a set of child nodes for the equiva-
lent XML nodes with the node name e and  ACa = {ACa1

 , ACa2
 , …, ACap

 } is a set of 
accessibility codes of the child nodes and  ADDa = {ADDa1

 , ADDa2
 , …, ADDap

 } is a 
set of addresses (i.e., the arrival times) of the child nodes in the index segment. The 
set of addresses of child nodes for the equivalent XML nodes with the node name e 
is defined as follows:

ADD-Childe =
{
∀1 ≤ i ≤ p, (ACai

, ADDai
)|ACai

≠ 0m(m occurrences of 0)
}

Table 2  Root-to-node paths and their properties for the XML document shown in Fig. 2

Number Root-to-node path Equivalent 
XML node 
name

Length of 
equivalent XML 
node

Depth of 
equivalent 
XML node

1 /SigmodRecord SigmodRecord 12 1
2 /SigmodRecord/issue issue 5 2
3 /SigmodRecord/issue/volume volume 6 3
4 /SigmodRecord/issue/number number 6 3
5 /SigmodRecord/issue/articles articles 8 3
6 /SigmodRecord/issue/articles/article article 7 4
7 /SigmodRecord/issue/articles/article/title title 5 5
8 /SigmodRecord/issue/articles/article/

authors
authors 7 5

9 /SigmodRecord/issue/articles/article/
initPage

initPage 8 5

10 /SigmodRecord/issue/articles/article/
endPage

endPage 7 5

11 /SigmodRecord/issue/articles/article/
authors/author

author 6 6
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where m represents the total number of user groups UG and a pair of ( ACai
, ADDai

 ) 
is ordered in an ascending order based on the arrival times of child nodes in the 
index segment.

Definition 7 Suppose that A = {a1, a2, …, ap} is a set of sibling nodes for the equiv-
alent XML nodes with the node name e and  ACa = {ACa1

 , ACa2
 , …, ACap

 } is a set of 
accessibility codes of the sibling nodes and  ADDa = {ADDa1

 , ADDa2
 , …, ADDap

 } is 
a set of addresses (i.e., the arrival times) of the sibling nodes in the index segment. 
The set of addresses of sibling nodes for the equivalent XML nodes with the node 
name e is defined as follows:

where m represents the total number of user groups UG and a pair of ( ACai
, ADDai

 ) 
is ordered in an ascending order based on the arrival times of sibling nodes in the 
index segment.

ADD-Siblinge =
{
∀1 ≤ i ≤ p, (ACai

, ADDai
)|ACai

≠ 0m(m occurrences of 0)
}

Table 3  Structure of data segment

Field Description

COUNTe The total number of equivalent XML nodes with the node name e
PRE-ARR e An array of the preorder values for the equivalent XML nodes with the node name e
POST-ARR e An array of the postorder values for the equivalent XML nodes with the node name e
Flags

  HAS-Texte The set of equivalent XML nodes with the node name e has text or not?
  Text-Keye If the set of equivalent XML nodes with the node name e has text, the code of 0 or 1 

is built for each of them to determine whether it has text or not
  HAS-Attributee The set of equivalent XML nodes with the node name e has attribute or not?
  COUNT-ATT e The total number of attributes for the equivalent XML nodes with the node name e

ATT-Infoe If the set of equivalent XML nodes with the node name e has attribute(s), a table is 
created for them (see Table 4)

TXT-ATT-ADDe The address of the first bit of information about the text and/or attribute in the text 
& attribute segment in the case that the set of equivalent XML nodes with the 
node name e has at least a text or attribute

Table 4  Structure of the field 
ATT-Info in the data segment

Field Description

LANATT The length of attribute ATT 
NANATT The name of attribute ATT 
KANATT The key of attribute ATT . If the set of equivalent 

XML nodes with the node name e has the attribute 
ATT , the code of 0 or 1 is built for each of them 
to determine to determine whether it has attribute 
ATT  or not
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The second segment in our proposed stream structure is the data segment. This 
segment includes fields shown in Table 3 for each set of equivalent XML nodes 
with the node name e. It should be noted that if there is at least an attribute ATT  
for one of the equivalent XML nodes with the node name e, the attribute ATT  
contains the fields shown in Table 4.

The third segment in our proposed stream structure is the text & attributes seg-
ment. This segment includes fields shown in Table  5 for each equivalent XML 
node.

In general, it may be possible that some equivalent XML nodes have text and 
attributes.

Definition 8 Assume that E = {e1, e2, …, ek} is the set of equivalent XML nodes 
with the node name e ordered by preorder sequence and ∃ 1 ≤ i ≤ k, the equivalent 
XML node ei has text. Therefore, each text of equivalent XML node ei has the fol-
lowing fields in the field TXT-ARR e:

• TXT-Value-Lengthei : The length of text value in the equivalent XML node ei.
• TXT-Valueei : The value of text in the equivalent XML node ei.

Definition 9 Assume that E = {e1, e2, …, ek} is the set of equivalent XML nodes 
with the node name e ordered by preorder sequence and ∃ 1 ≤ i ≤ k, the equivalent 
XML node ei has m attributes. Therefore, ∀ 1 ≤ j ≤ m, the jth attribute of the equiva-
lent XML node ei has the following fields in the field ATT-ARR e:

• ATT-Value-Lengthei,j : The length of jth attribute value in the equivalent XML 
node ei.

• ATT-Valueei,j : The value of jth attribute in the equivalent XML node ei.

4  XML query processing based on our proposed XML data stream 
structure

In this section, the process of XML querying over a broadcast channel based on 
our proposed stream structure is explained.

Table 5  Structure of text and 
attributes segment

Field Description

TXT-ARR e An array of text values 
for the equivalent XML 
nodes with the node 
name e

ATT-ARR e An array of attribute 
values for the equivalent 
XML nodes with the 
node name e
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4.1  The process of simple path XML queries

Generally, a simple path XML query is defined in the form of “/e1/e2/…/en 
[text() = “…”],” whereas ∀1 ≤ k ≤ n , ek is an XML node name. However, the part 
of “[text() = “…”]” is optional in the general form of simple path XML query. In 
order to process a simple path XML query over a broadcast channel based on our 
proposed stream structure, the following steps are taken by the mobile client u:

Step 1 When the mobile client u sends the simple path XML query Q in the form 
of “e1/e2/…/en” over a broadcast channel, the accessibility of the mobile client u to 
access a set of the equivalent XML nodes is checked by the field AC in the index 
segment. In the case that the mobile client u does not access to a set of the equiva-
lent XML nodes, the next set of equivalent XML nodes is checked. The field NXT-
ADD is used by the mobile client u to skip from the irrelevant data in the index 
segment. This process is continued until the mobile client u reaches to a set of acces-
sible equivalent XML nodes. Then, the mobile client u decrypts the information of 
the equivalent XML nodes using the field KeyID.

Step 2 If the name of equivalent XML nodes with the node name e (i.e.,  NENe) 
is equal to the last node of the simple path XML query (i.e., en ) and the depth of 
the equivalent XML nodes with the node name e (i.e.,  Depthe) is equal to the depth 
of simple path XML query (i.e., n), the result of simple path XML query Q is the 
set of equivalent XML nodes with the node name e. Therefore, the field ADD of 
the equivalent XML nodes with the node name e (i.e.,  ADDe) is read to obtain the 
arrival time of information of these equivalent nodes in the data segment. In the 
case that the depth of equivalent XML nodes with the node name e (i.e.,  Depthe) is 
not equal to the depth of simple path XML query Q (i.e., n), the set of addresses of 
child nodes of the equivalent XML nodes with the node name e must be checked 
(i.e., ADD-Childe) to obtain the arrival times of the child nodes in the index seg-
ment. In the case that the name of equivalent XML nodes with the node name e (i.e., 
 NENe) is different from the last node of the simple path XML query Q (i.e., en ), 
but their depths are the same, the set of addresses of sibling nodes of the equivalent 
XML nodes with the node name e must be checked (i.e., ADD-Siblinge) to obtain 
the arrival times of sibling nodes in the index segment.

Step 3 When the mobile client u obtains the arrival time of the first bit of infor-
mation for the set of equivalent XML nodes with the node name e (i.e.,  ADDe) in 
the data segment, the mobile client u goes into the doze mode until the related data 
arrives over the broadcast channel. When the data arrives over the broadcast chan-
nel, the mobile client u is activated to retrieve the data. In the case that the equiva-
lent XML nodes with the node name e have the text and/or attribute(s) and the sim-
ple path XML query needs to retrieve the information of text and/or attribute(s), the 
mobile client u can obtain the arrival time of the first bit of information in the text & 
attribute segment using the field TXT-ATT-ADDe.

Example 1 Assume that the mobile client u from the user group g2 submits the 
simple path XML query Q = “/SigmodRecord/issue/volume” over the broadcast 
channel. Therefore, the accessibility of mobile client u to access the first set of the 
equivalent XML nodes with the node name “SigmodRecord” is checked by the field 
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ACSigmodRecord in the index segment. Since the mobile client u has access to the set 
of equivalent XML nodes with the node name “SigmodRecord,” the mobile cli-
ent u decrypts the information of this set of equivalent XML nodes using the field 
KeyIDSigmodRecord . Since the name of equivalent XML node “SigmodRecord” is dif-
ferent from the last node of simple path XML query Q (i.e., “volume”), the mobile 
client u has to wait for the next set of equivalent XML nodes. This process is con-
tinued until the set of equivalent XML nodes with the node name “volume” receives 
over the broadcast channel. Then, the mobile client u checks its accessibility to this 
set of equivalent XML nodes with the field ACvolume. Since the mobile client u has 
access to a subset of the equivalent XML nodes with the node name “volume,” the 
mobile client u decrypts the information of this set of equivalent XML nodes using 
the field KeyIDvolume . Next, the mobile client u obtains the arrival time of the first 
bit of information for the equivalent XML nodes with the node name “volume” (i.e., 
 ADDvolume) in the data segment. Therefore, the mobile client u goes into the doze 
mode until the related data arrives over the broadcast channel. When the data arrives 
over the broadcast channel, the mobile client u is activated to retrieve the data. These 
equivalent XML nodes (i.e., XML nodes with the preorder 3 and 14) are candidates 
to be the result of the simple path XML query Q. Based on the accessibility of the 
mobile client u which is shown in Fig.  3, the mobile client u has access only to 
the XML node with the preorder 3. Therefore, this XML node is retrieved from the 
broadcast channel as the result of simple path XML query Q.

4.2  The process of twig pattern XML queries

In general, the twig pattern XML queries are divided into two categories:

• The twig pattern XML queries having a predicate condition at the end of 
XPath expression. This type of twig pattern XML queries is defined in the 
form of “/e1/e2/…/en−i [en−i +1/…/en/text() = “…”],” whereas ∀1 ≤ k ≤ n , ek is 
an XML node name.

• The twig pattern XML queries having a predicate condition at the mid-
dle of XPath expression. This type of twig pattern XML queries is defined 
in the form of “/e1/e2/…/ei−1 [ei/…/ei+p/text() = “…”]/ei+p+1/…/en/,” whereas 
∀1 ≤ k ≤ n , ek is an XML node name.

In order to process the twig pattern XML queries in the form of “/e1/e2/…/en−i 
[en−i+1/…/en/text() = “…”],” the twig pattern XML query is divided into two sim-
ple path XML queries Q1 = “/e1/e2/…/en−i” and Q2 = “e1/e2/…/en[text() = “…”].” 
These two simple path XML queries can be processed by following the steps 
explained in the previous section. After downloading the results of the simple 
path XML queries Q1 and Q2, the mobile clients use the preorder, postorder, 
and depth values of the XML nodes in the query results to find the results set of 
the twig pattern XML query. This process is done by exploiting the following 
properties:
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Property 1 An XML node α labeled by (preorderα, postorderα, depthα) is the 
ancestor of XML node β labeled by (preorderβ, postorderβ, depthβ) if and only if 
preorderα< preorderβ and postorderα> postorderβ.

For example in Fig. 3, the XML node “issue” with the label (2, 11 2) is the ances-
tor of the XML node “initPage” with the label (11, 7, 5) since 2 < 11 and 11 > 7.

Property 2 An XML node α labeled by (preorderα, postorderα, depthα) is the 
descendant of XML node β labeled by (preorderβ, postorderβ, depthβ) if and only if 
preorderα> preorderβ and postorderα< postorderβ.

For example in Fig.  3, the XML node “title” with the label (7, 3, 5) is the 
descendant of the node “articles” with the label (5, 10, 3) since 7 > 5 and 3 < 10.

Property 3 An XML node α labeled by (preorderα, postorderα, depthα) is the 
parent of XML node β labeled by (preorderβ, postorderβ, depthβ) if and only if 
preorderα< preorderβ, postorderα> postorderβ and depthα= depthβ − 1.

For example in Fig. 3, the XML node “authors” with the label (8, 6, 5) is the par-
ent of the node “author” with the label (9, 4, 6) since 8 < 9, 6 > 4 and also 5 = 6 − 1.

Property 4 An XML node α labeled by (preorderα, postorderα, depthα) is the 
child of XML node β labeled by (preorderβ, postorderβ, depthβ) if and only if 
preorderα> preorderβ, postorderα< postorderβ and depthα= depthβ+ 1.

For example in Fig. 3, the XML node “number” with the label (15, 13, 3) is the 
child of the node “issue” with the label (13, 28, 2) since 15 > 13, 13 < 28 and also 
3 = 2 + 1.

Example 2 Assume that the mobile client u from the user group g1 submits the twig 
pattern XML query Q = “/SigmodRecord/issue[number/text() = “1”].” The mobile 
client u divides this query to two simple path XML queries Q1 = “/SigmodRecord/
issue” and Q2 = “/SigmodRecord/issue/number[text() = “1”].” The mobile client u 
can process these two simple path XML queries. The result of the query Q1 is the 
nodes “issue” with the labels (2, 11, 2) and (13, 28, 2). Also the result of the query 
Q2 is the node “number” with the label (4, 2, 3). Therefore regarding that the node 
“issue” with the label (2, 11, 2) is the parent of the node “number” with the label 
(4, 2, 3) based on the Property 3, it is concluded that the final result of twig pattern 
XML query Q will be equal to the node “issue” with the label (2, 11 2).

To process a twig pattern XML query in the form of “/e1/e2/…/ei−1[ei/…/ei+p/
text() = “…”]/ei+p+1/…/en,” this query is first divided into two XML queries: 
Q1 = “/e1/e2/…/ei−1[ei/…/ei+p/text() = “…”]” and Q2 = “/e1/e2/…/en.” Then, 
the twig pattern XML query Q1 is divided into two simple path XML queries 
Q11 = “/e1/e2/…/ei−1” and Q12 = “/e1/e2/…/ei−1/ei/…/ei+p/text() = “…”].” The XML 
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queries Q11, Q12, and Q2 are simple path XML queries, and they can be processed 
by following the steps explained in the previous section. After downloading the 
results of the simple path XML queries Q11, Q12, and Q2, the mobile client uses 
the preorder, postorder, and depth values of the XML nodes in the results of the 
queries Q11, Q12, and Q2 to find the result of the twig pattern XML query. This 
process is done by exploiting the Properties 1, 2, 3, and 4.

5  Performance evaluation

In this section, we evaluate the efficiency of our proposed encrypted XML data 
stream structure in processing the different types of XML queries over a mobile 
wireless broadcast channel.

All the experiments were conducted on a system with an Intel (R) Core 
i5-3337U-180 GHz processor, 4 GB RAM running Windows 10 Professional, and 
the server and client modules were implemented in Java.

5.1  Experimental settings

We logically modeled the encrypted XML data stream as a binary file, where the 
broadcast server writes a byte stream on the file and the mobile clients read the file 
and process the XML queries. We used the algorithm 3-DES for encryption/decryp-
tion. We assume that the cryptography key is first exchanged between the parties 
and only their KeyID is sent over the broadcast channel.

In our simulation model, we assumed that the broadcast bandwidth is fully uti-
lized for broadcasting the encrypted XML data stream. To measure the access time 
and tuning time, we considered only the activity of a mobile client since the activity 
of a mobile client does not affect the performance of the XML querying at the other 
mobile clients [6–9].

We assumed that the encrypted XML data stream is disseminated and accessed 
in units with a fixed size (i.e., buckets), and thus, we measured the access time 
and tuning time in processing the XML queries by the number of buckets. A 
bucket is the smallest logical unit in a mobile wireless broadcast channel. In the 
view of assumption that the network speed is fixed, the number of buckets can 
be converted into time since the elapsed time for reading a bucket is computed 
as the bucket size divided by the network speed [5, 23]. To measure the perfor-
mance variation based on the number of buckets, we used three different bucket 

Table 6  Characteristics of the XML data sets

Data set Size (KB) Number of 
elements

Number of 
attributes

Max depth Max fan out Number 
of paths

Mondial 1743 22,423 47,423 5 955 33
SigmodRecord 467 11,526 3737 6 89 11
Shakespeare 1061 25,339 0 7 162 31
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sizes: 64, 128, and 256 bytes in our experiments. However, we only present the 
experimental results for the cases that the bucket size is set to 128 bytes since the 
experimental results were not dependent on the bucket size.

To measure the performance variation based on the types of the XML data 
sets, we used several real XML data sets. Table 6 shows the characteristics of the 
different XML data sets used in our experiments.

To measure the performance variation based on the types of the XML queries, 
we used different types of XPath queries [50]. The list of XPath queries used in 
our experiments is shown in Table 7.

In our simulation model, we randomly and uniformly selected the set of XML 
nodes from the XML data sets as the accessible nodes. We controlled the acces-
sibility of the XML nodes with the accessibility ratio [37, 38]. The accessibility 
ratio is the fraction of the XML nodes in the XML data set which are accessible. 
To measure the performance variation based on the accessibility ratio of the XML 
nodes, we varied the accessibility ratio from 10 to 90% with an interval 20%.

Our proposed encrypted XML data stream structure was compared with the 
SecNode structure proposed by [37, 38] since the SecNode structure is the only 

Table 7  XPath queries used in the experiments

XML data set Query name XPath expression

Mondial MO1 /mondial/country/religions
MO2 /mondial/country/city/population
MO3 /mondial/country/province/city/name
MO4 /mondial/country/languages[text() = “Kurdish”]
MO5 /mondial/desert/located[@id = “f0_37198”]
MO6 /mondial/country/city[name/text() = “Aarhus”]
MO7 /mondial/country[name/text() = “Germany”]/province/city/population

SigmodRecord SI1 /SigmodRecord/issue/volume
SI2 /SigmodRecord/issue/articles/article/title
SI3 /SigmodRecord/issue/articles/article/authors/author
SI4 /SigmodRecord/issue/articles/article/initPage[text() > “50”]
SI5 /SigmodRecord/issue/articles/article/authors/author[@position = “01”]
SI6 /SigmodRecord/issue/articles/article[endPage/text() < “100”]
SI7 /SigmodRecord/issue[number/text() > “2”]/articles/article/title

Shakespeare SH1 /PLAYS/PLAY/ACT 
SH2 /PLAYS/PLAY/PERSONAE/PGROUP
SH3 /PLAYS/PLAY/ACT/EPILOGUE/SPEECH/SPEAKER
SH4 /PLAYS/PLAY/ACT/EPILOGUE/TITLE[text() = “EPILOGUE”]
SH5 /PLAYS/PLAY/ACT/SCENE/SPEECH/STAGEDIR[@

SPEAKER = “BERTRAM”]
SH6 /PLAYS/PLAY/ACT/SCENE/SPEECH[SPEAKER/text() = “CHAR-

MIAN”]
SH7 /PLAYS/PLAY/ACT/[TITLE/text() = “ACT II”]/SCENE/TITLE
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structure that broadcasts an encrypted XML data stream over a mobile wireless 
broadcast channel. To do this comparison, we need to implement the SecNode 
structure as well. In order to reach the most accuracy in experimental results and 
comparison, this simulation has been conducted in the most similar state of the 
running computer, operating system, programming language, implementation of 
algorithms, and even type of variables.

The performance metrics used in our experiments were the size ratio, the tuning 
time ratio, and the access time ratio. They are defined as follows:

where ||SoS�|| represents the size of stream in the � structure and NoB�,� represents 
the number of buckets to read in the encrypted XML data stream in the � structure 
once the mobile client is in the � mode.

5.2  Experimental results on the size ratio

Figure  5 shows the size ratio on the different XML data sets when the acces-
sibility ratio is varied from 10 to 90%. As it is shown in Fig.  5, the size ratio 
is 26% in the Mondial data set, 21% in the SigmodRecord data set, and 33% in 
the Shakespeare data set. Therefore, the size of encrypted XML data stream in 

(1)Size ratio =

|||SoSProposed Structure
|||

||SoSSecNode Structure||
× 100

(2)Tuning time ratio =
NoBProposed Structure,Doze Mode

NoBSecNode Structure,Doze Mode

× 100

(3)

Access time ratio =
NoBProposed Structure,ActiveMode + NoBProposed Structure,Doze Mode

NoBSecNode Structure,Active Mode + NoBSecNode Structure,Doze Mode

× 100

Fig. 5  Size ratio on the different XML data sets
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our proposed structure is less than the size of encrypted XML data stream in the 
SecNode structure. The reason is that the size of encrypted XML data stream in 
our proposed structure is reduced by grouping the paths, XML nodes, texts, and 
attributes together, while this information is repeated for each XML node in the 
SecNode structure. Moreover, it should be noted that the accessibility ratio does 
not affect the size of encrypted XML data stream in both structures (i.e., our pro-
posed structure and the SecNode structure) in all the XML data sets since the 
XML nodes in the both structures are encrypted by the algorithm 3-DES with the 
same encryption key size.

(a)

(b)

(c)

Fig. 6  a Tuning time ratio on the Mondial data set. b Tuning time ratio on the SigmodRecord data set. c 
Tuning time ratio on the Shakespeare data set



7169

1 3

An efficient stream structure for broadcasting the encrypted…

5.3  Experimental results on the tuning time ratio

Figure 6a–c shows the tuning time ratio in processing the different types of XML 
queries when the accessibility ratio varies from 10 to 90%. From Fig.  6a–c, it is 
clear that our proposed encrypted XML data stream structure in comparison with 
the SecNode structure always presents a better tuning time.

The reason for this reduction is because of the existence of several indexes in our 
proposed structure to skip from the irrelevant data over the stream. However, the 
improved value of tuning time is entirely dependent on the types of XML queries, 

(a)

(b)

(c)

Fig. 7  a Access time ratio on the Mondial data set. b Access time ratio on the SigmodRecord data set. c 
Access time ratio on the Shakespeare data set
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the properties of XML data sets, the accessibility ratios, and the locations of acces-
sible XML nodes over the encrypted XML data stream.

5.4  Experimental results on the access time ratio

Figure 7a–c shows the access time ratio in processing the different types of XML 
queries when the accessibility ratio varies from 10 to 90%.

From Fig. 7a–c, it is clear that our proposed encrypted XML data stream struc-
ture in comparison with the SecNode structure always presents a better access time. 
The reason for this reduction is that the size of encrypted XML stream in our pro-
posed structure is less than that in the SecNode structure. It means that mobile cli-
ents should wait less time to retrieve the desired data from the broadcast channel 
in comparison with the SecNode structure. However, the improved value of access 
time is entirely dependent on the types of XML queries, the properties of XML data 
sets, the accessibility ratios, and the locations of accessible XML nodes over the 
encrypted XML data stream.

6  Conclusion and future works

In this paper, a new encrypted XML data stream structure was proposed to securely 
disseminate the XML data in a mobile wireless broadcast channel. The proposed 
stream structure contains several indexes to skip from the irrelevant data over the 
encrypted XML data stream. In the proposed stream structure, the paths, XML 
nodes, texts, and attributes were grouped together in order to reduce the length of 
encrypted XML data stream.

The simulation results showed that the proposed structure improves the perfor-
mance of XML query processing over the encrypted XML data stream in terms of 
access time and tuning time in comparison with the SecNode structure. The reason 
was that the length of encrypted XML data stream in our proposed structure was 
less than that in the SecNode structure.

In the future, we intend to investigate other issues which were not considered in 
this paper. In this paper, only a mobile wireless broadcast channel has been used to 
disseminate the encrypted XML data. As a future research, this assumption can be 
changed and the number of broadcast channels can be increased and the efficiency 
of mobile clients to process the different types of XML queries in this case can be 
investigated. In this paper, it is assumed that the broadcast channel is reliable and 
there is not any bucket lost over the channel. As a research work in the future, this 
assumption can also be changed and an indexing method can be offered for reliable 
broadcasting the encrypted XML data over a mobile wireless broadcast channel.
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