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Abstract Telecare medicine information systems (TMISs) provides a platform to the
participating medical entities to share medical data over an insecure public channel.
Medical drop box (MDB) is used for the said purpose, where electronic health record
(EHR) is maintained for national health information exchange (NHIX). EHR is a cru-
cial part of MDB. Therefore, the main challenge in NHIX is to restrict MDB access
to only the authenticated entities. Very Recently, Moon et al. introduced a biometrics-
based authentication scheme using chaotic maps for TMISs. The authors claimed that
their scheme is efficient and robust in terms of its usage and implementation. How-
ever, this paper unveils that due to storage of verifier table on server, their scheme is
having scalability and efficiency issues. Furthermore, the use of the same parameters
IM; and IM; during different login requests makes the scheme traceable. Therefore,
an improved scheme using chaotic maps has been proposed in this paper, which pro-
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vides user anonymity and untraceability along with computational efficiency. The
security of the proposed scheme is evaluated in detail through the random oracle
model. The analysis reveals that the proposed scheme is robust and secure against the
known attacks. Moreover, analysis is further verified through popular automated tool
ProVerif.

Keywords Chaotic maps - Medical drop box - Privacy - Authentication - National
health information exchange - Electronic health record - Authentication - Biometrics -
Anonymity violation - ProVerif - TMIS

1 Introduction

A modern healthcare system is highly important for the well-being of any country,
especially in developing countries. Unfortunately, the mainstream of the healthcare
industry is working at a sub-optimal level, as the use of health information systems
(HIS) even at individual hospital/institution level where it is nearly non-existent [32].
Therefore, that is why there is a great need to improve the current system with infor-
mation and communication technology.

National health information exchange (NHIX) is a rapidly evolving cyber-
infrastructure technology enabling sharing of healthcare-related data within a geo-
graphic region electronically among healthcare-related autonomous entities, such as
physicians, hospitals, test laboratories, health insurance companies, emerging health
information organizations (HIO), and even government departments. A number of
NHIX are currently being in the deployment process in USA under the federal initiative
as the key cyber infrastructure for healthcare [30]. The health information technology
(HIT) infrastructure is also under development in the United States [23,38]. Its cor-
nerstone is a national health information network (NHIN) initiative, which will create
a national health information exchange (NHIX) system in the US [36,38]. Health
information exchange (HIX) is the meeting point technology for the mobilization of
healthcare information transmitted electronically across organizations within a region,
community, or hospital system [16]. The US HITECH Act is funding the building of
this national health IT infrastructure, in which patients’ data are to fire across a national
health information highway [31,34].

One of the main problems is the numerous variety and formats of health-related
data. Health level 7 (HL7) is an international organization, which has taken the
responsibility to develop standards for the exchange of variety of electronic health
data [33]. Because, nowadays, people travels different parts of the world frequently
ever before, the demand for medical data exchange between different countries is
becoming much greater. Then, during a foreign travel, a person may need medical
attention. In such cases, doctors in the hospitals may need to have access to the
previous history of the patient for proper treatment plans. To facilitate this process,
clinical data must be exchangeable electronically in some standard format [36]. In this
way, the integrity and permanence of patient’s health information can be maintained
[27].
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2 Existing work

With the rapid development in information and communication technologies, there
is an ever growing demand for customized healthcare systems in medical industry.
The demand for medical services and health promotions activities is also increasing
with increase in population [27]. There is a need to cut down on monitory and time
expanses of individuals and to form a communication bridge among patients and other
entities of the system. Such system should provide seamless access to the information
by any authorized entity, such as doctors provide treatment services to their patients
after accessing the patient’s information [27,36]. The main problem in these systems
is that an unauthenticated entity must not be allowed access and also an authenticated
entity must not be able to access information which is not authorized.

An authentication process is required for the medical entities to ensure that a par-
ticular user is authorized to access the data from MDB. Several authentication and key
agreement schemes are proposed [2-5,13-15,17,24] for different systems. Some of
the authentication schemes are based on chaos theory [11,29], because it has the bet-
ter performance than the traditional cryptography approaches [11,29]. Xiao et al. [39]
introduced the authentication key agreement protocol based on chaotic maps using the
random numbers in 2007. After the Xiao scheme, another user anonymity preserving
authentication and key agreement scheme based on chaotic maps was introduced by
Tseng et al. [35]. Niu et al. [28] proves that the scheme introduced by Tseng et al. was
not be able to provide the user anonymity and he introduced his improved scheme by
removing the flaws in Tseng et al.’s scheme. However, Xue et al. [41] also mention
in his article that the Niu et al.’s scheme can be exposed in man-in-middle attack.
Guo et al. [12] introduced the password authentication key agreement scheme using
smart cards also based on chaotic maps. Lin [21] both introduced their updated ver-
sions of Guo et al.’s scheme to improve the deficiencies of user anonymity. Jiang et
al. [18] proved that the scheme introduced by Hao et al. did not establish the session
key properly and possible launch of stolen smart card attack. They tried to improve
their scheme and to remove the flaws in Hao et al.’s scheme. After that Li et al. [20]
presented that the schemes introduced by Jiang et al. were not be able to stop the
service misuse attack from non-registered user and their scheme provides the user
information during his authentication process. Li et al. adjusted some minor modi-
fications in Lee’s scheme and introduce their enhanced scheme after addressing the
limitations. In early 2015, Lu et al. [22] found some weaknesses, including: lack of
local verification, vulnerability to impersonation attack, leakage of session key, etc.,
in Li et al.’s scheme. They further proposed an new scheme and stressed the merits
of their scheme. However, Moon et al. [26] found that besides their claim, Lu et al.’s
scheme cannot withstand server and user impersonation attacks. Furthermore, their
scheme entails correctness issues and is not scalable. An improvement of Lu et al.’s
scheme is also proposed by Moon et al. [26]. However, the scheme proposed by Moon
et al. uses verification table on server side which effects the scalability and incurs the
searching time during authentication. Furthermore, the use of the same parameters
IM; and IM; during authentication makes the scheme traceable. This paper mainly
focuses on an improved authentication scheme for the medical entities using medical
drop box in NHIX.
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In the remainder of this paper: Sect. 3 briefly presents some preliminaries about
medical drop box, its security needs the notation guide, along with fundamentals
of Chebyshev chaotic maps and hash functions. Section 4 presents a brief reviews
of Moon et al.’s chaotic map-based authentication scheme, whereas cryptanalysis of
Moon et al.’s scheme is solicited in Sect. 5. The proposed scheme is presented in Sect.
6. In Sect. 7, we present security analysis of proposed scheme, while its automated
analysis is solicited in Sect. 8. The comparative performance analysis is illustrated in
Sect. 9. Finally, a brief conclusion is made in Sect. 10

3 Preliminaries

This section explains the basic architecture for medical drop box in NHIX environ-
ments, the need of security for such systems, notations used throughout the paper and
fundamental hard problems concerning hash functions, Chebyshev chaotic maps, and
the conjoint model for adversarial capabilities.

3.1 Medical drop box

NHIX has the potential to improve the lives of millions of people. To meet the standards
for the NHIX, MDB must support reliable and secure transfer of data among the
various systems of the world and also facilitate to access and retrieval of data with all
its privacy. MDB is a standard application implemented according to HL7 and HIT
standards, so the information can be exchanged between the health service providers
and health-related industry. The MDB is a small-scale exploration focused on one
individual’s information. The MDB can be envisioned as a portable folder which will
enable any person to carry all of his/her electronic medical information and share it
with his/her medical service provider. However, this covering the necessities of the
healthcare industry and allowing them to communicate clinical data internally as well
as exchange of medical information with other parts of the world. Figure 1 shows the
information access by medical entities through the MDB.

3.2 Medical drop box security

Medical information security is the most important aspect in MDB for data exchange.
Security of medical data in all level must be ensured during, i.e., access, transmission,
and storage. Before an entity or a user executes a function for access or to exchange
the information, the access control list and authentication process will execute to ver-
ify whether this entity has the permission to perform that operation. Therefore, the
MDB makes sure that the entity is authenticated and eligible to perform the partic-
ular operation. The privacy of individual/patient and authenticity of medical entity
is very important. However, as we have stated, the challenges are multifaceted and
are extremely complex. In an effort to advance healthcare privacy and exchange of
protected health information, we proposed a road map of how we could authenticate
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Table 1 Notation blueprint

Notations Description Notations Description
S The server U; The legitimate
user/client
ID; Identity of user/client PW; Password of
user/client
u Distinct arbitrary v Distinct arbitrary
number of U; number of S
ku Secret key of U; ks Secret key of S
Il String concatenation ® Bitwise XOR
operator operation
h(.) A one-way hash A The
function attacker/adversary

the medical entities of MDB. These entities are responsible for exchanging protected
health information between different stakeholders/entities using MDB.

3.3 Notations

All notations used in this paper are itemized in Table 1.

3.4 Hash functions

A hash function H : {0, 1}* — Z;“ produces fixed-size output code C = H(S) by
taking random size input string S. The produced output is often designated as hash
value or hash code. Trivial modification in the input string S can bring nontrivial
change in the output C. Following are the characteristics to nominate a function as a
secure hash function:

— Computationally, it is effortless to compute C; = H (P;) if P; and H(.) are speci-
fied.

— It is tedious task to know two inputs P and P,, such that H(P;) = H(P»). This
characteristic is recognized as collision resistance property (CRP).

Definition 1 (CRP for hash functions) Consider H (.) as a prearranged collision resis-
tant (CR) secure hash function. The likelihood that A (an adversary) can extract
a pair (Py # P,), where H(P) = H(P,) is established as AdvmjASH(t) =
PrO[(P1, P2) <, A : (P # Py) and H(P;) = H(Py)], where A can select any
arbitrary pair (P;, P>) through polynomial time 7. Referring to the CR property, the
advantage carried by A is as follows: AdvntiASH(t) < € for any sufficiently large
€ > 0.
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3.5 Chebyshev chaotic maps

Let k be an integer and r be a variable form a set [—1, 1], the Chebyshev polynomial
Tn(x) : [—1, 1] — [—1, 1] is defined as Ty (r) = cos(karccos(r)). Given n >= 2,
To(r) = 1 and T1(r) = r, the recurrent relationship of Chebyshev polynomial map
T : R — R is defined as follows: T;(r) = 2rTi_1(r) — Tx_2(r). There are two
main features pertaining to Chebyshev polynomial. (1) Chaotic feature the polynomial
Ti(r) : [—1, 1] — [—1, 1] of degree k where k >= 1 represents a chaotic map with
f*(r) =1/(w+/1 — r?) (invariant density) for all positive Lyapunov exponent k. (2)
Semigroup feature the polynomial over an interval [—oo, oo] is defined as follows:
Ti(r) = rTi—1(r) — Tx—2(r))mod p, where k >= 2, r € [—00, 00], and p a large
range prime number. Besides, Ty (T (r)) = Ty, (r) = Ty (T (r))mod p.

Definition 2 (Chebyshev chaotic map-based discrete logarithm problem (CMDLP))
Given the polynomial K and r, compute k, such that K = Ty (r). The likelihood
that a polynomial time () bound .4 (an adversary) can compute k is as given:
AdngDLP(t) = Prb[(A(= K,r) = k : k € Z,, K = Ti(r)]. The CMDLP sup-
position implies that AdvaMDLP(t) < ¢, for sufficiently large € > 0.

3.6 Adversarial model

In this paper, we have taken into consideration the conjoint model for adversarial
capabilities as presented by [6,9, 10]. Following are the considerations:

1. Ahave control over entire public communication link. A (an adversary) is capable
to interrupt, rerun, amend, eliminate, or can transmit a new forged message.

The stored parameters in a smart card are liable to expose by A (an adversary).
A user/server of the system can act as A (an adversary).

The identities pertaining to users and server/s are known to insiders.

The private key of the server cannot be compromised.

Nk

4 Review of Moon et al.’s scheme

Registration, login, and authentication phases of Moon et al.’s scheme are presented
in this section as follows:

4.1 Registration phase

The registration process is performed as follows:

Step R1: U; provides scan of his/her BIO;. Then, I4; chooses the ID; and PW;. U; pro-
ceeds and determines PWD = h{(PW; || H (BIO;)), then sends registration
request in the form of {ID;, PWD} to server S over secure channel.

Step R2: After receiving request from f;, S verifies the existence the of ID; in the
repository. If ID; does not exist, S produces unique random number k.
Then, S determines K = h(ID;||PWD), IM| = K @ hj(ky), IMy =

@ Springer



3692

I. Khan et al.

User U; H Server S ‘

Login and Authentication Phase
Input ID;, PW;

Imprint biometrics impression BIO;
PWD = hy(PW;||H(BIO;))

f 2 IMy ® hi(ID; ® PWD)
K = hy(ID;|PWD)

Generate u

Ry =1ID; & T;(K)
Ry = hi(ID;||K||Ti(K))

{IM;y,IM3,R1,Ra}

hi(kullks) = IM2 © ha(ks)
If computed hy(kul|ks) = hi(ku|lks) in repository
K =1M; @ hi(ku)
T:(K)=1D; ® Ry
N
hi(IDy|| K| Ti(K)) = Re
IMs = T, (K) @& ID;
sk = ho (T3 (K), To(K), Tuv (K))
Auths = h1 (K||T,(K)||sk)

{IM3,Auth}

Ty(K) = IMs ® ID;
sk = ha(Ty(K), Ty(K), Tuv(K))

?

h1(K||Ty(K)||sk) = Auths
Autha, = hi (sk|| Ty (K)||K)

{Auth,}

Iy (s To(K)|IK) £ Auth,
| sk = ho(Tu(K), Ty (K), Tuwn(K)) | —m8M8m

Fig. 2 Moon et al.’s scheme

Step R3:

hy(kyllks) @ hy(ks), and f = IM| @ hi(ID; @ PWD). At the end, S store
{ID; @ hi(kyllks), ku @ kg, h1(kyllks)} in its repository.

S issue a smart card containing {IM1, IMa, f, h1(.), h2(.), H(.)} and then
send this smart card to Uf;.

4.2 Login and authentication phase

The login and authentication as illustrated in Fig. 2 is performed as follows:

Step LP1

Step LP2

Step LP3

@ Springer

User U; provides his/her ID; and PW; and imprints his/her biometrics
impression as BIO;, then computes PWD = k1 (PW;| H (BIO;)), and ver-

ifies f 2 IM; @ h (ID; & PW,), after successful verification, the /; steps
forward and computes K = h1(ID;||PW;). U; generates u and calculates
Ry = 1ID; ® T;(K) and Ry, = h(ID;||K||T;(K)). At the end, I/; sends
login request towards server in the form of {IM{, IM>, R{, R»}.

The server S receives the login request from Uf; and calculates /1 (ky ||ks) =
IMj @ h(ks). If computed & (ky||ks) is present in the repository, then S
proceeds and calculates K = IM;| @ h(ky) and T;(K) = ID; ® R;. S

verifies i (ID; || K ||T; (K)) 2 R, successful verification results in com-
putation of IM3 = T,(K) @ ID;, sk = ho(T;(K), T,(K), T,,,(K)) and
Authy = h(K||Ty(K)|sk). At the end, server generates challenge mes-
sage in the form of {IM3, Authg}.

After getting challenge message from S, U; determines 7;(K) =
IM3 @ ID; and sk = ho(T;(K), Ty(K), T,,(K)). Then, U; verifies
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h1 (K| Ty(K)|sk) 2 Authg, and after successful verification, it computes
Auth, = h(sk||T,(K)| K). U; sends computed Auth, towards server.

Step LP4 S receives Authy and verifies i1 (sk|| T, (K) || K) 2 Authy. Successful veri-
fication results in exchange of session key sk = 1y (7; (K), T, (K), T,y (K))
between the user and server.

5 Cryptanalysis of Moon et al.’s scheme

This section highlights that Moon et al.’s scheme does not provide scalability and
incurs the searching time during authentication. Moreover, the scheme is liable to
traceability attack.

5.1 Stolen verifier attack

In Moon et al.’s scheme, server S stores IM; and IM» in smart card and also maintains
verifier table/database; therefore, stolen verifier attack can be attempted on Moon et al’s
scheme. Because % (k,) can be easily extracted from IM, similarly, by knowing public
identity, i1 (ky|ks) can also be extracted from stolen verifier. Leakage of A1 (ky| ks)
can be used to extract /1 (ks) from IM>. An adversary after getting /1 (ks) can guess
ks and verify his guessed value using %1 (ks).

5.2 Scalability issue

Since in Moon et al.’s scheme, server maintains a verifier table for each unique user in
table. Therefore, this verifier table impose limitations on number of users along with
computation time to scan and match verifier table entities.

5.3 Traceability

Anonymity is subject to two aims: (1) user’s original identity cannot be exposed
to A (an adversary) and (ii) it cannot be known by A whether or not two separate
sessions are commenced by identical user. Moon et al. claimed their scheme to fulfill
anonymity, but in login and authentication phase of their scheme, two parameters IM
and IM; are sent in request message from user. These two parameters remain the same
in several login requests. Hence, their scheme does not fulfill a requirement to term it
as anonymous. Hence, in their scheme, the user is traceable, which violates the user
anonymity.

6 Proposed scheme

This section presents the detail of improved scheme which is illustrated in Fig. 3 as
follows:
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I User U; | Server S |
Registration Phase
Chooses ID;, PW; and random number r
Imprints Biometrics BIO;
Generates secret key ky,
Calculates PW/, = ky, @ h1(PW;||H(BIO;))

{ID;,PW/}

Calculates K; = h1(ID;|ks) ® PW/
Store K, Ty (r), r in smart-card
{Smart—card}

Calculates f; = h1(ID;||ky) ® PW/
Computes IM; = ky, ® h1(PW; ® H(BIO;))
and store {f;, IM1,h1(.),h2(.), H()}

Login & Authentication Phase

Enters ID;, PW;, BIO;

ku = IMy @ hy(PW; & H(BIO;))

PW/ = ky @ ha (PW;||H(BIO;))

?
fi = hi(IDi||ku) & PW/
h(ID;|ks) = ky @ K; © hy (PW;||H(BIO;))
Produces random number u
Ry =TTy (r) = Tuk, (1)
Ry = Tu(r)
R3 =1ID; ® Ty, (r)
Authu = hy (h(IDjllks)|| Tug, [|t:)

{R2,R3,Authy, t;}

Check freshness of ¢;

Ry =Ty Ro = Ty, u(r)

ID; = Ry @ R3

?

Authy, = h1(h(ID;||ks)|| R} [|t:)

Generate v

IMs = R}, & Ty(r)

sk = ha (Ry[|To ()| Tuw (7))

Auths = hy (sk|| R} || To (7)|| Tuw (7))
{Auths,IM3}

Ty(r)=IM> & Ry
sk = ha(Ra [Ty (r)|[Tus (r)
?
Authy £ by (skl|RYIT, (r) | T (1))

Fig. 3 Proposed scheme

6.1 Registration

Step RS1 The user U; chooses ID;, PW;, random r, and a secret key k. Then,
U; provides scan of his/her biometrics as BIO; and determines PW; =
h1(PW; || H(BIO;)). After that I4; sends registration request {ID;, PW;} to
S over protected channel.

Step RS2 Upon reception, S computes K; = h1(ID;||ks) @ PW;. S then stores K,
Ty (r), r, h1(.), and H(.) into smart card and handover it to I4;.

Step RS3 User U; determines f; = h1(ID;|lky) @ PW/ and, IM| = ky @ h1(PW; @
H (BIO;)) using his/her private key k. At the end, Uf; stores computed
fi and IM; into smart card. Finally, smart card held by user {/; contains
{fi.» My, A1 (), ha(L), H()}

6.2 Login

The login phase proceeds as follows: ; enters the card into specific reader and
provides ID;, PW;. Then, U; scans his/her biometrics BIO;.l; computes k, =
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IM; & h(PW; @ H(BIO;)) and PW, = ky @ hi(PW;| H(BIO;)). U; then veri-

fies whether f; 2 h1(ID;|lky) @ PW? is true or not. If it is true, then If; calculates
h(ID;|lks) = ky @ K; @ h1(PW;| H(BIO;)). After that /; produces u and com-
putes Ry = TyTi,(r) = Tuk,(r), Ry = Ty(r), R3 = ID; @ Ty, (r) , andAuth, =
h1(h(D; |lks)|| Tuk, ll2:). Atthe end, U; sends { Rz, R3, Authy, #;}to S, where t; is freshly
generated timestamp.

6.3 Authentication

Initially, the server S checks the freshness of #; if #; is fresh S responds to login request
from U; as follows:

Step AS 1 S computes R} = Ty, Ry = Ty (r), ID; Ri @ R3 using his/her pri-

vate key k. S authentlcates U; after successful verification of Authy 2
hy(h(ID; ||ks) IR} [I#;). Server S then produces a random number v and cal-
culates IMy = R| @ T,(r), sk = ha(R{IIT,(r)| Tuv(r)), and Authy, =
hy (k|| RYIITy ()| Tyu (r)). After that server S sends a challenge message
{Authg, IM3} to U;.

Step AS 2 User U; after receiving challenge message computes Ty, (r) = IM; & R7,
sk = ho(R(|| Ty (r)||TuU(r)) and authenticates server after successful veri-

fication of Authg = & (sk|| R} ||T,(r)[|T,»(r)). Then, common session key
is exchanged between Uf; and S.

7 Security analysis

Following subsections performs formal and informal security analysis of proposed
scheme. Furthermore, the analysis is also verified using the widespread automated
tool ProVerif in the following section.

7.1 Formal security analysis

The incumbent analysis to illustrate the security of proposed scheme is adopted from
[25,37]. The oracles for the said purposes are defined as follows:

— Reveal: This oracle returns x from given 7 (r) and r unconditionally.
— Extract: This oracle outputs a string S from the one-way hash function R = h(S)
unconditionally.

Theorem 1 The proposed scheme is verifiable as secure besides an attacker A for
extraction of U;’s identity (ID;), the private key (ks) of S, and the computed session
key SK between U; and S under the hardness assumption of CMDLP and ruminating
the secure hash function as random oracle.

Proof 1 Letan adversary A is having the abilities to extract/;’s ID;, S’s secret key ks,
and the session key sk shared among f; and S. A can execute the algorithmic exper-
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. CMDLP,OWHASH
iment EXP1 A.PCMAS

scheme. The success probability of said experiment is defined as follows: Suc; =

CMDLP,OWHASH
|Prob[EXP1 S biras

make, g., and ¢,,, extract and reveal queries, respectively. Stating the experiment

CMDLP,OWHASH
EXP1 A,PCMAS

authentication parameter i (ID;| ks), and server’s private key k. If A can: (1) invert
the hash function and (2) break CMDLP. However, mentioning Definition 1 invert-
ing one-way hash function is computationally infeasible. Likewise, stating Definition
2, breaking CMDLP is also computationally infeasible. Hence, proposed scheme is
invincible against A to derive Uf;’s ID;, S’s secret key ks, and the session key sk shared
among U; and S.

against our proposed chaotic map-based authentication
= 1] — 1. For the mentioned experiment, A4 can

, A can excerpt user identity ID;, the shared key sk, the secret

. CMDLP,OWHASH
Algorithm 1 EXPl pepas

1: Eavesdrop login request message {Rj, R3, Authy,t;}, Where Ry = Tuy(r), Rz = ID; &
Tyuky (r), Authy = hy(h(IDjllks) || Ty llti)

2: Call Reveal on Ry and get u* < Reveal (Ry)

3: Compute R} = T, Ty, (r) and I D} = R3 ® R}

4: Call Extract oracle on Authy and get (h(I D; Hks)*llT;‘,:‘S ”ti*) <« Extract(Authy)

5 if (T = R})and (1; = 1) then

6:  Compute ID} = R © R3

7: Call Extract on h(ID;|lks)* and get (I D}*||k¥) < h(ID;lks)*

8: if (ID;" = ID;‘*) then

9: Accept R¥, h(ID;||ks)* and kg

10: Eavesdrop response message Authg and I Mg, where Authg = hl(skllR’1 1Ty (r) | Tyy (r)) and
IMy = R| @ Ty(r)

11: Call Extract on Authg and get (sk*llR/l*HTv* (MIT(r) < hy (skllRﬁ 1Ty (M| Tyw ()

12: if (R* = RY) then

13: Accept T, (r), T, (r) and sk*

14: else

15: return Fail

16: end if

17: else

18: return Fail

19: end if

20: else

21: return Fail

22: end if

7.2 Informal security analysis

This subsection presents the security and correctness of improved scheme under the
same considerations as discussed earlier in Sect. 5. The in-depth investigation reveals
that the proposed scheme is capable to resist against recognized attacks. Table 2
provides a comparative overview of proposed scheme’s security with related schemes.
The detailed description is as follows:
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Table 2 Security Comparisons

Scheme Proposed [26] [22] [18] [21] [12]
Anonymity and untraceability v b 4 X 4 v b 4
Mutual authentication v (4 (4 4 (4 v
Resists forgery attack v 4 X b 4 X X
Resists smart card theft attack v v X X X 4
Resists replay attack v v v 4 X X
Provides forward secrecy v v v b 4 X X
No verifier table v X X 4 v v
Resists password guessing attack v v 4 X X X

X no, v’ yes

7.2.1 Anonymity and privacy

Since identity of user/; is not transmitted through public conduit, rather R, and R3 are
transmitted towards server S. Both of these parameters are generated uniquely during
each session. Adversary A can only violate the anonymity of I4; once R; is computed,
but R calculation requires private key kg. Therefore, proposed scheme proved to offer
untraceability and anonymity.

7.2.2 Mutual authentication

User U; is authenticated by server S after verifying Authy, 2 hi(h(ID; ||ks)||R§ ).
Calculation of Authy, = A1 (h(ID; | ks) — || Ty, ||#;) demands valid smart card, password
PW;, and biometrics BIO; of legal user. Therefore, adversary .A can only betray server
S if he/she has smart card, password PW;, and biometrics BIO; of user I/;. Consider-

ing the other side, {{; authenticates S by verifying Authg 2 hy(sk]| Rﬁ Ty (M Tyo (1)).
This computation demands secret key kg of server S, as discussed in Sect. 7.2.1.
Therefore, adversary .4 must have private key kg of server S to betray user U;.
Therefore, it can be calculated that only legitimate I/; can clear authentication check
from S and vice versa. Moreover, Uf; is authenticated by server S after verify-
ing Auth, 2 hy(h(ID;||ks) | R} |I#;). Calculation of Auth, = Ay (h(ID; ||ks) || Tuk, ;)
demands valid smart card, password PW;, and biometrics BIO; of legal user. There-
fore, adversary A can only betray server S, if he/she has smart card, password PW;,
and biometrics BIO; of user I/;. On the other hand, user I/; authenticates server S by

verifying Authg 2 hy (k|| R} I Ty (r) | Ty (r)). This computation demands secret key
ks of server S, as discussed in Sect. 7.2.1. Therefore, adversary .4 must have private
key ks of server S to betray user ;. Therefore, it can be calculated that only legitimate
user can clear authentication check from S and vice versa. Hence, proposed scheme
offers mutual authentication.
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7.2.3 Server and user impersonation attacks

Only authentic user I/; can generate login request { R>, R3, Authy, #;} and, in turn, only
authentic server S can reply login request with challenge message {Authg, IM>}, as
discussed in Sect. 7.2.2. Therefore, it is infeasible to launch impersonation attacks on
the proposed scheme.

7.2.4 Privileged insider attack

User U; calculates PW! = h1(PW, || H (BIO;)) @ k, and sends PW/ along with ID;
towards server S, since PW; calculation is done by concatenating PW; with H (BIO;),
and moreover, these concatenated values are further protected by hash function.
It becomes very difficult for an adversary A to calculate hash protected ingredi-
ents/values in polynomial time. Furthermore, server S does not have direct access
to these hash protected values. Hence, it can be concluded that proposed scheme
overcomes the privileged insider attack.

7.2.5 Replay attack

If an adversary A attempts to replay a former login request {R», R3, Authy, #;}. S
will be able to identify replay message quickly after verifying freshness of the time
stamp f;. Therefore, S will be able to avoid replay messages. Hence, proposed scheme
successfully turns down replay attack.

7.2.6 Stolen verifier attack

S uses his secret key kg for manipulating login and authentication message and does
not maintain verifier table. Therefore, it is confirmed that proposed scheme withstands
stolen verifier attack.

7.2.7 Denial of service attack

The smart card verifies three entries identity ID;, password PW;, and biometrics BIO;.
The smart card will instantly reject the request if any one of these three entries is invalid.
Hence, U/; will be safe from denial of service attack due to wrong entry.

7.2.8 Password guessing attack

Suppose an adversary A excerpts f;, IMy, Ty (r), r stored in smart card. Then, A is
required to calculate PW/ = h1(PW; || H (BIO;)) and it is difficult to do so, because .A
has to get password PW; and H (BIO;) that are hash protected. Hence, offline password
guessing attack is infeasible. Likewise, permission for invalid request makes it hard
to initiate online password guessing attack. Hence, proposed scheme withstands both
offline and online guessing attacks.
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8 Security validation through ProVerif

In this section, automated security analysis of proposed scheme is done through
ProVerif [1,19], the tool widely used for automated security analysis. It can be applied
to a variety of authentication schemes to verify the security and privacy. ProVerif also
provides the support for different cryptographic primitives like: hash functions, sym-
metric and asymmetric cryptography, bit-commitment, and digital signature. The tool
has the capability to evaluate the reachability stuff, communication declarations, and
observational correspondence [40]. The reasoning capabilities are very much useful
in security domain, because they permit to consider the emerging properties of con-
fidentiality, privacy, traceability, verifiability, and authentication in analysis process.
ProVerif is also used as a verifier for cryptographic protocols with fully automatic
with respect to an boundless sessions and message size [7,8]. The simulation model
of ProVerif is composed of three sections: (i) the declaration section; (ii) the process
section; and (iii) main section. The declaration section as shown in Fig. 4 is used to
declare all the variables, names, and constants along with cryptographic functions mod-
eled as constructors, destructors, and equations. Likewise, process section as shown in
Fig. 5 is used to define the working of each involved process and main section defines
the working of protocol to be investigated. We have imprinted all the variables, names
along with two communication channels in declaration section. In process section, we
defined the server and user processes (ServerS and UserUx), respectively. Finally, to
analyze the proposed scheme, three queries are simulated in main part as shown in
Fig. 6; the results are solicited as follows:

1. RESULT inj-event(endServer(id)) ==> inj-event(beginServer(id)) is true.

2. RESULT inj-event(endUser(id_1265)) ==> inj-event(beginUser(id_1265)) is
true.

3. RESULT not attacker(SK[]) is true.

(1) and (2) shows that the processes relating to S and U are executed and sacked
normally, while (3) illustrates that attack query on session key SK is not successful.
Hence, proposed scheme is correct and robust against session key discloser attack.

(s s st stk oot okokkokokokok Chammels sk sk s sk sk koo sk s ok ok sk ok koo )
free SecCh:channel [private]. (xsecure channelx)
free PubCh:channel. (*public channelx)
(sesksrsrsssnnxxxxxx Names & Variables sxssssssssssssk)
free IDi:bitstring.

free BIOi:bitstring [private].

free Kui:bitstring [private].

free PWi: bitstring [private].

free r:bitstring.

free Ks:bitstring.

free Ksi:bitstring [private].

fun h(bitstring):bitstring.

fun hl(bitstring):bitstring.

fun h2(bitstring):bitstring.

fun XOR(bitstring ,bitstring):bitstring.

fun Concat(bitstring ,bitstring):bitstring.

fun CCM( bitstring , bitstring):bitstring.

fun CCM1(bitstring , bitstring , bitstring):bitstring.

Fig. 4 Declarations
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(********************prOCeSSeS*******************)
(st otk sk o kot okok ok ok ok ok U SET P T OCESS skoskosk s ok koo sk ok o o % ok ok ok ok )
let UserUi =

(sssoromokokokokkok ok Registration sk %ok )

new rli:bitstring;

let PWi’ = hl(Concat(PWi,h(BIOi))) in

out (SecCh, (IDi ,PWi’));

in(SecCh,(IMi: bitstring));

let fi = XOR( hl(Concat(IDi,Kui)) , PWi’) in

(s sxxkkk Login & Authentication sk )

event begin_User (IDi);

let fi’ = XOR(h1l(Concat(IDi,Kui)),hl(Concat(PWi,h(BIOi))))in
if (fi = fi’) then new u:bitstring;

let Rl = CCM1(u,Ks,r) in

let R2 = CCM(u,r) in

let R3 = XOR(IDi, CCM1(u,Ks,r) ) in new ti:bitstring;
let Authu = hl(Concat(h(Concat(IDi,Ks)) ,(CCM(u,Ks),ti))) in
out (PubCh, (R2,R3, Authu, ti));

in (PubCh, (Auths: bitstring ,IMs: bitstring));

let Tvr = XOR (IMs,CCM1(Ks,u,r)) in

let sk = h2(Concat(R1,(Tvr,OCM(u,Tvr)))) in

let Auths’ = hl(Concat(sk,(R1,Tvr,0CM(u,Tvr)))) in
if (Auths = Auths’) then event end_ User(IDi)
else 0.

(s skokokokskok ok ok ok ok ok ok SETVET PTOCESS sk koo ok s ok ok kok ok ok )
let ServerS =

(ssokorokokskokokkk Registration sk sk koo )
in (SecCh, (xIDi: bitstring ,PWi’: bitstring));
let Ki = XOR( h1(Concat(IDi,Ks)) , PWi’ )
let IMi = XOR(Ki,h1(Ksi)) in

out (SecCh, (IMi));

(*xxxxxxxLogin & Authentication ssssssssk)
event begin_Server(Ks);

in (PubCh, (R2: bitstring ,R3: bitstring ,Authu: bitstring ,ti: bitstring));
let R1’ = CCM(Ks,R2) in

let IDi = XOR (R1’,R3) in

let Authu’ = hl(Concat(h(Concat(IDi,Ks)),(R1’,ti))) in

if ( Authu = Authu’ ) then new v:bitstring;

let IMs = XOR (R1’,0CM(v,r)) in

let sk = h2(Concat(R1’,(CCM(v,r) ,0CM(v,R2)))) in

let Auths =  hl(Concat(sk,(R1>,0CM(v,r),0CM(v,R2)))) in

out (PubCh, (Auths ,IMs) ) ;

event end_ Server(Ks)

else 0.

in

Fig. 5 Processes

(3 otk sk ok o o sk ok stk ok ok ok ok Rk TV @TLES ok ok sk ok ok ok kK sk ok ok ok ok o kK ok ok )

event begin_User(bitstring).

event end_User(bitstring).

event begin_Server(bitstring).

event end_Server(bitstring).

(kkkkkxxxxsx Process Replication sssssssskkokkoksokkx)

process ( (!ServerS) | (!UserUi) )

(3 otk o o o o kKRR R SRR ok (UL T T @S o ok ok o o o ok o o o o K Kok )

free SK:bitstring [private].

query attacker (SK).

query id:bitstring; inj event(end_ User(id)) ==> inj event(begin_User(id))
query id:bitstring; inj event(end_Server(id)) ==> inj event(begin_Server(id))

Fig. 6 Main

9 Performance analysis

Performance comparison in terms of computation is presented in this section. For
quick reference, formal computational terms are listed below:
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Table 3 Computation comparisons

Scheme

User side

Server side

Total

Guo et al. [12]
Lin and Han-Yu [21]

3Ty + 21¢c + 1Tgp
4Ty + 2Tc + 1 Tegp

2Ty + 21¢c + 1Tgp
2Ty + 3Tc + 1 Tep

5Ty +4Tc + 2Tep
6Ty + STc + 2Tgp

Jiang et al. [18] 2Ty + 37¢c + 1Tgp 1Ty + 37T¢c + 2Tgp 3Ty + 671c + 3Tgp

Lu et al. [22] 1Ty +21¢ 5Ty +21¢ 12Ty + 4T¢
Moon et al. [26] 6Ty + 21c 5Ty + 21¢ 10Ty + 41¢c
Proposed scheme 1Ty + 31¢ 3Ty + 31c 10Ty + 61¢

— T¢ represents time for determining Chebyshev.
— Tgp represents time required to perform encryption and decryption.
— Ty refers to time requirement for one-way hash functions.

The performance comparison illustrated in Table 3 depicts that proposed scheme
is lightweight in terms of computation cost as compared to listed-related schemes.
Therefore, proposed scheme can be considered to perform better than the rest of the
related schemes, although computation cost of proposed scheme is slightly greater
than Moon et al. [26], but it is proved earlier in this paper that Moon et al.’s scheme
does not provide many security features, whereas proposed scheme provides security
against recognized security threats and, in turn, offers robustness and efficiency.

10 Conclusion

In this paper, we have analyzed a recent authentication scheme for TMIS based on
Chebyshev chaotic maps. It has been proved that Moon et al.’s scheme does not provide
proper user anonymity and is having some issues relating to scalability. Furthermore,
their scheme is vulnerable to stolen verifier attack. Then, we proposed an improved
scheme for accessing medical drop box data, which has been proved invincible against
familiar attacks by rigorous informal and formal analysis backed by automated analysis
performed in ProVerif.
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