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Abstract
In this paper, we propose a novel scheme with a semi-honest third party (TP) to
compute the intersection of two parties’ sets privately. In our scheme, two groups
of particles are firstly prepared by TP and then transmitted circularly among TP and
two participants who need the intersection of their private sets. The two participants
then perform the unitary operations on their received particles according to an initial
encoding rule for their private sets, respectively, to help TP to obtain the result. We
analyse the security of our scheme and show that it can resist both outside and inside
attacks over ideal and noisy quantum channels. In addition, our scheme is feasible
with current quantum technologies as it only requires simple quantum resources and
operations.

Keywords Quantum private set intersection · Semi-honest · Quantum cryptography

1 Introduction

Secure Multiparty Computation (MPC) [1], as a common cryptographic primitive,
allows distributed participants to collaborate to obtain specific outputs without dis-
closing their original inputs. Due to its adequate protection of information privacy, the
research on MPC has important application value in the current situation of the explo-
sive growth of data and has gained increasing attention. MPC has several branches
for different applications, such as secret sharing [2–5], private queries [6–8], and pri-
vate set intersection [9–17]. And this paper mainly focuses on the topic of private set
intersection.

Private Set Intersection (PSI) aims to find the common elements in the sets of all par-
ticipants without exposing other elements of the participants’ private sets. Generally,
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traditional MPC is based on classical cryptographic schemes. Therefore, many schol-
ars have produced rich outcomes on PSI based on classical cryptography. For example,
Freedman et al. [9] adopted homomorphic encryption and balanced hash function to
achieve PSI, which effectively ensures the security of the scheme in the semi-honest
setting.Wu et al. [10] combined anOTprotocol and a universal hash function to present
a PSI scheme in the client–server model. Hazay et al. [11] solved the PSI problem
with a selected pseudorandom function. The security of the above schemes all relies
on unproven mathematical assumptions, and it can be threatened by quantum com-
puters that show powerful computing ability due to the high parallelism of quantum
mechanics. It has already been known that Shor’s [18] algorithm could factor larger
integers in polynomial arithmetic time and it can be used to break the RSA scheme that
has a large number of applications in reality. Except this, Grover’s searching algorithm
[19] can finish the task of function inversion and has a huge threat to symmetric-key
cryptography. Therefore, the research on cryptography against quantum attacks should
attract more attention.

Due to the vulnerability of the classical cryptographic schemes, Quantum Private
Set Intersection (QPSI) came into being. But there are few outcomes on QPSI at
present. Several published QPSI schemes [12, 14–16] are presented based on the
quantum oblivious set member decision protocol [20]. Shi et al. [12] presented a two-
party QPSI scheme in the server-client model. But Cheng et al. [14] found that the
scheme has a fairness issue in that the server can arbitrarily manipulate the client’s
outcome, and given this, they proposed an improved scheme by introducing a pas-
sive third party to discover the server’s dishonest behaviour. Maitra [15] proposed a
scheme based on the assumption that all the participants are rational to maximize their
utilities to guarantee the scheme’s fairness and security. All the above schemes need
to use special encoded quantum states and complex oracle operators, which makes
these schemes hard to be implemented. In 2021, Debnath et al. [16] presented a PSI
scheme in the quantum setting based on a server-client model. The scheme adopted
the Quantum Key Distribution (QKD) protocol to generate needed keys and then used
the keys to accomplish the PSI steps with the quantum oblivious set member decision
protocol. The scheme’s implementation only needs simple quantum resources and
operations in the QKD period, so it has better feasibility compared with the above
schemes. However, in this scheme, only one participant can eventually get the result
of the final intersection. Liu et al. [13] proposed a two-party QPSI scheme based on
quantum Fourier transform (QFT) with a semi-honest third party. Compared to the
schemes based on the quantum oblivious set member decision protocol [20], both of
the participants could get the result of the final intersection in their scheme. But Liu et
al. [17] pointed out that this scheme has a shortage that the participants’ privacy could
be leaked after executing the whole process and proposed an improvement by chang-
ing the quantum operation and adding the exclusive-or calculation steps to prevent the
privacy leakage. Nevertheless, this improvement needs to operate the quantum opera-
tion fractional times, which is also not easy to be implemented with current quantum
technology. Other schemes [21, 22] mainly focus on calculating the cardinality of the
intersection or union of private sets.

Although all of the existing QPSI schemes can solve the problem of private set
intersection in the quantum setting, the schemes which satisfy different application
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scenarios and have good feasibility are still demanded. We thus propose a two-party
quantum private set intersection scheme with a semi-honest third party, in which
participants only need basic unitary operations and simple quantum states to finish the
task, and the final output of the intersection can be obtained by all participants. The
security analysis shows that our scheme is secure against both internal and external
attacks.

The rest of the paper is organized as follows: In Sect.2,we give a detailed description
of our scheme after its security requirements and necessary preliminaries. In Sect.3,
the analyses of the presented scheme’s correctness and security are conducted. In Sect.
4, we provide a detailed comparison between our scheme with the previous schemes.
In the end, we make a conclusion in Sect. 5.

2 Quantum private set intersection scheme

In this section, we give the detailed description of our QPSI scheme in which a semi-
honest third party Charlie who helps obtain the intersection of Alice’s private set A
and Bob’s private set B is involved. The semi-honest third party Charlie would hon-
estly follow the steps of the scheme and he would not collude with another dishonest
participant to obtain the honest one’s private set.

Our scheme should satisfy the following requirements:

– Correctness: IfAlice andBobhonestly offer their private sets A and B, respectively,
Charlie will output the correct result C = A ∩ B.

– Security: Outside attackers cannot learn any information about Alice’s and Bob’s
private sets.

– Privacy: Except the intersection of private sets, the semi-honest third party and the
dishonest participant learn nothing about the honest participant’s private set.

Two unitary operations are required in our scheme. One is the X gate: X = |0〉〈1|+
|1〉〈0|, which changes |0〉(|1〉) to |1〉(|0〉). The other is the controlled-NOT (CNOT )
gate:CNOT = |0〉〈0|⊗ I +|1〉〈1|⊗ X , which transforms |x〉|y〉 to |x〉|x ⊕ y〉, where
x, y∈ {0, 1} and ⊕ is the addition modulo two.

Assume that the universal set is U = {0, 1, 2, ..., n − 1}, and Alice’s and Bob’s
private sets are A ⊆ U and B ⊆ U , respectively. Alice and Bob generate an n-bit
string SA and SB , respectively, according to the following encoding rule:

S j
A =

{
1, j ∈ A,

0, j /∈ A,
S j
B =

{
1, j ∈ B,

0, j /∈ B,
(1)

where j ranges from 0 to n − 1 and S j
A (S j

B) denotes the j-th bit in String SA (SB).
Let us now move on to the description of our scheme. In this section, we assume

that the quantum channel is noiseless and lossless, and the classical channel is authen-
ticated. Note that Charlie is semi-honest and he assists Alice and Bob in computing
the intersection of their private sets without disclosing the privacy of the sets.
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The procedure of the scheme is as follows:

1. Charlie first prepares two groups of single particles of size n and denotes them as
G1 = {q0, q1, . . . , qn−1} andG2 = { f0, f1, . . . , fn−1} respectively. And the states
of q j and f j ( j = 0, 1, ..., n−1) are all randomly selected from the {|0〉, |1〉} basis.
After this, Charlie randomly prepares 2d decoy particles, each ofwhich is randomly
in one of the states {|+〉, |−〉, |+y〉, |−y〉} (|+〉 = |0〉+|1〉√

2
, |−〉 = |0〉−|1〉√

2
, |+y〉 =

|0〉+i |1〉√
2

, |−y〉 = |0〉−i |1〉√
2

). Then, Charlie inserts the d decoy particles in G1 and
G2 at random, respectively, and records the inserted positions. Eventually, Charlie
sends all of the particles to Alice.

2. After Alice confirms that she has received all of the particles, she consults with
Charlie for the eavesdroppingdetection:Charlie tellsAlice the locations and the cor-
responding measurement basis of each decoy particle’s state through the classical
channel. Then, Alice measures each decoy particle’s state with the corresponding
basis and announces the measurement results to Charlie. Charlie then compares the
sequence’s measurement results with the initial states of the decoy particles and
calculates the error rate. If the error rate exceeds the threshold, he tells Alice to
discard all of the particles and goes back to Step 1. Otherwise, Alice discards all
the decoy particles and proceeds to the next step.

3. After Alice confirms that the detection has passed, she will perform unitary oper-
ations according to Sequence SA. The operating rule is as follows: for each pair
of particles of q j in G1 and f j in G2 ( j = 0, 1, . . . , n − 1), if S j

A = 0, Alice

performs nothing on these two particles, and if S j
A = 1, Alice firstly performs

X operation on q j , then Alice performs the CNOT operation on q j and f j
where q j is the control particle and f j is the target particle. After Alice performs
the operations on all particles, she finally obtains two new groups of particles:

G ′
1 =

{
q ′
j ( j = 0, 1, . . . , n − 1)

}
and G ′

2 =
{
f ′
j ( j = 0, 1, . . . , n − 1)

}
. Later,

Alice respectively and randomly inserts d decoy particles into G ′
1 and G

′
2, records

the inserted positions, and sends all the particles to Bob.
4. After Bob confirms that all particles have been received, he and Alice perform the

same eavesdropping detection as that in Step 2. If passed, he discards all the decoy
particles and goes to the next step. If not, the first step will be returned.

5. After Bob confirms that the detection has passed, he will also perform unitary
operations according to Sequence SB . The operating rule is same as Alice’s: for
each pair of particles of q ′

j in G ′
1 and f ′

j in G ′
2 ( j = 0, 1, . . . , n − 1), if S j

B = 0,

Bob performs nothing on the two particles; and if S j
B = 1, Bob firstly performs

X operation on q ′
j , then Bob perform the CNOT operation on q ′

j and f ′
j where

q ′
j is the control particle and f ′

j is the target particle. After Bob performs the
operations on all particles, he finally obtains two new groups of particles: G ′′

1 ={
q ′′
j ( j = 0, 1, . . . , n − 1)

}
and G ′′

2 =
{
f ′′
j ( j = 0, 1, . . . , n − 1)

}
. After Bob gets

G ′′
1 and G ′′

2, he performs the following operations: Bob shuffles all the particles
in G ′′

1 and G ′′
2, and he writes down all the positions he has changed. Later, Bob

randomly inserts d decoy particles into G1
′′ and G2

′′, respectively and records the
positions, and sends all the particles to Charlie.

123



A novel quantum private set intersection scheme... Page 5 of 14 429

6. After Charlie confirms that all particles have been received, he and Bob perform
the same eavesdropping detection as above. If not passed, Charlie discards all the
particles and goes back to Step 1. Otherwise, he only discards the decoy particles,
and follows the next step to get the final intersection C .

7. After the detection has passed, Bob should firstly tell Charlie all the changed posi-
tions in G ′′

1 and G ′′
2 to recover the original sequence. Then, Charlie measures the

state of each particle in G ′′
1. If the state of q ′′

j changes compared with that of q j

( j = 0, 1, . . . , n − 1), Charlie can ensure that the intersection C of A and B does
not include the element j . But if the two states of q j and q ′′

j are the same, then
Charlie measures the state of each particle in G ′′

2 in the {|0〉, |1〉} basis, and com-
pares the results with the state of each particle in G2. If the state of f ′′

j is the same
as the state of f j , Charlie confirms that the intersection C of A and B does not
contain j . And if the state of f ′′

j is not the same as that of f j , Charlie confirms that
the intersection C of A and B contains j . Thus, Charlie obtains the intersection of
the two sets without learning any additional information about A and B.

Note that our scheme could also be used in the noisy quantum channel. In this case,
the threshold of eavesdropping detection may vary and the error rate could be higher
due to different kinds of quantum noises. Thus, we may consider in detail the quantum
noises’ impact on our scheme in the future.

3 Analysis of the proposed scheme

In this section, we study the correctness and the security analysis of our proposed
scheme.

3.1 Correctness

In this part, we show that if Alice and Bob honestly provide their private sets, Charlie
will get the correct intersection of their private sets.

First,Alice andBobperform X operation or nothing onq j andq ′
j ( j = 0, 1, . . . , n−

1), respectively, according to the values of S j
A and S j

B .

– If j /∈ A and j ∈ B or j ∈ A and j /∈ B, in both cases, the X operation is
performed on the j-th particle in G1 or G ′

1 only once, so the state of this particle
will be flipped to the opposite state in the same basis. Thus if the states of q j and
q ′′
j are different, then it can be inferred that the element j is not in the intersection.

– If j /∈ A and j /∈ B, Alice and Bob all perform nothing on the j-th particle of
G1 and G2, respectively, so the state of q ′′

j and f ′′
j will be the same as their initial

states. Thus if the states of q j and q ′′
j , f j and f ′′

j are all the same, then it can be
inferred that the element j is not in A or B.

– If j ∈ A and j ∈ B, in the step 3 of our scheme, Alice firstly performs the X
operation on q j , and then she performs the CNOT operation on q j and f j where
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q j is the control particle and f j is the target particle. That is,

(|0〉〈0| ⊗ I + |1〉〈1| ⊗ X)(X ⊗ I ), (2)

is performed on q j and f j by Alice.
Similarly, in the step 5 of our scheme, after receiving the two particle groups of
G ′

1 and G ′
2, Bob performs the X operation on q ′

j and then performs the CNOT
operation on q ′

j and f ′
j where q

′
j is the control particle and f ′

j is the target particle.
Then, the equivalent operation

(|0〉〈0| ⊗ I + |1〉〈1| ⊗ X)(X ⊗ I ), (3)

is performed on q ′
j and f ′

j by Bob.
With the quantum operations 2 and 3, we see that

(|0〉〈0| ⊗ I + |1〉〈1| ⊗ X)(X ⊗ I )(|0〉〈0| ⊗ I + |1〉〈1| ⊗ X)(X ⊗ I ) (4)

= (|0〉〈0| ⊗ I + |1〉〈1| ⊗ X)(X ⊗ I )(|0〉〈1| ⊗ I + |1〉〈0| ⊗ X) (5)

= (|0〉〈0| ⊗ I + |1〉〈1| ⊗ X)(|1〉〈1| ⊗ I + |0〉〈0| ⊗ X) (6)

= (|0〉〈0| ⊗ X + |1〉〈1| ⊗ X) (7)

= I ⊗ X , (8)

which is performed on q j and f j .
Thus if the states of q j and q ′′

j are the same, and the states of f j and f ′′
j are

different, then the element j must be in the intersection.

Moreover, in our scheme, we can get the set of A ∪ B from the case where j /∈ A and
j /∈ B. With this, it is easy to obtain the set of A ∪ B by computing U − A ∪ B.
An example: Suppose that the initial states of the j-th pair of particle q j and particle

f j are |0〉 and |0〉, respectively, then we have the following:

– If neither A nor B contains j , then S j
A=0 and S j

B=0. The changes of the states of
q j and f j are

|0〉|0〉 Alice’s operation−−−−−−−−−→
I⊗I

|0〉|0〉 Bob’s operation−−−−−−−−→
I⊗I

|0〉|0〉.
– If only set B contains j , then S j

A=0 and S j
B=1. The changes of the states of q j and

f j are

|0〉|0〉 Alice’s operation−−−−−−−−−→
I⊗I

|0〉|0〉 Bob’s operation−−−−−−−−−−−−→
(X⊗I )(CNOTq′

j , f
′
j
)

|1〉|1〉.

– If only set A contains j , then S j
A=1 and S j

B=0. The changes of the states of q j and
f j are

|0〉|0〉 Alice’s operation−−−−−−−−−−−−→
(X⊗I )(CNOTq j , f j )

|1〉|1〉 Bob’s operation−−−−−−−−→
I⊗I

|1〉|1〉.
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– If both sets A and B contain j , then S j
A=1 and S j

B=1. The changes of the states of
q j and f j are

|0〉|0〉 Alice’s operation−−−−−−−−−−−−→
(X⊗I )(CNOTq j , f j )

|1〉|1〉 Bob’s operation−−−−−−−−−−−−→
(X⊗I )(CNOTq′

j , f
′
j
)

|0〉|1〉.

3.2 Security

In this subsection, we firstly analyse the security of the proposed scheme against
external and internal attacks on the ideal quantum channel.We then analyse its security
on lossy and noisy quantum channels. Let us first analyse the security against external
attacks.

3.2.1 External attacks

External attacks refer to the possible attacks carried out by an outside attacker Eve, and
she may intend to get useful information about Alice’s or Bob’s sets during the trans-
mission of particles between participants. As the decoy states are employed for the
eavesdropping detection and this technique has been proven to provide unconditional
security, external attacks, such as the intercept-resend attack, the entanglement-
measurement attack and the denial-of-service (DOS) attack, are invalid to our scheme.
Here, we analyse the security of our scheme against the intercept-resend attack and
the entanglement-measurement attack in detail.

1. Intercept-Resend Attack
For the external attacker Eve, a common attack is to intercept the particles sent by
a certain party in the stage of transmitting particles.
When Eve gets the intercepted particles, she may measure them in the Z-basis.
Then, she generates a new sequence of particles in the Z-basis whose states are
same as her measurement results and sends all the particles to the original receiver.
Assume that all particles Eve sends are in the Z-basis and d decoy particles are used
for the eavesdropping detection. For any randomly selected decoy particle, the error
rate of the state of a single particle’s measurement introduced by eavesdropping
operation is

(
1 − 1

2 ∗ 1 − 1
2 ∗ 1

2

) = 1
4 . Given this, the probability that at least one

of the introduced decoy particles will be detected incorrectly is 1− ( 3
4

)d
. When d

is large enough, the probability of detecting an error will approach 1. Then, there
is a high probability that Eve’s eavesdropping will be detected by the receiver, at
which point the receiver discards all received particles and returns to the first step
of the scheme to re-execute. Therefore, Eve will not be able to get any information
about the Alice’s or Bob’s private sets, and the scheme is secure against this attack.

2. Entanglement-Measurement Attack
Besides the intercept-resend attack, Eve may carry out the entanglement-
measurement attack on the proposed scheme during the particles’ transmission.
It specifically means that Eve firstly intercepts the particles during a certain
stage of transmission, then she entangles her generated auxiliary particle sequence
E = {|E0〉, |E1〉, |E2〉, . . . , |En−1〉} with the intercepted particles through some
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unitary operations. And the corresponding unitary operations could be denoted as

U |+〉|Ei 〉 = α|+〉|e00〉 + β|−〉|e01〉,
U |−〉|Ei 〉 = γ |+〉|e10〉 + δ|−〉|e11〉,

U |+y〉|Ei 〉 = 1

2
|+y〉(α|e00〉 + iβ|e01〉 − iγ |e10〉 + δ|e11〉)

+1

2
|−y〉(iα|e00〉 + β|e01〉 + γ |e10〉 − iδ|e11〉),

U |−y〉|Ei 〉 = 1

2
|−y〉(α|e00〉 − iβ|e01〉 + iγ |e10〉 + δ|e11〉)

+1

2
|+y〉(−iα|e00〉 + β|e01〉 + γ |e10〉 + iδ|e11〉).

The parameters above also should satisfy: |α|2 + |β|2 = 1, |γ |2 + |δ|2 = 1.
In our scheme, the eavesdropping detection is always required after the transmitting
process. If the state of a decoy particle is in the {|+〉, |−〉} basis and Eve attempts
to pass the detection, she must set β = γ = 0.
Similarly, if the state of a decoy particle is in the {|+y〉, |−y〉} basis and Eve
attempts to pass the detection, the equation iα|e00〉 + β|e01〉 + γ |e10〉 − iδ|e11〉
should be a zero vector. Combined with four values of α, β, γ, δ, it can deduced
that α|e00〉 = δ|e11〉.
Finally, we have

U |+〉|Ei 〉 = α|+〉|e00〉,
U |−〉|Ei 〉 = δ|−〉|e11〉 = α|−〉|e00〉,
U |+y〉|Ei 〉 = 1

2
|+y〉(α|e00〉 + 0 + 0 + δ|e11〉) = α|+y〉|e00〉,

U |−y〉|Ei 〉 = 1

2
|−y〉(α|e00〉 + 0 + 0 + δ|e11〉) = α|−y〉|e00〉,

which mean Eve only gets the particles whose states are unrelated to the inter-
cepted ones. Therefore, Eve cannot get any private information through this attack.
Otherwise, she will fail to pass the eavesdropping detection with a high probability.

3. Trojan-Horse Attacks
Trojan-Horse Attacks [23], such as the delay-photon Trojan-horse attack and the
invisible photon eavesdropping Trojan horse attack, may occur in quantum com-
munication protocols where quantum states are relayed. Our scheme may thus face
such potential security risk. However, there have already been techniques that we
can utilize to eliminate the risk.
To avoid Trojan-Horse attacks, our scheme can be equipped with the Wavelength
Quantum Filter (WQF) to remove invisible Photons andwith Optical filters, such as
photons Splitter and Photons Number Splitter (PNS) to separate legitimate photons
fromdelayed photons. In thisway, it can efficiently detect theTrojan-HorseAttacks.
Once the attacks are detected, the discoverer will drop all the particles and repeat
the scheme back again.
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3.2.2 Participants’ attack

Compared to the outside attackers, the participants usually have the advantage to get
more information, thus the dishonest participant poses high security risk to obtain the
honest one’s private information. Here, we thoroughly analyse this kind of attack on
our scheme.

– Charlie’s Attack: In this paper, we assume that the third party Charlie is semi-
honest, which means that Charlie will not launch a conspiracy attack with Alice
or Bob.
If Charlie wants to capture information about Alice’s or Bob’s set, he may behave
just like the outside attackers. However, according to the above analysis, he will
fail to pass the eavesdropping detection. Besides, for preparing the quantum states
used for the computation of the intersection of Alice’s and Bob’s sets, Charlie
can also utilize such an advantage and try to learn extra information about the
participants’ sets. It is obvious that Charlie is able to learn that some elements are
in the intersection of Alice’s and Bob’s sets or they are not. But for the case where
some elements are in either Alice’s or Bob’s set, he cannot determine whether
these elements are exactly from Alice’s set or from Bob’s set according to the
operating rule used in our scheme. Therefore, our scheme is still secure against
Charlie’s attack.

– Alice’s: In the scheme, all the particles’ states are kept in the {|0〉, |1〉} basis, so
Alice can measure and know the exact state of each particle ofG ′

1 andG
′
2 after her

operation, which means she knows the initial states of Bob’s received particles.
After the detection has passed, then Bob performs unitary operations on his
received G ′

1 and G ′
2 according to his coding and then transmits G ′′

1 and G ′′
2 to

Charlie with the decoy particles.
Alicemay launch the intercept-resend attack for the particles Bob sends to Charlie.
Specifically,Alice canmeasure all particles ofG ′′

1,G
′′
2 and the decoy particles in the{|0〉, |1〉} basis and obtain the measurement results. With the information about the

inserted positions of decoy particles announced by Bob due to the eavesdropping
detection, Alice will obtain Bob’s private set. Although this attackwill be detected,
Alice has already known Bob’s private set by comparing the measurement results
with the states of particles of G ′

1 and G ′
2.

In order to resist this kind of attack, in the step 5 of our protocol, Bob shuffles
the particles of G ′′

1 and G ′′
2. After the detection has been confirmed to be passed,

Bob tells Charlie to recover the right sequence. But if not passed, Bob will not
announce the right order. Therefore, Alice cannot get any information about Bob’s
private set from the disordered sequence.

– Bob’s: Just like Alice, after discarding all of the decoy particles, Bob can also
measure each particle ofG ′

1 andG
′
2 in the {|0〉, |1〉} basis and get the measurement

results. By Comparing these results with the states of particles of G1 and G2, he
can infer which operations has been performed by Alice, thus learning Alice’s
private set based on the encoding rules.
However, Bob will fail to finish this task. First, Charlie does not share the states of
particles of G1 and G2 because of his semi-honesty. Then, Bob may try to learn
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these states in a way as the external attackers do. There is no doubt that Bob cannot
pass the eavesdropping detection; thus, he cannot get the states of G1 and G2. For
not knowing the whole of Alice’s group’s before-after states, Bob cannot get the
information about Alice’s private set.

– Note that there exists an internal attack in the set-encoding model for the quan-
tum private set intersection schemes. This attack happens when Charlie needs to
announce the result of the final intersection in some situations. Once a dishonest
participant, Alice or Bob, encodes their own set as the complete set, and the other
one honestly encodes his private set. Both of them perform the defined operations
based on the encoding rule. The final result published by Charlie would be the
honest participant’s private set. Because all inputs are private, then no one can dis-
cover this cheating during the protocol. This attack exists in current QPSI scheme
[13] and how to remove it will be our future work.

3.2.3 Security over the lossy and noisy quantum channels

As above, we have already analysed the security of our scheme on the ideal quantum
channels. However, in reality, the quantum channels are usually lossy and noisy, which
may influence the security of our scheme. Errors introduced by attacks can be regarded
as the results of quantum noises. In what follows, we analyse the security on the two
non-ideal situations.

– Case 1: Security over the lossy quantum channels
In this situation, the outside attacker Eve may use the property of lossy quantum
channel to make an attack.
When any participant in our scheme transmits the particles on which operations
have been performed to the receiver, Eve may intercept some of the particles and
send the other particles to the receiver via an ideal quantum channel. During this
process, if Eve gets some valid particles which are not decoy photons, she could
get to know the states by measuring them in the Z-basis.
However, our private inputs are all encoded by the quantum operations instead of
the states. Thus, even Eve knows the measurement results in this round, she still
cannot get any private information.
Besides, in our scheme, the sender always makes sure that the receiver has got all
the particles. So this attack will finally be discovered by both of the two parties.
The receiver will not act his quantum operations on the intercepted particles, and
Eve will get nothing from the intercepted particles.

– Case 2: Security over the noisy quantum channels
Similar to Case 1, the outside attacker may launch attacks over the noisy quantum
channel.
For example, in the process of transmitting particles in our scheme, Eve firstly
intercepts all the particles, then she may adopt the intercept-resend or entangle-
measure attack. In the end, Eve sends all the tampered particles to the receiver
over a self-established channel and pretends the possible errors are introduced by
the noises.
In this situation, Eve tries to use the channel’s noises to cover up her attack;
however, according to the above security analysis under the intercept-resend and
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entangle-measure attack, once these attacks occur, the error rate of 25% will make
it always be discovered. So the eavesdropping detection will not pass, then all the
received particles will finally be thrown away.

4 Comparison

In this section,we compare our schemewith the proposed schemes in terms of quantum
resources, quantum measurement, and quantum operations in Table 1.

Suppose that the size of the complete set is n, and d decoy particles are employed
to check the eavesdropping. To get the intersection of the two private sets, our scheme
needs 2n + 3d particles (2n particles for encoding and 3d particles for eavesdropping
detection).

We can see from Table 1 that our scheme uses more particles than the schemes in
Refs. [12] and [13]. Nevertheless, for the schemes’ feasibility, the scheme in Ref. [12]
needs to prepare multi-particle entangled states, and the scheme in Ref. [13] requires
the OAM states of single photons. The OAM state is a special high-dimensional
state of a single photon corresponding to its physical inner property of orbital angular
momentum. However, only the Z-basis states of single photons are used in our scheme,
in the current technology, our scheme is easier to be implemented for the preparation
of the quantum states than the schemes in Refs. [12] and [13].

Besides, the scheme in Ref. [12] requires two operations U0 and Us ,

U0 =
∑
x �=0

|x〉〈x | − |0〉〈0| Us =
∑
x /∈S

|x〉〈x | −
∑
x∈S

|x〉〈x |

and adopts the Von NeumannMeasurement. The two operatorsU0 andUs are realized
by complex oracles and their inputs needmulti-particle entangled states that are related
to the size of the client’s set. It can be inferred that when the size of the client’s set
is larger than 4, then the quantum operations of their scheme will be performed more
times than ours. The scheme in Ref. [13] takes the QFT operation on the OAM state
of a single photon, and adopts the related OAM basis measurement. Compared to
the two schemes, our scheme only adopts the X and CNOT operations on single
photons, thus our scheme is also easier to be implemented on the quantum operations
and measurements.

5 Conclusion

In this article, we propose a QPSI scheme with a semi-honest third party using just
single particles. And we also give the detailed correctness and security analyses of our
proposed scheme.

Compared to other QPSI schemes, one of the advantages of our scheme is that it
only needs simple quantum resources and operations, and it is easier to implement
with current quantum technology. In addition, our proposed scheme can also obtain the

123



429 Page 12 of 14 Y. Chen et al.

Ta
bl
e
1

C
om

pa
ri
so
n
of

ou
r
pr
op

os
ed

sc
he
m
e
to

ot
he
rs

Sc
he
m
es

Q
ua
nt
um

re
so
ur
ce
s

Q
ua
nt
um

op
er
at
io
ns

Q
ua
nt
um

m
ea
su
re
m
en
t

Sc
he
m
e
in

R
ef
.[
12
]

n
en
co
de
d
st
at
es

|0〉
+|

c i
〉

√ 2
U
0
an
d
U
s

V
on

N
eu
m
an
n
M
ea
su
re
m
en
t

Sc
he
m
e
in

R
ef
.[
13
]

(n
+

3d
)
si
ng

le
ph

ot
on

s
Q
F
T

O
A
M

ba
si
s
M
ea
su
re
m
en
t

O
ur

sc
he
m
e

(2
n

+
3d

)
si
ng

le
ph

ot
on

s
X
an
d
C
N
O
T

Z
-b
as
is
M
ea
su
re
m
en
t

123



A novel quantum private set intersection scheme... Page 13 of 14 429

union of two private sets. Through this scheme, the intersection and the union of two
private sets can be obtained at the same time and the privacy of the sets is preserved.

The current proposed QPSI schemes including ours are just used to calculate the
intersection of two private sets and we will consider how to design the schemes of the
quantum secure intersection of multi-parties’ private sets in the future.
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