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Abstract

Recently, Wang et al. (Quantum Inf Process, QINP-D-18-00478R1, 2019) commented
that a third party can obtain an authentication key from communicating parties by per-
forming an entanglement swapping attack on the controlled mutual quantum entity
authentication (CMQEA) protocol. In this response, we apply this attack to the
CMQEA protocol and analyze whether this claim is actually valid. From the analysis,
we provide a confirmation that this attack can be prevented using existing counter-
measures. In addition, we propose an improved protocol that is fundamentally robust
to entanglement swapping attack.
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1 Introduction

Controlled mutual quantum entity authentication (CMQEA) is a protocol in which
communicating parties Alice and Bob confirm each other’s identities under the
control of a third party, Charlie, in a quantum network composed of Greenberg-
er—Horne—Zeilinger (GHZ)-like states [1, 2]. However, an internal attack by an
untrusted Charlie was not considered when the CMQEA protocol was first proposed
in 2015 [3]. In 2018, Kang et al. proposed an entanglement-checking method and a
random number method to address this security loophole [1]. Recently, Wang et al.
proposed that an untrusted Charlie could obtain an authentication key through an entan-
glement swapping attack on the CMQEA [4]. We have identified errors in this claim.
In this study, we modified their claim and re-applied the entanglement swapping attack
to the original CMQEA protocol. In addition, we confirmed that an eavesdropper Eve
has a probability of 1/2V to obtain the authentication keys in the N GHZ-like state
sequences with this attack. Finally, we summarize the countermeasures proposed in
previous papers to prevent such attacks. We confirm that these existing countermea-
sures can prevent this attack and explain the features of these countermeasures. In
addition, we propose an improved protocol that is fundamentally robust to entangle-
ment swapping attack.

2 Brief review of controlled mutual quantum entity authentication
protocol

Before describing the entanglement swapping attacks presented by Wang et al., we
briefly introduce the CMQEA protocol. In the CMQEA protocol [1, 2], through the
preparation and security-checking phases, Charlie shares the GHZ-like states

1
1€)2i—1)aBC ® 18)2iyaBC = ﬁ(!‘I‘Jr)(Zi,I)ABIO)(zi—DC + }‘1>+)(2,-,1)AB|1)(2,'—1)C)

1 _
® ﬁ(“l’ Jairap®aic — "I’+)(2i)AB|1>(2i)C) (M

with Alice and Bob. The subscripts (2i — 1) and (2i) refer to the odd-numbered and
even-numbered qubits, respectively, in the qubit sequence. In addition, the subscripts
A, B, and C represent the owner of a particular qubit. Then, in the entity authentication
phase, Alice and Bob authenticate each other under the control of Charlie as follows:

E1 Charlie randomly selects one communication member, Alice or Bob, to apply
the Pauli operation oy, € {000 = I, 601 = 0%, 010 = ioy, 011 = 07}, which cor-
responds to the pre-shared authentication key k; € {00, 01, 10, 11}, for the qubit
(2i — DA or (2i)B inEq. (1). If Charlie selects Alice, Alice applies the Pauli opera-
tor oy, to the qubit (2i — 1) A. If Charlie selects Bob, Bob applies the Pauli operator
oy, to the qubit (2i)B.

E2 Charlie executes the o,-basis measurement on the qubits {(2i — 1)C, (2i)C}
in Eq. (1), and his measurement outcomes are cy;—1c2; € {00, 01, 10, 11}. After
Charlie’s measurement, the GHZ-like state of Eq. (1) collapses into |d>_) Qi—1)AB
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|¢7) |<D7>(2i—1)AB|\I]+>(2i)AB’ LIF)(2i—1)AB|(I)7>(2i)AB’ or |\y7)(2i—1)AB
|\IJ+)(2i) Ap With a 25% probability, and Alice and Bob share one of the pairs of
the entangled states.

E3 Alice and Bob perform Bell-basis measurements on the qubits,
{(2i — 1A, (2i)A} and {(2i — 1)B, (2i) B}, respectively; this is called entangle-
ment swapping. Then, they exchange their measurement outcomes, ap;_jap; and
bai—1byi (aj & bj € {0, 1}, j =2i — 1, or 2i).

E4 Charlie reveals the measurement outcomes of the classical bit ¢p;_cy; acquired
in the E2 phase. Then, both Alice and Bob confirm whether their classical bits,
azi—1az; and by;_1by;, correctly correspond to the revealed classical bit, ¢;—1c¢2;,
as shown in Table 4 in Ref. [2].

(2i)AB’

3 Analysis of Wang et al.’s entanglement swapping attack

Wang et al. claimed that an untrusted third party could obtain an authentication key
that was pre-shared by Alice and Bob by performing entanglement swapping in the
CMOQEA protocol [4]. In their paper, Wang et al. explained that, unlike the E2 and E3
phase of Sect. 2, a third party can learn what operator was applied by Alice or Bob
if they perform a Bell measurement on the (2i)C and (2i — 1)C qubits of GHZ-like
states. Here, the operator corresponds to the authentication key. Therefore, if Charlie
knows the specific operator oy; € {000 = 1,00 = 0x,010 =10y, 01] = O’Z}, he can
naturally know what the authentication key k; € {00, 01, 10, 11} is. For example, in
the P2 phase, with an untrusted Charlie and Eve, GHZ-like states

1
|§>(2i—1)ABC ® |E)(2i)ABC = ﬁ(!‘l’+>(2i,1)AB|0>(2i—l)C + }¢+)(2i,1)AB|1)(2i—1)C)

1
® 7 (|‘I’+>(2i)AB 10)2i)c + ‘¢+)(2i)AB |1>(2i)C) 2

of Eq. (2) are prepared in Ref. [4]. Subsequently, Alice applied the operator oy, and
Charlie attempted the entanglement swapping attack as in Eq. (6) of Ref [3] as follows:

1o, . .

ox1&)i—naBc ® 18) 2iyaBc = ﬁ(“’ )(2i—1)(2i)A|q> >(2i—1)(2i)B|q) )(2i—1)(2i)C
+ |¢+>(2i—1)(2i)A|‘I’+> | %)
- |v7)
+[@7)
- |o%)
+ |"1'+)(2i—1)(2i)A|‘p+>(zi—1)(2i)3|‘I’+)(2i—1)(2i)c
- |o7)

Qi—1)(Q2i)B Qi—1)(@2i)C
Qi—1)2i)A | qr)(zi—l)(zi)b’ |CD7>(2i—1)(2i)C
Qi—1)Q2i)A |\y7)(2i—1)(2i)B |q>7>(2i—1)(2i)C

Qi—-1)(2i)A |q)+)(2i71)(2i)3 ’\Ij+>(2i71)(2i)C

Qi—D)Q2i)A |<D_>(2i—l)(2i)B |“I’_>(2i—1)(2i)c
+ |\p_)(2i—1)(2i)A | ‘1’_>(zi—1)(2i)3 | qj_)(Zi—l)(Zi)C)
3)
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If the Bell measurement results of Alice, Bob, and Charlie are |\I/+) Qi—1)@2i)A’
|(b+)(25—1) 2i)B’ and |<I>+> Qi—1)@iC? respectively, the operation of Alice must be o.
Consequently, Charlie can guess that the authentication key k; = O1.

As described above, according to Wang et al.’s argument, an untrusted Charlie can
obtain Alice and Bob’s authentication keys perfectly by performing an entanglement
swapping attack on the CMQEA protocol. However, there is a fallacy in their argu-
ment. The GHZ state of Eq. (2) that they use to describe the attack differs from the
GHZ state of Eq. (1) used by the original protocol. This difference causes the protocol
to ultimately fail, resulting in Charlie’s misconduct. In the original CMQEA proto-
col, as can be seen in Table 4 of Ref. [2], even though Alice’s measurement outcome
is 10, Bob’s measurement outcomes are randomly generated as 00, 01, 10, and 11.
Therefore, because the original protocol uses N GHZ-like state sequences for authen-
tication, Bob’s measurement outcomes must be uniformly distributed. However, in
the example of Wang et al., such as in Eq. (3), if Alice’s measurement outcome
azi_1ay; is |\I/+)(2i71)(2i)A : 10, Bob’s measurement outcome by;_1by; is always
|d>+)(2i_1)(2i)3 : 00 or |\IJ+)(2i_1)(2i)B : 10. In such a situation, when using N GHZ-
like state sequences, Bob’s measurement outcomes are not uniformly distributed, and
Charlie’s attack eventually becomes apparent. Therefore, we should verify the validity
of Charlie’s attempts at an entanglement swapping attack on the GHZ-like states of
Eq. (1). The GHZ-like states of Eq. (1) are rearranged as follows:

1 _
1€)2i—1yaBc ® 1§)eiaBc = §<|‘1’+)(zi_1)AB|<D >(2,')AB|0)(2i—1)C|0)(2i)C

= ¥ nas ¥ ") @iy asl0@i-nelDaie
+ |(D+>(2i71)AB|q>_)(2i)AB|1>(2i*1)C|O>(2i)C

+|¢+>(2i71)AB|q]+)(2i)AB|O>(2i*])C|]>(2i)C> )

In the E1 phase of Sect. 2, if Charlie selects Alice and then Alice applies Pauli operators
oy, € {0’00 = 1,001 =0y, 010 =i0y,011 = az} to the qubits (2i — 1) A of GHZ-like
states in Eq. (4), these states become
1€)2i—1yaBC ® 1§)2iyaBC

1

=5 [(|ReV +=)@i-neinas + IReV++)ai_1n@ias) |2 1yone
+ (IRev + =) i ny@ias — IReV ++) i 2iyas) |27 ) pi1yaice
— (D ++)i—nenas — D+ =)ai-neias) [Y )i 1aie

= (I ++)i-1)@ias + D+ =)i-1)2i)a8) |\yi)(2i—1)(2i)Ci| ; Q)

0x18)i—nyaBc ® 18)2iyasc
1
=3 [(|ID +=)ai—n@ehas + D ++)2i_1y2i)aB) }q’+>(2i_1)(2i)c

+ (ID + =)i—nenas = M+ +ei-nenas) [P )ainane
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— (IRev++)ainy@ias — IReV+ =) i 2ias) Y ) i aie

— (IRev ++) i 1y2i)ap + [Rev + _>(2i—1)(2i)AB)|qj_)(2i—l)(2i)C]’ ©)

ioyl&)oi—yaBc ® 18)2iasc
= %[(HD ++) i—neinas + 1D+ =)2i—1y@i)AB) \‘D+>(2,-_1)(2,~)c
+ (lID ++)i—neiyas — 1D+ _>(2i71)(2i)AB) ’®_>(2i71)(2i)c
— (IRev + —)i—1yiyas — IReV ++) 2i_1)2i)AB) |qj+>(2i—1)(2i)C’

— (Rev+ =) i—n@iap + [Rev + +><2i—1)(2i)AB)\‘I’_)aiq)(zoc]’ D

and
018 2i—nasc ® &) eivasc
1
=5 [(|R€V ++)@i—1eiap +IRev + —>(2i—1)(2i)AB)|q’+>(2i_1)(2,~)c
+ (IRev ++)2i—1)21yap — IRev + _>(2i71)(2i)AB)|q>_)(2,',1)(2,')c
= (D + =) @i—nenas = D ++)@i—nenas) Y ) o enc
— (D + =) i—n@ias + D ++) (Zi—l)(2i)AB)|\Ij_>(2i71)(2i)C] ®)
respectively.  Here, |Rev+ —)ni_1)i)aB = ’\IIJ’)(ZZ._])AB‘@_)(%)AB,
ID++ei-nenas = Yo naplY)enap D+ ei-nenas =
|q)+>(2i—1)AB |<D7>(2i)AB’ and |[Rev++)oi_1yoijap = |cb+>(2i—1)AB|\IJ+)(2i)AB'

Note that Bell states |CI>+), CD_), \IJ+), and |‘~IJ_> are representative of two entangled
states and are unitarily transformed by local operations, as shown in Fig. 1. Therefore,
the symbols ID + +, ID + —, Rev + +, and Rev + — indicate the relationship between
the two states. For example, in Fig. 1, applying a local operator I ® o, or o, ® I to
|<I>+) results in |\Il+):

1 1
|@%) = [¥*) = (I ® 0,)|®%) = (I ® 0,)—=(100) +[11)) = —=(|01) + [10))

V2 V2
)
|@%) = [¥*) = (6, @ D|®) = (06, ® 1)%000) +]11)) = %am) +110))
(10)

We define Rev + + as the relationship between |®*) and |W*) where the bit flips
oy. Additionally, applying a local operator I ® o, or o, ® I to }d>+) results in }df):

1
V2

1
(100) +[11)) = —=(|00) — [11))

|@%) > [87) = (I ®0,)[®") = I ® o) =
(11)
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Fig. 1 Unitary transformation of

+
Bell states by local operations ‘ ®+> < -0 S \P >
X

A v A

O-Z lay O-z
of o )
@) > [@7) = (0, @ D)|®") = (0, ® 1)%000) +11)) = %(IOO} —[11))

12)

We define ID + — as the relationship between }CI>+> and ‘Q_) where the phase flips
0. Furthermore, applying a local operator I @ ioy orioy ® I to |<I>+> results in ’\II_>:

@) = [¥7)=U 0o)|@") = ®az>%<|00> +11) = %(wm — [11))
(13)

|@%) > [¥7) = (0: @ D|®*) = (0, ® I)%uom +11)) = %(wm —11)
(14)

We define Rev + — as the relationship between |CI>+> and }\I/_) where the bit and
phase flips ioy. Finally, if | d>+) and | CI>+> are identical, we define ID++. These principles
have been applied to |ID + +), [ID + —), |[Rev + +), and |Rev + —), and the details of
these are as follows.

Rev + —) = |“IJ+)(2i—l)AB|q)_>(2i)AB

1 _ _
5(_|¢’+>(2i—1)(2i)A|"I’ )(2[-1)(2;')3 + |CD >(2i—1)(2i)A|‘I'+>(2i—1)<2i)3

+ |\Ij+)(2i—1)(2i)A|q)7)(2i—1)(2i)B N |\I’7)(2i—1)(2i)A|q>+>(2i—1)(2i)3)’
15)
D ++) = |‘y+>(2i71)AB|\p+>(2i)AB
1 _ —
- E<|(D+)(2i—l)(2i)A|d>+>(2i*1)(2i)3 ~1® ai-nanal ® ai-nens
+ }\p+)(2i71)(2i)A|\Ij+)(2i*1)(2i)3 B |\p_)(2i71)(2i)A ’\IJ_)(Zifl)(Zi)B>’
(16)
D+ =) = [®%) ;)45 )2ian
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1

- 5(|q)+>(2i—l)(2i)A|¢7)(2i—1)(2i)B 2 )i nanal ®ai-nens

—|WWQp4xmewfﬁm7nanB_Wwiﬁ%fDQDANﬁ%”*U@“B>
(17)
and
[Rev ++) = |©+>(2i71)AB |‘Ij+)(2i)AB
: - _

- 5(}®+>(2i71)(2i)A‘\p+>(2i71)(2i)3+ |2 ai-nenal? dai-nens

+|W+ﬂy_UQmAqﬁkﬁ—U@wB+|w—%ﬁ—b@0A%D_x%—U@”B>

(18)

As can be seen from Eqgs. (5) and (8), [§)2i—1)aBc ® 1) 2i)aBc of Eq. (5) and o
18 2i—1yasc ® 1§)2iyapc of Eq. (8) are identical except for the sign= of the rela-
tive phase. Therefore, Charlie cannot accurately estimate the operator [ or o, applied
by Alice with Bell measurement outcomes of Alice and Bob for the GHZ-like state
of Egs. (5) and (8). For example, suppose that the Bell measurement outcomes of
Alice and Bob are [Rev + —)»;_1y2i)ap and the measurement outcomes of Char-
lie are |(D+>(2i71)(2i)C' Because these measurements can occur in both [£) 2, _1yapc ®
1€)2iyaBc Of Eq. (5) and 02|§) 2, 1) apc ® |€) 21y aBc Of Eq. (8), Charlie cannot deter-
mine whether Alice used the I or o, operators. Similarly, as can be seen from Egs. (6)
and (7), ox1§) 2i—1)aBc ® 1§) 2iyapc Of Eq. (6) and ioy|§) 2 _1)apc @ 1§)2iyac of
Eq. (7) are identical except for the sign = of relative phase. Therefore, Charlie cannot
accurately guess the operator oy orioy applied by Alice with the Bell measurement out-
comes of Alice and Bob for the GHZ-like state of Egs. (6) and (7). As another example,
suppose that the Bell measurement outcomes of Alice and Bob are [ID + —) 2; _1)2i)AB
and the measurement outcomes of Charlie are | o~ > Qi—1H@iC Because these measure-
ments can occur inboth ox[§) o 1) apc ®1€) 2iyapc Of Eq. (6) and ioy |€) o; —1yapc @
1€) 2iyaBc of Eq. (7), Charlie cannot determine whether Alice used the oy or ioy opera-
tors. Consequently, Charlie can only estimate one of the two bits of the authentication
key k; € {00, 01, 10, 11}. Therefore, because the CMQEA protocol [1, 2] uses N
GHZ-like state sequences ®1N: 118Y2i—1yaBclé) @iyapc- the probability that Charlie
obtains an authentication key sequence K = (ki, k2, k3, . .., ky) through an entan-
glement swapping attack is 1/2V.

In addition to the probabilistic analysis thus far, the analysis in terms of information
theory is as follows. If Ig is the amount of information Eve can obtain from Alice
and Bob’s measurement outcomes, then /g can be described as Ig = H(k;) — H
(kilazi—1a2i, bai—1b2;) [5]. Here, H (X) is the Shannon entropy of the random variable
X. H(k;j) = 2 because the key k; € {00, 01, 10, 11} is two bits of information. And, if
(azi—1a2i, boi—1b2i) = |[Rev + &), k; € {00, 11}; if (azi—1a2i, bai—1b2i) = |ID + %),
ki € {01, 10}. Therefore, H (kj|azi—1a2i, byi—1b2;) = 1. As a result, Ig = 1, which
means that 1 bit out of 2 bits is leaked.
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4 Countermeasures against entanglement swapping attack

In this section, we explain three countermeasures to prevent an entanglement swapping
attack: GHZ-like state sequences method, random number method, and honesty-
checking method. Here, GHZ-like state sequence and random number methods were
proposed to prevent outsider attacks in the original CMQEA protocol [2, 3] in 2015
and insider attacks by Gao in the improved CMQEA protocol [1] in 2018, respec-
tively. In this section, we confirm in that both methods can prevent the entanglement
swapping attack. The honesty-checking method has already been proposed by Wang
as a countermeasure against the entanglement swapping attack.

As described in Sect. 2, the probability of an untrusted Charlie guessing an authen-
tication key sequence through an entanglement swapping attack on the CMQEA
protocol using N GHZ-like state sequences is 1/2". The first countermeasure is to
increase the number of N states used in the protocol so that the entanglement swap-
ping attack probability is very small. For example, if N is 7, the probability of a
successful attack is 0.78%. This means that an entanglement swapping attack is virtu-
ally impossible. However, this method is a passive countermeasure in which the 2-bit
authentication key used for each session is guessed to have a 50% probability.

The second countermeasure was proposed by Wang et al. in a comment paper
[4], and it is an honesty-checking method. In this method, Alice and Bob actively
verify Charlie’s honesty by randomly selecting from the sequence of GHZ-like states
before the E3 phase of Sect. 2. Here, the honesty-checking method is the same as the
entanglement correlation check method and is well described in Ref [1]. For example,
suppose Alice and Bob select (2j — 1)th and (2)th GHZ-like states |§)3;_1y4Bc

and &) 2y aBc:

1, .
|§)(21'—1)ABC Zﬁ(w )(2j—1)AB|0)(Zj—1)C + |‘I’ )(2j—1)AB|1>(2j—1)C)
1
:ﬁ(|x+)|x+>|x+) — [x=)x=)|x=))2j-1aBC (19)
1 _ +
1&)2jrac = E(VI’ Jejas!Oeic — ¥ )(2j)AB|1>(2j)C)
1
= ﬁ(|y+)|y+>|J’+) —y=Ny=)y—Dejasc (20)

Here, |x+) and |x—) are the eigenstates of oy, and |y+) and |y—) are the eigenstates
of oy. Then, Alice and Bob inform Charlie of the location of the (2j — 1)th state and
the measurement base o, or . They also inform Charlie of the location of the (2)th
state and the measurement base o, or oy. Charlie measures the (2j — 1)th state of
Eq. (19) with the base o, or o, and the (2j)th state of Eq. (20) with the base o, or
oy and announces each outcome with the basis to Alice and Bob. Alice and Bob then
measure each (2j — 1)thand (2 j)th state on the same basis as Charlie. The outcomes of
these measurements should be in accordance with Tables 1 and 2; otherwise, Charlie
is deemed to have committed fraud. Because Alice and Bob perform this method
before performing the Bell measurement of E3 phase in Sect. 2, this method can block
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Table 1 Measurement outcomes from the honesty-check of the (2 — 1)th state in Eq. (19)

Measurement basis €2j—1 azj—1 byj—1
o 0:10)2j—1)c 0:10)2j-1)A LD ej-nB
L:D@j-1A 0:10)2;-1B
11 @j-ne 0:10)2j-1)4 0:10)2j-1nB
11D @j-1)a L:Mej-nB
oy x+: xHej-ne X+ x+H)2j-1)A x+:x+H)@j-nB
x—:lx=)ej—ne x—:x=)2j-1A x=1lx=)@2j-1B

Table 2 Measurement outcomes from the honesty-check of the (2 j)th state in Eq. (20)

Measurement basis Cc2j aj by
oz 0:102jc 0:10)2j)A 0:10)2j)B
L) 2jHa L:Dejs
L: M aje 0:10)2jya L)) B
1:D@ja 0:10)2j)B
Ox y+:ilyHepe y+:iyteja y+:iy+ejs
y=:ly=lepc y=:ly=)epHa y=:ly=)ejHB

Charlie’s malicious behavior and is an active countermeasure. Hence, Alice and Bob’s
authentication keys are not exposed. The only disadvantage of this method is that it
requires some state consumption for honesty-checking.

As a final countermeasure, Alice and Bob can use a random number to defend
themselves against Eve’s attack. This method has already been proposed to prevent
Charlie’s internal attack in the CMQEA protocol [1], and Alice and Bob use it after
encrypting the authentication key with each random number. The proposed method
involves using a random number; the protocol that modifies the entity authentication
phase is described below [1].

E1’ (a) Alice and Bob prepare random numbers ()4 and r(;)p, where rya, r¢)s €
{00, 01, 10, 11}. Then, they encrypt their previously shared authentication key k; with
their own random numbers 74 and r(;)p:

kia =ki ©ria 21

ki =ki ®rus (22)

Here, symbol @ indicates exclusive or, XOR.
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E1’ (b) Charlie randomly selects only one from among Alice or Bob. If Charlie
selects Alice, Alice applies the Pauli operator o, corresponding to the encrypted
authentication key k«;ya = k; @ r(;)a of Eq. (21) to the qubit A(p;—1):

kiyal§) 2i—naBc ® 1§)iyaBc

1
= E[("kum ® I)|‘I’+)(2i—1)AB|0>(2i*1)C + (“kum ® I)‘¢+>(2i—1)AB|1)(2i*1)C]

1 _
® EQ‘I’ )(2i)AB|0>(2i)C - |‘I'+><2i)AB|1>(2i>C) @3)

If Charlie selects Bob, Bob applies the Pauli operator corresponding to the classical
bit k(i)B =k;i ® T()B of Eq. (22) to the qubit B(2i)1

1&)2i-1aBC ® Tkl 2iaBC
1
= ﬁ(|\1’+>(2i—1)AB|0>(2i—1)C + |‘I’+)(zi—1)AB|1>(2i—1)C)

1 - +
® 75[(1 ® ‘Tk(im)"b >(2i)AB|0)(2i)C - (I ® ‘Tkms)"l’ >(2i)AB|1>(2i)C]
(24)

Here, ki (= k(i)a ® riya = k@) ® ri)g) is a authentication key pre-shared by
Alice and Bob in the preparation phase, k; € {00, 01, 10, 11}.
E2’ Charlie executes the o,-basis measurement on the qubits {C @i-1,C (2i)} in
Eq. (23) or Eq. (24). His measurement outcome is cp;_jc2;, where cz;i_1¢z;i €
{00, 01, 10, 11}. After Charlie’s measurement, the GHZ-like states of Eq. (23) col-
lapse into

|@7)

J— . [ +
c2i—1¢2i = 00: Uk<i>A|‘l’ >(2i—l)AB

(2i)AB’

cri_1c2i =01 : _O’k(i)A|\p+>(2i71)AB]"I’+)(2i)AB’

c2i-162i = 10:: _Gk(i)A|q)+)(2i—l)AB_ |<D7>(2i)AB’

orcyi—jcy = 11 _Uk(i)A|q)+)(2i—l)AB_ |‘I’+)(2i)AB 25
and the GHZ-like states of Eq. (24) collapse into
c2i—1¢2i = 00 |‘I'+)(2i—1)AB | Okars |(D_)(2i)AB_’
_ Nyt + +
c2i-162i = 01 : }‘I’ )(Zifl)ABNJ )(2i71)AB[Gk(i)B|‘I’ )(Zi)AB]’
e [ - 1
c2i-1c2i =102 |® )(Zi—l)AB _ak<i)3|q’ )(Zi)AB_’
or cyi—jcoi =11 |q)+>(2[—l)AB | %k |‘I’+)(zi)AB_ (26)
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with a 25% probability, and Alice and Bob share one of the pairs of the entangled
states. For the first example, when k; = 11 and ;)4 = 01, Alice applies the Pauli
operator ioy (= 0k, r;,, = 010) to the qubit A ;1) in GHZ-like state of Eq. (25):

ci-162i =00 [’.UY‘\I’ >(2l 1)ABi||<D_)(2i)AB = |<D_)(2i—1)AB|<D_)(2i)AB =D ++)ai—n@ias

cai-1c2i =01 : [i"Y"I’+)( 1)AB]|'I’+ (2i)AB = |o~ )(2, 1)AB|\I’ )(2,),43 [Rev + =) 2i—1)21)aB>

c2i-1c2i =10 I:iGY‘¢)+)(21 1),43]“1> (2i)AB — “I’7>(2i—1)AB|q>7>(2i)AB = [Rev ++)oi—1)2i) a8
or cyi—c2i = 11: ['W\‘D Jai— mg]\‘l” 2iag = ¥ Jaioas ¥ Danas = IO+ =)ai-nenas-

27)

For the second example, when k; = 11 and r;)4 = 10, Alice applies the Pauli
operator o, (= 0k,@r;,, = 010) to the qubit Ay; 1) in GHZ-like state of Eq. (25):

c2i—1¢2i =00 [ax{\p+)(2i—l)ABj||<D )(21)AB }¢+)(2i—l)AB{¢'_>(2i)AB =D+ =) @i—1y@i)as-

c2i-162i =01 [0x1‘1’+)(zi_1m3]|‘1’+ @ias = 19 )i nas ¥ )aias = IRV ++)ai_nias,

cai-1c2 =10 [U~"|®+)(2i—l)AB]|q> Qi)AB = |\I’+)(2i71)AB|¢7)(2i)AB = [Rev + =) oi—1)2i)AB>
or cyi—1ci =11 [UX{CD+)(2i—l)AB]{‘I’+ (2i)AB — |‘I'+)(2i—1)AB|‘I’+>(2i)AB = [ID++)@i—1)@i)aB-

(28)

For the third example, when k; = 11 and r(;)p = 10, Bob applies the Pauli operator
0x (= Ok;@rgy4 = 001) to the qubit B 1y in GHZ-like state of Eq. (26):

+

S

“Y|¢ >(21)AB] = |\I}+)(21—1)AB|\I}7>(21')AB =D+ =) @i—1y@i)as-

c2i—1c2i =00 : | (2i—1)AB|:

)
C2i-162i = 01: |‘I’+>(2i—l)AB[Ux|‘I’+)(2l)AB] 9 ) 1451 )i an = IReV+ M imnnas:
cai-12i =10 |<1>+)(2,-_1>AB[®|® )(2,),43] |9 )i a8l Jainan = Rev +=)ai-nanas:
or cai—1c3 =11 |q)+>(2i—1)AB [UX{'W (21)AB] |<I>+ (21 1)AB|<I)+>(21')AB = ID ++)2i—1)2i)AB-

(29)

E3’ Alice and Bob execute the Bell-basis measurements on the qubits

{A(g,-_1), A<2i)} and {B(zi—l), B(Zi)} of Egs. (25) and (26), respectively. Then,
they exchange their measurement outcomes, as;_1a; and by;_1by; (a; & b; €
{0,1}, j = 2i — 1 or 2i). From the first example of phase E2’, if Charlie’s mea-
surement outcomes co;—1c3; = 01, the Bell states shared by Alice and Bob are
‘q)_)(Zifl)AB‘\p+>(2i)AB = |Rev + —)2i_1)2iyap in Eq. (27). Therefore, the Bell-
state measurement outcomes (ap; —1a2;, byi—1b2;) of Alice and Bob are as follows:

(00, 11) : |<D+)(2i71)A(2i)A|\IJ Qi—1)BQi)B
(01,10) : |®7)

(10,01) : "lﬁ)(zl—l)A(Zz)A‘cD
(11,00) : |w~) |

)
(2i71)A(2i)A|\p )(2171)3(21')3

)(2171)3(21')3

)

(30)

Qi—DAQI)A (i—1)B(2i)B
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Then, they exchange their measurement outcomes (az;—1a2;, b2;—1b2;) in Eq. (30).
From the second example of phase E2’, if Charlie’ measurement outcomes
cai—1c2i = 10, the Bell states shared by Alice and Bob are “P*)(ZFI)AB
|<I>*)(2i)AB = [Rev+ —)n;i_1@iyap in BEq. (28). Therefore, the Bell-state mea-
surement outcomes (as;—1az;, ba;—1by;) of Alice and Bob are the same as Eq. (30).
From the third example of phase E2’, if Charlie’s measurement outcomes cp; _{c3; =
01, the Bell states shared by Alice and Bob are ‘\IJJ“)(ZFI)AB‘CD*)Q[)AB
[Rev + +) 2i—1y2iyap 0 Eq. (29). Therefore, the Bell-state measurement outcomes
(azi_1a2i, byi_1by;) of Alice and Bob are as follows:

(00, 10) |¢+)(2i—1)A(2i)A|‘I’+>(2i—1)3(2i)3

(01, 11) : |CD7>(2i—1)A(2i)A|\p7>(2i—1)B(2i)B

(10, 00) : |\Ij+>(2i7])A(2i)A’©+>(2i71)3(2i)8
)

(11,01) : ™) (31)

(2i71)A(2i)A’q>_ (i—1)B(2i)B

Then, they exchange their measurement outcomes (a;—14az;, b2i—1b2;) in Eq. (31).
E4' (a) Charlie reveals the measurement outcomes c¢p;_1cp; acquired in Phase E2';
then, Alice or Bob announces r4 or rp to Charlie, respectively.

E4’ (b) Alice and Bob confirm whether their classical bits, az;_1a2;, bai—1b2;,
and c»;_1¢p;, correspond to the encrypted authentication key k)4 = ki @ ri)a
or kiyp = ki @ r(p, as presented in Table 4 in [2]. From the first example of
phase E3’, because the encrypted authentication key k()4 = k; @ r(;)4 is 10 and
coi—1¢2; 18 01, the Bell-state measurement outcomes (ay; —1a2;, by —1by;) of Alice
and Bob must be one of the results of Eq. (30). Note that k; = 11 and r;)4 = 01.
From the second example of E3’ phase, because the encrypted authentication key
kiya = ki ®rya is 01 and cp;_1cy; is 10, the Bell-state measurement outcomes
(azi—1a2i, bai—1b>;) of Alice and Bob must also be one of the results of Eq. (30).
Note that k; = 11 and r;)4 = O1. From the third example of phase E3’, because
the encrypted authentication key kg = ki @ r)p is 01 and c;—jco; is 01, the
Bell-state measurement outcomes (ap;—1dz;, boj—1b2;) of Alice and Bob must be
one of the results of Eq. (31). Note that k; = 11 and r(;p = 10.

Here, we analyze when the entanglement swapping attacks are applied to these
methods. As in the first example, if an authentication key k; = 11 and Alice’s random
number 74 = 01, Alice applies the Pauli operator ioy, (: Ui or A), which corresponds
to an encrypted authentication key k)4 = ki ® r)a = 10, to the qubit (2i — 1)A
in GHZ-like states of Eq. (23), as follows:

. 1 _ _
i0y|§) ai—1yasc @ 1§)@iyasc =§(|‘b Jai—nasl® Janas0ei-ncl0 e
— |27 )i 1yasl¥ )iy as 10 ci-nelDaie

+ 7)1y asl® ) as! Dai-nelOaie
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+ |\p_>(2i—l)AB|\p+>(2i)AB|0>(2i—1)C|1)(2i)C>
(32)

The GHZ-like states of Eq. (32) are rearranged as follows:

ioyl&)i—1aBc ® 1) 2iABC
1
=5 [(IID +4) 2= 1)) AQi—1)2i)B + ID + =) 2i~1)(2i) AQ2i—1)(2i)B) \®+)(2i,1)(2i)c
+ (D ++) 2i—1)@ia@i—1)2i)B — 1D+ —)(2i—1)(21)A(2i—1)(2i)B)\q’_)(zi,])(z,»)c

— (IRev+—=)i—1)2i)Ai—1)(2i)B — IRev + +>(2i—1)(2i)A(2i—1)(2i)B)|‘I’+>(2i_1)(2i)c

— (IRev + =) 2i—1)2i)A2i—1)(2i)B + IRev + +)(2i—1)(2i)A(2i—1)(2i)B)|‘1’_>(2i_1)(2,~)c]
(33)

After Alice and Bob’ Bell measurements on {(2i)(2i — 1)A and (2i)(2i — 1) B qubits
of the GHZ-like states of Eq. (33), Charlie performs a Bell measurement on the

(2i)C and (2i — 1)C qubits of Eq. (33) without following the E2’ phase. If Alice and
Bob’s measurement outcomes (az; —1 a2, bai—1b2;) are [Rev + —) 2 _1y21)A2i—1)(2i) B>
Charlie’s measurement outcomes c;_ | c; must be |qj+>(2i—l)(2i)c or |\IJ’)(2I._1)(21.)C.
Then, they exchange their measurement outcomes (az;—1a2;, bai—1bz;). Through
these measurement outcomes, Charlie cannot accurately guess that the Pauli oper-
ator applied by Alice is o, which corresponds to the encrypted authentication key
kia = ki ®ria = 01, or ioy, which corresponds to the encrypted authentication
key kiya = ki @ rya = 10. Note that, Eq. (33) is the same as Eq. (7). Furthermore,
as mentioned in Sect. 3, since Eq. (6) and Eq. (33) (= Eq. (7)) differ only in the relative
phase =+, it is impossible to distinguish these two equations even if Charlie obtains the
measurement outcomes of Alice and Bob. Therefore, Charlie can only estimate the
encrypted key k;)4 € {01, 10} with a 1/2 probability but cannot know the authen-
tication key k; = 11. To find out the authentication key k;, Charlie should perform
phase E4’ (a). Furthermore, in phase E4’ (a), Charlie acts as if it were o,-basis mea-
surements rather than Bell measurements as in phase E2’. To do this, as Egs. (27) or
(28), Charlie must release the appropriate measurement outcomes. However, Charlie
does not know the proper measurement outcomes cp;—1¢2; corresponding to Alice and
Bob’s measurement outcomes (az;—1a2;, bai—1b2:) = IRev + =) 2 _1y2iyai—1)(2i)B-
The reason is that even if Charlie knows their outcomes, he still does not know the
encrypted authentication key k)4 € {01, 10} correctly. Therefore, Charlie cannot
guess if his measurement should be c2;—1c2; = 01 in Eq. (27) or ¢p;_1c3; = 10 in
Eq. (28). As a result, Charlie’s attack is revealed in the final verification phase, E4’

(b).

5 Entanglement swapping attack-resistance CMQEA protocol

In order to the CMQEA protocol to be fundamentally resistant to the entanglement
swapping attack described in the above chapter 3, Alice and Bob’s measurement
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outcomes should be the same even if this attack is performed. Therefore, we propose
to use GHZ-like states

1 _
1&)i-nasc ® 1§ @iapc = E(|‘I’+)(2i—1)AB|O>(2i*1)C +|w )(Zi—l)ABm(Z"*Uc)
1 _
® ﬁ(’\lﬁ)(Zi)ABlO)(Zi)C +|w )(2i>AB|1)<2">C) 34)

as the initial state instead of GHZ-like states in Eq. (1). Note that, Alice and Bob
only use two Pauli operators oy, € {09 = I, 01 = o} for an entity authentication.
Here, k; € {0, 1}. In this case, even if an untrusted third party executes the entan-
glement swapping attack, Alice and Bob’s measurement outcomes will always be

|RevV + +)2i_1)2i)aB O IR€V + —)2; _1y2i)4B:
1&) 2i—1yapc ® 1§) 2iyaBC
1
=5 [(|RCV ++)@i—1@2ia + IRV + =) 2i_1)2i)AB) |‘I’+>(2,-_1)(2,~)c
+ (IRev ++) i _12i)aB — ReV+ =) i _1)2i)a8)| P )i 1)1 c

+ (IReV ++) i _n2i)as + IRV + =) 1)2ia8) ¥ )i 1y

+(IRev ++)2;i_12i)ap — IReV + =) _1)2i)48) |‘I’_>(zi_1)(zi)c] (35)

As aresult, no matter what measurement outcomes | <I>+) Qi—1)@i)C? <1>’) Qi—1)@2i)C?
|\I’+)(2i_l)(2i)c, and |\I”_>(2i—1)(2i)c are obtained by the third party, it is impossible to
estimate the secret key k; € {0, 1}. If the security of the protocol is described in terms
of information theory, then there is no information Eve can obtain from Alice and
Bob’s measurements [5]. Therefore, no information leakage occurs in the proposed
protocol. For this to work well, Alice and Bob should pre-verify that the third party
has shared the GHZ-like states of Eq. (34).

6 Conclusions and Discussion

We described the security of the CMQEA protocol against an entanglement swapping
attack by an untrusted third party, Charlie. In particular, we analyzed the possibility
of leakage of authentication information when Charlie performs a Bell measure-
ment in the CMQEA protocol. Accordingly, we confirmed that the authentication key
sequences could be leaked by untrusted Charlie’s entanglement swapping attack with
a probability of 1/2". In addition, we described three methods of using the sequence
of GHZ-like states, the honesty-checking method, and a random number method to
prevent such a threat.

To implement the original CMQEA protocol, GHZ states should be created and
Bell-state measurement (BSM) should be performed. Many experimental results for
generating GHZ states have been reported [6, 7]. However, when performing BSM
based on linear optics, there is a limit in which Bell states ]¢i> cannot be determined
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accurately [8, 9]. As a result, when implementing the CMQEA protocol based on
linear optics, there is an error that users cannot be verified with a 50% probability.
On the other hand, the CMQEA protocol can be implemented based on nonlinear
optics. In this case, the BSM can distinguish all four Bell states, but a decoherence
has a significant effect [10, 11]. On the other hand, the improved protocol in Sect. 5
is feasible because of quantum communication protocols that use authentication with
only two Bell states |\Ili). Besides, the application of error correction and privacy
amplification to this protocol can improve security and practicality [12].
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