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Abstract

Dynamic secret sharing can deal with the problems of both adding agents and revoking
ones, which makes it more practical and flexible compared with general secret sharing.
In this work, we analyze an efficient and secure dynamic quantum secret sharing
protocol based on Bell states, and find that there is an unnoticed problem that it does
not satisfy the requirement for dynamic secret sharing in the sense that if the access
structure has been completed, then both adding an agent and revoking one become
impossible by the way in this protocol; or else if adding an agent or revoking one
can be realized, then the previous access structure has not been implemented in fact.
Furthermore, we discuss how to solve this problem and give a possible way to improve
this protocol.

Keywords Quantum secret sharing - Dynamic secret sharing - Bell states

1 Introduction

Quantum secret sharing is a basic primitive in quantum cryptography, which was firstly
introduced by Hillery, Buz€k and Berthiaume [1]. In contrast to classical secret sharing
[2], the security of quantum secret sharing is based on the fundamental principles of
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quantum physics such as no-cloning of unknown quantum states, and hence quantum
secret sharing allows a dealer to securely distribute a secret among agents in the
presence of opponents even if they have infinite computing resources. Contributing to
the superiority of information-theoretic security, quantum secret sharing has attracted
much attention, and numerous proposals for quantum secret sharing have been reported
including both theoretical and experimental aspects [3—14].

Secret sharing has many practical applications in the field of information security
and distributed computing, and it is inevitable to add a new agent or delete one due to
various reasons in some special cases. For example, in a large company, there are a lot of
persons who may join in it, while some employees quit from it every week. A simple
way is to restart the secret distribution algorithm and then renew the shared secret
while distributing a new share for each agent. However, this way is generally costly
and will limit the practical application of secret sharing. Accordingly, the concept of
dynamic secret sharing protocols was introduced, in which the number of the agents
can be increased or decreased without re-executing the secret distribution algorithm,
and thus, it gives an economical and convenient way to solve this problem. So far, a
lot of dynamic secret sharing schemes have been presented [15], especially in the field
of quantum secret sharing; Yang et al. firstly gave a dynamic quantum secret sharing
scheme in 2011, which was the beginning of the research of dynamic quantum secret
sharing [16]. After that, both the design and cryptanalysis of dynamic quantum secret
sharing schemes attracted much attention [17-29].

Recently, an efficient and secure dynamic quantum secret sharing protocol based on
Bell states was reported (for the sake of simplicity, we will call it YT-protocol hereafter)
[30]. Furthermore, as mentioned in [30], the YT-protocol has the following merits
over the existing protocols. Firstly, it is immune to eavesdropping attack, collusion
attack, and the dishonest revoked agent attack. Secondly, it is secure against Trojan
horse attack because one-step photon transmission is adopted. Thirdly, it is simple
and efficient because the agents only perform a single-particle measurement. Finally,
when adding or revoking an agent in the YT-protocol, the remaining agents need not
perform any local unitary operation, transmit classical messages, or be online.

In this paper, we give an analysis of the Y T-protocol, and find that there is a neglected
problem that it does not satisfy the requirement for dynamic secret sharing in the sense
that if the access structure has been completed, then both adding an agent and revoking
one become impossible by the way in this protocol; otherwise, if adding a new agent
or revoking one is realized, then the previous access structure has not been really
implemented, i.e., the agents cannot recover the shared secret even if they cooperate
with each other before the phase of adding a new agent or revoking one. Finally, we
discuss how to solve this problem and give a way to improve this protocol.

The rest of this paper is organized as follows. In Sect. 2, a brief description of the
YT-protocol is reviewed. In Sect. 3, we analyze the YT-protocol and then show the
existing problem in this protocol. In Sect. 4, we study how to deal with this problem
and improve this problem. Finally, conclusions are given in Sect. 5.
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2 The YT-protocol

In this section, let us give a brief description of YT-protocol [30]. Without loss of
generality, we take the four-party dynamic quantum secret sharing as an example.
Suppose that the dealer (Alice) wants her master key to be shared among three agents
(Bob, Charlie and David) in such a way that her master key can be recovered if and
only if all agents cooperate together. The four-party Y T-protocol can be described as
follows.

2.1 The four-party protocol

The four-party YT-protocol includes the following several steps.
Step 1 Alice prepares 3n Bell states |@1) = %(|OO) + |11)) and then equally
divides the 3n states |®T) into three segments BSp = {qFSB,q;SSB} BSc =

{q BSC,q2 ¢}, and BSp = {qBSD,q2 P} fori = 1.2.....n. Then, she takes all

the first and second particles from each Bell state in each segment to form the ordered

sequences SBS = {q ISB} SBSB = {q BSB} SP5¢ = g ISC} 5°¢ = {q BSC}

S]fSD = {q1 D} SBSD {q2 D} Alice prepares n decoy photons randomly cho-

sen from {|0), |1) |+), |[—)} and then inserts them into the sequences SBSB SBSC

55°P to form 52 =S5 SZBSC S, BSp , respectively. Finally, she sends 52 =S5 SZBSC S, BSD
to Bob, Charlie, David, respectively, and keeps S1 258 51135c S}IBSD for herself.

Step 2 After receiving the sequences S2 SB, S2BSC, SZBSD from Alice, Bob, Charlie,
and David individually send an acknowledgment to her. Then, Alice announces both
the bases and the positions of the decoy photons in S, BSs .Sy BSc .Sy BSp . According to
the measurement results of Bob, Charlie and David, Ahce checks eavesdroppmg. Ifno
eavesdropping is detected, she sends an acknowledgment to Bob (Charlie and David)
through an authenticated classical channel. Otherwise, Alice asks Bob (Charlie and
David) to abort the process and starts a new one.

Step 3 After the eavesdropping check, Alice has three sequences A\
A\ BSD Bob, Charlie and David have S, BS B S, BSC and S s respectlvely. Then,
she gets the measurement results MRy = {MRAl , MRAZ, .. MRA,,} by perform-

] . . . Sty BS!
ing the GHZ measurement on the ith particles (i.e., q1 Boq,C, q1 D) from SBSB,

S, BSc S?SD for i = 1,2,...,n. Bob, Charlie, and David get the measurement
results MRp = {MRBl s MRBZ, ceey MRB,I}’ MRc = {MRCl , MRc,, ..., MRc, }, MRp =
{MRp,,MRp,, ..., MRp,}, respectively, by performing the X-basis measurements on
each particle in their sequences.

Step 4 According to the correlation of particles held by Alice, Bob, Charlie and
David, their measurement results satisfy MR4=MRp @ MRc @ MRp; hereafter, the
notation @ denotes the addition of modulo 2. Therefore, if Bob, Charlie and David
collaborate with each other, they can recover Alice’s master key as K4 = MRy =
MR ®MRc ®MRp = Kg ® Kc ® Kp.

BSp SBSC
,
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2.2 Adding a new agent

Assume that a new agent (Frank) wants to join the four-party protocol. Then, he can
perform the following steps with Alice to complete this task.
Step A1 Alice prepares n Bell states |®T) = \/LE(|OO) + |11)) and divides them

BS} 1 SBSF = {q, Sk }. Then, she randomly inserts n

BSF
b

into two sequences Sf's = {q,

decoy photons (i.e., {|0), |1), |[4+), |—)}) into the sequence 52 SF to form S5 and

sends SzBsF to Frank.

Step A2 After confirming Frank has received S/ZBSF , Alice performs a similar eaves-

dropping check with Frank to confirm the security of S; sF

Step A3 Alice performs the GHZ measurement on the ith particles (i.e.,

BS), BSL Bsi Bs) )

q; %.q, .q; P.q, F) from SPE, SPC, SPSPLSPSF for i = 1,2,....n, to
obtain the measurement results MRy = {MR /,MR AREER MR,/ }. Bob, Charlie,
David and Frank get the measurement results MRB/ = {MRB{ , MRBé, ...,MRB}Q},
MR¢r = {MR¢r, MR¢y, .-, MRcy ), MRp = {MRpr, MRpy, ..., MRy }, and MRpr =
{MR Fl» MR Fjoeees l\fIRp,;}, respectively, by performing the X-basis measurement on
each particle in their sequences.

Step A4 Let Alice’s master key be K 4+ = MR4/. Bob, Charlie, David and Frank can
recover Alice’s master key as MR4» = MRp @ MR @ MRy @ MRy by cooperation.

2.3 Revoking an agent

Here, we consider a five-party case, i.e., one dealer (Alice) and four agents (Bob,
Charlie, David and Frank). Alice has four sequences S BSp S?SC S?SD SBS’ and Bob,
Charlie, David and Frank have the sequences S5 S8 Y >sc .Sy sp .S, SF respectively. If
Alice wants to revoke Bob, then she performs the GHZ measurement only on the ith
particles from S}f’sc, S]IBSD, S]IBSF ,fori = 1,2, ..., n,toobtain the measurement results
MRy» = {MRArl/, MRArzr, e MRA,’{}' Then st BSD and S F evolve into n GHZ
states, similar to MR4~. Consequently, Alice’s master key becomes K47 = MRyr =
MR¢c @ MRp @ MR by this way.

3 The analysis of YT-protocol

From Sect. 2, it can be seen that after the secure distributing of particles, the dealer Alice
holds all the first particles SBSB SBSC SBSD of 3n Bell states |® ) = L(IOO) +]11)),

and the three agents Bob, Charlie and David have the n second particles 52 5Ss S 2S¢ and

SBSD of these 3n Bell states. Furthermore, if Alice performs the GHZ measurement on
the ith particles (i.e., q1 , qFSC, q, SD) from S?SB S?SC S]IBSD fori =1,2,...,n,

then the ith particles (i.e., q2 , qfsc, qf D) from S, BSp S;SC SBSD collapse to one
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of the eight three-particle GHZ states

V1) = %(IOOO) +[111)), €]
1V2) = %(IOOO) — [111)), 2
1V3) = %(HOO) +1011)), 3
1Va) = %(HOO) — [011)), “
1Vs) = %(IOIO) +[101)), (&)
1Ve) = %(IOlO) — [101)), (6)
V1) = %(IUO) +1011)), )
V) = %(Ill()) — [011)). ®)

More importantly, Alice’s GHZ measurement result MR 4, Bob’s measurement result
MR g, Charlie’s measurement result MR¢ and David’s measurement result MR p with
X-basis satisfy

MR4 = MRp © MR¢c © MRp. )

Therefore, when Bob, Charlie and David collaborate with each other, they can recover
Alice’s master key K 4 by computing

Ka=Kp®Kc®Kp (10)

as K4 = MRy, Kp =MRp, Kc =MR¢c, Kp = MRp.

In a (k, n) threshold secret sharing protocol, a secret s is divided into n shares
S1, 52, ...,S8, such that any k of these shares can be used to reconstruct the secret
s, but any set of k — 1 or fewer shares contains absolutely no information about the
secret s [2]. Furthermore, a secret sharing protocol consists of three phases: the phase
of initialization, the phase of distributing shares, and the phase of recovering secret.
To deal with the problems of adding and deleting agents, a dynamic secret sharing
protocol is added the two phases: the phase of adding new agents, and the phase
of revoking agents. Generally speaking, whether in a (k, n) threshold secret sharing
protocol or in a (k, n) threshold dynamic secret sharing protocol, it is required that k
or more than k agents can reconstruct the secret s after the phase of distributing shares,
i.e., the access structure must be completed. In addition, when they reconstruct the
shared secret s, they should have no further communication with the dealer. However,
if the secret distribution has been completed among the agents in the YT-protocol,
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then both adding an agent and revoking one become impossible by this way. Now we
give a detailed analysis as follows.

From the YT-protocol, it can be seen that it also includes the five phases: the phase
of initialization, the phase of distributing shares, the phase of recovering secret, the
phase of adding new agents, and the phase of revoking agents in fact although the first
three phases are not specified in this protocol. Here, we show that there is an unnoticed
problem in the Y T-protocol which results in the function of adding an agent or revoking
one does not work. Specifically, in Step 3, Alice can obtain the measurement results
MR4 = {MR4,, MR4,, ..., MR4, } only after she performs the GHZ measurement on the

. . . BS BS! BS! R
ith particles (i.e., ¢, *,q, .q; ") from S]fSB, S?Sc and S?SD fori =1,2,...,n.

Moreover, as mentioned above, only after Alice completes her measurement, the ith

. . BS, Bs,. B .
particles (i.e.,q, ®.q, “,q, ") from SfSB , stc, S;SD collapse to one of the eight

three-particle GHZ states, and then Bob, Charlie and David can get the measurement
results MRg = {MRBl ,MRp,, ..., MRp, }, MRc = {MRCl , MRy, ooy MRCn}, MRp =
{MRp,,MRp,, ..., MRp,}, respectively, by performing the X-basis measurements on
their sequences. Therefore, after the end of the phase of distributing shares, the three
agents Bob, Charlie and David can reconstruct the shared secret K 4 distributed by the
dealer Alice by computing

MRp ® MRc @ MRp = MRy = K4. )

Nevertheless, in Sect. 2.2, adding a new agent is by the way of performing
. . . Bsh, Bs. BSi BS
the GHZ measurement on the ith particles (i.e., ¢; °,q, “.q, ",q, ©) from
SllgSB, S?SC, S}f’SD, S?SF fori = 1,2,...,n, to obtain the measurement results
MRy = {MR A MR, MR 4} After that, Bob, Charlie, David and Frank
1 2 n
can obtain the measurement results MRp: = {MRBi,MRBé, ...,MRp }, MRer =
{MRCi s MRCé’ ey MRC’/I}, MR pr = {MRD/1 s MRDév Ceey MRD’/l}, and
MRy = {MR Fj»MRpy, ..., MR }, respectively, by performing the X-basis measure-
ment on their sequence. By this way, they can recover Alice’s master key K4/ by

computing
MRp @ MR ® MRpr @ MRy = MRy = Ky (12)

This is obviously in conflict with the principles of quantum mechanics because
when Alice performs GHZ measurement on the particles S?SB, S}fsc, S?SD, the
particles in Sf S8 S}; sc, Sf 5P have been collapsed to one of the eight GHZ states
{1v1), 1v2), ..., |¥s)}, and Bob, Charlie and David also have measured them with the
X-basis. As a result, there is no particles to measure for Alice, Bob, Charlie and David
any longer, which means that there is no way to establish the correlations among the
particles distributed by Alice in Step 1 and add a new agent by this way. Of course,
Alice can store the particles S?SB s S}IBSC, S}fSD until the new agent Frank wants to
join the four-party dynamic quantum secret sharing protocol as that does in the YT-
protocol, which can realize the function of adding the new agent Frank. Nevertheless,

this way will give rise to a more serious problem that Bob, Charlie and David cannot
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recover the shared secret even if they cooperate with each other after the phase of
distributing shares, i.e., the access structure is not completed, or they contact Alice to
perform GHZ measurement on the particles S ?SB, S ?SC, S?S“ to establish the access
structure temporarily, which are also contrary to the requirement for dynamic secret
sharing. In essence, this way is equivalent to a continuation of the phase of distribut-
ing shares, and all participants must store their particles, which makes it not practical
because quantum store is expensive resource and cannot be easily realized with current
technology; in other words, it is not efficient and practical compared with the way of
restarting to perform Steps 1—4, which loses the meaning of dynamic secret sharing.
Clearly, revoking an agent will face the similar problem.

As a result, The YT-protocol does not satisfy the requirement for dynamic secret
sharing in the sense that if the secret distribution has been completed among the agents,
then both adding an agent and revoking one become impossible by the way in this
protocol.

4 The improvement

As we know, the main goal of dynamic secret sharing is to deal with the problem of
adding an agent or revoking one in a secret sharing protocol. However, it has been
shown that the Y T-protocol does not implement this functionality. Now, we study how
to improve the YT-protocol.

In classical secret sharing protocols, the agent change can be realized in the follow-
ing ways [17]. If the ciphertext of the shared secret has not been published, the dealer
Alice can add a new agent Frank by sending a random string to him as he is an original
one, and she also can delete any agent by discarding the corresponding random string;
otherwise, the agent change can be completed by the following manners. For adding
a new agent Frank, every original agent updates his share by adding a random bit
string of the same length and sending the random string to Frank. By exclusive-OR
all the received strings, Frank can obtain his share. If Alice wants to withdraw Frank’s
authorization, Alice just needs to publish Frank’s share.

In contrast to classical secret sharing, in which the ciphertext of the shared secret is
public for the agents to verify the secret and prevent the possible deception from the
dealer, quantum secret sharing is not based on public key cryptosystems, and therefore,
the phase of publishing the ciphertext of the shared secret does not exist in dynamic
quantum secret sharing in general. Furthermore, the dealer may also do not know the
agents’ shares. Therefore, it is more difficult to implement agent change.

A lot of novel proposals [17-29] for dynamic quantum secret sharing have been
presented since this concept was firstly introduced by Yang et al in 2011 [16]. From
the current works [16-29], we can find that adding new agents in dynamic quantum
secret sharing can be completed by the similar manners as classical secret sharing;
specifically, after the completion of access structure (before the completion of access
structure, agent change is a continuation of the phase of distributing shares in essence,
which can be easily solved, and thus we do not discuss this case any longer here),
there are two ways to add an agent: One is that the dealer Alice adds a new agent
Frank by securely sending a random string K ¢ to him as his share, while she renews
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the shared secret K4 to K 4 = K4 ® KF, and the other is that the original agents
cooperate to generate a new share K r for the new participant Frank. Clearly, the first
way will change the original secret shared by agents, but each original share needs
not be updated, and hence, all the original agents will not be involved in the phase
of adding a new agent. On the contrary, the second way does not change the original
secret shared by agents, and therefore, the dealer needs not be involved but the original
agents must participant in the phase of adding a new agent.

However, it is more difficult to delete an agent in dynamic quantum secret sharing
compared with adding a new agent. From the current works [16-29], we can find that
if the dealer Alice knows the share held by the agent Frank, then it is not difficult to
delete him because she can discarding Frank’s share by the way of announcing it to
agents or updating the original shared secret K4 to KA = KA ® KF; otherwise, if the
dealer Alice does not know the share held by Frank, then there is no way for her to
delete Frank without his cooperation except that she restarts a new distribution phase
with the other agents. Of course, if Frank sends his share K r to Alice, then Alice can
delete him by the same way as above. As noted in [18-29], the agent to be deleted
must be honest; otherwise, this way is not valid any longer.

Based on the above analysis, we improve the YT-protocol just by modifying the
phase of agent change as follows.

4.1 Adding an agent

When anew agent (Frank) needs to be added in the YT-protocol, Alice distributes a new
share K to Frank by quantum key distribution or quantum secure communication.
Then, she renews the master key K4 to I?A =KisDKr=Kp®Kc®Kp D KFr.
After that, the four agents Bob, Charlie, David and Frank can recover Alice’s new
master key Ky if they cooperate with each other. Of course, adding an agent Frank
also can be done by the second way, i.e., every original agent (Bob, Charlie and David)
updates his share by adding a random bit string of the same length and sending the
random string to Frank. By exclusive-OR all the received strings Rp, Rc, Rp, Frank
can obtain his share Kr = Rp & Rc @ Rp.

4.2 Revoking an agent

Without loss of generality, we also consider the case of a five-party dynamic quantum
secret sharing protocol, i.e., one dealer (Alice) and four agents (Bob, Charlie, David
and Frank), and suppose that the agent Frank to be deleted is honest. Specifically, if
the dealer Alice wants to take back Frank’s authority, then she requires Frank to send
back his share K i for her. After that, she renews the secret K 4 to K A=Ks®Kr =
Kp & K¢ & Kp. By this way, Frank’s share is eliminated and only Bob, Charlie and
David can recover Alice’s new secret K 4 if they cooperate with each other. If the
agent (Frank) to be deleted is not honest, then it is rather difficult for Alice to delete
him without the interaction with the other agents Bob, Charlie and David. It should
be noted that if the dealer Alice is allowed to interact with them, then there is a way
to deal with this problem, i.e., Alice distributes new shares K B> K C» K p for them by
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quantum key distribution or quantum secure communication, respectively, and then,
she renews the secret K4 to K4 = Kg ® Kc & Kp.

5 Conclusion

In summary, we give an analysis of the YT-protocol and find a neglected problem
that this scheme does not satisfy the requirement for dynamic secret sharing in the
sense that if the secret distribution has been completed among the agents, then both
adding an agent and revoking one become impossible by the way in this protocol.
Furthermore, we also discuss how to deal with this problem and give a possible way
to improve this protocol. It should be noted that as far as we are concerned, there is
no way to delete a dishonest agent without the other agents’ cooperation under this
model at present. We hope this problem is noticed in the following work for dynamic
quantum secret sharing.
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