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Abstract

Quantum key agreement (QKA) allows participants to establish a shared key over a
quantum channel, and no one of the participants can determine the shared key alone.
Actually, particles are usually affected by noise during transmission in the quantum
channel, and an aggressor can launch a baleful attack under the cover of noise. In
this paper, based on logical Bell states, we propose two robust two-party QKA pro-
tocols immune to collective-dephasing noise and collective-rotation noise, respec-
tively. The measurement correlation of quantum entanglement is utilized to estab-
lish a shared key. The proposed protocols are globally better in terms of quantum
resource cost and qubit efficiency than existing two-party QKA protocols against
collective noise. The security analysis demonstrates that they can resist common
insider and outsider attacks.

Keywords Quantum cryptography - Quantum key agreement - Collective noise -
Qubit efficiency

1 Introduction

As a combination of classical cryptography and quantum mechanics, quantum cryp-
tography can achieve unconditional security, where the security is provided by quan-
tum physics laws rather than the difficulty of mathematical computation. Quantum
cryptography includes many important branches such as quantum key distribution
[1-3], quantum secure direct communication [4, 5], quantum secret sharing [6, 7],
quantum authentication [8], quantum private comparison [9—11], quantum signature
[12-15], quantum private query [16—24] and so on.
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Recently, key agreement has been introduced into quantum cryptography and
pursued. It is aimed to establish shared keys among two or more parties where each
party contributes its part to the shared key, and the shared key should not be deter-
mined fully by any party alone [25]. Since Zhou et al. proposed the first QKA proto-
col [26], lots of QKA schemes were proposed [27—41].

Most of QKA protocols were presented in the ideal environment [26—41]; that is, it is
assumed that there is no noise in the channel. Actually, particles are usually affected by
noise during transmission in the quantum channel and an aggressor can launch a baleful
attack under the cover of noise. Thus, it is necessary to consider channel noise in the
design of QKA protocols. Decoherence-free subspace (DFS) can help to realize reliable
particle transmission under collective noise channel [42]. At present, there have been
some relevant studies on robust QKA by constructing DF states [43-48]. For exam-
ple, Cai et al. [43] proposed a multiparty QKA protocol against collective noise. Huang
et al. [44] gave a QKA protocol and introduced two corresponding variations against
collective noise. Later, they also proposed a robust QKA protocol with DF states [45].
In 2016, based on logical y states, He et al. [46] presented two QKA protocols immune
to collective noise. Using logical five-particle states, He et al. [47] proposed two robust
QKA protocols. In 2018, based on four-particle logical GHZ states and logical qubits,
Gao et al. [48] presented two QKA protocols under collective noise channel.

In existing schemes against collective noise, we found that these protocols usu-
ally have some drawbacks like high quantum resource cost or low efficiency. In this
paper, based on logical Bell states, we propose two robust two-party QKA protocols
over two kinds of collective noise channels, respectively. Our proposed QKA proto-
cols are globally better in terms of quantum resource cost and qubit efficiency than
existing two-party QKA protocols against collective noise.

The rest of this paper is organized as follows. The next section introduces rele-
vant theoretical knowledge. In Sect. 3, we give the description of our QKA protocols
in detail. Sections 4 and 5 involve the security analysis and the comparison between
ours and other QKA protocols against collective noise in terms of quantum resource
cost and qubit efficiency, respectively. Finally, a conclusion is given in Sect. 6.

2 Preliminaries

In this article, we discuss two types of collective noises: the collective-dephasing
noise and the collective-rotation noise [42]. The collective-dephasing noise can be
depicted as follows:

w? 1 10) = |0), @’ :|1) = €?|1). (1)
Then, the collective-rotation noise can be formalized by
w? . |0) = cosco|0) +sino|l),w’ : |1) > —sino|0) + coso|1). )
where 6 and o are the fluctuation factors of the noise with time.

There are two nonorthogonal bases {|0), |1)} (Z-basis) and {|+), |-)} (X-basis),
where [+) = %(lO) + 1)) and |-) = %(lO) — |1)). Four Bell states are defined as
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lp*) = %000) +(11)) and |y*) = %001) +|10)). The four Pauli operations are
defined as
= 10001+ [T}(1], X =[1)0] +[0)(1], Z=1[0)}0] = [1){1], ¥ =|0)(1]| — [1){O].
According to the characteristics of the collective-dephasing noise [42], the sub-
spaces {)Od[,> ’10,[,)} and {|+dp> | dp>} can form a DFS against the collective-

05) =100 [15,) =110)  |&y,) =
L<|Odp> |1dp>> = |y*). Similarly, the subspaces {|0,),]1,)} and {|+,),]-.)}
can form a DFS against the collective-rotation noise, where|0,) = [¢*),|1,) = [y ™),
£y = 25100 £ [1,)) = = (le") £ 1y7)).

The four logical Bell states are shown as follows:

dephasing noise, where

123) = 75 (1002100 # [)]10) o, = 10 ) =171
3)
|‘de>1234 = é(‘odpﬂ%) - |1dp>|ldl7>>1234 = é(lw‘)lwﬂ ~ 10" )1907)) 1324
“4)
1¥5) e = ((od,,>|1d,,)+)1d,,>| 0)) ., = é(|‘l’+>|w+>—Iw‘>lw‘>)1324a
(5)
1#3) s = é((o@w - [1)]on)) = é(lwnm ~ W) e

(6)
Obviously, these four logical Bell states are immune to the collective-dephasing
noise. Similarly, the following four logical Bell states are resistant to the collective-
rotation noise:

|(D:r>1234 = %(|Or)|0,) + |1r>|1r>>1234 = $(|(p+>|(p+> + |‘/’_>|‘/’_>)1324’

@)
1
|¢r_>1234 = L(|0r>|0r> - |1r>|1r>)1234 =—(le7)le7) + |V’+>|‘/’+>)1324’
2 2

V2 V2 )

|Tr+>1234 \}_(|0 Y1)+ 11,010, >)1234 \}z(l(»”_)l‘/ﬁ) - |W+>|(/’_>)13z4’
9

177 10 = == (100110 = [1,10)) = == (")) = w0 )) e

r /1234 NG p TN 1324

(10)

@ Springer



74 Page4of17 Y-G.Yang et al.

Let us define the four unitary operations under the collective-dephasing noise as
p _ dp _ dp _ dp __ .
Ur=1®1, Ur=z®I1, U'=x®x, UY=ir®x, (1)
and the four unitary operations under the collective-rotation noise as:
Uy=I®I, U,=2QZ U,=2QX, U, =1QiY. (12)
A logical quantum state against the collective-dephasing noise can be constructed

as

+

49} =12},) |
| dp) a AAyB B, dp

>AA B;B,
= é(’odpﬂodl) + ‘11117) 1dp>>AlAzBle ® %qou’p))odp) + )1dp>‘ldp>>
= i(lw*)l(p"}I(p*)lf) = o™ Yoo o) + et ) e ) |e Ye)
= e Moo )et) = o) o™ Yo" Me™) + o) et ) e )|e™)
=)o) e ) o) + o) e ) e ) e ) + W)yt ) w ) |wh)
=l e D™y + v lw D e ) ™) = lwH) v D w )|y ™)
=) w )+ ) e ) w ) et = lw D)y ) wt) )
"‘h.l/_)hl/_)hl’_)|ll/_))A1/1.3142,44191133321;4

- %<)¢;P>|¢;P> + ‘d)‘jp>|q§;ﬂ> + 5p";rp>|y";;’> + |'Pd_p>‘T‘;’>>A,A3A2A48133BZB4

A;A,B;B,

s

13)

and the logical quantum state against the collective-rotation noise is given by:

|A,) = |@:—>A1A23132 ® |¢:—>A3A4B3B4

= (|(p+>|(p+> + |‘V7>I"f))AIAZB,B2 ® L

1
2 V2

(|@F)|@F) + @7 )|@] ) + |27 )1#F) + [#7)¥7))

(le*)]e*) + |W7>|W7>)A3A4B3B4

1
D) A,A3A,A,B BB,B,’

(14)
where the subscripts A; and B; (i = 1,2, 3,4) represent physical qubits. So |Adp> and

|A,> are composed of eight physical qubits, respectively.
Table 1 shows the transformations of the four logical Bell states |cl‘>2r >, |¢>Z >,

"PZ’), |‘I’L‘> under U, U, UL, UL, respectively. Here, L represents ‘dp’ or “r.’

3 Description of the QKA protocol

Step (1) Alice and Bob randomly generate their 2n-bit secret keys, respectively:
K, ={K,.K3,....K!}, Ky={KLK> ....,K:},

whereKA,Kg € {00,01,10,11}fori=1,2, ... ,n.
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Table 1 Transformations

between four logical Bell states “DZ > “DZ > ’WZ ) |I’IE >
Ut |o7) |@7) %) 7
Uoi |o7) 59) %) |#7)
Uiy |#;) %) o) |o7)
Uy #;) ) ) |o7)

Alice and Bob agree on the coding rules: |<152r >:OO, '(DZ >:Ol, |‘PL+ >:10, |‘PL‘ >:11.
Step (2) Alice prepares a sequence including » quantum states
A =|ef), el

L)
A,A,B|B, L/ AsA,B3B,

=2 (|@p) |@r) + 1oy o) +|wolw ) + 1201 ) )

9
A1A3A,A,B, BB, B,

where L represents ‘dp’ or ‘r,” and Alice divides these quantum states into two
ordered sequences S, and S, where the sequences S, and S are composed of qubits
(L Ay AL al). (40,47 Az AT and [(BLBL BB, . (B B3, B)]
respectively. Alice prepares decoy logical qubits each of which is randomly in one
of the four nonorthogonal logical states {1000, [1,), [+L). |-1) }. inserts them into S,
randomly to obtain S, and keeps a record of the inserting positions. The number of
decoy states can be set to 6 which is enough for eavesdropping check. Then, Alice
sends S;g to Bob via the quantum channel and keeps the sequence S, herself.

Step (3) The first security check for checking eavesdropping. After Bob receives
the sequence S;g, Alice announces the positions and the measurement basis of the
decoy logical qubits. By utilizing the announced basis, Bob measures the decoy
logical qubits and announces their measurement results. Alice computes the error
rate by comparing the measurement results and the initial states of the decoy logical
qubits. If the error rate is less than the given threshold value €, they will perform the
next step. Otherwise, Alice and Bob will terminate this protocol and restart it.

Step (4) Alice and Bob perform the measurement on qubits (A’i,Ag,A;,Ai) and
(B, B, B, B) with the basis { |d)zr>, |d)Z>, |‘PL+>, |‘PL‘> } fori=1,2,...,n, respec-
tively. After the measurement, the quantum states in S, and Sy collapse into the new
quantum state sequences S/i and S}g, respectively. Concretely, after the measurement,
the state | AL collapses into one of  the four states
{IQBZ) |<DZ>, |@Z>|(DZ>, |‘PL+>|5”L+>, |‘I’Z>|¥’L‘> } Alice and Bob can deduce the
post-measurement states of each other according to the measurement correlation of
Egs. (13) and (14). According to the coding rules: |(1)2r ):OO, 'QDZ >:01, |'PL+ >:10, |¥’L‘>
:11, Alice and Bob’s post-measurement states are translated into a classical bit string
M =M, ||M,]|| --- ||M,, where M; € {00,01,10,11} (i = 1,2, ...,n). For example, if
the post-measurement state of Alice’s and Bob’s qubits is |<152r >, they can translate it
into M; = 00. The similar conclusions can be obtained for other post-measurement
states.
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Step (5) Alice can encode the key K 2 by performing the unitary operation UIL(,, on

her ith post-measurement state in S/i to obtain the encoded quantum state sequence
Sf‘. Later, Alice selects a permutation operator /7, randomly and performs the per-
mutation operator I, on Sf\ to obtain the new quantum state sequence Sf‘. Then,
Alice randomly selects 6 decoy states from {|0L), |1 L) |+L), |— L)} inserts them into
Sf‘ randomly to obtain the new quantum state sequence Sf" and keeps a record of the
inserting positions. Alice sends Sf" to Bob via the quantum channel.

Step (6) Similar to the first security check, two parties perform the second eaves-
dropping check after Bob receives the sequence Si’.

Step (7) Bob informs Alice the value K;g = {Kllg (a3} Ml,Klzg DeM,,... ,Kg (a3} Mn}.
So according to the value M, Alice can derive the key Kj.

Step (8) Alice publishes the permutation operator I7, so that Bob applies its
inverse permutation on the sequence Si to obtain Si and then measures these states.
By comparing his measurement results and his post-measurement states obtained in
step (4), Bob can deduce K, according to Table 1. For example, if his post-measure-
ment state in step (4) is |<DZ> and his post-measurement state in step (8) is |(DZ ) Bob

can infer Alice’s operation U, is Ug, and obtain Alice’s key bits K} = 01.
Step 9 Alice and Bob compute the shared key
Kyp = (KA ®KB)||(KA ® Kp EBM)-

4 Security analysis

In this section, we will discuss the security of the protocol. The security analysis
shows that the proposed QKA protocol can resist common attacks from the internal
and external attackers. For the outsider eavesdropper Eve, she maybe tries to obtain
Alice and Bob’s agreement key K, by taking various attacks including the passive
attack and the active attack.

4.1 Outsider attack
4.1.1 Active attack from the outside eavesdropper

Assume Eve wants to get the shared key. She has to eavesdrop the information of
M and K,. The possible attacks are Trojan horse attacks, the intercept-resend attack
and the entangle-measure attack.

Trojan horse attacks

Trojan horse attack is a common attack in classical cryptography. Trojan horse
attack may be generated from the drawback of construction of the system (e.g.,
device, computer program, algorithm or protocol). When a Trojan horse is hidden
without easy detection in a system, the attacker can break the system and obtain
useful information by employing Trojan horses.
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Unfortunately, this attack is also available in quantum cryptography [49-53]. Tro-
jan horse attacks are major threats for two-way quantum communication protocols
[49-53]. There are several kinds of common Trojan horse attacks such as the gen-
eral Trojan horse attack [49], the invisible-photon Trojan horse attack [50], the large
pulse attack [51] and the delay-photon Trojan horse attack [52, 53]. The first one
is the general Trojan horse attack [49], in which Eve sends a light pulse to Alice,
same as Bob. The second one is the invisible-photon Trojan horse attack [50]. Its
main idea is that Eve inserts an invisible photon in each signal prepared by Bob and
sends it to Alice. As Alice’s detector cannot click this photon and performs a unitary
operation on each signal, Eve can steal the information about Alice’s operation by
means that she intercepts the signal operated and separates the invisible photon from
each signal. With the measurement on the invisible photon, Eve can read out Alice’s
information. The third one is the so-called large pulse Trojan horse attack [51], in
which Eve probes the properties of a component inside Alice or Bob by sending in a
bright pulse and analyzing a suitable back-reflected pulse. The last one is the delay-
photon Trojan horse attack [52, 53]. Concretely, Eve intercepts the signal transmit-
ted from Bob to Alice and then inserts a fake photon in the signal with a delay time,
shorter than the time windows [49]. In this way, Alice cannot detect this fake photon
as it does not click Alice’s detector. After the operation done by Alice, Eve inter-
cepts the signal again and separates the fake photon. She can get the full informa-
tion about Alice’s operation with measurement. To prevent those attacks, a photon
number splitter (PNS:50/50) and a wavelength filter can be used. In practice, PNS is
not easy to be implemented with current technology [49], and a photon beam splitter
(PBS:50/50) can be used to replace the PNS. In this way, a PBS and a wavelength
filter can be used to protect the two-way quantum communication protocols against
these types of Trojan horse attacks.

In the proposed QKA protocol, since each particle is transmitted only once via
the quantum channel. Thus, the proposed QKA protocol can resist Trojan horse
attacks.

Intercept-resend attack

In this paper, the decoy particles are chosen randomly from four nonorthogonal
logical quantum states {|0,), |1,),|+,),|—,)} and then randomly inserted into the
transmitted sequences. Eve does not know the positions and the states of the
decoy logical qubits before the eavesdropping check. If Eve performs the inter-
cept-resend attack and measures it randomly with the basis {|0L), 1 L)} or
{|+L), |—L)}, similar to thg BB84 protocol [1], her attack will be discovered with

the probability of 1 — (%) . Here, 6 denotes the number of decoy logical qubits.

Entangle-measure attack
In this attack, Eve uses an auxiliary particle to interact with the travel particles and

measures the auxiliary particle to get some useful information. Later, it will be shown
that Eve cannot achieve any information about the message in the condition that no
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errors are to occur. In the eavesdropping process, Eve adds the ancilla |E) and performs
the unitary operation U on the transmitted logical qubits and her ancillary qubits |E).
Here, we take the collective-dephasing noise as an example. The similar conclusion can
be obtained for the collective-rotation noise. The most general operation U Eve can do
can be written as:

U([0 Y1) ) = aol00)eqen) + aor 10]eqe )+ arol 10} ey} +ay 111} ey,
(15)

U<|1dp>|E>) = b00|00>|e;e;)) + b01|01>’e;}e’1) + b10|10>|e’1e;)> + b11|11>|e’1e’1),
(16)

0([eaie)) = (v (eaie) « o(|a)ie))

= %[|(P+><aoo|eoeo> +aylee) + b00|e£)e£)> + b11|e'1e'1>)
+107) (anoleaco) = anlerer) + boéiey) = by fére,))
+ |u/+>(a01|e0e1) +ayplejey) + bm(e;)e’l) + blo’e'le;)»
) (v leoer) = anlerea) + banfege, ) = buoleiep) )]

a7)

o(l=e10) = 2= (v(fou)im) - o(JL)ie)))

1 ., .,
-2 [|§0+><aoo|eoeo) +aylejer) — boo’eoeo> + bll’elel>)
+ |€0_>(aoo|eoeo> —ay|eje) - b00|€;)e£)> - bll‘erlell>>

* |W+>(a0‘ leoer) + arolere) = by, 'ei)ell> + blo’e/le:)>>

+|ll/_>(6101|€0€1> —aylese) - bm’%ell) - blO'e/le;)>>:|’
(18)

where |el-ej> and |e;ej/.> (i,j € {0, 1}) are the pure ancilla’s states determined uniquely

by the unitary operation U. According to the normalization and orthogonality of
quantum states, it should be satisfied, i.e.,

(EI0,,|U*U14,)IE)
= (ag|00)|egeg) + ag; 101) |ege; ) + ayol10)|ejeq) + ayy[11)|eje )T (19)
(bool00) e ) + by 10 |eey ) + biol 10)] e ) + b1y 111 ere )) = 0.
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According to the unitary property, UU = I, it should be satisfied, i.e.,

2 |“ij|2<eiej|eiej> =1 -2;’1 |bu’2<€;e}|e;?;> =1 (20)
ij=0,

ij=0,1

For every transmitted decoy logical quantum state, the action of Eve’s eavesdrop-
ping will introduce an error rate

2

Pl=1- ’(E|<Odp'U(‘0dp>|E)>‘ =1- |a01|2(eoelleoel), 2D
2 o

P= - fu(uam)[ = - b diaa). @

2
p;:l-kEK+¢JUQ+@>UD)
1 . . . , " i
=1- Z<a01<eoel| +djo(eeo| + by, <6061’ + blO(eleOD >

(am leger) + ajolereq) + by, ‘e;)e/1> + blo‘e;e;)> ),

2

P, =1- '<E|<_dp‘U<‘_dP>|E>)
1 * * * e 0 1€
=1- Z<a01<6061| — djo(e | - b01<80€1’ B b”’(eleo‘) e

<“o1|eoe1> - a10|eleo) - bo1‘eé)€;> - bm‘e;e;)>>,

where PS, P;, P* and P are the error rate introduced by Eve’s eavesdropping on
decoy logical quantum states |OL), |1 ) |+L), |— 1), respectively. In other words, PS,
P:,, P* and P are the probabilities of the decoy logical quantum states being changed
after Eve applies the unitary operation U on the decoy logical quantum states
[0.),]1,), |[+.), |—.) and her ancillary qubsits |E) in Eqs. (15)—(18), respectively.

Eve is supposed to be clever enough to prevent Alice and Bob from detecting her
eavesdropping by finding the discrepancy in the error rates of quantum states, i.e.,

0 1 -
Pe=P, =P =P =p. (25)
If Eve tries to achieve the eavesdropping without being detected, then the error rate

p, has to be zero in the ideal environment. From Egs. (19) to (25), we obtain the fol-
lowing equations

|001|2(905’1|eoe1> =1, |b10|2<e,1€£)|e/16£)> =1

’or o o (26)
leoeo) = |ereg) = |ese;) = O, ’eoeo> = |eo€1> = |6161> =0.
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As aresult, from Eq. (26), we find that the whole system involving the transmitted
logical qubits and her ancillary photons |E) in Egs. (15)—(18) are in a tensor-product
state. This implies that it is impossible for Eve to pass the two security checks by
entangling the ancilla with the travel particles and measuring it without introducing
any error. Thus, Eve cannot derive the useful information about M and K ,.

4.1.2 Passive attack from the outside eavesdropper

After the information K]; is published, Eve may attempt to gain the shared secret key.
However, she cannot get any information about the measurement results of M and
infer Alice or Bob’s secret key. So it is not possible for Eve to obtain the final shared
secret key.

4.2 Participant attack

The participant attack is first proposed by Gao et al. [54-56]. The participant attack
means that the legal participant instead of the outsider eavesdropper may be dishon-
est and try to perform an attack for his own purpose. The purpose of the participant
is different for different quantum cryptography protocols. For example, for QKA
protocols, the dishonest participant may hope to control the shared secret key and
determine it fully by himself alone.

Next, we will analyze the security against possible malicious Alice or Bob.
Assume Bob is dishonest. In this case, Alice is assumed to be honest. Although Bob
can decode K, by measuring the particles once they are received, and then decide
the corresponding K to generate his favorite K, without the correct permutation
operator I7, of Alice, he can only decode K, accurately with the probability i, Even
though Bob uses the wrong permutation operator I7,, he can also obtain two bits of
K, correctly with probability 1/4. Accordingly, to control the 2n-bit shared key K,
as well as to perform the secglrity check (via 2m-bit checking sets C), Bob succeeds
only with the probability (i) , which is negligible.

Next we assume Alice is dishonest. In this case, Bob is assumed to be honest.
Upon receiving K from Bob in step (6), if Alice wants to control K5, she needs to
modify her key K, appropriately. However, Alice can only get the key Kj; after Alice
has sent the encoded message qubits.

Therefore, Alice or Bob’s participant attack will not succeed.

5 Comparison with other two-party QKA protocols against collective
noise

In this section, we consider the Cabello’s qubit efficiency [57] of our QKA proto-
cols. It is defined as n = ch, where ¢, g and b are the number of the agreement

classical bits, the number of qubits used and the number of classical bits
exchanged for decoding, respectively. Let n be the number of eight-particle states
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and 6 be the number of decoy states in each transmitted quantum sequence, the
qubit efficiency of our first QKA protocol is # = m. Let 6 = n, we have
n= 14—9 =21.05%.

Table 2 gives the comparisons among several kinds of two-party QKA pro-
tocols against collective noise. There are so many indicators for evaluating the
performance of QKA protocols such as the difficulty of preparing quantum states,
quantum resource cost, the difficulty of necessary quantum operations, quantum
efficiency, one-way or two-way quantum communication and so on. Therefore,
it is rather difficult to evaluate the performance of QKA protocols precisely and
quantitatively and it is also very difficult to provide a precise weight to the impor-
tance of these indicators. It is more rational to evaluate the performance of QKA
protocols in a qualitative way.

As is shown in Table 2, although the proposed protocol does not have the high-
est qubit efficiency in existing two-party QKA schemes against collective noise,
they are globally better in terms of quantum resource cost and qubit efficiency.
We define the meaning of a protocol being ‘globally better in terms of quantum
resource cost and qubit efficiency’ in a qualitative way. Concretely, we first rank
the QKA protocols in Table 2 in terms of each indicator. For example, we rank
the QKA protocols in terms of the size of the qubit efficiency and also rank the
QKA protocols in terms of the difficulty of performing measurements and so on.
Then, we sum the ranks of all the indicators of each QKA protocol and make
a rank. If the value is smallest for some QKA protocol, it shows that this pro-
tocol is globally the best. The rest can be done in the same manner. Therefore,
in terms of the qubit efficiency, our proposed protocol is runner-up. However, in
other aspects such as the preparation of quantum states, the difficulty of perform-
ing measurements, it is easier to implement our protocol than other QKA proto-
cols against collective noise. Therefore, our protocol is globally better in terms of
quantum resource cost and qubit efficiency.

Table2 Comparisons among several kinds of QKA protocols against collective noise

Quantum resource Quantum measurement basis  Operation Qubit

efficiency
(%)

[44]  Logical Bell states Z-basis and X-basis CNOT 16.67

[45]  Four-qubit DF states ZZXX-basis and XZXZ-basis  Permutation 10

[46]  Logical y-states ZZ-basis and BSM CNOT and permutation  21.05

[47]  Logical five-particle states ZZ-basis and BSM CNOT and permutation 20

[48] Logical GHZ states and Z-basis, X-basis and BSM CNOT 26.67

logical Bell states
Ours Logical Bell states Logical BSM Permutation 21.05
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6 Conclusion

Based on logical Bell states, we propose two QKA protocols against the collective-
dephasing noise and the collective-rotation noise, respectively. Compared with
existing two-party QKA protocols against collective noise, the proposed protocols
are globally better in terms of quantum resource cost and qubit efficiency. The secu-
rity analysis shows that the proposed protocols are secure enough and can effectively
resist common insider and outsider attacks.

For future work, there are several open questions. Firstly, here we only proved the
security of the proposed QKA protocol against common inside and outside attacks,
and its security has not been studied by strict mathematical proof. It would be inter-
esting to study how to give a mathematical proof of the proposed QKA protocol
[58—131]. Therefore, we take it as an open problem and will make the further study
in the future. Secondly, we only proposed a two-party QKA protocol, and the gen-
eralization to multiparty QKA has not been studied. Therefore, it is also interesting
to study how to construct robust multiparty QKA protocols. Finally, in the proposed
protocols, the quantum resource cost and qubit efficiency are not optimal. Therefore,
the optimization of the proposed protocols should be performed in the future.
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