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Abstract As a typical quantum cryptographic task between distrustful participants,
quantum private comparison (QPC) has attracted a lot of attention in recent years.
Here we propose two QPC protocols employing single-photon interference, a typical
and interesting technology for quantum communications. Compared with the previ-
ous QPC protocols employing normal single states or entangled states, the proposed
protocols achieve lower communication complexity utilizing the characteristics of
single-photon interference. And we also proved the security of the proposed protocols
in theory.

Keywords Quantum private comparison - Quantum cryptography - Quantum
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1 Introduction

As we know, quantum mechanics has achieved huge success in many aspects of
information processing, especially in cryptography. On one hand, the powerful com-
putational capability of quantum computer is becoming a considerable and realistic
threat to our privacies. The most famous instance is Shor’s quantum algorithm of fac-
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torization which can break the widely used public-key cryptography RSA in a short
period [1]. Meanwhile, advances in both theory and experiment on quantum computer
have raced ahead recently [2]. On the other hand, quantum mechanics also brings us an
entirely new approach to protect our privacies, quantum cryptography [3]. The security
of quantum cryptographic protocols is based on physical principles such as Heisenberg
uncertainty principle and quantum no-cloning theorem, making quantum cryptogra-
phy more effective to counter the threats from quantum communication than classic
cryptography. Since Bennett and Brassard designed the first quantum cryptographic
protocol in 1984 [4], many quantum cryptographic protocols have been proposed in
recent years.

Quantum cryptographic protocols may be broadly subdivided into two types. One
is between mutual trusted participants, such as quantum key distribution (QKD) [4-9],
quantum secure direct communication [10—14], quantum position verification [15-18]
and so on. Such protocols aim to prevent the outside adversaries from cheating the
participants or stealing their secrets. While the other is between participants who are not
trust each other, such as quantum bit commitment [4], quantum coin flipping [19,20],
quantum private query [21-24] and so on [25]. Such protocols mainly deal with the
insider attacks, which are also called participant attacks, and outside attacks are always
ignored since dishonest participants are more powerful than outside adversaries.

Quantum private comparison (QPC) is just an attractive kind of quantum crypto-
graphic protocols between distrustful participants. In a QPC protocol, each of Alice
and Bob owns a secret massage; they want to verify whether their secrets are identical,
but do not want to reveal their own secret to the other if their secrets are different.
Since Yang et al. designed the first QPC protocol in 2009 [26], people have achieved to
design a variety of QPC protocols with different technologies of quantum communica-
tion, some of them employ entangled states [26—48], the other employ single-particle
states [49,50].

As a kind of two-party secure computation, QPC cannot achieve unconditionally
security just by the two participants themselves [51], and therefore, a third party (TP)
is usually introduced. Of cause, the participants do not want TP to get their secrets.
In fact, an unrestricted TP cannot help improve the security of QPC protocols, since
if TP conspire with one of the participants, the protocol turns a two-party one, which
has been proved insecure [51]. Therefore, some assumptions should be made on TP.
In practice, assumptions on TP are quite different in different QPC protocols. Some
protocols assume an honest-but-curious TP who would strictly follow the procedure of
the protocol but try to gain the participants’ secrets according to the records during the
protocol [26-35,39,49]. Others assume an almost-fully-dishonest TP who would take
more active approaches to steal the participants’ secrets but would not conspire with
any of them [36,37,40,46-48,50]. Obviously, the latter assumption is more propitious
to the participants’ privacies. However, the communication complexity of QPC proto-
cols with an almost-fully-dishonest TP is always 2—-3 times of that of QPC protocols
with an honest-but-curious TP, since, to prevent TP’s initiative attacks, the participants
always need to share a sequence of entangled states (or a secret key) with the same
length of the secret massages.

Note that QPC protocols are much different from quantum private query (QPQ)
protocols, although there is only one word different literally. Firstly, their application
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scenarios are different. In QPQ protocols, one party has a database of n secret data and
the other wants to query one of them. While in QPC protocols, each of two parties has
a secret massage and they want to know whether they are identical. Secondly, they are
different in security assumptions. Neither of QPQ protocols and QPC protocols can
achieve unconditional security. QPQ protocols adopt a compromise way that allows
the user to get a little more information of the database and the database also can get
some information about the user’s querying position at risk of being found by the user.
While QPC protocols always choose to introduce a third party to improve the security.

Here we design a QPC protocol with an almost-fully-dishonest TP based on single-
photon interference.!

Utilizing this interesting and important technology, the proposed protocol achieves
lower communication complexity compared with the similar QPC protocols, since TP
only need to establish a secret parameter of the phase modulator with each participant,
instead of a sequence of entangled states or a key. The rest of this paper is organized
as follows. A QPC protocol employing single-photon interference is proposed and
analyzed in Sect. 2. In Sect. 3, based on the first QPC protocol, we propose and
analyze another QPC protocol which is more practical but a little compromised in
communication complexity. A short conclusion and a brief discussion are given in
Sect. 4.

2 The theoretical QPC protocol employing single-photon interference
2.1 The protocol

In a QPC protocol, two participants, Alice and Bob, verify whether their secrets, i.e.,
S and Sp, are identical. Since Alice and Bob do not want to reveal their secrets to
each other when the secrets are different, an honest or semi-honest TP is necessary.
Obviously, QPC protocols with a fully honest TP are trivial and unreasonable. As we
have mentioned above, there are almost two kinds of TP in the previous QPC protocols.
One is honest-but-curious TP who would honestly follow the legal procedure of the
protocol but try to get the secrets by the records of the protocol. The other is almost-
fully-dishonest TP who would try almost everything to steal the participant’s secrets,
the only restriction is that he would not conspire with any of the participants.

QPC protocols with an almost-fully-dishonest TP are more reasonable than ones
with an honest-but-curious TP. However, in the previous QPC protocols with an
almost-fully-dishonest TP [36,37,40,46-48,50], to prevent TP’s active attacks, two
participants always need to share sequences of additional entangled states or additional
keys, both share the same length with the secret massages. Therefore, the communi-
cation complexity of the QPC protocols with an almost-fully-dishonest TP is always
much higher. Interestingly, we find the technology of single-photon interference can

1 Single-photon interference is a typical and important technology of quantum communication. Utilizing
such technology, people designed many interesting protocols, for example, the first QKD protocol by
orthogonal state encoding [6], the counterfactual QKD protocol where the secret is generated when no
photons have been transmitted from one participant to the other [7], the QKD protocol without monitoring
signal disturbance [8], and so on [24,52].
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effectively reduce the communication complexity of the above protocols. To detect
TP’s dishonest behaviors, the participants only need to share a secret parameter of
the phase modulator in the single-photon-interference-based protocol, which could be
much shorter than their secret massages.

Now we propose a theoretical protocol employing single-photon interference,
which is based on the direct idea using secret phase modulators instead of entangled
states or keys. In other words, the structure of the following proposed protocol is similar
with the previous QPC protocols with an almost-fully-dishonest TP [36,37,40,46—
48,50]. The shortcomings of the following protocol is the difficulty in realization
because of its dependence on quantum memory technology.

Suppose the length of the secret massage is n, the processes of the theoretical QPC
protocol employing single-photon interference is as follows.

1. Preparation Alice, Bob and TP first set up an interference circuit as that in Fig. 1.
Then Alice and Bob share a secret parameter of the phase modulator ¢ap . Similarly,
TP and Alice (Bob) share ¢ta (¢TB).

2. Start When the protocol starts, Alice sends 2n single-photon signals into the inter-
ference circuit from § in sequence.

3. Detection Alice and Bob restore all the received wave packets utilizing the quantum
memory devices QM 4 and QMp. Then Bob selects n signals in random and let
Alice send the corresponding wave packets to him by the blue path in Fig. 1. Thus,
utilizing the blue circuit in Fig. 1, Bob can finish the interference on his side to
check whether Alice or TP has cheated by sending fake signals to him. If all the n
photons are detected at D g, or Dp,, and the above two detectors never respond
simultaneously, they think all the parties are honest and continue to next step.

4. Encoding Alice and Bob send the remaining n pairs of wave packets back to the
interference circuit in order, in the manner that the wave packets of the same pair
would get BS; simultaneously. And for the ith wave packet, Alice sets PM 4 at the
phase ¢aB + ¢ta (PaB + ¢1a + 7) if the ith bit of her secret is O (1). Similarly,
for the ith wave packet, Bob sets PMp at the phase ¢ap + ¢T1B (PAB + ¢TB + )
if the ith bit of his secret is 0 (1).

5. Comparison TP use PMta and PMTp modulate the wave packets from Alice by
—¢ta and the wave packets from Bob by —¢tp, respectively. Then the two ways of
wave packets intervene at BMy. If all the photons are detected at Do, TP announces
that their secrets are the same, otherwise, he announces they are different.

2.2 Correctness

Now we show the proposed protocol can work effectively when two participants and
TP are all honest. To verify the correctness of the proposed protocol, we only need to
consider the n single-photon signals remained in Step 4. When the signals have been
sent into the interference circuit in Step 2. Each of them is first split into two wave
packets by BS;. Then Alice and Bob modulate the phase of one of the wave packets,
respectively, to encode their secrets. At last, the two wave packets interfere at BS,
after TP has modulated their phases. Next, we will take the kth signal as the example
to prove the correctness of the protocol.
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Fig. 1 The interference circuit used in the theoretical protocol. S is a single-photon source. All the beam
splitters (i.e., BS|, BSy, BSp, and BS g/) are in the same type, which transmit and reflect the light with the
probability 50 and 50%, respectively. QM 4 and QM p are quantum memory devices which can restore the
wave packets and help the participants select specific wave packets back to the appointed path. PM 4 and
PMp are adjustable phase modulators while PMTp and PMTp are fixed ones. And at the end of each path,
there is always a photon detector to measure the position of the photons

In Step 2, after passing through BS1, the sole photon of the ith signal might either
be in the wave packet in the upper circuit, or be in the wave packet in the below circuit.
We represent the two possible path of the photon as |u) and |b), respectively. Thus,
the position state of the photon after it goes through BS| can be denoted as

1

ﬁ(ilm +1b)). (1)

|P)ps, =

Note that the reflection always adds a phase /2 to the wave packet, which is rep-
resented by i in the above equation. And for the sake of simplicity, we ignore the
reflections except BS and BS; in the following analysis, and this is reasonable because
of the symmetry of the circuit.

Suppose the ith bit of Alice’s secret is A; and the ith bit of Bob’s secret is B;.
In Step 4, Alice (Bob) modulates the upper (below) wave packet by ¢ap + ¢1a +
At (paB + ¢TB + Bim). Thus, after Alice and Bob modulated the two wave packets,
the position state turns into

1
|P)PMAB = ﬁ

elaB

V2

(-ei(¢AB+¢TA+Am i) + el $aB+oTB+BiT), b>)

<iei(¢TA+Ai7T)|u> + el(¢1B+Bi7) |b)) ) )
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In Step 5, TP first modulates the two wave packets with —¢1s and —¢rp, respec-
tively, and the position states becomes

ipAB . .
¢ . (ie‘<Af”>|u>+e‘<3f”>|b>). 3)

|[P)pMyp =

Similarly, after the two wave packets passing through BS; simultaneously, the photon
might be detected by either Dy or D1, and we denote the above two position states as
|0) and |1), respectively. Thus, after the two modulated wave packets interfere at BS»,
the position state turns into

elbas " . (B e
[P)es, = —— [1€4™(10) +il1) + P 10) + 1)
ei¢AB . . . .
_ . [i(el(A,-n) + el(B,'?T))|O) + (el(B,-n) _ el(Ai”))|1>:| . 4)

As shown in Eq. (4), if Alice’s secret bit is the same with Bob’s (i.e., A;=B;), Eq. (4)
turns into
|P)Bs, = ei(¢AB+(Ai+1/2)7T)|O)’ (5)

which means Dy always responds. Otherwise, Eq. (4) turns into
|P)ps, = e P tBD|), ©)

which means D responds if A; # B;.

To summarize, if Alice’s secret is the same with Bob’s, D always responds and D
never; and once D responds, it implies that Alice and Bob own the different secrets.
Therefore, the proposed protocol is correct.

2.3 Security

Now we analyze the security of the proposed protocol in two aspects, the security
against dishonest participant and against dishonest TP.

2.3.1 Security against dishonest participants

For the security against dishonest participants, we first show that if the signals are
prepared as what they should be, none of Alice or Bob can steal the other’s secret,
then we show that the eavesdropping detection in Step 3 can force Alice to prepare the
signals legally. Note that the signals are prepared by Alice, so Bob cannot interfere
them before Alice’s encoding operations have finished.

In fact, the security against dishonest participants is guaranteed by the secret param-
eters ¢ta and ¢rp. Without loss of generality, we suppose Alice is the dishonest
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participant. If the signals are prepared legally and have not been interfered by adver-
saries, after Bob’s encoding operation, the state of the signal is

1 .
1P = 5 (ilu) + e Pamtom B ) ) )

Since B; could be either O or 1 equiprobably, in Alice’s view, the above state is
1
|Pp) = §(|P0><PO| + [P1)(P1])

1 . .

— Z (|u)(u| + |b)(b| + ie*1(¢AB+¢TB)|u><b| _ iel(¢AB+¢TB)|M)(b|>

1 . .

+Z <|u><u| + |b) (b] + ie—l(¢AB+¢TB+ﬂ)|u><b| _ iel(¢AB+¢TB+ﬂ)|u)(b|)
1

= E(Iu)(ul + [D)(bl), 3

which is in the maximum mixed state. Considering / signals collectively, the joint state
of them is

|Pg)®!

1
?(|u...uu)<u...uu|+|u...ub)(u...ub|+...+|b...bb)(b...bb|)

1 &
o 2K}k, )
k=1

which is still in the maximum mixed state. Therefore, whatever measurement Alice
preforms on it, the result is totally random. And, without any information about ¢Tg,
Alice cannot get any precise information about Bob’s secret from the above mea-
surement results. Worse more, such reckless attacks would lead to the failure of the
protocol, i.e., TP would get a wrong comparison result of their secrets. As analyzed
above, if the signals are prepares as what they should be, rational participants would
not attack the protocol since they cannot get any useful information about the other’s
secret, but only disturbing the comparison result.

Next, we will show that Alice has to prepare the legal signals in order to pass Bob’s
detection in Step 3. Since the reflection ratio of both Bob’s beam splitter BS p and TP’s
beam splitter BS, are 50%, the reflection ratio of BS| must also be 50%, otherwise,
the interference result would not be determinate, so that Alice would fail to pass Bob’s
detection and TP would get an incorrect comparison result. Therefore, the only left
opportunity for her is cheating at the source, i.e., sending multi-photon signals instead
single-photon signals. Suppose Alice sends a two-photon signal into the circuit, the
position state after Bob’s encoding operation is [compared with Eq. (7)]

/ 1 . i i 2
|Pp,) = |Pg)®* = [E (il + e'(¢AB+¢TB+B'”>|b>)} (10)

— % <—|uu) + iei(¢AB+¢TB+Biﬂ)(|Mb> + |bu)) + e2i(¢AB+¢TB+Biﬂ)|bb>) )
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And in Alice’s view, it is [compared with Eq. (8)]

1
|Pp) = 7 lluu){uu| + [bb)(bb| + (lub) + [bu)) ((ub] + (bul)

—e2i(¢aB+4TB) luu) (bb| — e2i(PAB+¢TB) |bb) (uul), (11)

which contains the information about ¢rg. In fact, the more photons the signal has,
the more information about ¢rp is contained in the state after Bob’s encoding oper-
ation. Therefore, this multi-photon attack strategy is effective to steal the value of
¢ and further steal the secret of Bob. Fortunately, with the help of BSp/, Bob
can detect this attack by simultaneous responses of Dp,, and Dp, . And it is easy
to calculate that the simultaneous response rate is 1—(1/2)/~! for an /-photon sig-
nal.

By now, we have proven the security of the proposed protocol against dishonest
participants.

2.3.2 Security against dishonest TP

Similar with the situation for Alice to steal Bob’s secret, TP faces the same diffi-
culties in stealing the participants’ secrets. As we have analyzed above, without any
information about ¢ap, TP’s direct attack on Alice’s secret would get nothing about
Alice’s secret but only disturb the comparison result. And since the signal is pre-
pared by Alice, it is useless for TP to steal Alice’s secret directly. As for Bob, TP
can intercept and capture the legal signal Alice sent to Bob and resends a fake signal
he prepared. Similarly, it is useless to send single-photon signals, and therefore, the
only effective attack strategy for TP is sending multi-photon signals to Bob in order
to get the value of ¢ap first. However, similar with Alice’s multi-photon attack strat-
egy, Bob would find this dishonest actions by simultaneous responses of Dp,, and
Dp,,.

By now, we have analyzed the correctness and the security of the proposed pro-
tocol. Although the proposed protocol performs well in security and efficiency,
in the sense that the participants only need to share three private parameters
instead of three secret keys or sequences of entangled states, there are two
main disadvantages. One is the difficulty in realization because of the using of
quantum memory, actually the storage for the wave packages, which is very dif-
ficult with today’s technologies. Generally in cryptography, the outsider attacker
would not be considered in protocols between participants without mutual trust.
However, because of the specific nature of quantum mechanics, especially the
single-photon interference signals, the outsider attacks becomes a real problem
in the proposed protocol. To be specific, the participants cannot verify the cor-
rectness of the comparison result while outside attackers are concerned. In next
section, we will propose a practical QPC protocol employing single-photon inter-
ference, which solves the above two problems with a little compromise on effi-
ciency.
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3 The practical QPC protocol employing single-photon interference

In this section, we present a practical QPC protocol employing single-photon inter-
ference, where no quantum memory devices are required. The main idea is that Alice
and Bob compare the hash functions of their secrets, and let TP perform part of the
detections. To describe to processes more detailedly, we introduce more parameters
and to facilitate the readers, we list them together in Table 1. The detailed process of
the practical QPC protocol employing single-photon interference is as follows.

(a) Preparation Alice, Bob, and TP set up an interference circuit as that in Fig. 2, and
share some necessary parameters and information in Table 1.

(b) Start At the beginning of the protocol, Alice first sends a high-lights signal into
the circuits from S, as a starting signal. Then she sends single-photon signals into
the circuits with the frequency f.

(c) Encoding We denote the moment that Bob receives the high-lights signal as Tp
and the moment Alice receives it at the position PMy4 as Ty4. If the ith bitin /4 is
A;, Alice sets PM 4 at pap + ¢1a + A; X 7 during the period (T4 +i/f —1/Q2f),
Ty +i/f +1/(2f)) to encoding A; in the signal. Similarly, if the ith bitin & 5 is
B;, Bob sets PMp at ¢ap + ¢1B + B; X 7 during the period (T +i/f —1/(2f),
Tp+1i/f +1/(2f)) to encoding B; in the signal.

(d) First detection After encoding B; in the signal, Bob has a choice to choose a
detection mode with the probability c. When the detection mode is chosen, Bob
transfers the ith signal into the detection circuit as shown in Fig. 2 to detect whether
the signal has more than one photons. If more photons are detected, Bob announces
the fact and they abandon the protocol. Otherwise, Bob publish i, TP ignores the
result of the ith signal, Alice and Bob append A; to h4 and B; to h g, respectively.

(e) Second detection At right part of the circuit, TP sets up a phase modulator with
the fixed phase —¢ta (—¢TB) at Alice’s (Bob’s) light path. The two wave packets
intervene at the beam splitter BS,. For each signal, TP has a choice to choose a

Table 1 Necessary parameters and information the participants shared in advance

Notation What the notation denotes

f The frequency of the operations in the protocol, for example, the frequency
that Alice sends single-photon signals into the circuits and the frequency
that Alice and Bob shift their phase modulator

c The parameter for the detection rate, and generally ¢ < 0.5

H A hash function shared by Alice and Bob

l The length of the outcome of H

KAB A secret key shared by Alice and Bob, with the length of ¢ x [

bTA A secret parameter of the phase modulator shared by TP and Alice
éTB A secret parameter of the phase modulator shared by TP and Bob

DdAB A secret parameter of the phase modulator shared by Alice and Bob
hg ha = H(S4), which is only known by Alice, here S4 is Alice’s secret
hp hp = H(Sp), which is only known by Bob, here Sp is Bob’s secret
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Fig. 2 The interference circuit used in the practical protocol. Each device is the same with the device
labeled by the same symbol in Fig. 1. Note that Alice and Bob need no quantum memory devices here and
Bob’s detection operation becomes much easier, just sending the signal into BSp to check whether it has
more than one photon

detection mode with the probability c. When the detection mode is chosen, TP
publishes the result that which of Dy and D; has responded. Then TP randomly
decides that Alice sends the ith bit in 2(A) to Bob or Bob send the ith bit in /(B)
to Alice. Note that the above (¢ x [)-bit communication is encrypted by K ag. Then
the two participant check whether the result is right. If they finds an error in the
second detection, they abandon the protocol.

(f) Comparison Ignoring the deleted signals in the first detection, if D never responds
during the whole process, TP can get the conclusion that Alice and Bob own the
same secret. Otherwise, once D detects a photon, it implies that Alice’s and Bob’s
secrets are different. Then TP publishes the comparison result.

Note that in Step e and f, once TP or the participants confirm that the two secrets
are different, the protocol is finished and they terminate the protocol.

The main difference between the two protocols above is the detection strategy. In
the first protocol, the detection process and the encoding process is separated, i.e.,
first detection and afterward encoding. Consequently, Alice and Bob must restore the
signals used to encoding their secret till the detection has finished, which makes the first
protocol difficult to achieve. To avoid the use of quantum memory technology, we use
interleaved the processes of detection and encoding instead in the second protocol,
making the second protocol easier to realize. However, to protect the participants’
privacies, the participants must share a secret key with half length of the massage to
be encoded.

Now we briefly analyze the security and the efficiency of the second protocol.
Similarly as in the first protocol, Alice or TP cannot steal the value of ¢ or ¢ap by
sending Bob multi-photon signals because of the first detection performed by Bob in
Step d. And the second detection performed by the three parties together can force
Alice to send the legal signals into the circuit and prevent TP from disturbing the
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signal Alice sends to Bob. The only disadvantage of this detection is that Alice and
Bob have to reveal some information about their secrets to each other to finish the
detection. To solve this problem, Alice and Bob compare the hash functions of their
secret instead of the secret directly, and preshare a secret key to encrypt the massage
in the second detection. Due to the two protection measures, the revealed information
can be reduced to a negligible level.

For the efficiency, the only added communications in the second protocol is the
(¢ x I)-bit key KB, ignoring the hash function. In the second protocol, Alice first
sends n signals into the circuit. As to the first detection, about ¢ X n signals are required
to be added for the first n signals, then about c> x n signals are required for the new
¢ x n signals. And Alice totally send

+0o0 ) n
Zc’ Xn = . (12)

1—c¢
i=0

Usually we take ¢ = 1/2, therefore, the total number of the signals Alice sends into
the circuit is 2 in this situation, the same with that in the first protocol.

4 Conclusions

In this paper, we propose two QPC protocols utilizing a famous and important quan-
tum communication technology, single-photon interference. In one hand, we have
proposed the first QPC protocol based on single-photon interference, which allows
two participants to compare their secrets privately in the single-photon interference
circuit. One the other hand, compared with QPC protocols employing normal parti-
cles, the proposed protocols has significant advantages in communication efficiency,
especially the photon efficiency, since the participants need not to generated several
secret keys with the same length of their massages or sequences of entangled states.
And we also analyzed the security and the efficiency of the proposed protocols.
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