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Abstract To study the feasibility of the classical image least significant bit (LSB)
information hiding algorithm on quantum computer, a least significant qubit (LSQb)
information hiding algorithm of quantum image is proposed. In this paper, we focus on
a novel quantum representation for color digital images (NCQI). Firstly, by designing
the three qubits comparator and unitary operators, the reasonability and feasibility of
LSQb based on NCQI are presented. Then, the concrete LSQb information hiding
algorithm is proposed, which can realize the aim of embedding the secret qubits into
the least significant qubits of RG B channels of quantum cover image. Quantum circuit
of the LSQb information hiding algorithm is also illustrated. Furthermore, the secrets
extracting algorithm and circuit are illustrated through utilizing control-swap gates.
The two merits of our algorithm are: (1) it is absolutely blind and (2) when extracting
secret binary qubits, it does not need any quantum measurement operation or any other
help from classical computer. Finally, simulation and comparative analysis show the
performance of our algorithm.
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1 Introduction

Along with the bright prospect of quantum computers [1,2], quantum image process-
ing (QIP) has gained researchers’ interest in recent years [3]. The first task in this
direction is constructing the quantum image representation model to represent images
on quantum computer.

A great number of research results concerning quantum image representations
have been established for the need of storing image information in quantum states,
i.e., Qubit Lattice [4], Entangled Image [5], Real Ket [6], Flexible Representation
of Quantum Images (FRQI) [7], quantum representation for log-polar images [8], a
novel enhanced quantum representation of digital images (NEQR) [9], the improved
novel enhanced quantum representation (INEQR) [10], Multi-channel representation
for quantum images (MCRQI) [11], and a novel quantum representation for color
digital images (NCQI) [12].

Because of the particular properties of quantum computation, there are some quan-
tum processing transformations which are more efficient than their corresponding
classical versions: quantum Fourier transform [13], quantum wavelet transform [14],
and quantum discrete cosine transform [15]. Many researchers also focus on some
elementary processing algorithms on quantum images, such as the geometric transfor-
mations on quantum images (GTQI) [16], image scrambling [17, 18], image translation
[19], image scaling [20,21], pseudocolor coding [22] and quantum Boolean image
denoising [23].

Except the above elementary quantum image processing algorithms, quantum
image information hiding has become a hot topic. Based on restricted geomet-
ric transformation, a watermarking scheme is given [24]. A novel quantum image
watermark scheme is proposed by embedding the secrets into the Taylor series coef-
ficients [25] of color information. Several watermarking schemes based on FRQI
are put forward [26-28]. Further, by using simple CNOT gate and small-scale quan-
tum circuit, a watermarking scheme is projected in [29]. A novel quantum image
steganography based on Moiré pattern is depicted [30]. A LSQb algorithm based on
NEQR has been given in [31]. Block LSB steganography algorithm has been given
[32]. However, all existing quantum image steganography algorithms are derived
from gray scale image. In fact, in quantum image processing, gray image process-
ing algorithms cannot be directly applied into the color digital image. We have to
design different methods for the realization of information hiding algorithm of color
image on quantum computer. Also, the images in the real life are usually colorful,
so the corresponding quantum steganography algorithms of color images should be
researched.

This paper is concerned with the LSQb information hiding algorithm based on
NCQI. The following advantages of NCQI are suggested to make it suitable for quan-
tum image LSQb algorithm:

(1) NCQI acquires three channels RG B information and their corresponding posi-
tions in an image into a normalized quantum state. Thus, quantum CNOT gates
and other simple quantum gates are used to flexibly link color and position infor-
mation, providing an easy way to process image for the user.
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(2) NCQI uses a binary qubit basis to encode position information. It is easy to design
various unitary operators to act on the different position qubits, which achieves
the aim of embedding the secret qubits into distinct positions of an image.

(3) For NCQI, color information of RG B channels is stored into a binary quantum
sequence which is similar to the representations of classical color digital images.
This makes it relatively easy to transfer LSB information hiding algorithm from
classical computer to quantum computer.

In this paper, a substantially different method for the quantum realization is pro-
posed for LSQb information hiding algorithm of NCQI. In the proposed method, the
reliance on using quantum measurement or classical computer is no longer neces-
sary. The key idea is how to embed secret qubits information into the least significant
qubits of RG B channels. A method of designing three qubits comparator and unitary
operators to embed secret qubits is required. Specifically, LSQb hiding problem is
solved by two steps. First, through the designed three qubits comparator, the secret
qubits are compared with least significant qubits of RG B channels. Then, by the con-
structed unitary operators, the secret qubits are embedded into the least significant
qubits of RG B channels. Theoretical analyses show two merits of our algorithm:
(1) the algorithm is absolutely blind. The extracting procedure does not need the
original cover image. (2) The whole procedure of information extraction does not
need any quantum measurement operation or any other help from classical com-
puter.

The contributions of this paper are summarized as follows: First, three qubits com-
parator is designed, which can establish the relationship between the secret qubits
and least significant qubits of three channels. Second, the elaborated unitary oper-
ators are constructed to construct LSQb information hiding algorithm. Third, the
control-swap gates are introduced to design the quantum secret information extraction
circuit.

The rest of the paper is organized as follows. Section 2 briefly introduces the NCQI
model. Also, the differences between FRQI, NEQR, and NCQI are depicted. In Sect. 3,
the reasonability and feasibility of LSQb information hiding algorithm of NCQI are
proven based on the designed three qubits comparator and the unitary operators. The
proposed LSQb information hiding and extraction algorithms are depicted in Sect. 4.
In addition, complexity and comparison analysis are also shown. Simulation examples
and quantum measurement on the outcome are demonstrated in Sect. 5. The conclusion
and future work are given in Sect. 6.

2 Related work
2.1 NCQI

Inspired by the NEQR [9], NCQI is present to store and process color digital images on
quantum computer. The range of x and y is assumed to be [0, 2" — 1] andfO, 2" —1],
respectively. The value range of every channel (R, G, B) is [0, 29 — 1|. Then, the
quantum image representation model NCQI can be shown in the following equa-
tion:
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Fig. 1 A4 x 4 color image and its quantum representation expression of NCQI
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where |c (y, x)) denotes the color value of the corresponding pixel and it can be
encoded by the binary sequence R, 1 --- RoG4—1---GoBy—1 - Bo.

|C(st)>: Rq—l"'ROGq—l"'GOBq—l"'BO> (2)

Red Green Blue

Equation (1) indicates that the whole NCQI model is stored into a normalized
quantum superposition state. There are three parts i.e., the color information ¢ (y, x),
the vertical position y and the horizontal position x to represent one pixel. The tensor
product of these three qubits sequences constitutes the basis state of NCQI. Equation
(2) implies that |c (v, x)) contains three channels information, i.e. R, G, B. There are
2n + 3q qubits being employed to store image information into a NCQI state for a
2" x 2" color image with every channel R, G, B ranged [0,29 — 1].

An example of a4 x 4 color image with three channels R, G, B ranged [0, 28 — 1],
ie.,n = 2,q = 8 is shown in Fig. 1. Equation expressed in Fig. 1 depicts that the
whole NCQI is stored into a normalized quantum superposition state, in which each
basis represents one pixel.

Among numerous quantum image models, FRQI and NEQR are the two most
important and convenient models in considering the way in which a gray image is
encoded under rectangular coordinate system. The differences and relations between
FRQI, NEQR and NCQI can be summarized as follows:

(1) FRQI and NEQR are very important two quantum image models, but they cannot
represent the color digital images on the quantum computer. NCQI can represent
color digital images on the quantum computer, which meets the fact that the
images in the real life are usually colorful.

(2) The most obvious distinction between them lies in the color encoding form.
Due to the different patterns of color encoding state, the preparation process
for FRQI, NEQR and NCQI is distinct. FRQI is convenient to research quantum
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Fig. 2 Three qubits comparator
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gray image watermarking and frequency transform. However, for some binary
qubit operation-based transforms, NEQR and NCQI may be more applicable.

(3) NEQR is developed from FRQI. NCQI extends the NEQR model to the color
digital image.

According to the above points, discussions about LSQb information hiding algo-
rithm of color digital image is appropriate for NCQI.

3 Reasonability and feasibility of LSQb algorithm

In the following discussion, the original quantum image has the form described in
Eq. (1) and the secret binary qubits stream has the form |sq), [s1), - - -, [$3:—2), [$3:—1),
t < 2%". Before proving the feasibility of LSQb information hiding algorithm, one
proposition is given.

Proposition 1 Using the novel designed three qubits comparator in Fig. 2, the aim of
comparing the secret qubits with the least significant qubits of RG B channels can be
realized.

Proof Through analyzing the inputs and outputs of Fig. 2, the corresponding conclu-
sion in proposition 1 can be obtained.

(1) Firstly, as an example, CNOT gate is analyzed. In Fig. 3, the value of input qubits
|coso) has four circumstances |00), |01), |10) and |11). After the function of the
CNOT gate, the corresponding values of the output qubit |og) are |0), |1), |1), |0).
That is to say, when |copsg) = |00) or |cosg) = |11), the output qubit |og) = |0);
when |cosp) = |01) or|cosg) = |10), the output qubit |og) = |1). So, the following
conclusion can be acquired:

If Joo) = 10), then |co) = |so); if |og) = [1), then |co) # |s0).

(2) For three qubits comparator in Fig. 2, there are three CNOT gates, which |cg), |c1),
|c2), s0), |s1) and |s2) are the input qubits and |og), |01), |02) are the output states.
Following the case in (1), the following conclusion about Fig. 2 is established:

If Joo) = |0}, then |co) = |so);if loo) = [1), then [co) # [s0);
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Fig.3 CNOT gate
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If Jo1) = |0}, then |c1) = |s1);if lo1) = [1), then |c1) # [s1);
If Jo2) = |0}, then |c2) = |s2);if lo2) = [1), then [c2) # [s2) .

According to (1) and (2), proposition 1 is established. That is, when the corresponding
output qubit is |0), the two qubits being compared are the same. When the correspond-
ing output qubit is |1), the two qubits being compared are different. O

Theorem 1 LSQb information hiding algorithm is rational for NCQI.
Proof To prove this theorem, there are two problems needing to be solved. O

Problem 1 Before embedding secret qubits into the least significant qubits of RG B
channels (i.e. | Ro), |Go), | Bo)), secret qubits and | Ry), | Go), | Bo) should be compared.

Problem 2 The concrete unitary operators should be designed to realize the aim of
embedding the secret qubits into |Ry), |Go), | Bo) which are the least significant qubits
of the relevant pixels in the cover image.

Solution for problem I Obviously, from proposition 1, utilizing three qubits com-
parator in Fig. 2, problem 1 has a perfect solution.

Concretely speaking, secret binary qubits |s;), i = 0, 1,2 and the qubits |Rp),
|Go), | Bo) of the first pixel in the cover image are taken as the inputs of the quantum
comparator in Fig. 2. Three comparison results between |sg) and |Rp), |s1) and |Gy),
|s2) and | By) are obtained, which are denoted as |og), |01), |02). Through analyzing the
results of the output qubits, the aim of comparing secret binary qubits |s;),i =0, 1,2
and the qubits |Ryp), |Go), | Bo) is realized. Similarly, the comparisons between other
secret qubits |s‘,~), |s.,'+1), |s.,~+2),j = 3,6,---3t — 3 and |Rp), |Go), |Bog) of other
t — 1 relevant pixels in the cover image can also be achieved.

Solution for problem 2 New unitary operators can be designed to achieve the secrets
embedding.

Unitary operators are designed according to the comparison results. Each of the
comparison results |o;) i = 0,1,---,3¢t — 1 has two cases, i.e. |s;) = |cp) (the
same, noted as S) and |s;) # |co) (the different, noted as D), c = R, G, B. There are
2 x 2 x 2 = 8 cases for us to analyze.

(1) If the results are S, S, S, unitary transform U is applied.
1271

Up=1%@ [ D D 1ji)jil

j=0, i=0
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(2) If the results are S, S, D, unitary transform U is applied.

-1 2'-1
Uy =197 @U@ yx) (yx| + 1% @ [ > D> 1ji) (il
j=0, i=0,ji#yx

(3) If the results are S, D, S, unitary transform U is applied.

211 2"—]
V=127 @U 1% @ |yx) (yx| + 1% [ D > 1ji) il
j=0,i=0,ji#yx

(4) If the results are D, S, S, then unitary transform U3 is applied.

2n—1  2"—1
Us =17 @U@ I @ |yx) (yx| + 1% @ [ D D> 1ji) il
j=0, i=0,ji#yx

(5) If the results are S, D, D, then unitary transform Uy is applied.

Uy =191 U 1% ' QU @ |yx) (yx|
2)1_1 2)1_1

HP [ D D 1 il

j=0, i=0,ji#yx
(6) If the results are D, D, S, then unitary transform Us is applied.

Us=1%""1UI®'@U®I® @ |yx) (yx|
-1 2"—]

HSR (D > 1ji) il

j=0, i=0,ji#yx
(7) If the results are D, S, D, then unitary transform Ug is applied.

Us=1%""10UI® Q1% U ® |yx) (yx|
P L R

H® (> D i)l

j=0, i=0, ji#yx
(8) If the results are D, D, D, then unitary transform Uy is applied.

Up=1%""0UI® U I® ' @ U ® |yx) (yx|
2"—1 27—
HS [ D D i) il

J=0,i=0,ji#yx
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where U = |:O 1].

10

Whether the above unitary operators truly realize the aim of hiding secret qubits
should be proven. In the following proof, unitary operator U; corresponding to one of
the result S, S, D is taken as an example to analyze.

where

Ui (1))

2"—1  2"-1

=[P QU lyx) (x| + 1% @ | D > D) il

j=0, i=0,ji#yx
2"—1  2"—1

=[P QU yx) x| + 1% @ | D D> i)l

j=0, i=0,ji#yx
2n—12"—1

5 2 et @)

y=0 x=0
2n—1  2"—1
=17 QU |yx) (yx|+ 1% | D0 D 1ji) il
j=0, i=0,ji#yx
21201

1
on D D |Rg-1-+RoGyoi-+GoByi -+ Bo) ® |yx)
y=0 x=0

Mol 2]
1 ..
:2—nz z |Ry—1---RoGy1 -~ GoBy1--- Bo) ® | ji)
Jj=0 i=0,ji#yx
+|Rg—1+++RoGg—1 - GoBy_1 -+ Bo) ® |yx)

(1), 1Bo) = [0)
[Bo) = I 10). 1 Bo) = |1)

3)

Obviously, from the above result, the function of the unitary operator U; is just
changing least significant blue qubit | By) of the relevant pixel |yx) into |B_0) It does
not change color information of other pixels. Again, the other two secret qubits are
respectively equal to |Rg) and |Gg), so they can also be regarded as being embedded
into the least significant qubits | Rg) and |G¢) of the cover image. Other cases can also

be proven in a similar way. From the above explanations, problem 2 is solved.

Once solving problem 1 and problem 2, theorem 1 is established. Since in order to
realize the aim of embedding 3¢ secret qubits, it just needs to divide the secret qubits

into ¢t groups, then execute ¢ times comparator and ¢ times unitary operator.

Note 1 1t should be noted that when executing comparator once, three secret qubits
are compared.
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Note 2 We should note that when performing unitary operator once, three secret
qubits are embedded into cover image.

4 LSQDb information hiding method of NCQI

In this section, LSQb algorithm of NCQI is proposed by employing the three qubits
comparator and unitary operators proposed in Sect. 3, which hides the secret qubits
stream into the LSQb of RG B channels in the cover image.

4.1 LSQb information hiding algorithm

LSQb information hiding method rooted in NCQI is described in details as in the
following steps.

Step 1 Comparing the secret qubits sp, 51, 52 with the three least significant qubits
Ro, Gy, By of the first pixel in the original cover image. Utilizing the three qubits
comparator in Fig. 2, secret qubits sg, s1, s> and the last three qubits Ry, Go, Bo
is compared sequentially. Comparison results from the comparator are denoted as
09, 01, 02, respectively.

Step 2 LSQb information hiding. According to the values of og, 01 and 02, one of
the unitary operators from the set {Uy, Uy, Ua, U3, Uy, Us, Ug, U7} is chosen to
operate on the original cover image state |/) to realize the aim of embedding the
first three secret qubits.

Step 3 Repeating Step 1 and Step 2 ¢ times. In the beginning, the length of the
secret binary qubits sg, s1 - - - $3,—2, §3;—1 is supposed as 3¢. In order to complete
the task of embedding all secret binary qubits, it is necessary to repeat Step 1 7
times to execute 3¢ times comparison and step 2 ¢ times to hide 3¢ secret qubits.
Since the secret qubits have been divided into ¢ groups and every group has 3
qubits. Obviously, in this process, ¢ relevant pixels in the cover image are used.
Applying unitary transform H;:l T; on the state |I) can realize the goal of infor-
mation hiding. Operator 7;, which is in the set {Uy, Uy, Ua, U3, Uy, Us, Ug, U7},
is decided by the output values of the comparator.

Note 3 The length of secret binary qubits can always be supposed as 3¢, 1 < 2. If
secret binary qubits’ length is less than 3¢, it can be increased to 37 by using the same
least significant color qubits of relevant pixels in the original image.

Figure 4 shows the quantum circuit of LSQb information hiding algorithm. It can be
seen that after the function of the unitary operators 7;,i = 1 - - - ¢, the LSQb-embedded
quantum image is obtained.

4.2 LSQb information extraction algorithm

Secret binary qubits stream can be accurately extracted by using control-swap gates.

Step 1 Separately extracting the last qubits of three channels R, G, B corresponding
to # relevant pixels. All the extracted qubits constitute sequentially the secret binary
qubits stream.
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Fig. 4 Quantum circuit of information hiding algorithm

Figure 5 describes the quantum circuit of extracting the secret qubits stream. When
extracting the secrets, the extraction order in terms of cover image is from left to right
and from top to bottom. That is, the control qubits in Fig. 5 is set from the natural
number 0 until the beginning of coding sequence of natural number ¢ — 1.

Original quantum image can also be recovered in a lossless manner. Applying
Hf: 1 TiT on the embedded image, the original quantum image |/) can be recovered
accurately, where T; is the conjugate transpose of 7;. Obviously, all transforms 7;,

i =1, ..., tusedin information hiding algorithm are reversible, so TiT is meaningful.
Figure 6 describes the quantum circuit of recovering the original quantum cover image.
In all, LSQb information hiding algorithm is designed based on the three qubits
comparator and the unitary operator. Obviously, the algorithm is absolutely blind
because the extraction procedure does not need the original cover image. The whole
procedure of information extracting, which only needs control-swap gates, does not
need any quantum measurement operation or any other help from classical computer.
Figure 7 describes the whole framework of LSQb information hiding algorithm.

4.3 Computational complexity
In quantum image processing, the circuit’s complexity depends on what is considered

to be an elementary gate. Generally, CNOT gate is chosen as a basic unit. For the LSQb
information hiding algorithm, due to the properties of quantum parallel computation,
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Fig. 5 Quantum circuit of extracting secret qubits stream

the utilization of quantum transforms speeds up the information hiding and extraction.
The computational complexity of the information hiding algorithm depends on three
qubits comparator and unitary operator 7;.

Three qubits comparator consists of three CNOT gates. So the quantum compara-
tor’s complexity is no more than O (3). Unitary operator 7; can be regarded as almost
a 2n-control-NOT gate. Reference [33] has pointed out that a ¢ -control-qubit-NOT
gate is equivalent to 2(¢ — 1) Toffoli gates + 1 CNOT gate. Again, one Toffoli gate
can be constructed by 6 CNOT gates. So the complexity of the unitary operator 7; is
O0R2@2n—-1)-64+1),ie. O (24n —11).

In step 1, quantum comparator is carried out one time, so its complexity is O(3).
In step 2, unitary transform 7; is operated on the original quantum image, so the
complexity is near O (24n — 11). In step 3, step 1 and step 2 are repeated ¢ times.
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Fig. 6 Quantum circuit of recovering the cover image
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‘ Extracting secret qubitss i = 0,-+-37 —1

Unitary transform [ ] ;:lﬂT

Fig. 7 Framework of information hiding algorithm

So the complexity of our algorithm is O ((24n — 8)¢). The complexity is linear to the
length 3¢ of the secret binary qubits stream ((24n — 8)t = 24,;_4; - 3t), which to some
extent shows the feasibility of the proposed LSQb information hiding scheme.

4.4 Example

In order to understand LSQb scheme clearly, one specific circuit is given as another
application example of our presented idea.

For example, there is a color digital image sized 2 x 2, which is shown in Fig. 8.
The NCQI representation of Fig. 8 can be expressed as the following form |7 (6)).
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Fig.8 A 2 x 2 color digital
image

11(6))
1
= —— | (11111111 00000000 00000000 ) &® |00)
\/? ——— — e ——
R G B

4+ {00000000 1111111100000000> ® |01)
——— — e —— —
R G B

+ [{00000000 00000000 11111111> ® |10)
——— — e —— —
R G B

+ 1111111 11111111 11111111>® [11)
———— —— —
R G B

Suppose the binary secret qubits stream has the form 000011100110. Obviously,
the least significant qubits of three channels are 100010001111. Then we have:

S0 7 €0, S1 = C1, 82 = €2, 83 = C3, 54 = C4, §5 7 Cs,

56 7 C6, 7 7 €7, 58 = €8, 89 = C9, §10 = €10, 511 7 C11

Qubits s; and ¢;, i =0, - - - 11 are corresponding to secret qubits and least significant
qubits, respectively.

Following the proposed algorithm, the unitary operators Uy, U», Uz and Uy are
designed as the following form.

1 1
Uy =1%"@UI®'°®100) (00| + 1% @ > > |ji)(jil
j=0i=0, ji#00
1 1
Uy =12 @U®01) (01 + I8 @ > > |ji) (jil
j=0i=0,ji#01

1 1
Us=1"@U I @U®I®®[10) (10| + I®*® > D" |ji){jil
j=0i=0, ji#10
1 1
Us =197 QU 1) (11| + 1% @ > D" |ji) (il
j=0i=0,ji#11
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After the function of the operators Uy, U>, Uz and Uy, the original quantum cover
image evolves into the quantum image |1 (6)),p-

|I(9))emb

1
= ——=| (11111110 00000000 00000000 )} ® [00)
/22 —_—
R G B

4+ 00000000 11111111 00000001> ® 101)
————— ———— —
R G B

+ {00000001 00000000 11111110> ® |10)
————— —— —
R G B

4 {11111t ettt 11111110>®|11)
——— — e —— —
R G B

Obviously, from the form |1 (6)),,,;, it can be seen that the secret qubits have been
embedded into the cover image. Also, the extracting quantum circuit can be depicted
in Fig. 9 according to the proposed algorithm.

5 Simulation and analysis

In this section, several analysis in terms of visual quality, capacity, comparison with
other works and quantum measurement on the outcome are introduced. Since a practi-
cal and useful quantum computer is unavailable, the simulations of the quantum circuit
and algorithm are executed on a classical computer equipped with software MATLAB.
Simulations are based on the MATLAB 7.12.

5.1 Visual quality

The peak-signal-to-noise (PSNR) is one of the most used indictor for comparing the
fidelity of a stego-image with its original version. PSNR is defined as the following
form

PSNR =201 (MAX’)
= (0] —_—
£10 MSE
1 m—1n—1
MSE=— 3 > G, ))=J G )P
i=0 j=0

where I and J are two different gray images, M A X is the maximum pixel of image
I. In our algorithm, I and J correspond to the original image and the stego-image,
respectively.
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Fig. 9 Quantum circuit of extracting secret qubits for the example

PSNR is inversely proportional to MSE. Actually, MSE can be deemed as a ratio
of the number of pixels that has been changed during the embedding process. It is
independent with the size of cover image.

Since our algorithm is a LSB-based algorithm, if a pixel’s LSB qubit is the same as
the message bit it accommodates, [/ (i, j) — J (i, j)]2 = 0. Suppose MAX; =255
for 8-bit natural image and M SE = 0.5, that means half of the pixels is changed, then

255
PSNR = 20log;, (— = 51.1411
V0.5

Even if every pixel is changed, i.e. MSE=1, PSNR still can reach 48.1308 dB.

Some simulation examples are shown in Fig. 10, where (a)—(d) with 256 x 256 and
(e) "message” with 256 x 256 are used as the carrier and the secret image, respectively.
The visual quality of the embedded images is obtained in Table 1. It can be seen that
the PSNR is around 51 dB, which indicates that the invisibility of our scheme is good.
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Fig. 10 Simulation examples by LSQb algorithm of color digital images. a-d are four cover images and
e is message. f—i are four embedded images

Table 1 PSNR value of the

simulation results Cover image Embedded image PSNR (dB)
(a) (H 50.7120
(b) (® 50.5868
© (h) 51.0501
(d @ 50.9208

5.2 Capacity

Steganography capacity is defined as the ratio between the number of message bits
and the number of cover pixels. Therefore, the capacity of the proposed algorithm is

The number of message qubits 37

= = —— (bit/pixel 4
The number of cover image’s pixels 22" (bit/pixel) @

From Eq. (4), it can be seen that the capacity is proportional to the length of secret
binary qubits stream. The maximum of capacity can be reached at 3 bit/pixel when
t =2

5.3 Comparison analysis

In this section, our work and the Ref. [31] are compared, especially pointing out the
differences between them.

The feasibility of LSQb information hiding algorithm based on NEQR was pre-
sented in [31]. However, the discussion and focus of this paper is on the reasonability
and feasibility of LSQb hiding algorithm rooted in NCQI, and the major contribution
of our work lies in the designment of unitary operators.
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To show the novelty and advantage of our idea, the proposed scheme is compared
with the related scheme, especially [31]. Analysis of the differences is given mainly
from the following aspects.

The first important distinguish is that these two schemes focus on two entirely dif-
ferent research targets, i.e., NEQR and NCQI. NEQR can only represent gray image,
while NCQI can represent color image. So these two schemes will be applied into
different fields.

In classical digital image processing, some gray image processing algorithms can
be directly applied into the color digital image. However, in quantum image process-
ing, gray image processing algorithms cannot be directly applied into the color digital
image. We have to design different methods for the realization of LSQb for NEQR
and NCQI.

In [31], the specific LSQb information hiding algorithm based on NEQR is given
through constructing the unitary operators u;, i = 0, 1, - - - 22" — 1, which can realize
the aim of embedding secret qubits into the least significant qubit of gray information.

22—
ui =11 QU NG +I% e D> 1))l
J=0.j#i

The paper offers a novel method for the realization of LSQb information hiding
of NCQI. In our work, to achieve the aim of embedding secret qubits into the least
significant qubits of three channels RG B, the different unitary operators, which can
be seen in Sect. 3, are constructed based on analyzing the color encoding form of
NCQI. In addition, the novel three qubits comparator is designed instead of using one
qubit comparator in [31].

In a word, the entirely different unitary operators, which are of significance in
the aspect of directing the construction of the information embedding algorithm, are
the second difference and determine our work is not similar to the work [31]. Since
the most important work in quantum image processing lies in designing the unitary
operators, then the corresponding quantum circuits can be given.

Except the differences in the secrets embedding process between our work and [31],
that is, the entirely different unitary operators described in Sect. 3. There is another
obvious distinction between these two works. In the process of extracting the secret
qubits, in [31], we need to decompose the quantum embedded image state into the
basis states, which is a complex work. However, in our proposed work, it only needs
to use the control-swap gates to exchange the secret qubits with the ancillary qubits
|0). Compared with [31], this is our obvious advantage.

Finally, we should point out that our work is not the extension of the work in [31].
From the above descriptions, there are clear differences between the two works. The
two works research two different objects and show two distinct ultimate informa-
tion embedding algorithm and extraction algorithm, then finally can be applied into
different fields.

5.4 Analysis of quantum measurement on the outcome

The impact of quantum measurement on the outcome is analyzed in this section.
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Fig. 12 Block diagram of measurement procedure on quantum computers

When designing a quantum image processing algorithm, the authors generally con-
sider the measurement in the final step, i.e., quantum simulation, which converts the
quantum information into the classical information in form of probability distributions.

In the designment of the whole LSQb information hiding and extracting algorithm,
there is no quantum measurement operation. However, the projective measurement is
used in the final step of quantum simulation. The final step in quantum simulation is the
measurement which converts the quantum information into the classical information in
form of probability distributions, i.e., it converts a single qubit state |V) = « [0)+8 |1)
into a probability classical bit M (distinguished from a qubit by drawing it as a double-
line wire), which is 0 with probability ||, or 1 with probability || as shown in Fig.
11.

In practice, the quantum state cannot be practically observed in quantum system
because the measurement will destroy the superposition. And what’s worse is that, it is
not allowed to make copies of the state and measure each one due to the Non-Cloning
theorem. Hence, it is necessary to repeat the construction of the embedded image state
n times (n > 1), and measure each one to summarize the measurement results from
which we can estimate the embedded image.

Measurement results on the embedded image sized 2" x 2" find a value in the set
{sl, 8§25+ S92t }, which s;, i = 1,2 - 22734 are basis states in 22134 dimension
Hilbert space. After multiple measurements, these basis states follow a probability
distribution. The measurement will be continued until the probability of every basis
state stabilized at a fixed value. According to law of large numbers, there is a limit for
these basis states. The block diagram of measurement procedure on quantum computer
is shown in Fig. 12.

@ Springer



Least significant qubit algorithm for quantum images 4459

6 Conclusion

In this paper, a LSQb information hiding algorithm is proposed for quantum image
model NCQI. The proposed method constructs a LSQb-embedded image and mainly
contains two steps: (1) qubits comparison and (2) qubits embedding. In the qubits
comparison step, the designed three qubits comparator is utilized to compare the
secret qubits with three least significant qubits of RGB channels of one pixel in
the cover image. In the qubits embedding step, eight types of unitary operators are
constructed, but it should be noted that which kind of unitary operators should be acted
on the cover image. These unitary operators are decided by the output qubits of the
comparator. When extracting the secret qubits, control-swap gates are used instead
of introducing quantum measurement. So our algorithm has at least two advantages:
(1) the algorithm is absolutely blind since the extracting procedure does not need the
original cover image. (2) The whole procedure of information extraction does not
need any quantum measurement operation or any other help from classical computer.
Complexity analysis, simulation results and comparison analysis with other work
show that the proposed LSQb information hiding algorithm has good performance.
Designing other quantum image steganography algorithms, especially LSQb-based
algorithms, is our future work.
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