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Abstract This study presents the first two authenticated semi-quantum direct commu-
nication protocols without using any classical channel. By pre-sharing a master secret
key between two communicants, a sender with advanced quantum devices can transmit
a secret message to a receiver who can only perform classical operations without any
information leakage. The receiver is then capable of verifying the message up to the
single-qubit level, i.e., a one-qubit modification of the transmitted quantum sequence
can be detected with a probability close to 1. Moreover, the proposed protocols are
resistant to several well-known attacks.

Keywords Authentication - Authenticated semi-quantum communication -
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1 Introduction

Authentication, which is a process used for guaranteeing the integrity and origin of a
transmitted message, is an important topic in information security. Due to authenti-
cation of the message, the receiver (the verifier) can determine whether or not he/she
is communicating with the alleged participant (the sender). Moreover, authentication
concerns also about verifying the integrity of the received message. The feature of
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authentication is a very important requirement in various quantum cryptographic envi-
ronments, such as quantum key distribution (QKD) protocols, quantum secure direct
communications (QSDC), deterministic secure quantum communications (DSQC),
quantum dialogue (QD), quantum private comparison (QPC), and quantum secret
sharing (QSS). To simplify the design, however, the majority of the above-mentioned
environments focus on the following two methods of providing secrecy as well as
authentication.

1. An authenticated classical channel (i.e., transmitted information that can be eaves-
dropped but not modified) is assumed to be available for providing authentication,
which can be further used for detecting eavesdropping. Accordingly, both the
information integrity and originality can be guaranteed. In practice, however, if
two communicants want to communicate with each other, the QKD or QSDC
protocol must be performed whenever a communication session is initiated. That
is, both communicants must be in an environment where an authenticated classi-
cal channel is available, which could be a restriction for some applications. For
example, a traveling mobile user will have difficulty maintaining an authenticated
classical channel with low-power mobile devices.

2. All participants are required to have quantum capabilities. That is, the protocol
requires that every participant has access to quantum memory and has the ability
to prepare/measure arbitrary quantum states and to perform operations. However,
not all participants can afford such expensive quantum resources and operations
for various applications. In this case, it will be difficult to apply these protocols in
practical environments.

To resolve these issues, Yu et al. [1] proposed authenticated semi-quantum key dis-
tribution (ASQKD) protocols. In these protocols, by pre-sharing a master secret key
between two communicants, a sender with advanced quantum devices can transmit a
working key to a receiver, who can only perform classical operations, without requir-
ing an authenticated classical channel. According to the definition in [2,3], the term
“semi-quantum” implies that the sender, Alice, is a powerful quantum communicant,
whereas the receiver, Bob, has only classical capabilities. More precisely, the sender
(Alice) has the ability to perform following operations: (a) prepare any quantum state
such as single photons and Bell states, (b) perform any quantum measurement such as
Bell measurement and multi-qubit joint measurement, and (c) store qubits in a quan-
tum memory. Conversely, the classical receiver (Bob) is restricted to performing the
following operations over the quantum channel: (1) prepare new qubits in the clas-
sical basis {|0), |1)} (i.e., the Z basis), (2) measure qubits in the classical basis, (3)
reorder the qubits via different delay lines, and (4) send or reflect the qubits without
disturbance. In this regard, since Bob would always be working with qubits in the
{10), [1)} basis, he should not be able to obtain any quantum superpositions of the
{|0), |1)} basis. In this case, the qubits here can be considered as classical bits, and the
operations [i.e., (1) to (4)] are considered as classical operations. This kind of Bob is
designated as classical Bob and the QKD protocol that involves such Bob’s is called
the semi-QKD protocol (or QKD protocol with classical Bob).

Following Boyer et al., Yu et al. also proposed two types of ASQKD protocols,
namely randomization-based ASQKD and measure-resend ASQKD. The difference
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between these two protocols lies in the capability of the classical Bob. In the
randomization-based ASQKD protocol, classical Bob is limited to performing opera-
tions (2), (3), and (4), whereas in the measure-resend ASQKD protocol, classical Bob
is limited to performing operations (1), (2), and (4). Because the ASQKD protocol
allows a classical Bob to be a receiver and does not require an authenticated classical
channel, an authenticated semi-quantum protocol can reduce not only the computa-
tional burden of the communicants but also the cost of the quantum hardware devices
in practical implementations.

In this paper, we propose authenticated semi-quantum direct communication
(ASQDC) protocols using Bell states. To the best of our knowledge, there is no existing
ASQDC protocol that enables the quantum sender to directly send a secret message
to the classical receiver without any information leakage. Furthermore, the proposed
ASQDC protocols have the following features:

1. The protocols do not require any classical channel.

2. The pre-shared secret key between two communicants can be reused.

3. The protocols can satisfy the requirements of a quantum direct communication
protocol, which was defined by Deng et al. [4]. First, the secret messages should be
directly read out by the legitimate user Bob when he receives the quantum states,
and no additional classical information is needed after the qubit transmission.
Second, the secret messages, which have been previously encoded with quantum
states, should not leak even though an eavesdropper may access the channel.

4. The security of the proposed ASQDC protocols is guaranteed by quantum mechan-
ics, i.e., by the uncertainty of quantum measurement and the no-cloning theory.

5. The protocols can resist impersonation attacks, intercept-and-resend attacks, mod-
ification attacks, and other well-known attacks.

Therefore, the proposed ASQDC protocols can be useful in various physical environ-
ments, such as in a client server paradigm, where a client (say Bob) having resource
constraint devices (such as mobile device) wants to acquire some messages from the
server. In order to ensure the higher level of security in their communication, both the
client and server desire to use quantum communications. In this case, our proposed
protocols can be highly expedient, where the quantum party having advanced quantum
devices will be considered as a service provider. On the other hand, the classical party,
having resource constraint devices with only basic quantum operations, will be treated
as a client (classical Bob).

The remainder of this paper is organized as follows. Section 2 presents the pro-
posed ASQDC protocols using Bell states. Section 3 provides security analyses of the
proposed protocols. Finally, our conclusions are given in Sect. 4.

2 Proposed ASQDC protocols

This section presents two ASQDC protocols, which enable a quantum sender, Alice,
to send an %—bit secret message m to a classical receiver, Bob. In Sect. 2.1, the
randomization-based protocol is proposed. After that, the measure-resend one is given.
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Fig. 1 The proposed randomization-based ASQDC protocol

2.1 Randomization-based ASQDC protocol

Let us assume that Alice and Bob pre-shared two secret keys K| and K;, where
Ky € {0,1}* and K, € {0, 1}%. Besides, the quantum channels here are assumed
to be noiseless and lossless. The procedure of the randomization-based ASQDC is
described in the following steps (see also Fig. 1):

Step 1 Alice calculates M = m||h(m), where ‘I’ denotes concatenation and /() is a
one-way hash function [5,6] to produce an %—bit checking value of m. After
that, Alice generates a sequence of Bell states, S = {s1, 52, ..., su }, based on
M, where s; = {q}, g3} fori =1,2,..., % Thatis, if the ith bit of M is zero,
i.e., M' =0, Alice produces s; in |®1) = Lz(|00) + |11)). Otherwise, Alice
produces | ™) = %ﬁ(|01) + |10)). Then, Alice generates the checking state
C ={cy,ca,..., c%} randomly in the states of |®T) and |¥~) whose initial

state is denoted as I Sc, where ¢; = {qc{, qcé} forj =1,2,..., % After
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Step 2

Step 3

Step 4

that, she divides these % Bell states into two ordered sequences, C4 = {qc{ }

and Cp = {qcé }. Now, she reorders the quantum sequences S and Cp together
according to the secret key K to obtain the new quantum sequence Q. After
the above preparation, Alice retains the sequence C4 and sends the sequence
QO to Bob.

When Bob receives the qubits in Q, he puts every qubit into the delay line
device whose traveling time is long enough to wait for the last qubit enters
so that he can get the ordered sequence S” and C’; according to K. After
that, he performs a Z-basis measurement on each qubit in S” and obtains the
measurement result MR g. Then, Bob can calculate (M')! = MR%'._l ® MR%;
to derive M’ = m’||h(m)’. That is, if MRp = 00 (11), then M’ =0® 0 =0
(1®1 =0).IfMRg =01 (10, then M =01 =110 = 1)
Bob calculates i (m') and compares it with the received h(m)’. If h(m') =
h(m)’, Bob believes that the message m’ is indeed sent from Alice without any
disturbance. Otherwise, Alice and Bob will terminate the protocol and start it
again.

Bob reorders the qubits C; based on the secret key K> to obtain C; and reflects
C’; back to Alice via different delay lines.

Upon receiving C’, Alice can recover the reflected qubits in the correct order
based on K> to obtain the ordered sequence C 2; = {(qc/z)j }. Then Alice per-

forms Bell measurement on {gc, (gc5)/} for j = 1,2, ..., % to obtain /S,
and then check whether each corresponding set of two qubits in / S is consis-
tent with the states she generated in Step 1, / Sc. If the transmission between
Alice and Bob is secure, then it means Alice has successfully transmitted the
secret message to Bob.

2.2 Measure-resend ASQDC protocol

Here, a measure-resend ASQDC protocol, which modifies the operations that Bob is
allowed to perform in the randomization-based ASQKD described in Sect. 2.1, is as
follows (see also Fig. 2). The modified steps (*) are listed in detail, as follows. The
others are the same as those described in Sect. 2.1. In this case, we assume Alice and
Bob pre-share a secret key K, where K| € {0, 1}". Besides, the quantum channels
here are assumed to be noiseless and lossless.

Step 2* Based onthe secretkey K, Bob decides to perform either SHARE or CHECK

on each received qubit. In the SHARE mode, Bob measures the received
qubit using the Z basis to obtain the measurement result MR p and returns a
qubit of the same state to Alice. However, in the CHECK mode, Bob reflects
the qubit without any disturbance back to Alice. Let assume the returned
quantum sequence is Q’.

Step 3* Bob recovers MR p to the ordered sequence MR/B based on K. After that, he

calculate (M') = (MR;)*~! @ (MR/y)* to derive M' = m'||h(m)’. That
is, if MR = 00 (11), then M' = 0@ 0 = 0 (1 ® 1 = 0). If MR = 01 (10),
then M’ =0®1 = 1(1®0 = 1). Then, Bob calculates /(m’) and compares
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Fig. 2 The proposed measure-resend ASQDC protocol

If M =1:check M, =2{|%"),

it with the received h(m)’. If h(m') = h(m)’, Bob believes that the message
m’ is indeed sent from Alice without any disturbance. Otherwise, Alice and
Bob will terminate the protocol and start it again.

Step 4* Upon receiving Q’, Alice can recover Q' based on K| to obtain the ordered
sequence Q" = S”||C. After that, Alice performs Bell measurement on
{qc]. (qch)/} for j = 1,2,..., % to check whether each corresponding set
of two qubits is consistent with the states she generated in Step 1. If there is no
eavesdropper, Alice performs Bell measurement on s;" = {(g l (qé’)i } for
i=1,2,..., ’41. If the message is 0 (1), i.e., the initial state is [DT) (W),
then the measurement result, Mg, is one of {|®T), [®7)} ({|¥T), [(¥T)D. If
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the measurement results are all in the same as their initial states (i.e., |®™)
or |[¥™)), then it indicates a reflecting attack, and hence, Alice and Bob will
terminate the protocol and start it again.

Both ASQDC protocols use the entanglement correlation of the Bell state to detect
the presence of eavesdroppers. The only difference between these two protocols (the
randomization-based ASQDC and the measure-resend ASQDC) is in the type of oper-
ations that Bob is allowed to perform in Step 2 and Step 2*. Besides, in the proposed
ASQDC protocols, the pre-shared secret keys are used for user authentication and
message authentication. However, the secret keys can be reused if no eavesdropper
is detected. Consequently, the communicants do not have to renew the secret keys,
which is a tedious work, after completing a protocol execution. Only when a failure
occurs in the eavesdropping check or when the secret keys are used for a long period
of time does, the new secret keys have to be shared again between Alice and Bob.

Now, it should be noted that both of our proposed protocols can support the features
like resistance to noises and resistance to Trojan horse attacks. In order to do that, we
need to perform little modifications in our proposed protocols in the following way.
Here, we show the modifications of the randomization-based ASQDC protocol. The
same modifications can also be applied to the measure-resend one.

2.2.1 Resistance to noises

In reality, some states of the transmitted qubits may be changed due to the unex-
pected interference of the optical fiber or due to the environment. However, in our
randomization-based ASQDC protocol, these changes of the transmitted qubits caused
by noises will be detected as an eavesdropping in Step 2 through the use of the one-way
hash function. Now, in order to combat with the noises in the quantum channel, we
combine the linear error correction code (ECC) [7] with the semi-quantum environ-
ment. In this case, small errors can be corrected by the introduced error correction
code and the majority errors due to malicious users can be detected by the one-way
hash function.

Here, we show the detailed protocol as follows. We conceive that a [%,s] error
correction code ECC, which uses %—bit codeword to encode s-bit information using
generator matrix G (x*) and can correct r codeword error bits with the error-correcting
function D(y i ) [8—10], is used in the proposed protocol. In this case, a quantum sender,
Alice, can send a %-bit secret message m to a classical receiver, Bob. The modified
steps (%) are listed in detail, as follows. The others are the same as those described in
Sect. 2.1.

Step 1% Alice generates M4 = m||h(m) and calculates the codeword of M4 under
ECC, denoted as M. After that, Alice follows the same way in Step 1 of
Sect. 2.1 to generate the Bell states S. Then, Alice generates the checking
value /S randomly in the bit of 0 and 1 and calculates the codeword of 1§
under ECC, denoted as /Sc. Subsequently, Alice generates the checking
state C = {cy1, 2, ..., c%} based on IS¢, where ¢; = {qc{, qcé} for j =
1,2,..., % That is, if the jth bit of IS¢ is zero, i.e., ISé = 0, Alice
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generates ¢; in |®F) = Jli(|00) + [11)). Otherwise, |¥™) = JLE(|01> +
[10)) is generated. After that, she divides these % Bell states into two ordered

sequences, C4 = {qc{} and Cp = {qcé}. Alice reorders the quantum
sequences S and Cp together according to the secret key K to obtain the
new quantum sequence Q. After the above preparation, Alice retains the
sequence C4 and sends the sequence Q to Bob.

Step 2* When Bob receives the qubits in Q, he performs the same procedures
as Step 2 to obtain the measurement result MRp. Then, Bob calculates
MRsz—l &) MR%; to derive (M’)!. After that, Bob decodes M’ and obtains
M/, = m'||h(m)" under ECC. Bob calculates /(") and compares it with
the received h(m)’. If h(m') = h(m)’, Bob believes that the message m’ is
indeed sent from Alice without any disturbance. Otherwise, Alice and Bob
will terminate the protocol and start it again.

Step 3% This step is the same as Step 3.

Step 4% Upon receiving C’, Alice performs the same procedure as Step 4 to recover
CytoCp = {(qc’z)f } based on K3. Then Alice performs Bell measurement
on {qc{, (qc/z)j} for j = 1,2,...,%5 to obtain IS, i.e., |®T) represents
a bit 0 and | ™) represents a bit 1. If the measurement result is |® ) or
@), then Alice randomly decides a value 0 or 1 of 1 S After that, Alice
decodes IS to obtain /S” then checks whether /S” is consistent with the
value she generated in Step 1%, IS. If the transmission between Alice and
Bob is secure, then it means Alice has successfully transmitted the secret
message to Bob.

2.2.2 Resistance to Trojan horse attacks

Trojan horse attacks [11-13] can be divided into the delay-photon Trojan horse attack
and the invisible photon Trojan horse attack. In the proposed ASQDC protocols, since
there are two transmissions of the same quantum signals, i.e., first from Alice to Bob,
and then from Bob to Alice, a malicious party, Eve, therefore is able to obtain the useful
information of the secret keys without being detected by performing the Trojan horse
attacks. In detail, for the type of the delay-photon Trojan horse attack, Eve intercepts
the signal transmitted from Alice to Bob in Step 1 and then inserts the eavesdropping
photon in the signal with a delay time, shorter than the time windows. In this way, Bob
cannot detect this fake photon since it does not click Bob’s detector. After the operation
done by Bob, Eve intercepts the signal again and separates the eavesdropping photon.
She can get the information about Bob’s operation with measurement. On the other
hand, for the type of the invisible photon Trojan horse attack, Eve inserts an invisible
photon in each signal prepared by Alice and sends it to Bob. As Bob’s detector cannot
click this photon and then he performs the operation (reorder) on each signal, Eve can
steal the information about Bob’s operation by means that she intercepts the signal
operated and separates the invisible photon from each signal. With the measurement
on the invisible photon, Eve can read out Bob’s information. Its implement may be
resort to the delay-photon attack strategy as it is necessary for Eve to separate the
invisible photon from the signal without destroying the original photon.
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To prevent the invisible photon Trojan horse attack, Bob only needs to add a wave-
length filter [14—17] on each signal to filter out the illegal photons before he deals
with it (i.e., measuring or reordering it). For the delay-photon Trojan horse attack,
Bob should use a photon number splitter (PNS) (or a photon beam splitter (PBS):
50/50 [18]) to do the multi-photon detection [8]. In this case, the utilization of the
PNS (or PBS) will consume the photons. Therefore, in order to prevent this kind of
attack, in our randomization-based ASQDC protocol, the length of the secret key K
is assumed to be 37” bits, i.e., K| € {0, 1}37". Besides, we show the modifications of the
randomization-based ASQDC protocol as follows. The modified steps (4) are listed
in detail, as follows. The others are the same as those described in Sect. 2.1.

Step 1% Alice follows the Step 1 to generate the quantum sequences S, C4, and Cp.
After that, Alice prepares the Trojan horse detecting photons 7" randomly in
the states of {|0), |1), |+), |—)}. Then, she reorders the quantum sequences S,
Cp,and T together according to the secret key K to obtain the new quantum
sequence Q. After the above preparation, Alice retains the sequence C 4 and
sends the sequence Q to Bob.

Step 24 When Bob receives the qubits in Q, Bob puts the qubit in 7' to the PNS to
detect Trojan horse attacks and put other qubits into the delay line based
on K. If there are no Trojan horse attacks, then Bob executes the Step 2.
Otherwise, Bob will terminate the protocol and start it again.

3 Security analyses

In this section, three well-known attacks, i.e., the impersonation attack, the intercept-
and-resend attack, and the modification attack, are analyzed, respectively. It should be
noted that only the security of the randomization-based ASQDC protocol is analyzed
in detail. As for the security of the measure-resend ASQDC protocol, the same analysis
can be performed.

3.1 Security against impersonation attack

An attacker, Eve, may try to impersonate Alice to send a forged message to Bob.
Without knowing the pre-shared key Ki, however, Eve will be caught by Bob with
a very high probability. In the randomization-based ASQDC protocol, suppose Eve
generates a sequence of qubits, O g, and sends them to Bob in Step 1. If Eve can pass
the eavesdropping check in Step 2, then she is able to successfully impersonate Alice to
send a forged message to Bob. However, without knowing the pre-shared key K1, Eve
cannot perform the correct reorder operation on Q g and eventually the comparison in
Step 2 will be failed. Since one-bit error in the input (i.e., a transmitted message) will
cause significant changes in the output (i.e., a hashed value), the probability for Eve
to be detected in the randomization-based ASQDC protocol is close to 1.

On the other hand, Eve may try to impersonate Bob to communicate with Alice.
In the randomization-based ASQDC protocol, Eve may intercept the sequence Q sent
from Alice to Bob in Step 1. Since Eve does not know the secret key K| and K>, she
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does not know how to choose the reflecting qubits in Q and does not know how to
perform the reorder operation on the chosen qubits, respectively. In this case, she will
randomly choose some qubits in Q and randomly reorders the chosen qubits and sends
them to Alice in Step 3. If, however, Eve reflects the wrong qubits with the wrong order
back to Alice, then Eve can successfully pass the verification process of Alice with a
probability of ‘1—‘ for each qubit. For example, if the initial state is |®*) (|¥ ™)), then
Alice performs the Bell measurement on the wrong qubit to obtain the measurement
result |®T) (|¥~)) with a probability of }‘ because she will randomly obtain one of
the four measurement results from {|®), |®7), [¥1), | 7)}. As a result, Eve has
a probability of % (= % + % X }‘) to pass the verification for each qubit. Hence, the
probability for Eve to be detected in the randomization-based ASQDC protocol is
1— (%)%. The detection probability would converge to 1 when 7 is large enough.

3.2 Security against intercept-and-resend attack

Eve may launch the intercept-and-resend attack in hope that she can get the useful
information about the secret message M without being detected. In this attack, Eve
intercepts the sequence Q in Step 1 and measures it with Z basis ({|0), |1)}). After that,
she generates the same states based on her measurement results and sends them to Bob.
However, each secret message in M is encoded into a Bell state |® 1) = f (J00Y+|11))

Gf M\ = 0)or |W™) = %001) + 110)) (if M’ = 1) and then reordered with the
checking states Cp based on K. Without knowing the secret key K, Eve cannot
identify which qubit belongs to S and which qubit belongs to Cp. Therefore, Eve
cannot recover the measurement results to the correct order and hence cannot calculate
the secret message of Alice.

Besides, any arbitrary measurement on Cp would destroy the entanglement of a
Bell state and eventually will be detected by Alice in Step 4 with a probability of % for
each Bell state in Cp. For example, if the initial state of the Bell state is |®™), after
Eve performs the intercept-and-resend attack, the state of the Bell state will collapse
to |00)/|11) (since |®T) = f(|00) + |11))). In Step 4, Alice will perform the Bell

measurement on |00)/|11) and she will obtain the measurement result |®+) with a
probability of 4 3. since |00) = f(|¢+> +|®7))and |11) = f(|<l>+) 7). As

a result, Eve has a probability of to pass the verification for each Bell state. The
probability for Eve to be detected in the randomization-based ASQDC protocol is
1— (%) 2. The detection probability would converge to 1 when 7 is large enough.

3.3 Security against modification attack

In the modification attack, Eve may try to modify one-bit message of the transmit-
ted qubits, Q, by using the unitary operation io, and make the receiver to obtain a
wrong message without being detected. The following two cases show that Eve will
be detected by using the checksum /(m’) of the hash function or the entanglement
correlation of a Bell state as the integrity verification mechanism.
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1. If Eve performs the unitary operation io, on a qubit belong to the sequence S
and then sends it to Bob. However, arbitrary modification will lead to the wrong
measurement result, and Bob can detect the modification with 100 % probability
in Step 2. This is similar to the security analysis proposed in [19-21]: if the 1-
bit message is modified, then the computed checksum A (m’) cannot be equal to
the measured checksum, 4 (m)’, according to the feature of a collision-free hash
function.

2. If Eve performs the unitary operation io, on a qubit belong to the sequence Cp
and then sends it to Bob. Then the Bell state |®*) (J¥~)) will be changed to
[W~) (|]®T)). An arbitrary modification to a qubit, however, could lead to the
wrong measurement result and eventually would be detected by Alice. Hence,
Eve cannot pass the verification process of Alice because the measurement result
cannot be equal to the initial state.

Therefore, the proposed ASQDC protocol is secure against the modification attack to a
single-qubit level because Eve cannot modify the sequence Q without being detected.

4 Conclusions

In this paper, we have proposed two authenticated semi-quantum direct communication
(ASQDC) protocols without using classical channels. The first proposed protocol is
the randomization-based ASQDC protocol, and the other protocol is based on the
measure-resend ASQDC protocol. In both proposed ASQDC protocols, a sender with
advanced quantum devices can transmit a secret message to a classical receiver, who
can only perform classical operations, without information leakage through the pre-
shared secret keys. Analyses show that the proposed protocols are resistant to the
impersonation attack, the intercept-and-resend attack, the modification attack, and
Trojan horse attacks. Nevertheless, with the introduction of a linear error correction
code, both the ASQDC protocols can also be useful in a random noise environment.
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