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Abstract In arecent paper (Lin and Hwang in Quantum Inf Process, 2012. doi:10.
1007/s11128-012-0413-8), a new circular quantum secret sharing (QSS) protocol for
remote agents was presented. The protocol is designed with entangling a Bell state
and several single photons to form a multi-particle GHZ state. For each shared bit
among n party, the qubit efficiency has reached 1/2n 4 1 which is the best among
the current circular QSS protocol. They claim that the protocol is more suitable for a
remote agents’ environment as that the newly generated photons are powerful enough
to reach to the next receiver. However, we show that the protocol is not secure as the
first agent and the last agent in the protocol can illegally obtain all the secret messages
without introducing any error.

Keywords Quantum secret sharing - Controlled-Not gate - GHZ state -
Qubit efficiency

The concept of quantum cryptography was introduced by Wiesner [1] in the late six-
ties of the twentieth century, it exploits the principles of quantum mechanics to enable
secure distribution of private information. Unfortunately, Wiesner’s innovative pio-
neering work paper was not accepted at that time owing to the technical conditions
limits. The most important event in the development of quantum cryptography is that
Bennett and Brassard [2] used four quantum states to put forward the first quantum
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key distribution (QKD) protocol in 1984, in the protocol, two legitimate parties, Alice
and Bob, can generate a secret key over a long distance and then use the secret key
to encrypt and decrypt secret messages. QKD provides a means to deliver key mate-
rial for one-time pad (OTP) which is the only method that has been proven to be
information-theoretically secure over an optical network [3]. Like the development
of classical cryptography, the research branches such as quantum signature (QS) [4],
quantum identification (QI) [5], quantum secret sharing (QSS) [6] and so on, have
been brought to researcher’s attentions. Compared with QKD, QS and QI, QSS has a
more complex security analysis, we know that the attack power of the dishonest agent
is much stronger than the outside eavesdropper as that both the outside eavesdropper’s
and the inside dishonest agent’s attacks must be considered. The first QSS protocol
[6] was proposed by Hillery, BuZzek and Berthiaume in 1999, which allows to distrib-
ute the shares securely in the presence of an eavesdropper even if he has unlimited
resources. Since then, the design and security analysis of QSS protocols have attracted
a great deal of attention [7-33].

Recently, a multiparty circular quantum secret sharing protocol based on the con-
trolled-NOT (CNQOT) gate for remote agents was proposed (we will call it LH protocol
hereafter) [34]. The implementation of LH protocol only requires all agents to equip a
CNOT gate and a single photon generator, when an agent receives the photons, he/she
can perform CNOT between the received photons and the ones he/she produced, and
then send the newly produced ones to the next agent. Due to the fact that new photons
are generated by each agent and then sent to the next one, this new strategy allows
agents located in long distance to cooperate to derive the secret dealer’s key. The qubit
efficiency of the scheme is 1/2n+1, which is the best among the circular-based QSS
schemes. They claim that the proposed scheme is congenitally free from all the attacks.
Nevertheless, we show that LH protocol does not satisfy the security requirement of
QSS in the sense that only the unauthorized set can gain access to the dealer’s secret
in the protocol without introducing any errors.

Now let us provide a brief review of LH protocol [34]. Without loss of generality,
we take the same notations as that in the LH protocol. Suppose that the dealer Alice
wants to send a secret key K 4 to her three agents: Bob, Charlie and David, she will first
split K 4 into three shadows Kpg, K¢, and Kp, which will later be delivered to Bob,
Charlie, and David, respectively, the three agents can deduce the key if and only if
they cooperate. The transmission sequence is determined as: Alice — Bob — Charlie
— David — Alice. This four-party LH protocol can be detailed as follows.

(1) Alice prepares N EPR pairs all in the state |¢+). She takes the first and the sec-
ond particle of each EPR pairs to form the sequences S, and S; respectively, then
Alice shuffles S; to S;. Alice prepares N decoy photons randomly chosen from
{10}, 1), |4+), |—)} and then randomly inserts these photons into S; to form S;".
Alice sends S; to Bob and keeps Sj, in her quantum memory.

(2) After confirming that Bob has received S}, Alice announces the positions and
the measurement bases of the decoy photons. Bob picks up the decoy photons
and performs the measurement on the corresponding single photons. Bob reports
the measurement results to Alice. Alice can judge if there are eavesdroppers
in the quantum channel. If the error rate exceeds the threshold, the process is
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aborted. Otherwise, Bob can obtain S. Bob prepares a single photons sequence
Sp in which single photons are randomly chosen from {|0) , |1)}. Bob takes each
photon in Sg as the target qubit and the corresponding photon in S/ as the con-
trol qubit to perform CNOT operation. The sequence S will be shuffled to S.
Afterwards, Bob prepares N decoy photons and mixes them with S’ to form S7.
Bob subsequently sends S} to Charlie and keeps S; in his quantum memory.
After receiving S7%, Charlie performs the same security check as in Step 2 to pub-
licly discuss the decoy photons in S} with Bob. Charlie generates a sequence S¢
in which single photons are randomly chosen from {|0) , |1)} and then performs
the CNOT operation, the single photons in S is the control qubit and the single
photons in S¢ is the target qubits. Charlie shuffles S¢ to S/-, and randomly inserts
N decoy photons into S to form S¢. He then sends S;. to David and keeps S}
in his quantum memory.

After receiving ¢, David will perform the similar procedure to ensure the secu-
rity of transmission between Charlie and David. David creates Sp as the target
qubits sequence and then performs the CNOT operation with S, as the control
qubits. The shuffled sequence S}, will be mixed with N decoy photons to form
S;‘), which will be sent to the dealer Alice.

As soon as Alice receives S}, she will perform the public discussion on the
decoy photons of S7, with David. After that, she publishes her shuffled informa-
tion and requests the other agents to do so. Each party can recover his/her stored
S! (i = {h,t, B, C, D}) into the correct order of S; accordingly. Alice performs
Bell measurement on the corresponding photon pairs of S, and Sp to obtain N
sets of two-bit master key (K 4), where the K 4 is “00” if the Bell measurement
is |¢F), “017if |¢ ), “10” if |y T), and “117 if |y ).

Bob (Charlie, David) will convert the Z-basis initial states of his prepared
sequences Sp(Sc, Sp) and the X-basis measurement results of his owned
S:(Sp, Sc) into N sets of two-bit shadow keys Kp (K¢, Kp) respectively. The
two-bit code of the initial state and the measurement result is defined as “00” if
[0) [4), “01if |0) [—), “10” if |1) |+), and “117if |1) |—).

The four keys should have the relationship that Ky = Kp @ K¢ @& Kp. Alice
selects half of the key bits in K 4 for the final public discussion. Bob and David first
publish their shadow’s corresponding to the check bits. Then Charlie publishes
his shadow corresponding to the check bits. If the error rate (i.e., K 2 #K }; &)
K ’C ®K j)) exceeds a rational predetermined threshold, then Alice announces to
restart the protocol. Otherwise, the other N bits of key can be shared among these
four parties, in which all agents have to exclusive-OR their N corresponding bits
of shadows to recover the shared key.

Lin and Hwang [34] claim that the LH protocol is congenitally free from the Trojan
horse attacks as that the same photons are transmitted only one time to the next receiver
and the protocol can nullify the intercept-resend attack as that the decoy photons are
randomly inserted into the transmitted sequences. They also give the conclusion that
the protocol is secure against entangle -measure attack and collusion attack. However,
we know that the security of QSS requires that only the authorized set of agents can
recover the secret. In LH protocol, the authorized set is composed of three agents. In the

@ Springer



1176 Z.-C. Zhu et al.

next, we will show how the first agent Bob and the last agent David, the unauthorized
set of agents, can infer Alice’s key without introducing any error.

Now, let us give an outline of our attack strategy. In step 2, after obtaining the
sequence S, from the received sequence S}, Bob not only prepares a single photons
sequence Sp but also prepares N EPR pairs all in state |¢+). Bob takes the first and
the second particle of each EPR pairs to form the sequence Sy and the sequence S; ¢
respectively, Bob shuffles S, to obtain S;f and inserts N decoy photons into S; ;o
form St*f, then Bob sends S;‘f to Charlie while keeps S in his quantum memory.
After receiving S:‘f, Charlie performs the same security check as in Step 2 with Bob
to obtain S; Iz Then Charlie generates Sc in which N single photons are randomly
chosen from {|0) , | 1)}, Charlie performs the CNOT operation with the single photons
in §; ras the control qubit and the single photons in S¢ as the target qubits. Charlie
shuffles Sc to get S, and further inserts N decoy photons to form S Charlie sends
S¢ to David while keeps S, g in his quantum memory. David performs the same secu-
rity check to get S and then generates a sequence Spys, David performs the CNOT
operation with the single photons in Sy, as the control qubits and the single photons
in Spy as the target qubits, David shuffles the sequence Spy to get Sbf and further
inserts N decoy photons to form S7, .. David sends S}, to Bob while keeps S. in his
quantum memory. When David announces the positions and the measurement bases
of the decoy photons, Bob performs measurement on the decoy photons of S7, / and
then keeps S}, f in his quantum memory. A

To the sequence S;* received from Alice and the sequence Sp prepared by himself,
Bob takes each photon in S as the target qubit and the corresponding photon in S; as
the control qubit to perform CNOT operation. S will be shuffled to S. Then Bob pre-
pares N decoy photons and mixes them with S’ to form S7%. Bob directly sends S, to
David while keeps S, in his quantum memory. After receiving S, David will perform
the similar procedure to ensure the security of transmission and then gets S’,, David
creates Sp as the target qubits sequence and then performs the CNOT operation with
S’ as the control qubits. The shuffled sequence S}, will be mixed with N decoy photons
to form S7,, which will be sent to the dealer Alice. Alice performs the public discussion
on the decoy photons of S7, with David to ensure the quantum transmission is secure.

As soon as Bob and David get all the shuffled information published by Alice and
Charlie, Bob will make joint measurement on the corresponding photons in Sy, and
Spr while David perform the measurement on the corresponding photons in S¢ to
deduce Charlie’s secret information. In the next, we will show how David and Bob can
achieve these ends. Bob keeps S,r and Spy while David keeps Sc. Besides these infor-
mation, David knows the photons’ initial states in Spy as the sequence is produced by
him. In the condition that Bob’s measurement result is |¢+), there are following four
situations.

(a) If David remembers that the initial state of the corresponding photons in Sp is |0)
while his measurement result of the corresponding photons in S¢ is |+), through
analyzing Egs. (1)—(4) which give the relationships of the states in Syz, S;r, Sc
and Spy after Charlie and David having performed CNOT operations on the
corresponding sequences, Bob and David can deduce the joint bits of Charlie’s
initial prepared bit adding measurement result is |0) |+).

@ Springer



Cryptanalysis of a new circular quantum secret sharing protocol for remote agents 1177

(b) If David remembers that the initial state of the corresponding photons in Spy is
|0) while his measurement result of the corresponding photons in the Sc is |—),
Bob and David can deduce that joint bits of Charlie’s initial prepared bit adding
measurement result is |0) |—).

(c) If David remembers that the initial state of the corresponding photons in Spy
is |1) while his measurement result of the corresponding photons in Sc is |4+),
Bob and David can deduce that joint bits of Charlie’s initial prepared bit adding
measurement result is |1) [+).

(d) If David remembers that the initial state of the corresponding photons in Spy
is |1) while his measurement result of the corresponding photons in S¢ is |—),
Bob and David can deduce that joint bits of Charlie’s initial prepared bit adding
measurement result is |1) |—).

For simplicity, the discussion of the situations that Bob’s measurement results are
|¢_), 1//‘+) and w_) are omitted here, Table 1 gives the details of these relations
among Bob’s measurement results, joint bits of David’s initial prepared bit adding
measurement result and joint bits of Charlie’s initial prepared bit adding measurement
result.

Vo =CNOTc,pr-CNOTyc |¢+)hf,tf 10)c |1)Df

1
= — (]0000) + 1111 C.Df
ﬁﬂ )+ Dhf.if.C.Df
| _
=S [l 1+ + =N+ [87) 1+ + =D ppipe. D
V)1 =CNOTc,ps- CNOT;ys,c |¢>+)hf’,f 0)c 1) ps
1
= — (]0001) + 1110
7 (I )+ Dhf.if.c.Df

| _
= 5[V + =D+ W)+ +1=D]ippppes @

V), =CNOTc,pr - CNOTyyc |¢+)hf,,f e 10)ps
1
— — (J0011) 4 1100}
7 ( nf.tf.C.Df

Table 1 Relations among Bob’s measurement results, joint bits of David’s initial prepared bit adding mea-
surement result and joint bits of Charlie’s initial prepared bit adding measurement result. Bob’s measurement
results are listed in the first column, joint bits of David’s initial bit adding measurement result are listed in
the first row

0) [+) [0} =) 1) 1+) 1 1=)
lo) 0) [+) [0) =) 1) 1+) 11-)
lo~) 10) =) [0} 1+) 1) 1-) 1) 1+)
lv) 1) 1+) 1 1=) 10} 1+) 10} 1-)
lv™) D1-) 1) 1+) 10) =) 10) 14+)

@ Springer



1178 Z.-C.Zhu et al.
=3 [wf U+ = =D+ [ ) 1=H = +D)sppipc: 3
V) = CNOTC,Df -CNOTyc |¢>+)hf’tf D Lpyr
1
= 7 (10010) + [1101) s 1.c.Df
1
=5 [T 1+H = 1=N+[67) (=0 =+ Dypppipe- @

In the same time, Bob and David will deduce Alice’s information through coopera-
tion. After getting all the shuffled information published by Alice and Charlie, Bob and
David will keep the sequence S; and the sequence Sp respectively, then they perform
measurement on the photons in S; and the corresponding photons in Sp. In the same
time, they also know the photons’ initial states in Sp and Sp as they were produced
by them. In the condition that Bob’s measurement result on the photons in S; is |+)
and the initial state of the corresponding photons in Sp is |0). There are following four

situations.

(a) IfDavid remembers that the initial state of the corresponding photons in Sp is |0)
while his measurement result of the corresponding photons in Sp is |+), through
the analysis the Eq. (5), Bob and David can deduce that Alice’s measurement
result must be is |¢T).
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Table 2 Relations among joint bits of Bob’s initial prepared bit adding measurement result, joint bits of
David’s initial prepared bit adding measurement result and Alice’s measurement result. Joint bits of Bob’s
initial bit adding measurement result are listed in the first column, joint bits of David’s initial bit adding
measurement result are listed in the first row

10) 1+) 10)|-) 1) 1+) 1y1-)
10) [+) 2! o) lv ) lv™)
10) |—) 67) |67T) lv7) lv)
1) 14) lyt) lv) o) l67)
In|-) ) lvF) lv™) l97)

(b) If David remembers that the initial state of the corresponding photons in Sp is |0)
while his measurement result of the corresponding photons in S is |—), through
the analysis the Eq. (5), Bob and David can deduce that Alice’s measurement
result must be |¢~).

(c) IfDavid remembers that the initial state of the corresponding photons in Sp is |1)
while his measurement result of the corresponding photons in Sp is |+), through
the analysis the Eq. (6), Bob and Charlie can deduce that Alice’s measurement
result must be [y ).

(d) If David remembers that the initial state of the corresponding photons in Sp is |1)
while his measurement result of the corresponding photons in Sp is |—), through
the analysis the Eq. (6), Bob and Charlie can deduce that Alice’s measurement
result must be |1/f_).

For simplicity, the discussion of the situations that David’s initial prepared bit add-
ing measurement results are |0) |—) , |1) [+) and |1) |—) are omitted here, Table 2 gives
the details of these relations among joint bits of Bob’s initial prepared bit adding mea-
surement result, joint bits of David’s initial prepared bit adding measurement result
and Alice’s measurement result.

In the next, we will show how Bob and David can escape from being detected in
the final public discussion. Through the analysis above, we know that Bob and David
get all the information of Alice’s secret and Charlie’s secret. After having known the
positions of the selected half of the key bits in K4, Bob and David first find this
half key bits and the corresponding joint bits of Charlie’s initial prepared bits adding
measurement results, they can get the information which they should publish in the
discussion through the analyzing of the following equations.

|W)o = CNOTcp - CNOTge - CNOTi |¢™),.10)510)c 10) p
1
= — (]00000) + [11111)
ﬁ( Yt BCD

L e __ Lyt
—zﬁ[]¢)(|+++)+| A=)+ =+-)

+ o)+ =P+ =+ B+ 1+ + )+ == Dpser O
[W)1 = CNOTcp - CNOTsc - CNOTig [¢7),, 10) 5 10)c 1) p
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We assume that Alice’s key bit is |qb+), there are following four situations.

(a) If Charlie’s two-bit shadow key is |0+), through analyzing the Egs. (9) and (14),
Bob and David can publish their two-bit shadow key are |0+) and |0+) , |[0—)
and |0—), |1+4) and |14) or |[I—) and |1—) respectively.

(b) If Charlie’s two-bit shadow key is |0—), through analyzing the Egs. (9) and (14),
Bob and David can publish their two-bit shadow key are |0+) and |0—), |[0—)
and |0+), |1—) and |1+) or |1+) and |1—) respectively.

(c) If Charlie’s two-bit shadow key is |1+), through analyzing the Egs. (11) and (15),
Bob and David can publish their two-bit shadow key are |0+) and |14), |0—)
and |1—),|14) and |0+) or |1—) and |0—) respectively.

(d) If Charlie’s two-bit shadow key is | 1 —), through analyzing the Egs. (11) and (15),
Bob and David can publish their two-bit shadow key are |0—) and |14) , |0+)
and |[1-),|1—) and |0+) or |1+4) and |0—) respectively. For simplicity, the dis-
cussion of the situations that Alice’s key bit are \qﬁ‘) , W+> and |1p—) are omitted
here.

Table 3 gives the details of these relations among Alice’s key bit, Charlie’s two-
bit shadow key and the set of two-bit shadow keys published by Bob and David

Table 3 Relations among Alice’s key bit, Charlie’s two-bit shadow key and two-bit shadow keys published
by Bob and David. Alice’s key bits are listed in the first column, Charlie’s two-bit shadow key are listed in
the first row

0-+) [0—) [1+) [1-)
lo) (104) . 10+)) (104), 10-)) (104), [1+4)) (10=), 114)
(0=}, 10-)) (10=),10+)) (10=), 11=)) (104), 11=))
(14), 114)) (11=), [1+4)) (114),10+)) (11=), 10+))
(I1=),11-)) (114), [1-)) (11=),10=)) (114) ., 10-))
lo™) (10=),10+)) (104), [04)) (10-), [1+4)) (104), 114)
(10+), 10-)) (10-),10-)) (104), 11-)) (10-), 11=)
(1=), 114)) (114), 114) (114), 10-)) (114), 10+)
(1+4), 11-)) (11=),11=) (11=),10+) (11=),10-)
[v) (104), [114)) (10-), [1+)) (104), [0+)) (10=),10+))
(0=}, 11-)) (104), 11=)) (10=),10-)) (104), [0-))
(114, 104)) (11-),10+)) (I14), 114) (1), [14))
(I1=),10-)) (114), [0-)) (1), 11-)) (114), 11-))
lv) (10-). 10+)) (114), [0+)) (10=) . 10+)) (104), [0+))
(0+), 10-)) (11-),10-) (104),10-)) (10-), 10-))
(1=}, 10+)) (104), 114+)) (11=), 114) (114), [14)
(I1+),10-)) (10-),11-)) (114), ]1-) (11-),[1-)
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respectively. For any pair of Alice’s key bit and Charlie’s shadow key, there are four
possibilities Bob and David can choose to publish. It is obvious that the agent Charlie
and the boss Alice cannot find this cheat. However, Bob and David can access Alice’s
secret message. Therefore, LH protocol [34] is not secure.

Actually, Bob does not need to shuffle S;r and Sp to get St’ 7 and S5, and then insert
N decoy photons into S, and S’ to form S;y and S respectively. David does not need
to shuffle Spy and Sp to get S, Y and S}, and then further insert N decoy photons into
ST and S}, to form S7, - and S}, respectively too. These actions are just to make sure
that Bob and David’s attacks can not be attacked by another attacker again.

We point out that if there are more than four parties are involved, LH protocol [34]
still can not satisfy the security requirement of QSS as that the first agent and the last
agent can control all the transmission channels between the agents and the Boss, it is
difficult to prevent this attack if we do not change the protocol greatly.

It is important and interesting to consider following question. In the LH protocol
[34], the authors claim that the scenario is as follows. The dealer Alice wants to send a
secret key to three agents, she will first split the key into three shadows, which will later
be delivered to Bob, Charlie, and David, respectively, the three agents can deduce the
key if and only if they cooperate. However, the real scenario is precisely opposite to the
description in the LH protocol [34], Alice’s key is determined by the sequences which
agents choose as for the target qubits and the corresponding measurement results. So
the sharing secret information of LH protocol are determined by the agents but not
the boss Alice, if the boss Alice wants the agents to share the secret pre-prepared by
herself, LH protocol can not meet the her aspiration easily.

In summary, we propose a special attack strategy on LH protocol [34], in which
the agent Bob and the agent David can fully extract the Boss Alice’s secret key with-
out introducing any error. We hope that the special attack is noticed in the following
research.
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