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Abstract We propose a new one-time proxy signature scheme with decoherence-
free states. We analyze its security and show that it is not possible to forge a valid
proxy signature even if an opponent has infinite resources. Furthermore, the differ-
ences between this scheme and others are discussed.
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1 Introduction

Proxy signature, as an important cryptographic primitive, was firstly introduced by
Mambo, Usuda and Oka-moto in 1996 [1]. In a proxy signature scheme, an original
signer can authorize another person, called proxy signer, to issue signatures on behalf
of him/her. Proxy signatures are useful constructions in grid computing, mobile agent,
mobile communications, e-commerce etc. [2,3]

Kim et al. proposed the concept of one-time proxy signatures to restrict the power of
the proxy signer, i.e., the proxy signer can sign only once in the scheme [4]. The signa-
ture is a variant of the ElIGamal signature and its security rests on the discrete logarithm
assumption. Since then, one-time proxy signature attracted much attention [5-7].
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However, all the present schemes [4—7] for one-time proxy signature are compu-
tationally secure, which may be broken with the development of quantum computa-
tion [8,9]. Fortunately, the physics of quantum systems opens a door to tremendously
intriguing possibilities for cryptography, the art and science of communicating in the
presence of adversaries [10—15]. The idea of applying quantum mechanics to digital
signature was firstly introduced by Gottesman and Chuang [16]. By far, various digital
signature schemes based on quantum cryptography have been presented [17-22].

Yang et al. [23] proposed the concept of multi-proxy quantum group signature
scheme in 2008, which can be used for signing classical message. Recently, Shi et
al. [24] gave a multiparty quantum proxy group signature scheme for the entangled-
state message with quantum Fourier transform. Furthermore, the signatures in the two
schemes have the properties of one-time proxy signature.

In this work, we propose a new one-time proxy signature scheme with decoher-
ence-free states. Although we also take advantage of a cryptographic hash function,
the security of this scheme is guaranteed by the laws of quantum physics alone.

2 Preliminaries

In this section, let us introduce proxy signature, hash function, decoherence-free state,
and some other relevant preliminaries that are useful in presenting this new one-time
proxy signature scheme.

2.1 Proxy signature

A proxy signature scheme consists of several requesters, an original signer, a proxy
signer, and a verifier, and of three protocols.

— An authorizing protocol involving the original signer and the proxy signer.
— A signing protocol involving the proxy signer and a requester.
— A verifying protocol involving the verifier and the requester.

By executing the authorizing protocol, the proxy signer obtains a warrant or a proxy
key from the original signer. Using the warrant or proxy key, the proxy signer can sign
a message on behalf of the original signer in the signing protocol. By running the
verifying protocol, the verifier can check the validity of the proxy signature.

In general, one-time proxy signature should have the following properties:

(a) Verifiability. The validity of a proxy signature as well as delegation of the original
signer on a given message can be verified by the verifier.

(b) Distinguishability. The verifier can distinguish the proxy signature and the stan-
dard signature generated by the original signer.

(c) Non-forgeability. Nobody can generate a valid proxy signature except for the
proxy signer.

(d) Non-deniability. Once the proxy signer issues a proxy signature, he/she cannot
deny it.

(e) One-timeness. For every delegation operation, no more than one valid proxy
signature can be securely generated by the proxy signer.
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2.2 Hash function

A hash function is any well-defined procedure or mathematical function which con-
verts a large, possibly variable-sized amount of data into a small datum, usually a
single integer that may serve as an index into an array. The values returned by a hash
function are called hash values, hash codes, hash sums, or simply hashes [25]. We
denote a cryptographic hash function by

H() {0, 1) — {0, )R, (1)

which is used to generate a fingerprint in this paper. The notations I D4, I Dp repre-
sent the identities of the original signer Alice and the proxy signer Bob, respectively,
and the notation || denotes the concatenation of strings.

2.3 Decoherence-free states
Suppose that U (#) denote the transformation of collective noise, where ¢ denotes the

time of transmission and means a temporal dependence. If an N-qubit state py is
invariant under the collective noise U (1), i.e.,

on = UMY pn[U (1) 1%V, 2)

pn is called an N-qubit decoherence-free state. The way to construct decoherence-free
states has been conceived as one of the possible solutions to decoherence in quantum
information processing [26—35].

The proposed scheme is based on the following four 4-qubit decoherence-free states

12%) = [ )@ 1Y )3

1
= 5(10101) —|0110) — [1001) + [1010)) 1234, 3)
1
@'y = ——(2]0011) — |0101) — [0110
@) 2¢§( | ) — 1 ) — 1 )
—[1001) — [1010) + 2|1100)) 1234, 4)
1
w0 = §(|0011) — [0110) — [1001) + [1100))1234, 5
1
wly = ——(2]0101) — |0011) — |0110
") Wi | ) — 1 ) — 1 )

—1001) — [1100) + 2]1010))1234. (©6)

In fact, [¥) is obtained by exchanging the positions of qubits 2 and 3 in the state
|®%), and |¥!) is obtained by exchanging the positions of qubits 2 and 3 in the state
|®1). By simple computation, we can get
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(@%0') =0, (7)
WOl =o, ®)

1

00y _ *
(@ |wY = 5 )
(@1l = J; (10)
(@' = ? (11)
@'y =1 (12)

-

From Eqs. (7-12), we can see that {|®°), @ 1)} and {|¥?), [¥'!)} each form an orthog-
onal basis and these different orthogonal bases are nonorthogonal with respect to each
other. Furthermore, |®°) and |®!) can be discriminated by local single-particle mea-
surements because no common terms exists in Egs. (13) and (14).

0 l
19%) = E(|01—+)—|01+—>
+10+ =) — |10 — +)) 1234, (13)
1
@'Yy = —— (|00 —100 + —) — |00 —
|>2J§(|++)|+)|+)
+]00 — =) — |01 + +) + |01 — =)
—[10+4) + 10 — =) + |11 + +)

F11 4+ =) + |11 — 4) + |11 — =) 1234, (14)

where |+) = —=(|0) + 1)), =) = J5(10) — [1)). It is evident that |¥°) and [¥'")
also can be discriminated by local single-particle measurements.

Applying the preliminaries introduced above, we will detail this new one-time proxy
signature scheme in the next section.

3 The proposed one-time proxy signature scheme

The proposed one-time proxy signature scheme includes four phases: initializing
phase, authorizing phase, signing phase, and verifying phase. An original signer
Alice, a proxy signer Bob, a trusted verifier Charlie, and several requesters U;,i =
1,2,..., N, are also involved.

3.1 Initializing phase
The original signer Alice establishes a k-bit key K 4¢ with Charlie in a secure manner,

e.g., by using unconditionally secure quantum key distribution protocols [10,11]. The
proxy signer Bob also establishes a k-bit key K pc with Charlie in the same way. As
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an aside, this phase is performed only once, i.e., the shared keys K 4¢ and K p¢ could
be reused, and this phase should be completed in advance.

3.2 Authorizing phase

The original signer Alice chooses a random number r4 €x {0, 1}¥~*1 and computes
R4 = H(my||ra), where m,, denotes the warrant negotiated by Alice and Bob, which
includes the valid period of delegation, the identities of Alice and Bob, and the scope
of authority etc. Then she generates the qubits |s,,) = ®f‘:1 |s’) by encoding the string
ral||R4 with the key K 4c. The value of K i\C determines the encoding basis, i.e., if
K is0,s)is|®°) (or|@')) when (ral|Ra)" = O (or 1);elseif Ky~ is 1, |s%) is |¥0)
(or [@1)) when (r4|[R4)" = 0 (or 1), K', - denotes the ith bit of K sc, and (r4|[R4)’
denotes the ith bit of the string r4||R4. After her encoding, Alice sends these qubits
®f.‘: h |s’) to Bob via a collective-noise quantum channel. At the same time, she sends
the warrant m,, to Bob via a classical channel.

When Bob receives the warrant m,, and |s,,), he stores them in a secure method if
he accepts Alice’s delegation.

3.3 Signing phase

When the requester U; wants to obtain the proxy signature of a message M, he sends
a request to Bob, then he can obtain the proxy signature by executing the following
signing protocol with Bob.

(1) The sender U; sends the message M to Bob.

(2) When Bob receives the message M, he chooses a random number rp €g
{0, 1}k and computes Rp = H(mgy||M||rp). Then he generates the qubits
|S) = ®f:1 |S?) by encoding the string 3||Rp with the key K pc in the same
way as Alice does in the authorizing phase. After his encoding, he sends the
qubits |S) and |s,) to U; via a collective-noise quantum channel. At the same
time, he sends the warrant m,, to U; via a classical channel.

The resulting proxy signature that U; obtains is (|S), M, |sy), Mey).

3.4 Verifying phase

When the proxy signature (|S), M, |s,), m,,) needs to be verified, U; sends the qubits
|S) and |s,) to the verifier Charlie via a collective-noise quantum channel. At the same
time, he sends the message M and m,, to Charlie via a classical channel.

After receiving the message-signature pair (|S), M, |sy), M), Charlie checks
whether the message M is in accord with the stipulate of the warrant m,, or not.
If it is not, the proxy signature is not valid; otherwise, he proceeds to perform sin-
gle-particle measurements on the qubits ®f:1 |s') depending on the key K 4¢ shared
with Alice. If K 2C=O, Charlie measures the first two qubits of the state |s) with the
basis {|0), |1)} and the remaining two qubits with the basis {|+), |—) }; otherwise, he
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measures the first and the third qubits of the state |s’) with the basis {|0), |1)} and
the remaining two qubits with the basis {|+), |—)}. By the same way, he measures
the qubits ®f‘:1 |S7) depending on the key K pc shared with Bob. After gaining the
measurement outcomes r;1 | |R;4 and r/B | |R;3, Charlie verifies whether R/A is equal to

H (m,1Ir4) (15)
and R/B is equal to

H (mw||M||r;3). (16)

If whichever is not true, the signature is not valid; otherwise, Charlie accepts the
proxy signature and tells U; the verification outcome.

So far, we have completed the scheme for one-time proxy signature under the
condition that the error of the quantum channels is collective.

4 Security analysis and discussion

The proposed one-time proxy signature scheme is based on private key cryptosystems.
The verifier Charlie knows the keys K 4¢ and K pc. Moreover, he acts as the judge in
the verifying phase. These enable him to generate a valid proxy signature. Therefore,
the verifier Charlie must be totally credible in this scheme, i.e., he does not forge a
proxy signature, or help one party to cheat the other party. In the following, we will
show this scheme can satisfy the properties of one-time proxy signature suppose that
Charlie is totally credible.

4.1 Verifiability

The verifying process of the proxy signature (|S), M, |s,) , m,,) must use the warrant
mg, and the keys K 4¢ and K p¢; moreover, the warrant m, includes the valid period of
delegation, the identities of Alice and Bob, and the scope of authority etc. Therefore,
the verifier Charlie can confirm the delegation of the original signer Alice and the
validity of the proxy signature (|S), M, |sy), Mey).

4.2 Distinguishability
Obviously, the proxy signature (|S), M, |s,), m,,) contains the warrant m,,, and the
proxy signer Bob’s key K pc must be used in the verifying phase. Therefore, the ver-

ifier Charlie can distinguish the proxy signature and the standard signature generated
by the original signer easily.
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4.3 Non-forgeability

Firstly, we show that it is impossible to forge Alice’s delegation (m,, |s,)) except for
Charlie. For the key K 4¢ is established in a secure manner [10, 11], nobody can learn
it through this process except for Alice and Charlie. Furtherly, if the opponent does not
know the key K 4¢, he will choose the wrong encoding bases with the probability 50%
when he generates the qubits |s,), which will introduce no less than 25% error rate,
thus the probability that the opponent succeeds to forge a valid delegation (1, |S4))
is (%)k . Another feasible attack is to tamper with the content of the warrant m,, when
the opponent (e.g., Bob) obtains the legitimate delegation (1, |s,)). Unfortunately,
it is impossible since he also has to prepare the corresponding qubits |s ). Therefore,
it is impossible to generate a valid delegation (m,,, |s,)) or tamper with the content of
the warrant m,, except for Alice and Charlie.

Secondly, we show that it is impossible to forge a valid proxy signature
(|S), M, |sy), my) except for Charlie. For the opponent does not know the key K pc,
similarly, he will choose the wrong encoding bases with the probability 50% when
he prepares the qubits |S) even if he intercepts a valid delegation (m,,, |s,)), and
thus the probability that the opponent succeeds to forge a valid proxy signature
(18), M, |sw), my,) by impersonating the proxy signer Bob is (%)k . To tamper with
the content of the message M is also impossible since the opponent must prepares
the corresponding qubits |S'). Therefore, nobody can generate a valid proxy signature
(18), M, |sw), my,) or tamper with the content of the message M except for Bob and
Charlie.

4.4 Non-deniability

Only Bob and Charlie can generate a valid proxy signature; in addition, Charlie is
totally trusted; moreover, the key Kpc is included in the verifying phase. Therefore,
once the proxy signer Bob issues a proxy signature (|S), M, |s,), M), he cannot deny
it.

4.5 One-timeness

The proxy signer Bob does not know the exact quantum state of the qubits |s,,), so he
cannot generate a copy of the delegation (m,,, |s,)) according to quantum no-clon-
ing theorem. Therefore, Bob can use the delegation (m,, |s,)) only once, i.e., he can
generate no more than one valid proxy signature on behalf of Alice.

From the above analysis, it can be seen that the proxy signature in the proposed
scheme has all necessary properties of one-time proxy signature.

5 Discussions and conclusions

In the proposed scheme, the proxy signature (|S), M, |sy), m) are unknown non-
orthogonal quantum states to the opponent, which cannot be perfectly distinguished
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according to the measurement postulate of the quantum theory for the opponent. So,
the opponent cannot acquire the hash value, which means that the proposed scheme
can resist collision attacks. Therefore, although the proposed scheme also require a
cryptographic hash function, this requirement is not strict as that in [4-7], i.e., we do
not need a collision-free hash function and only require a general cryptographic hash
function such as MD4, MD5 and SHA-1 etc.

Compared with the preceding works [4-7], the security of this scheme is based
on fundamental properties of quantum mechanics and has nothing to do with the
opponent’s computing power. Moreover, this scheme has the advantage of low com-
putational complexity since only single hash operations are required. Nevertheless, it
is noted that this scheme is not easily realized with present technology because the
proxy signer Bob and every requester have to store qubits.

In summary, we propose an information-theoretic secure one-time proxy signature
scheme, in which Bob, the proxy signer can sign only once on behalf of the original
signer. With the development of quantum technology, this scheme may have a wide
application in grid computing, mobile agent, and e-commerce etc.
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