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Abstract This work deliberately introduces collective-rotation noise into quantum
states to prevent an intercept-resend attack on Zhang’s quantum secret sharing scheme
over a collective-noise quantum channel (Zhang in Phys A 361:233-238, 2006). The
noise recovering capability of the scheme remains intact. With this design, the quantum
bit efficiency of the protocol is doubled when compared to Sun et al.’s improvement
on Zhang’s scheme (Sun et al. in Opt Commun 283:181-183, 2010).

Keywords Collective noise - Intercept-resend attack - Quantum secret sharing -
Quantum cryptography

1 Introduction

Quantum cryptography has become one of the most important research topics in quan-
tum information science. The security of quantum cryptographic protocols, such as
quantum key distribution (QKD) and quantum secret sharing (QSS), is based on the
laws of physics [1]. However, due to fluctuations of the birefringence of optical fiber
[2], noises of transmission of photons in the optical fiber always exist. Since pho-
tons travel inside a time window which is shorter than the variation of noise [3],
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these photons will be affected by the same noise, which is known as the collective
noise.

Two types of collective noise are collective-dephasing noise and collective-
rotation noise. The transformation results of these two collective noises are illus-
trated as follows. Equations (1) and (2) show the polarization photons |0) and
[1)undergoing the transformations of collective-dephasing noise and collective-
rotation noise respectively, where |0) and |1) represent the horizontal and vertical
polarization states respectively, and 0 is the parameter of the noise fluctuating with

time.
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It should be noted that Eqs. 1 and 2 show a single particle undergoing the trans-
formation of a collective noise. If multiple photons travel inside a time window, then
they will undergo the transformation of the same collective noise. For example, if the
sender sends these particles |0) |0) |1) |1) to the receiver in the same time window over
a collective-dephasing noise channel (or a collective-rotation noise channel), then the
transformation results of these particles |0) |0) |1) |1) will change to the state in Eq. 3
(or Eq. 4).
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With the existence of collective noise, an eavesdropper can disguise his/her attack
as noise in order to avoid being detected in eavesdropping check process [3,4]. How
to design secure quantum protocols which can also resist collective noise is becoming
an important research issue.

Decoherence-free (DF) states, which are invariant under collective noise, are fre-

quently used to solve this problem [5-8]. For instance, the singlet state ¥~ = %

(]01) — |10)) is unchanged by these collective noise channels [11,15]. Hence, it can
form a noiseless subspace (i.e., a DF subspace).
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Several methods [2-4,9-18] have been developed to remove the effects of
noise in quantum key distribution and quantum secret sharing. In 2004, Boileau et
al. proposed a robust photon-polarization-based quantum key distribution protocol
over two collective-noise channels using a DF subspace [11]. In 2006, based on
Boileau et al.’s protocol, Zhang developed a multiparty quantum secret sharing of
key over two collective-noise channels [15]. Recently, Sun et al. presented an insider
attack [18] to capture the key without being detected on Zhang’s QSS. Their scheme
used a special state (i.e., [0011);,34) to obtain an agent’s permutations without being
detected through perfect channels. The attacker (the last agent) could also obtain the
key of Alice (a boss) without needing the help of the others. However, if the special
state |0011),34 is contaminated by collective-rotation noise, then the attacker can-
not infer the agent’s permutations because [0011),34 is not a DF state. Based on this
observation, this paper deliberately introduces collective-rotation noise to the received
quanta to upset the attacker’s state (i.e., |0011),34). Compared to Sun et al.’s improve-
ment on Zhang’s QSS, our approach has two advantages. Firstly, it eliminates an extra
public discussion. Secondly, it ensures higher qubit efficiency.

The rest of this paper is organized as follows. In Sect. 2, Zhang’s QSS protocol and
Sun et al.’s method are introduced respectively. Section 3 details the improved QSS
scheme and Sect. 4 analyzes its performance and security. Section 5 concludes this

paper.
2 Related works
This section reviews Zhang’s QSS protocol and Sun et al.’s intercept-resend attack.

Moreover, the improved scheme proposed by Sun et al. will also be described in this
section.

2.1 Review of Zhang’s QSS

In Zhang’s QSS protocol, the following three normalized states of the product state of
two singlets ¥~ are employed initially:

wy = YU = % (la) — b)),
wy = Vizh = 7 () = ) )
e = i = 5 ) = o).
where
la) = % (10101) + 1010)),
|b) = % (J0110) + |1001)), (6)
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In the protocol, Alice, a boss, wants to send a secret key to two agents, Bob and
Charlie, but the secret key can be deduced only when the two agents work collabora-
tively. Zhang’s QSS scheme includes the following six steps.

(Z1) Alice generates a random 4n bit string X and a random 4n trit string Y.

(Z>) Based on the values of X and Y, Alice generates a sequence of product states
gwx, Wy, wz}. If Y = 0, then the set {wx, wy} is chosen; if ¥ = 1, then

Wy, wz} is chosen; and if ¥ = 2, {w,, w,} is chosen. Then, based on the
value of X, Alice generates the corresponding wy, wy, w;. For example, if
Y = 1and X = 0 then wy, the first element in {w,, w.}, is generated; if
Y = 1 and X = 1 then the second element w, in the same set is generated.
Finally, Alice sends the 47 states (4 x 4n photons) to Bob after she has generated
these states.

(Z3) After receiving these 4n states, Bob performs a permutation on two arbitrary
photons in each state. Then, he sends the permuted 4n states to Charlie.

(Z4) When Charlie receives the permuted states, he randomly selects either the
Z-basis or X-basis to measure these states and also records the measurement
results, where Z = {|0), 1)} and X = {|+), |—)}

(Zs) Alice randomly chooses half of these 4n states for the eavesdropping check.
For these chosen states, Bob and Charlie have to announce the corresponding
permutation and the measurement result respectively. If the error rate exceeds
a predetermined threshold, then communication is aborted. Otherwise, Alice
announces Y.

(Ze) After obtaining ¥, Bob and Charlie can cooperatively recover n-bit shared key.

2.2 Sun et al.’s intercept-resend attack and modification

In this section, Sun et al.’s intercept-resend attack on Zhang’s scheme is reviewed and
their improvement is also given.

2.2.1 Intercept-resend attack

Sun et al. assume that Charlie is an inside attacker with the ability to generate per-
fect channels, and he attempts to obtain the secret key without Bob’s assistance. At
first, Charlie intercepts the photons generated by Alice in Step (Z;) in Zhang’s QSS
and then forges |[0011),34 and sends it to Bob through a perfect channel. In Step
(Z4), Charlie receives the permuted photons, and measures them in the Z-basis to
reveal Bob’s permutations. Accordingly, Charlie performs the same permutations on
the intercepted photons and measures them. He then can obtain the secret key without
Bob’s assistance.
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Thwarting intercept-and-resend attack 117

2.2.2 Sun et al.’s improved scheme

To avoid the intercept-resend attack, Sun et al. improved Zhang’s QSS scheme as
follows:

(S1) Alice generates a random 4n + m bit string X and a random 4n 4 m trit string
Y, where m is the number of bits for the eavesdropping check.

(S2) Alice generates states according to Step (Z») in Zhang’s protocol. Then, Alice
sends the 4n 4 m states to Bob after she has encoded these photons.

(S3) After receiving the 4n + m states, Bob replies “OK” to Alice. Alice randomly
chooses m states for the eavesdropping check. Bob randomly uses the Z-basis
or X-basis to measure them and then replies with the measurement results. If
the error rate of the measurement exceeds a threshold, the communication will
be aborted. Otherwise, they continue the next step (S4).

The remaining steps (S4)—(S7) of Sun et al.’s scheme are the same as (Z3)—(Z¢) in
Zhang’s QSS scheme. Although the modified QSS protocol can avoid the intercept-
resend attack, 4m photons are transmitted and 4 classical transmissions are added in
the eavesdropping check to guarantee the security of the photons transmission between
Alice and Bob. The qubit efficiency of Sun et al.’s QSS protocol is decreased from %

to % in the Sun et al.’s modification to avoid the intercept-resend attack.

3 The enhanced scheme

This section proposes an improvement on Zhang’s QSS by deliberately introducing
collective-rotation noise to the received photons in order to avoid the intercept-resend
attack. As described earlier, |0011),34 is not a DF state. Thus the state will be changed
under the interference of collective-rotation noise. Once it is distorted by the noise, the
attacker cannot exactly obtain Bob’s permutations. Based on this observation, our pro-
posed enhancement deliberately introduces collective-rotation noise into the received
quantum states to prevent intercept-resend attack on Zhang’s QSS. Consequently, as
compared to Sun et al.’s improvement on Zhang’s QSS, the efficiency in our QSS
protocol is enhanced. The improvement is performed on Step (Z3) in Zhang’s QSS.
The other steps are the same as in the original protocol.

(Z3) — (Zé) When Bob receives the 4n states, he introduces random collective-

rotation noise by performing the operation U, on each state, where U, =

( C.OS @ —smna ,and « is a random parameter (0 <a< %) After Bob deliberately
sino cos«

introduces collective-rotation noise to the received photons, he performs a permuta-

tion on two arbitrary photons in each state and then sends the permuted 4n states to

Charlie.

In Step (Z4), the deliberately introduced collective-rotation noise does not affect
the initial state of the photons because they are in a DF subspace [5-8]. However, the
forged state |0011),,34, not a DF state, will change to the state in Eq. 7 below under
the interference of the deliberately introduced collective-rotation noise. The attacker
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may not be able to infer Bob’s permutations by using the Z-basis to measure these
states (an attack described in Sect. 2.2.1) because he cannot determine whether the
measurement results are correct or not. A more detailed security analysis is available
in Sect. 4.2.

cos* @ [0011) 534 — cos® & sin e (|0001) + [0010) — [0111) — [1011)) 1234
+sin* & [1100) 1534 + cos o sin® & (]0100) + [1000) — [1101) — [1110)) 1234
+ cos® & sin® & (]0000) — [0101) — [0110) — [1001) — [1010) + [1111)) 234
(7N

4 Performance analyses

In this section, we analyze the efficiency and security of our improved QSS.

4.1 Efficiency analysis

Table 1 compares the cost and efficiency of Zhang’s and Sun et al.’s QSS [15, 18] with
our QSS. In the public discussion step in the protocols, let us assume here that half of
the transmitted states are used for detecting the presence of eavesdroppers.

In Zhang’s QSS [15], Alice has to generate 4nproduct states (i.e., 16n qubits), and
each state can carry one information bit. Since the measurement results are inconclu-
sive in the protocol (i.e., a product state can be correctly decoded with probability
50%), and also half of these states are used for eavesdropper checking, the qubit
efficiency of Zhang’s QSS is 4::14 X % X % = 11_6'

In Sun et al.’s protocol [18], Alice has to prepare 8n states, and each state can carry
one information bit. Two rounds of public discussion are used in Sun et al.’s QSS.
Thus, the qubit efficiency of Sun et al.’s protocol is Sjﬁ 7 X % X % X % = 3%

By deliberately introducing collective-rotation noise to the received quanta, our
modified QSS improves the qubit efficiency of Sun et al.’s QSS protocol from 3]—2 to 11—6.

4.2 Security analysis

This section analyzes the security of the enhanced scheme in detail. The security anal-
ysis of our protocol is divided into two parts. The first part deals with the security

Table 1 Comparison of QSS protocols

Zhang’s protocol Sun et al.’s protocol Proposed protocol
Intercept-resend attack Yes No No
Number of qubits 4(4n) 4(4n 4+ m) = 4(8n) 4(4n)
Qubit efficiency = = =
Public discussion 1 2 1
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analysis against ordinary eavesdropping as described in Zhang’s QSS. The second
part considers the special intercept-resend attack proposed by Sun et al. using the state
[0011)1234.

(1) Security against ordinary eavesdropping

As described in [15], Zhang’s protocol, based on the quantum states in DF space, is
not only immune to collective noise, but also secure against ordinary eavesdropping.
Our enhancement is based on the deliberate introduction of collective-rotation noise
into the noise immune quantum states. Thus, the enhanced protocol is also secure
against the ordinary eavesdropping.

(2) Security against the intercept-resend attack by using the special state [0011) ;734

In order to reveal Bob’s permutation, Charlie, an inside attacker, upon intercepting
the photons from Alice to Bob, sends |0011),34 to Bob. Bob implements the opera-
tions, U, and P;; where i # j, 1 =i, j < 4, on photons in the Step (Z’3), where U,
represents the introduction of collective-rotation noise to the photons and P;; denotes
the permutation on photons i and j. There are six permutations for Bob to choose
(ie., Cg = 6). As described in [18], these six permutations can be classified into three
groups since Py = P34, P13 = P24 and P14 = P23 (see also Egs. 5 and 6). Therefore,
the security analysis considers only the permutations: P2, P23 and Poy.

Let us first compute the average probability for each state to be measured by Char-
lie. Given that 0 < @ < 7%, based on Eq. 7, the average probability for Charlie to
get the measurement result [0011) 34 (or [1100)534) is 1375'8, as shown in Eq. 8. Sim-
ilarly, that for |0001),|0010),]0111),|1011),|0100), [1000), |1101) or [1110) is
%, and with the probability of %, Charlie’s measurement result could be one of the
following: [0000) , |0101), |0110), |1001), |1010) or |1111).

(S}

Ji? (cos* @)’ da B fo% (sin* @)’ de 35

T T 128

®)

Table 2 shows the relationship between Bob’s permutations and Charlie’s measure-
ment results. We would like to analyze the strategy for Charlie to determine Bob’s
permutation in performing the special attack. If Bob performs the permutation P,
then the measurement results, |[0011),34 and [1100),34, have the higher probabil-

ity (%) than the other states. Similarly, if Bob implements the permutation P>3(or

P>4), then the measurement results {|0101)1,34 and [1010) 534} (or {|0110),34 and
[1001)1,34}) have the higher probability (see also Table 2). Therefore, if the measure-
ment result of Charlie is |0011) 534 or [1100) 534, then Charlie will treat Bob’s permu-
tation as Pj2. Similarly, if Charlie’s measurement result is {{0101) 234, [1010) 234} or
{|0110) 234 , |1001) 234}, then Charlie decides that Bob’s permutation is P»3 or Py
respectively. On the other hand, if the measurement result of Charlie is one of the
remaining states, then Charlie could only guess Bob’s permutation randomly because
the permutations, P2, Pozand Pa4, appear equally likely (see also Table 3).

Table 3 shows the possible decision for Charlie to choose the permutation of Bob
based on his measurement results. Thus, if Bob introduces the collective-rotation
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Table 2 The relationship between Bob’s permutations and Charlie’s measurement results

Bob’s Average Charlie’s measurement results

permutations probability

Pia = [0011) or |1100)
1578 [0001) , 10010) , [1000) , |0100) , [1011), [0111), [1101) or [1110)
% |0000) , [1111),[1001), |0110), [1010) or |0101)

Py S |0101) or [1010)
o |0001) , [0010), [1000) , 0100} , |1011) , [0111), [1101) or |1110)
%8 [0000) , |1111), 0011}, [1100) , [0110) or [1001)

P 5 |0110) or |1001)
% [0001) , 10010}, [1000) , |0100) , [1011),|0111), [1101) or [1110)
13T8 [0000) , |1111),[0101), |1010), |0011) or |1100)

Table 3 The possible decision

for Charlie to choose the P12 P2 P

permutation of Bob based on his 10000) /3 13 13

measurement results
|0001) 173 173 173
|0010) 173 173 173
|0011) 1 0 0
|0100) 1/3 1/3 1/3
|0101) 0 1 0
|0110) 0 0 1
[0111) 1/3 1/3 1/3
[1000) 1/3 173 173
[1001) 0 0 1
[1010) 0 1 0
[1011) 173 173 173
[1100) 1 0 0
[1101) 1/3 1/3 1/3
[1110) 1/3 1/3 1/3
[1111) 1/3 1/3 1/3

noise to [0011);,34 and then performs a permutation on two arbitrary photons, then
the probability for Charlie to obtain Bob’s permutation can be computed in the follow-
ing (refer also to Tables 2, 3). If the measurement result of Charlie is {|0011),34 and
| 1 100) 1234}, {|0101>1234 and | 1010) 1234} or {|01 10) 1234 and | 1001)1234}, then Charlie
can correctly obtain Bob’s permutation with probability % X2 = %. On the other
hand, if the measurement result is one of the remaining states, then Charlie guesses
Bob’s permutation randomly. Charlie derives the correct permutation with probability

(% X 2+ % X 8) X % = 129—32. Therefore, the probability for Charlie to correctly
2

obtain the permutation of Bob is % + % =3.
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Thwarting intercept-and-resend attack 121

Based on the above observation, we further analyze the probability for Charlie to
pass the eavesdropping check in the public discussion as follows. Charlie can always
pass the eavesdropping check if he can correctly obtain Bob’s permutation. Thus, the
probability for this situation is % x 1= % On the other hand, if Charlie incorrectly
derives Bob’s permutation, then he still can pass the eavesdropping check with prob-
ability (1 — %) x § = L. Because any two of {wy, wy, w,} are nonorthogonal, the
measurement results in any two states of {u)x, wy, wz} are the same with the proba-

bility of % (see also Eq. 5). In other words, though Charlie incorrectly permutes these
intercepted photons, still he obtains the correct measurement result with the probability
of %

To summarize, the probability for Charlie to pass the eavesdropping check is % + % =
%. Therefore, for 2n states, Charlie can be detected in the public discussion with prob-

2
ability 1 — (%) n. When n is large enough, the probability for Charlie to be detected

in the public discussion converges to 1. Thus, the enhanced scheme is secure under
the special intercept-resend attack proposed by Sun et al.

5 Conclusion

In order to avoid a special intercept-resend attack, Sun et al.’s modification on Zhang’s
QSS scheme performs an extra eavesdropping check to guarantee the security of the
photons transmission between Alice and Bob. As a result, the quantum efficiency as
well as the protocol efficiency is reduced. The contribution of this paper is to delib-
erately introduce collective-rotation noise to a noise-immune DF state to prevent the
attack. The newly enhanced Zhang’s QSS protocol not only avoids Sun et al.’s special
intercept-resend attack but also doubles the quantum efficiency. The security analysis
shows that the insider attacker (Charlie) can be detected in the public discussion with
a very high probability.
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