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Abstract Background Physicians, patients and others
involved need to have accurate information on patients’
current drug prescriptions available, and have that infor-
mation protected from unauthorized access. During the past
decade, many counties in Sweden have implemented
regionally shared medication lists within health care.
Objective The aim of this study was to describe physicians’
views on changes in accuracy, availability and confidenti-
ality in the transition from local medication lists to a
regionally shared medication list. Setting Health care units
in four different counties of Sweden after the transition
from local medication lists to a regionally shared medica-
tion list. The shared medication list was an integrated part
of the electronic health record system in the respective
counties, but the system and implementation process var-
ied. Methods Physicians (n = 7) with experience of tran-
sition from local medication lists to a regionally shared
medication list were interviewed in a semi-structured
manner. Main outcome measure: Physicians’ views on
changes in information risks, focusing on accuracy, avail-
ability and confidentiality. Results The transition from
local medication lists to a shared medication list increased
the availability of information: from being time consuming
or not possible to access from other care givers to most
information being available in one place. A regionally
shared medication list was perceived as having the poten-
tial to provide a greater accuracy of information, but not
always: the shared medication list was perceived as more
complete but with more non-current drugs. On the other
hand, a shared medication list implied an increased risk of
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violating patient privacy, placing greater demands on IT
security in order to protect the confidentiality of informa-
tion. Conclusion Physicians perceived a regionally shared
medication list to increase the availability of information
about current prescriptions and potentially the accuracy but
may decrease the confidentiality of information. To
implement a shared medication list, we recommend pro-
viding clear description of responsibilities and routines for
normal activities as well as back-up routines, consider IT-
security and data protection early, involve patients to
improve the accuracy of the list as well as to monitor and
evaluate the implementation.

Keywords Accuracy - Availability - Confidentiality -
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Impact of findings

e To share a medication list regionally can increase
patient safety and does increases the focus on the
responsibility for the prescribed drugs.

e Sharing medication lists places greater demands on the
confidentiality of information to protect patient privacy.

e With the present outline of the regionally shared
medication lists in Sweden several issues remains
unsolved.

Introduction
Medication plays an important role in health care and the

appropriate use of medications enables treatment, preven-
tion and cure of many diseases. The use of medications and
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Table 1 Sources of information on medication in Sweden. The Swedish name primarily used for the different sources are given in parenthesis.

EHR = electronic health record

Sources of information on patients
medications

Description

Access

Medication list (Ldkemedelslistan)

Inpatient drug list
(Ordinationslistan/
Utdelningslistan)

Multi-dose drug dispensing
prescriptions (Dos-recept)

National prescription repository
(Receptdepan/ Receptregister)

The national pharmacy register

The list of current ongoing treatment linked with
electronic prescribing in the EHR. Originally the
medication lists were local and information was not
transferred between different health care providers. At
the time of the study, many counties in Sweden had
implemented a regionally shared EHR including a
shared medication list

A list in the EHR used when administering medications
to hospitalized patients

A list of prescriptions for patients with multi-dose drug
dispensing, which is a service in which regularly used
medications are machine-packed into unit dose bags
for each time of administration [11, 47]. Prescribing
for these patients is managed in a separate system and
information is not linked to the medication list in the
EHR

A list of patients electronically stored prescriptions used
when dispensing prescriptions at pharmacies.
Electronic prescriptions are automatically transferred
to the prescription repository and stored there for the
entire period of validity [48]. If treatment is changed
or terminated in the EHR the information is not
automatically changed in the prescription repository

A historic register over patients dispensed prescriptions

Health care. Physicians are
encouraged to give print-outs to
patients

Health care

Health care, pharmacies and
patients

Pharmacies and patients. Print-outs
are often provided to patients at
the pharmacy

Patients, health care providers and

(Lakemedelsforteckningen)

during the past 15 months [49]

pharmacies with patient consent

the proportion of people prescribed multiple medications
simultaneously have increased [1]. Failures or errors in
drug prescribing, adverse drug events and incorrect medi-
cation cause much suffering and unnecessary costs [2-5].
Drug-related problems cause at least 5 % of hospital
admissions and are the seventh most common cause of
death in Sweden [5-7]. A large portion of these drug-
related problems can be prevented [8, 9].

One of the key components to obtaining appropriate
drug treatment is access to the required information when
needed by physicians, nurses, pharmacists and patients. In
Sweden, there are several different sources of information
on a patient’s medication (Table 1). In the electronic health
record (EHR), a specific prescribing module includes a
medication list as well as an inpatient drug list. Each
county council makes their own procurement of EHR
technology and most county councils have chosen one
EHR for both primary and hospital care. Currently, the six
most common EHR systems have a market share of 95 %.
During the past decade, three quarters of all counties in
Sweden have implemented shared medication lists for their
health care (hospital, psychiatry, primary care), by sharing
EHR system [10]. There is no automatic transfer of infor-
mation on patients’ medications between EHRs in different

@ Springer

counties. Pharmacists and patients have access to the
national prescription repository, including all electroni-
cally stored prescriptions in Sweden, which covers
approximately 90 % of all prescriptions (the remaining
10 % being paper prescriptions). At pharmacies, prescrip-
tions are dispensed from this prescription repository. The
information in the prescription repository is originally
intended for pharmacies and not the health care. The
authorities have reasoned that due to legal reasons for
protection of patient privacy, physicians are not allowed
access to the prescription repository, but due to the risks
involved with not sharing information the regulation con-
cerning the information in the prescription repository might
be changed. Prescriptions for patients with multi-dose drug
dispensing [11, 12] are primarily handled in a separate
system with a separate database and information is not
automatically transferred to the medication list in the EHR.
In addition, the national pharmacy register is a historic
register for patients dispensed prescriptions during the past
15 months.

It is vital that information on the patient’s current
ongoing medication is available and accurate [2, 13-17].
However, in practice, discrepancies occur frequently and
can be particularly problematic with patients with multiple
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medications, elderly patients, and the transfer of patients
between different health care providers [14, 18-21]. The
different sources on patients’ medications in Sweden are
often incorrect and rarely correspond to each other or
with the patient’s current ongoing medication. It has been
shown that 80 % of patients had at least one discrepancy
in their EHR medication list and that almost 90 % had
discrepancies in the list from the prescription repository
[18], with similar findings in other studies [22-26].
However, all discrepancies may not be clinically relevant.
Consequently, physicians as well as patients often lack
reliable information regarding current medications [18,
27, 28]. The process of obtaining a complete and accurate
list of all the medications from different sources, and
communicating that list to all the patient’s health care
encounters, is called medication reconciliation and is
recognized as a method for preventing medication errors
[14, 22, 24, 29]. However, this process is seldom
straightforward and can often be time consuming
depending on the accuracy and availability of information
sources.

Management of information security in health care is
essential in order to ensure patient safety and integrity
[30, 31]. In this study, we use three fundamental aspects
to describe information security: availability (accessibility
of information for an authorized unit), accuracy (infor-
mation being correct, complete and up to date) and con-
fidentiality (protection of information from unauthorized
access). Patient safety is maintained by information
availability and accuracy, whereas patient privacy is
maintained by confidentiality of information. Physicians
have various opinions concerning their responsibility for
performing medication reconciliation, providing an accu-
rate medication list, or reviewing whether the treatment is
suitable or appropriate [15, 29, 32]. From a legal point of
view, physicians are responsible for their prescribed
medication being appropriate in relation to all of the
patient’s other medications. However, in practice this
varies due to several reasons.

In the vast majority of counties in Sweden, medication
lists in health care are now shared. There is also ongoing
work to plan and prepare the implementation of a nation-
ally shared medication list. Different solutions for sharing
or reconciling medication information -electronically
between providers have been implemented or piloted or are
planned in other countries as well [14, 16, 17, 28, 33-37].
Although a shared medication list is often cited as a path to
provide safer medication by providing an accurate and
complete list of patients’ medications, the consequences of
a transition from a local to a shared medication list are
unclear.

Aim of the study

The aim of the present study was to describe physicians’
views of changes in availability, accuracy and confidenti-
ality in the transition from local medication lists to a
regionally shared medication list.

Ethical approval

The ethical implications of the study were considered
based on the guidelines from the Ethics Committee of
South-East Sweden. By advice from the Committee no
formal application for ethical approval was recommended
due to the nature of the information handled and the
respondents included. However, we followed the guide-
lines from the committee regarding the information to the
individuals asked to participate as well as handling of data.
The integrity of the respondents was protected by securing
that the identity of respondents would not be revealed in
handling or presenting the results.

Method

Semi-structured interviews were conducted with physicians
(n =7), who had experienced a transition from local
medication lists to a regionally shared medication list
(Table 2). The interviews were performed during Sep-
tember-November 2013. Four counties in Sweden were
selected in order to include perspectives from different
EHR systems and transition processes. All the four coun-
ties had shifted from local to regionally shared medication
lists during the past decade with a common EHR. A stra-
tegic selection was made of physicians from the selected
counties, including different disciplines. In total, 12 phy-
sicians from the four counties were contacted, informed of
the study, and asked to participate. The interviews included
questions according to a pre-defined guide (Table 3). All
the sections of the guide were covered in the interview, but
the order of questions was determined by the participant’s
responses. Each interview lasted approximately an hour
and was conducted either face to face or by phone. With
the respondents’ permission, all the interviews were
recorded and transcribed. A qualitative analysis of manifest
content was performed in order to identify physicians’
views on changes in information risks, focusing on accu-
racy, availability and confidentiality [38, 39]. The analysis
and categorization of data were performed using the soft-
ware QSR NVivo 10. Representative quotes were selected
and translated from Swedish to English.
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Table 2 Characteristics of physicians being interviewed (n = 7).
County council is de-identified

Number
of physicians

Characteristics of respondents (n = 7)

County Council
County Council A
Shared medication lists implemented in the 3
transition from one EHR in primary care and
paper records in secondary care to a new shared
EHR
County Council B
Shared medication lists implemented in the 2
transition from two separate EHR systems in
primary and secondary care, respectively, to a
new shared EHR
County Council C

Shared medication lists implemented in connection 1
with an upgrade in the EHR, which was already
the same system in primary and secondary health
care but with local solutions not sharing
information between units before the upgrade
County Council D
Shared medication lists within the municipality 1
implemented in the transition from two separate
EHR systems in primary and secondary care,
respectively, to a new shared EHR
Discipline
General practitioner (primary care)
Internal medicine (secondary care)

Geriatrics (secondary care)

— = = A

Psychiatry (secondary care)
Gender

Female

Male 3

Results

The medication list of the EHR system was the physicians’
primary tool to receive and provide information regarding a
patient’s medication. Since the EHR was shared regionally,
physicians had access to not only the medication list but
also the complete health record. The level of dependence or
reliance on the medication list differed among physicians:
in primary care, the physicians could often ask patients
about their current medications; in hospitals, physicians
were more dependent on an accurate medication list when
seriously ill patients or patients with dementia were hos-
pitalized. The physicians had different views on the reli-
ability of the medication list, from perceiving it to be
reliable most of the time, to deeming it completely unre-
liable. When asked “In general, how has the regionally
shared medication list affected patient safety?” most phy-
sicians perceived that it had produced an improvement.
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Table 3 Interview questions

1. Describe your experience of a transition from local to shared
medication list

2. Changes in how you receive and document information on a
patient’s current medications?

3. Changes in the accuracy of information?
4. Changes in which information is used and documented?

5. Changes in the responsibility for information on patients
medications?

6. Changes in the availability of information?

7. Changes in possibility of events causing problems with
availability of information?

8. Changes in the confidentiality of information?

9. Changes in the risk of violating patient privacy?

10. Changes in the amount of unnecessary information available to
you?

11. Changes in your dialogue with patients regarding their
medications?

12. Your view on how a shared medication list has affected patient
safety over all

13. Your view on needs for a nationally shared medication list

Information in the questions refers to information regarding patients’
medications. For each of the questions 2-11 the physicians were
asked to describe their view on their regionally shared medication list
currently in use compared with their previous local medication lists,
as well as their view on how any changes might have affected patient
safety. The terms availability, accuracy and confidentiality were
explained during the interview as defined in the study

Availability of information

All of the physicians reckoned that the availability of
information on a patient’s medication had significantly
improved. Previously, it was difficult and time consuming
to find the information.

“Much better because you can view right away.
Previously, you had to find the paper record and if it
was at a different clinic you had to order it and it
could take several days before you received it.
Especially when patients were admitted to the
emergency room, you did not have the immediate
access as you have now. So there are only benefits.”

There was still a risk for events limiting the availability of
information, such as system breakdowns. These events
were regarded as rare and not as the results of shared
medication lists. Nevertheless, when occurring, system
breakdowns were problematic and could pose a risk to
patient safety due to insufficient back-up routines.

“But when we had the big system breakdown when
we lost all [data], the backup solution did not work
either / ... / And the nurses did not know what
medications to administer to the patients / ... / We
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had discussions between doctors and nurses to try to
remember which medications a patient had and gave
those we were sure of. / ... / But it was far from safe
for patients.”

Accuracy of information

The physicians had different views on how the accuracy of
information had changed. All the physicians perceived that
the lists had become more complete with few to no missing
prescriptions. However, most physicians felt that the
number of non-current prescriptions had increased.

“I don’t think there are many prescriptions missing,
rather that somewhat too many prescriptions are
remaining.”

Most physicians reckoned that the non-current prescriptions
in the medication lists were primarily due to incorrect
working routines. The physicians believed that if complying
with clearly defined working routines when prescribing or
changing medication treatments, accuracy would improve
substantially. Non-current medications could remain in the
medication list if treatment was discontinued or doses
altered without the physician performing proper changes in
the medication lists. Even if a physician did make changes
in the medication list, it could be done in several different
ways with the risk of confusion. Sometimes hospital
administered medications remained in the medication list
after discharge. However, problems with the medication list
were not completely new after the transition to a shared list.
Furthermore, some problems were perceived as a result
from users being unaccustomed to the new EHR.

“If this [medication list] would be managed thor-
oughly and correctly all the time it would be very
good and safe. But unfortunately it isn’t really
working like that.”

“Pretty regularly you read in the record notes that a
treatment has been discontinued, but it has not been
removed in the medication list”

Confidentiality of information

The physicians perceived that the increased availability of
information resulted in an increased risk of violation of
patient privacy and that a larger database of information
implied an increased risk of unauthorized access of infor-
mation. Patients had the option to block unauthorized
access to their health record or parts of it. Although rare,
blockages could sometimes be problematic when physi-
cians perceived they lacked the proper information to
practice safe health care.

“With only a click you can view everything with this
new system. Of course there is an increased risk of
violating a patients’ privacy compared with before
when it is this easy. Patients have to be informed that
they can block information.”

The physicians did not experience receiving an excessive
amount of information regarding medication: in fact, to
practice safe health care all physicians regarded the
information provided as necessary. The majority of the
physicians had experienced few or no patients who had
ever had concerns with a physician being able to access
their medication information; quite the opposite, patients
were usually surprised to hear that the physician had not
always had access to the information.

“I’ve never experienced that, rather the opposite
when we couldn’t view [the record]. Then we had to
explain to patients that we couldn’t view certain
information. They expected us to have access to
everything. When we had the old system we could
not check what had been done at the hospital, but the
patients believed we could.”

Other aspects

The physicians described other aspects of information risks
regarding patients’ medications, such as the physicians’
unclear responsibility for medication lists, the need for
information other than the medication list, patients’ own
information on current medications and specific issues
related to patients with multi-dose drug dispensing.

Responsibility for medication list

All the physicians in the study regarded themselves
responsible for the medication list and did not regard that
the introduction of a shared medication list had changed
that. A greater access to information implied increased
possibilities to take responsibility for a patient’s entire
medication list. In practice, the physicians regarded the
responsibility of the medication list as a rather complex
matter. Several physicians stated that being responsible for
a correct and accurate list was one matter, but to be
responsible for that all the prescribed medications were
appropriate for the patient was an entirely different matter.

“I feel like I'm responsible. But if an ophthalmologist
for example has prescribed an eye drop for the
pressure in the eye it’s hard for me to take respon-
sibility for that prescription. But it is my responsi-
bility to make sure that the list is correct.”
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“You can work with a limited part and be really
skilled at it, but maybe it is not appropriate for you to
be responsible for the big picture. But at the same
time there is a risk that while you focus on your part
the patient dies because of something completely
different. You have to have someone taking respon-
sibility for the whole.”

Need for other forms of information

Even though the list of current medications was the pri-
mary source for information, other forms of information
was also valued, regularly used and recorded, e.g. addi-
tional notes in the EHR in order to clarify the adjustments
or changes physicians made in the medication list, dis-
charge notes or a medication report describing changes
over time and reasons for them. In depth and more
explanatory information was perceived to be very valuable
to physicians rather than just reading a list of current
medication. Even with an almost complete medication list,
several physicians had trouble achieving a proper overview
of changes in medications that occurred over time.

“Even if you have the medication list and everything
is included in the computer system it can be really
hard to follow changes in the medication treatment.
The medication report is facilitating, although it is
time consuming to write.”

Patients information on current medications

The physicians regarded that patients often lacked a reli-
able source of information concerning their current medi-
cations, both before and after transition to the shared
medication list. According to the physicians, it was more
common that patients used the list of electronically stored
prescriptions from the pharmacy (prescription repository
print-outs) as their source rather than the medication list
from the EHR. This was perceived as a significant problem
by several physicians as this list of electronically stored
prescriptions differed from the medication list, and may
include non-current prescriptions, duplicate prescriptions,
non-current dosing instructions, as well as lack information
on ongoing treatments. To understand which medications
they actually were taking, the physicians regarded it as
important to have a good dialogue with patients regarding
their current prescriptions; their dialogue with the patient
had not changed with a shared medication list.

“I rarely meet a patient who has a printed medication
list. I think it’s very bad with these lists from phar-
macies with stored prescriptions. If there are any
treatment where all iterations of a prescription have
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been dispensed it’s not included in the list even if the
treatment might be ongoing and vice versa. I usually
print the medication list for patients so that they have
a current list.”

“The largest concern is the patient’s own handling of
medications at home. Perhaps you haven’t told your
doctor that you’ve stopped taking a medication, and
then we might increase the dose to get the wanted
effect from a medication the patient’s isn’t taking.
And then if they are admitted to a hospital they could
be administered too high a dose of a medication they
haven’t been taking at home.”

Patients with multi-dose drug dispensing

During the interviews, all physicians raised issues spe-
cifically regarding patients with multi-dose drug dispens-
ing. In primary care, medications for these patients were
prescribed in a separate prescribing database not con-
nected to the EHR. However, hospital physicians could
use the medication list only in the EHR to administer
medications to hospitalized patients and not the multi-
medication drug database. As a result, it occurred that
medications from an outdated and inaccurate medication
list were administered.

“It happens almost every week that we do not find
out that a patient has multi-dose drug dispensing until
the patient has been hospitalized for several days.
There is a place where it should be documented.”

Views regarding a nationally shared medication list

All physicians experienced a need for a nationally shared
medication list, e.g. when treating patients from other
counties, in cases with suspicion of medication abuse, or in
the case of patients with multi-dose drug dispensing. Sev-
eral physicians also wished that a nationally shared medi-
cation list would be integrated or connected with the
pharmacies prescription repository, so that physicians
themselves could change or remove electronically stored
prescriptions in accordance with changes in the treatment.
Most physicians believed a nationally shared medication
list would further increase patients’ safety, if the technical
solution and implementation were carried out correctly and
smoothly.

“It depends on how it is linked to our system. If it is
something new where I have to add information I
don’t think it will work. Because it will be another
system you have to work with. But if there is an
automatic link it might work.”
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Discussion

A regionally shared medication list was found to increase
the availability of the information of current prescriptions
and potentially the accuracy, but may decrease the confi-
dentiality of information.

Physicians experienced that the transition from a local to
a shared medication list had resulted in a significant
improvement in availability. A regionally shared list was
considered as having the potential to increase accuracy; yet
in reality, that had not always been the case. Although the
medication list was more complete, many physicians
experienced an increased amount of non-current prescrip-
tions. The major problems and risks seem to arise when
physicians work in different ways when using the same
shared list. Some issues may be related to users being
unaccustomed with a particular EHR system, rather than
the fact that it is a shared list. The specific technical
solutions, usability of systems, implementation strategy
and routines were regarded as affecting the accuracy of
information in the medication lists. This view is in line
with previous findings that regionally shared lists reduce a
number of missing medications, but non-current medica-
tions remain a significant problem [40].

Several physicians never trusted the medication list,
whereas others usually trusted the list, but it is not clear
whether this was a result of differences in accuracy
between medication lists, differences in physicians’ per-
ceptions, or a combination of both. If the medication list is
perceived as more accurate and complete than it actually is,
a false sense of security results.

The physicians’ responsibility for the accuracy and
completeness of the medication list and the appropriateness
of medication treatment were perceived in different ways
and were unclear, in agreement with previous findings [15,
32] and similarly found for medication reconciliation [29].
The responsibility of the medication list might be affected
by the system for reimbursement [41]. The shared medi-
cation list in the present study does not in itself result in
any formal changes in the responsibility for medications,
but the shared list is a tool that enables increased possibility
for prescribers to take a greater responsibility.

One risk with a transition to a shared system is that the
type or content of information might change. The imple-
mentation of a shared EHR for primary and secondary care
has resulted in staff documenting information in a less
summarized manner than previously, in a form of ‘data’
rather than ‘knowledge’ [10, 32]. As a consequence, phy-
sicians had access to more information but perceived it as
more difficult to find the information needed. Although
time consuming, a more descriptive medication report was
perceived as valuable, in line with previous findings [42].
Another risk is that an increased amount of information

available to physicians would result in less communication
with the patients regarding which medications they are
taking, including non-prescription medications. We could
not confirm these potential risks but they should be
investigated further. To improve patient safety, the
involvement of patients in the medication process is
regarded as a key strategy [24]. To achieve a collaborative
relationship between patient and provider concerning
medication treatment, it seems necessary to share infor-
mation regarding current medication via a common medi-
cation list.

When aiming at improving patient safety, it is important
to consider information security as well. Mutual trust
between the staff and patient is crucial to achieve patient
safety and assumes proper protection of patient privacy
[31]. However, it is important that the legislation protecting
patient safety is reasonable and clear, and is adjusted to
modern health care and utilized information technology. In
our study, physicians experienced that most patients pri-
marily perceived the benefits of medical information being
shared between care providers. However, some patients do
not want to share information concerning their mental
health, sexual health and gynecological problems in a
shared health record system [43]. The risks of unauthorized
access of information increase with the number of users
and the larger amount of information stored at one place
[35]. Shared lists make greater demands on IT security for
both internal and external confidentiality, and also a greater
demand on analyzing and monitoring information risks
[30, 35].

Although the physicians overall perceived the regionally
shared medication list as an improvement in patient safety
due to the increased availability and to some extent
improved accuracy, some issues remained unsolved: the
medication list still not being linked with the prescription
repository, not including information on dispensing, most
often not being the information source used by the patients,
not being shared across county borders, and did not auto-
matically include prescriptions for patients with multi-dose
drug dispensing. Furthermore, the issue of non-prescription
medications remains. Although, it is possible for physicians
to manually enter information on over-the-counter medi-
cations being used by the patient, this is seldom done. A
greater involvement of the patient to improve the accuracy
of the list might increase the information available to
health care professionals regarding the use of non-pre-
scription medications.

Inaccurate or unavailable medication lists may result in
medication errors such as inappropriate prescribing (e.g.
drug-drug interactions or duplicate therapy), or wrong
medications being administered at hospitals, nursing homes
or taken at home [44, 45]. Physicians’ unawareness of
patients’ co-medication has been described as an important
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cause of medication errors [25]. Information technology
has an important part to play in reducing medication errors
by making the necessary information available when nee-
ded [2, 3, 13]. However, designing information technology
to support, and not interfere, with the clinical work is a
major challenge. When planning, implementing and eval-
uating health information technology such as a shared
medication list, it is important to consider a holistic view
with the different aspects affecting the outcome: i.e. tech-
nique, users, and organization [46].

All physicians agreed that a nationally shared medica-
tion list would be useful, but only if the technical solution
were sufficient, fit their process, be implemented properly
and the responsibilities clarified. Physicians expected
similar changes of information as with the transition to the
regionally shared medication list. However, with the
nationally shared medication list being planned in Sweden
(NOD, Nationell ordinationsdatabas), different counties
would still have separate EHR systems, but information on
medications would be shared through a common database
that would also be linked to the prescription repository
used at pharmacies.

Sweden is among the leading countries in terms of
electronic prescriptions with more than 90 % of the pre-
scriptions stored electronically in a prescription repository
[33]. One might think that this would mean complete
access to information on current prescriptions, but due to
legal reasons, prescribers are not allowed to access the
prescription repository in its present form. As a result,
prescribers are still bound to use local or regional medi-
cation lists in their EHR. Internationally, there are dif-
ferent approaches to reduce problems with unavailable or
inaccurate information regarding patients’ medications,
e.g. shared medication lists or electronically gathering
communicating information for medication reconciliation
[14, 16, 17, 28, 33-37]. In the US, a shared medication
list improved the accuracy [17], and a similar imple-
mentation in Austria was perceived as having the poten-
tial to improve patient safety [16]. In addition to
initiatives to make medication lists or other health infor-
mation available in a county or nation, there are initia-
tives to share information across nation borders. Within
the EU, the project epSOS (European Patients Smart
Open Services) has been ongoing since 2008 with the
objective to develop, test and validate technical specifi-
cations to secure interoperability for patient summaries
and electronic prescriptions [33]. Implementing shared
systems for health information has turned out to be more
challenging, complex and expensive than expected. The
major issues are usually not related to technology, but
rather strategies and management [36].
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Strengths and weakness of this study

A weakness of this study was the limited number of
interviews due to a short time frame for conducting the
study. We cannot rule out that a larger number of
respondents could have brought up other aspects or
perspectives. However, the authors believe that the
changes described by the physicians captured the primary
aspects of availability, accuracy and confidentiality and
would not have changed substantially with more inter-
views. The aim of the present study was not to quantify
the risks, nor was it to compare different solutions, but
to describe and highlight the information risks that may
change in conjunction with a transition to a shared list.
Furthermore, the study focused on the physicians’ sub-
jective opinions and did not measure actual changes per
se.

Traditionally, information risks are described in terms of
the fundamental aspects availability, confidentiality and
integrity. In this study, we chose to use the aspect of
information accuracy rather than integrity as the former
captures in a better way the properties of information
essential for studying medication list information. Accu-
racy in this study comprises aspects of information quality
and that the information is up to date and complete,
whereas integrity primarily concerns preventing loss, dis-
tortion or unintentional changes of information.

Future studies

To further validate the findings of the present study, to
identify more aspects and also expand questions about
responsibilities, a larger study should be conducted,
including more physicians, different disciplines and
regions. Future studies should compare different solutions
for sharing medication information. There is a need for
studies related to the implementation of a nationally shared
list: how should it be integrated and implemented to best
achieve the goal of complete and shared medication
information? What are the consequences for information
security and patient safety? What is the patients view on
shared information on medications?

Based on the present study as well as previous research
and experiences, the authors suggest nine recommenda-
tions for the implementation of a shared medication list
(Table 4). To be adopted, results and recommendations
should be disseminated to decision makers, health care
leaders including IT-departments, professionals and system
vendors through for example interdisciplinary workshops
besides written guidelines.
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Table 4 The authors’ recommendations for the implementation of a shared medication list

O 00 N O L W =

. Monitor and evaluate the implementation

. Test the technique in a small scale before implementing it in full scale

. Determine the needs of future users and allow the working process to direct technical solutions, and not vice versa

. Provide a clear description of the responsibility for the accuracy and appropriateness of the medication list

. Provide clear routines for how changes in the medication list should be accomplished

. Provide clear information of the completeness of the lists: what is and what is not included in a medication list

. Provide back-up routines for system-breakdowns and make sure they are known and practiced

. Consider IT security and data protection early in order to protect confidentiality of information without jeopardizing patient safety

. Involve the patients to improve the accuracy of the list and allow the medication list to be their source of information as well

Conclusion

Physicians perceived a regionally shared medication list to
increase the availability of information about current pre-
scriptions and potentially the accuracy but may decrease
the confidentiality of information. To implement a shared
medication list, we recommend providing clear description
of responsibilities and routines for normal activities as well
as back-up routines, consider IT-security and data protec-
tion early, involve patients to improve the accuracy of the
list as well as to monitor and evaluate the implementation.

Acknowledgements The authors thank Benny Pun, BSc, for assis-
tance with litterature search and translation of some material for the
manuscript.

Funding Funding by the Swedish Civil Contingencies Agency, the
Swedish Medical Products Agency and Linnaeus University.

Conflicts of interest The authors declare no conflict of interest.

References

1. Hovstadius B, Hovstadius K, Astrand B, Petersson G. Increasing
polypharmacy—an individual-based study of the Swedish popu-
lation 2005-2008. BMC Clin Pharmacol. 2010;10:16.

2. Ammenwerth E, Schnell-Inderst P, Machan C, Siebert U. The
effect of electronic prescribing on medication errors and adverse
drug events: a systematic review. J Am Med Inform Assoc.
2008;15(5):585-600.

3. Bates DW, Cohen M, Leape LL, Overhage JM, Shabot MM,
Sheridan T. White paper—reducing the frequency of errors in
medicine using information technology. J Am Med Inform Assoc.
2001;8(4):299-308.

4. Roughead EE, Kalisch LM, Barratt JD, Gilbert AL. Prevalence of
potentially hazardous drug interactions amongst Australian vet-
erans. Br J Clin Pharmacol. 2010;70(2):252-7.

5. Wester K, Jonsson AK, Spigset O, Druid H, Hagg S. Incidence of
fatal adverse drug reactions: a population based study. Br J Clin
Pharmacol. 2008;65(4):573-9.

6. Kongkaew C, Noyce PR, Ashcroft DM. Hospital admissions
associated with adverse drug reactions: a systematic review of
prospective observational studies. Ann Pharmacother. 2008;
42(7):1017-25.

10.

11.

12.

13.

14.

15.

16.

. Leendertse AJ, Visser D, Egberts AC, van den Bemt PM. The

relationship between study characteristics and the prevalence of
medication-related hospitalizations: a literature review and novel
analysis. Drug Saf. 2010;33(3):233—44.

. Jonsson AK, Hakkarainen KM, Spigset O, Druid H, Hiselius A,

Hagg S. Preventable drug related mortality in a Swedish popu-
lation. Pharmacoepidemiol Drug Saf. 2010;19(2):211-5.

. Howard RL, Avery AJ, Howard PD, Partridge M. Investigation

into the reasons for preventable drug related admissions to a
medical admissions unit: observational study. Qual Saf Health
Care. 2003;12(4):280-5.

Tully MP, Kettis A, Hoglund AT, Morlin C, Schwan A, Ljung-
berg C. Transfer of data or re-creation of knowledge - experi-
ences of a shared electronic patient medical records system. Res
Social Adm Pharm. 2013;9(6):965-74.

Sinnemaki J, Sihvo S, Isojarvi J, Blom M, Airaksinen M, Mantyla
A. Automated dose dispensing service for primary healthcare
patients: a systematic review. Syst Rev. 2013;2:1.

Sjoberg C, Edward C, Fastbom J, Johnell K, Landahl S, Narbro
K, et al. Association between multi-dose drug dispensing and
quality of drug treatment—a register-based study. PLoS One.
2011;6(10):e26574.

McKibbon KA, Lokker C, Handler SM, Dolovich LR, Holbrook
AM, O’Reilly D, et al. The effectiveness of integrated health
information technologies across the phases of medication man-
agement: a systematic review of randomized controlled trials.
J Am Med Inform Assoc. 2012;19(1):22-30.

Tamblyn R, Poissant L, Huang A, Winslade N, Rochefort CM,
Moraga T, et al. Estimating the information gap between emer-
gency department records of community medication compared to
on-line access to the community-based pharmacy records. J] Am
Med Inform Assoc. 2014;21(3):391-8.

Rahmner PB, Gustafsson LL, Holmstrom I, Rosenqvist U,
Tomson G. Whose job is it anyway? Swedish general practitio-
ners’ perception of their responsibility for the patient’s drug list.
Ann Fam Med. 2010;8(1):40-6.

Janzek-Hawlat S, Ammenwerth E, Dorda W, Duftschmid G,
Hackl W, Horbst A, et al. The Austrian e-Medikation pilot
evaluation: lessons learned from a national medication list. Stud
Health Technol Inform. 2013;192:347-51.

. Stock R, Mahoney ER, Gauthier D, Center L, Minniti M, Scott J,

et al. Developing a Community-Wide Electronic Shared Medi-
cation List. In: Henriksen K, Battles JB, Keyes MA, Grady ML,
editors. Advances in Patient Safety: New Directions and Alter-
native Approaches (Vol 4: Technology and Medication Safety).
Advances in Patient Safety. Rockville (MD)2008.

. Ekedahl A, Brosius H, Jonsson J, Karlsson H, Yngvesson M.

Discrepancies between the electronic medical record, the pre-
scriptions in the Swedish national prescription repository and the

@ Springer



942

Int J Clin Pharm (2014) 36:933-942

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

current medication reported by patients. Pharmacoepidemiol
Drug Saf. 2011;20(11):1177-83.

Balon J, Thomas SA. Comparison of hospital admission medi-
cation lists with primary care physician and outpatient pharmacy
lists. J Nurs Scholarsh. 2011;43(3):292-300.

Picton C, H. W. Keeping patients safe when they transfer
between care providers—getting the medicines right. 2012;
288(7710):718.

Linsky A, Simon SR. Medication discrepancies in integrated
electronic health records. BMJ Qual Saf. 2013;22(2):103-9.
Fitzsimons M, Grimes T, Galvin M. Sources of pre-admission
medication information: observational study of accuracy and
availability. Int J Pharm Pract. 2011;19(6):408-16.

Tamblyn R, Huang AR, Meguerditchian AN, Winslade NE,
Rochefort C, Forster A, et al. Using novel Canadian resources to
improve medication reconciliation at discharge: study protocol
for a randomized controlled trial. Trials. 2012;13:150.
Leonhardt KK, Pagel P, Bonin D, Moberg DP, Dvorak ML,
Hatlie MJ. Creating an Accurate Medication List in the Outpa-
tient Setting Through a Patient-Centered Approach. In: Henriksen
K, Battles JB, Keyes MA, Grady ML, editors. Advances in
Patient Safety: New Directions and Alternative Approaches (Vol
3: Performance and Tools). Advances in Patient Safety. Rockville
(MD)2008.

Teinila T, Kaunisvesi K, Airaksinen M. Primary care physicians’
perceptions of medication errors and error prevention in coop-
eration with community pharmacists. Res Social Adm Pharm.
2011;7(2):162-79.

Weeks DL, Corbett CF, Stream G. Beliefs of ambulatory care
physicians about accuracy of patient medication records and
technology-enhanced solutions to improve accuracy. J Healthc
Qual. 2010;32(5):12-21.

Ekedahl A. Patients’ information on their prescribed current
treatment. Journal of pharmaceutical health services research.
2012;3(2):79-84.

Remen VM, Grimsmo A. Closing information gaps with shared
electronic patient summaries: how much will it matter? Int J] Med
Inform. 2011;80(11):775-81.

Vogelsmeier A, Pepper GA, Oderda L, Weir C. Medication
reconciliation: A qualitative analysis of clinicians’ perceptions.
Res Social Adm Pharm. 2013;9(4):419-30.

van Deursen N, Buchanan WJ, Duff A. Monitoring information
security risks within health care. Computers & Security.
2013;37:31-45.

Neame R. Effective sharing of health records, maintaining pri-
vacy: a practical schema. Online J Public Health Inform.
2013;5(2):217.

Ljungberg C. Prerequisites and responsibility for appropriate
prescribing - the prescribers view [dissertation]. Uppsala: Upp-
sala Universitet; 2010.

Kierkegaard P. E-Prescription across Europe. Health and Tech-
nology. 2012;3(3):205-19.

@ Springer

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

46.

47.

48.

49.

Kierkegaard P. eHealth in Denmark: A Case Study. J] Med Syst.
2013;37(6):9991.

Kierkegaard P. Electronic health record: Wiring Europe’s
healthcare. Computer Law & Security Review. 2011;27(5):
503-15.

Deutsch E, Duftschmid G, Dorda W. Critical areas of national
electronic health record programs-is our focus correct? Int J] Med
Inform. 2010;79(3):211-22.

Suna T. Finnish National Archive of Health Information (KanTa).
Fujitsu Sci Tech. 2011;47(1):49-57.

Graneheim UH, Lundman B. Qualitative content analysis in
nursing research: concepts, procedures and measures to achieve
trustworthiness. Nurse Educ Today. 2004;24(2):105-12.
Sandelowski M. Whatever happened to qualitative description?
Res Nurs Health. 2000;23(4):334-40.

Ekedahl A, Tarning E, Rutberg H, Yngevesson M, Hoffman M.
[In Swedish] [Errors in the pharmaceutical and prescription lists
are very common. Patient data on prescriptions compared with
medical records and prescription database] Mycket vanligt med
fel i lakemedels- och receptlistorna. Likartidningen. 2012;
109(20-21).

Rosenthal TC. The medical home: growing evidence to support a
new approach to primary care. J Am Board Fam Med.
2008;21(5):427-40.

Midlof P. Drug-related problems in the elderly - Interventions to
improve the quality of pharmacotherapy [dissertation]. Lund:
Lund University; 2006.

Powell J, Fitton R, Fitton C. Sharing electronic health records: the
patient view. Inform Prim Care. 2006;14(1):55-7.

Keers RN, Williams SD, Cooke J, Ashcroft DM. Causes of
medication administration errors in hospitals: a systematic review
of quantitative and qualitative evidence. Drug Saf.
2013;36(11):1045-67.

Keers RN, Williams SD, Cooke J, Ashcroft DM. Prevalence and
nature of medication administration errors in health care settings:
a systematic review of direct observational evidence. Ann Phar-
macother. 2013;47(2):237-56.

Jokela P, Karlsudd P, Ostlund M. Theory, method and tools for
evaluation using a systems-based approach. Electronic Journal of
Information Systems Evaluation. 2008;3(11):197-212.
Wallerstedt SM, Fastbom J, Johnell K, Sjoberg C, Landahl S,
Sundstrom A. Drug treatment in older people before and after the
transition to a multi-dose drug dispensing system—a longitudinal
analysis. PLoS One. 2013;8(6):e67088.

Hammar T, Nystrom S, Petersson G, Rydberg T, Astrand B.
Swedish pharmacists value ePrescribing: a survey of a nation-
wide implementation. J Pharm Health Serv Res. 2010;1(1):23-32.
Montelius E, Astrand B, Hovstadius B, Petersson G. Individuals
appreciate having their medication record on the web: a survey of
attitudes to a national pharmacy register. ] Med Internet Res.
2008;10(4):e35.



	Implementation of a shared medication list: physicians’ views on availability, accuracy and confidentiality
	Abstract
	Impact of findings
	Introduction
	Aim of the study
	Ethical approval
	Method
	Results
	Availability of information
	Accuracy of information
	Confidentiality of information
	Other aspects
	Responsibility for medication list
	Need for other forms of information
	Patients information on current medications
	Patients with multi-dose drug dispensing

	Views regarding a nationally shared medication list

	Discussion
	Strengths and weakness of this study
	Future studies

	Conclusion
	Acknowledgements
	References


