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Abstract
In recent years, the Internet of Things (IoT) has grown at an exponential rate, transform-
ing the healthcare business and perhaps leading to the creation of healthcare big data. As 
a result, there is a requirement to safeguard data from being attacked in order to ensure 
secure data transfer through the network. Cryptography has been discovered to be a sim-
ple and efficient method for safeguarding healthcare big data. At the same time, in cryp-
tography, the best key generation process is viewed as an optimization issue that may be 
addressed with meta-heuristic algorithms. As a result, the main focus of this research is 
on the investigation of health care data security in IoT using the ASS-JFO-DHEA model, 
which combines an innovative hybrid Artificial Shuffle Shepherd Integrated Jellyfish opti-
mization (ASS-JFO) algorithm with Digital Homomorphism Elgamal Algorithm (DHEA) 
encryption for data security. MATLAB software is used to carry out the execution and 
experiments for this research. On different benchmark images from a healthcare dataset, 
the ASS-JFO-DHEA model is experimentally validated. The peak signal to noise ratio, 
root mean square error, encryption time, mean square error, and other metrics are used 
to assess the findings.The findings are compared and contrasted as a consequence of this 
execution, and a variety of encryption algorithms with their optimization techniques from 
the literature are recognized as having the most intense PSNR values, i.e., 74 dB, generated 
by the suggested approach.

Keywords  Security · Optimization · Cryptography · Healthcare · Internet of things and 
cloud

1  Introduction

The Internet of Things (IoT) is a collection of a massive multitude of devices (technolo-
gies) connected via the Internet (Mashal et al. 2020). Furthermore, the IoT is a realm where 
huge data is sent every second. In terms of IoT, a collection of smart devices, actuators and 
sensors collaborate to monitor and respond to the physical state and human frameworks 
(Lee et al. 2018). This system is linked to the communication across platforms as well as 
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interconnected devices in the appealing physical and virtual world (Ahmadi et al. 2019). 
The enormous amount of internet-enabled data transmission has generated huge infor-
mation in real to satisfy diverse application specifications, like healthcare, social media 
platforms, e-commerce, banking industries, research community, and other manufacturing 
monitoring and security protocols, etc. (Perwej et al. 2019). IoT, as another phase in infor-
mation systems, lets in telemedicine, an extra endeavor in which sensors and networks are 
used to traditional medicinal equipment, allowing them to attach knowledge to such gadg-
ets and allowing patients to communicate and collaborate with remote professionals (Zhu 
et al. 2019). As a result, developing an effective way to ensure the confidentiality and reli-
ability of the patient’s diagnostics data transmitted and collected from the IoT background 
is critical (Kumar and Gandhi 2020).

E-health systems reduce healthcare costs while also improving quality of service, and 
these elements contributed to the optimization of the healthcare industry via the use of 
new equipment and solutions (Jasim et al. 2021). However, in order to assure dependable, 
smooth, and secure data transfer over uncertain networks, biomedical transmission of data 
has become one of the most pressing demands in the present health-care system (Ghazal 
2021). IoT as well as cloud technology in healthcare systems have aided in the distribution 
of a large volume of healthcare data throughout the network. In an IoT and cloud envi-
ronment, it is critical to protect the security and confidentiality of the patient’s condition 
(Podder et al. 2101). Specific sensor devices, as well as the credibility of healthcare pro-
fessionals, may be safeguarded in an IoT network.Patient data is often maintained on a 
cloud platform at the hospital, which necessitates a high level of security (Raghuvanshi 
et al. 2021). Regardless of networking and storage technologies, meanwhile, data security 
remains an issue. As a result, a new framework is necessary for the safe storage and trans-
mission of medical data that are interlaced with patient data (Calvillo-Arbizu et al. 2021). 
This will find it difficult to use traditional IoT security solutions such as the widely used 
public key system and Internet protocol authentication.

Systems that are insecure, the information’s privacy is maintained and ensured through-
out the trading process (Li et al. 2021). It retains its inventiveness, and the framework con-
ceals no alteration. Confidentiality, authenticating, durability, and non-repudiation all play 
a part in the security methods used to safeguard the communication of multimodal outputs 
like data, images, video, audio, and so on (Zhan 2021). Several efforts have been made 
to protect of that kind incidences in the implementation of security structures, including 
the Rivest-Shamir-Adleman (RSA) (Rana et al. 2021), Digital signature algorithm (Zead-
ally et al. 2021), elliptic curve cryptography (Lara-Nino et al. 2020), Hybrid light weight 
encryption (Jyotheeswari and Jeyanthi 2020), intelligent cryptography algorithm (Pandey 
et  al. 2020), Advanced Encryption Standard (AES) (Atiewi et  al. 2020), diffie-Helman 
(Adat and Gupta 2018), and Quantum hash function (Shankar 2021).Considerable efforts 
are being made, meanwhile, either in developing shared data security mechanisms or secu-
rity architecture, or in implementing a variety of data encryption techniques (Stergiou et al. 
2020). Various meta-heuristic initiatives have been developed in recent years to increase 
data safety in the cloud, such as swarm optimization (Elhoseny et al. 2018), particle swarm 
optimization (Helmi et al. 2022), Genetic algorithm (Tripathi et al. 2022), and so on. Nev-
ertheless, both security and computer performance have remained a major topic among 
researchers and healthcare professionals(Nagarajan and Minu 2018).

Furthermore, traditional approaches have a significant level of delay and high 
computational(Thyagharajan and Minu 2013; Dhanalakshmi and Nagarajan 2020). To 
address these concerns, the ASS-JFO-DHEA model combines the Artificial Shuffle Shep-
herd Integrated Jellyfish optimization (ASS-JFO) method with the Digital Homomorphism 
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Elgamal Algorithm (DHEA) encryption scheme for data security. The proposed model per-
forms the encryption and decryption process using DHEA technique. In addition, the sug-
gested model leverages a hybridization of the ASS-JFO method for optimum key selection 
to minimize the computation time required for the randomly chosen of secret keys. Typi-
cally, the IoT-based healthcare system produces large amount of data from different sources 
like medical equipment’s, electronic health records, wearables, etc. This generated big data 
contains sensitive information; therefore ensuring security and privacy to this data is a 
challenge. In the proposed work, this challenge is resolved by using the integrated cryp-
tographic algorithm. The utilization of cryptographic encryption protects this data from 
unauthorized access by performing data encryption process. In the proposed work, homo-
morphic encryption approach named DHEA was applied to encrypt the sensitive informa-
tion generated by IoT-based healthcare. The homomorphic encryption enables the system 
to perform computations on encrypted data before decryption, thus it provides privacy dur-
ing data processing and confirms security and eliminates the risk of unauthorized access. 
In addition, the ASS-JFO approach was integrated in the developed model to optimize 
the encryption and decryption process. This algorithm has the capacity to handle optimal 
solution within a large solution space. It helps to select the optimal cryptographic keys for 
encryption process, thus, it enhances the data process and makes the system more scal-
able and reliable for handling large amount of data generated by IoT healthcare. Thus, the 
proposed hybrid cryptographic model provides greater level of security in big IoT-based 
healthcare. This article’s contribution is summarized as follows:

•	 Propose a new ASS-JFO-DHEA model method for secure data exchange in healthcare 
systems based on IoT.

•	 For optimum key selection for the encryption and decryption of medical data, use the 
hybrid ASS-JFO optimization technique.

•	 Integrate the DHEA with IoT technology to allow for safe data sharing in healthcare 
systems.

•	 The efficiency of Secure Data is demonstrated through simulations of the proposed 
algorithms in terms of Root Mean Square Error (RMSE), Mean Square Error (MSE), 
Peak Signal to Noise Ratio (PSNR), time complexity, and so on. The results show that 
Secure Data can be used to ensure security in IoT-based healthcare systems.

The following is the summary of the article’s arrangement: Sect. 2 describes the cur-
rent state of development on this task security for IoT applications. Section 3 describes the 
problemstatement. The recommended framework for improving security in the IoT model 
for the healthcare sector is outlined in Sect. 4. Section 5 contains the results and a com-
parative analysis. Finally, Sect. 6 brings the research to a conclusion.

2 � Related work

The following are some of the most recent papers linked to this research: The growth of 
the Internet of Medical Things (IoMT) is projected to revolutionize the healthcare business 
as the IoT develops. For this reason, Denis and Madhubala (2021) used a new hybrid of 
grasshopper optimization combined particle swarm optimization in elliptic curve cryptog-
raphy, to explore the security of medical data in IoT. Medical images are safeguarded in the 
Iot architecture using this approach. Dhawan et al. (2021) offered an image steganography 
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approach that employs a Salp Swarm Optimization Algorithm (SSOA) based responsive 
encoding scheme to maximise payload capacity by adjusting various parameters. The 
fidelity of the stego pictures is then improved using a hybrid Fuzzy Neural Network with 
either a backpropagation learning technique. The stego pictures are then communicated to 
the destination using an IoT protocol that is very secure.Because of the nature of IoMT, 
some design issues arise, such as privacy and security, insufficient resources, and insuf-
ficient training data by Alqaralleh et al. (2021). This elliptic curve cryptography (ECC) is 
used, and the hybridization of grasshopper and fruit fly optimization (GO-FFO) technique 
is used to generate the best ECC keys.The hash values are then encrypted using the neigh-
bourhood indexing sequence (NIS) combined burrow wheeler transform (BWT), known as 
NIS-BWT. Finally, to identify the presence of illness, a deep belief network (DBN) is used 
in the categorization process.

The healthcare data generated by the IoT network system is encrypted using the Light-
weight SIMON based block cypher for safe transmission by Rani et  al. (2020). Then, 
using the Chinese Remainder based Theorem (CRT), a duplicate of each ciphertext is gen-
erated depending on the number of users chosen, and the information is distributed one 
of the most appropriate number of customers. The Hybrid Teaching as well as Learning 
Based Optimization (HTLBO) of meta-heuristic algorithm is used to choose users in the 
IoT. Then, proposed quality healthcare firms who can deliver a comprehensive number 
of healthcare treatments to IoT participants.Conventional cryptosystems are insufficient 
to address these difficulties, thus Elhoseny et al. (2020) proposed a model that combines 
2D based Discrete Wavelet Transform 1 first or two Level steganography with a mix of 
the Advanced Encryption Standard (AES) as well as Rivest Shamir Adleman (RSA) tech-
niques. The hybrid encryption approach is designed to keep diagnoses data safe while it 
is integrated in the RGB channels of a healthcare main picture. The employment of an 
Adaptive Genetic Algorithm based Optimal Pixel Adjustment Process (AGA-OPAP), 
which enriches data concealing ability and also steganography qualities, is one of the 
important innovations.Heterogeneous machine learning, as opposed to typical centralised 
learning algorithms, allows for the effective and beneficial application situations. Never-
theless, certain security needs may be incompatible with distributed learning. To overcome 
such obstacles, Ku et al. (2022) offered a privacy-preserving federated learning strategies 
focused on the cryptographic fundamental of homomorphic re-encryption that can either 
secure or learn user information using homomorphic re-encryption.

In recent times, privacy-preserving data analysis techniques have been studied in order 
to give adequate solutions for ensuring the privacy of information in the cloud. Therefore, 
Balashunmugaraja and Ganeshbabu (2022) presented a novel hybrid meta-heuristic para-
digm for establishing a privacy protection strategy for cloud-based commercial data. The 
major goal of this study is to create a novel hybrid red deer-bird swarm method (RD-BSA) 
that ensures greater convergence while minimizing the use of control factors in solution 
creation. The security of the patient’s records is a significant problem. As a result, Ogundo-
kun et al. (2021) created the Crypto-Stegno framework, a security paradigm for IoT-based 
medical environments. The security, severe data loss, and supreme embedding ability of 
the patients’ healthcare and vital medical data are all proven. Due to the lack of learn-
ing parameters, this approach is not usable in blockchain security systems. Kalyani and 
ShilpaChaudhari (2020) have created a novel cryptographic-based IoT security authenti-
cation technique for blockchain security. This work uses high-reliability Optimal Homo-
morphic Encryption (OHE) to secure IoT essential data. To categories sensitive data from 
the IoT dataset, the Deep Learning Neural Network (DNN) structure is utilized. Following 
classification, OHE encrypts and decrypts sensitive information. During encryption, the 
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key is authenticated, and the best key is selected using the Step size FireFly (SFF) optimi-
zation method.

3 � Problem statement

An e-health IoT system manages the healthcare system, which includes multiple patient 
data. IoT technology solves serious security concerns connected to securing sensitive data 
that arise as a consequence of current conventional networks by connecting everything. 
As a result, effective access control is essential to transfer data in order to resolve diffi-
culties. As a result, hostile attacks on healthcare systems are occurring, with the goal of 
hacking patient data at the transmission, data collecting, and storage stages. In any case, 
a third-party supplier would decrypt and calculate some secret data from customers using 
typical encryption technologies before processing it (Raghuvanshi et al. 2021). Encryption 
methods are commonly used to ensure the security of digital systems. A disadvantage of 
classical symmetric ciphering is the possibility of exposing the secret key. Encryption has 
become one of the options for keeping data confidential.

Encryption is a technique for turning an image into a cryptic image. A clever new encryp-
tion technology can help to reduce security threats significantly. In a vast and complicated 
setting, authentication process and validation are so complex that they threaten the logical 
effectiveness of the greatest cryptographic techniques (Adat and Gupta 2018). Typically, the 
IoT-based healthcare functions by collecting the patient’s medical records, treat history, etc., 
and store it in the cloud server for analysis and access by healthcare providers. However, this 
data storage and transmission poses several security challenges and risks. Some key challenges 
associated with big IoT healthcare system includes data privacy and confidentiality, data integ-
rity, secure data transmission, computational complexity, key management, etc. The storage 
of patient data in the cloud server concerns about unauthorized access, data breaches, and 
potential misuse of sensitive information. Therefore, ensuring data privacy and confidentiality 
during storage and transmission is important to prevent the unauthenticated access. Moreo-
ver, confirming stored information remains accurate and unaltered throughout its lifecycle is 
important to avoid incorrect medical decisions by health providers. Generally, the IoT devices 
such as medical wearables, monitoring sensors, etc., are vulnerable to cyber threats, providing 
an entry point for attackers to access the patient data. Furthermore, the transmission of health-
care data over unsecured communication networks or channels imposes risk of data intercep-
tion. Therefore, providing a strong authentication mechanism is important to provide secure 
and authorized data access in IoT-based healthcare system. The proposed hybrid security 
framework combines the DHEA and ASS-JFO algorithms to address the security challenges 
in IoT-based healthcare systems comprehensively. To ensure data privacy and confidential-
ity, the DHEA algorithm encrypts patient data during storage and transmission, rendering it 
unreadable to unauthorized users. Additionally, DHEA’s homomorphic encryption capabili-
ties enable secure computation on encrypted data without decryption, ensuring data integrity 
throughout its lifecycle. The integration of the ASS-JFO model optimizes the encryption and 
decryption processes by selecting the optimal cryptographic keys, enhancing key security and 
reducing computational time. This robust key management process makes the system more 
scalable to handle the vast amount of data generated by IoT healthcare devices. Overall, the 
proposed methodology provides a strong security foundation, safeguarding patient data from 
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unauthorized access, data breaches, and potential cyber threats, thereby enabling secure and 
authorized data access in the IoT-based healthcare environment.

4 � Proposed methodolgoy

Securing data in the route of transmission has become a more critical and difficult undertak-
ing in recent years. However, it is one of the most important models for securing patient data 
in the healthcare context. Healthcare services and infrastructure are improved to the smart 
level in the digitalized world through the internet. As a result, after using IoT technology to 
detect the body’s condition, all of the data is saved on the cloud, resulting in a large amount 
of patient data. Because of the massive quantities of data in cloud environments, safeguarding 
the cloud, as well as the information in cloud services, is challenging (Fig. 1).

The main goal of this study is to develop an independently verified image data transfer 
system in IoT technology that assures medical image privacy, confidentiality, and authentic-
ity. Figure 2 depicts the suggested framework for a secure IoT strategy in the healthcare sec-
tor. Firstly, standard healthcare data from IoT-based big data is evaluated for security method 
validation. For considerable data exchange, the size of the huge data is then compressed using 
the effective lossless compression technique known as Golomb coding. The suggested ASS-
JFO-DHEA model also protects the shared data by combining a new hybrid Artificial Shuffle 
Shepherd Integrated Jellyfish optimization (ASS-JFO) method with Digital Homomorphism 
Elgamal Algorithm (DHEA) encryption. After the data has been encrypted, it is uploaded to 
the cloud server via internet, and the data decryption process uses the best feasible private key. 
The purpose of optimal key selection in a security programmer is to use hybrid optimization 
called ASS-JFO to find the best private and public keys for both transmitter and the receiver. 
and the built framework is run in MATLAB.

4.1 � Data transmission in IoT

Gathering healthcare data from a number of sources facilitates effective interaction between 
patients and doctors, improving general patient care quality, and provides greater insight into 
individual illnesses. The data acquired by IoT nodes will be sent to a gateway server that will 
combine the information and send it to a cloud infrastructure for more analysis. Nevertheless, 
data security in healthcare research is critical because it necessitates the gathering, storage, 
and use of huge volumes of personal data, most of which is sensitive and possibly humiliating.

4.2 � Golomb coding compression

Data compression is significant in the storage and transmission of big data because it decreases 
network bandwidth as well as resource capacity. Thus, the Golomb coding lossless compres-
sion method is provided in this work. For this execution, initially set up the parameter as G to a 
value of integer and the encoded number M is defined as

Furthermore, the code word is generated for the processing as the format like 
< Code ofQuotient >< Code of Remainder > . Where Unary coding is used to express the 

(1)Quotient = Q = floor(M∕G)

Remainder = R = MmoduloG
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quotient and truncated binary code is used to represent the remainder. In this way, the big 
amount of data is compressed for sharing to the users.

4.3 � Proposed DHEA with ASS‑JFO method

This section also summarizes the IOT health records in the healthcare portion, which 
includes DHEA. Key generation, key optimization, key distribution, encryption, signa-
ture, verification, and decryption are just a few of the necessary processes in this suggested 
DHEA cryptographic security system. For key generation, an ASS-JFO optimization 
model is being proposed to improve the level of security of IOT frameworks.
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4.3.1 � Key generation

The proposed DHEA algorithm has asymmetric key function. There are two stages to key gen-
eration. The first part involves selecting algorithm parameters that may be distributed across 
system users, while the second stage involves computing a unique pair of keys for a particu-
lar user. In parameter generation, the length of the key as L and prime number u of L-bit is 
selected. Furthermore, the cryptographic has function A is selected with the consequences of 
L-bits. While validation, if N > L , only leftover bits of L is used for the hash output. Then, the 
generator v < u is selected for the multiplication modulo u . Therefore, the parameter of DHEA 
is (u, v) and it is distributed between the users and data owners. The second stage evaluates the 
pair of keys for a specific user provided model parameters. The integer value of i is selected 
randomly from {1.....u − 2} , i is the private key and the public key j is estimated using Eq. (2),

(2)j = vi mod u
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Fig. 2   The work flow of proposed security improvement in IoT based healthcare system
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4.3.2 � Key selection optimization

To acquire the best public and private key for security, the ASS-JFO optimization approach 
have used. The conception of establishing the accumulation of specific ways of these 
approaches is described in the above parts, and the hybridization of shuffle shepherd with 
artificial jellyfish optimization is conducted in order to meet the needs of the ideal key of 
DHEA with the most extreme key.

Step 1: Initialization
When the key strategy is implemented, the integer values are considered to generate a 

new population size for the optimal key selection procedure. The following equation starts 
ASS-JFO with a randomly formed starting member of keys in the search process:

where Kmin and Kmax are the minimum and maximum boundaries of key parameters, 
respectively; r is a random variable for each constituent created between 0 and 1; x is the 
number of individuals in key each group, and y is the number of key groups.

Step 2: Shuffling key
The first i parts of each key are randomly distributed in the first column of the multi-

keys matrix (Eq. 4) as the first element of each key in this procedure, depending on their 
fitness values. The following i members are selected similarly to the previous stage and are 
randomly arranged in the column to form the leftmost column of multi-keys. This tech-
nique is repeated j times till the multi-keys matrix are generated as follows:

It’s important to note that each row of multi-keys represents the users of each key, with 
the first column of multi-keys representing the best users in each key. In addition, the indi-
viduals in the last column are the lowest in each key.

Step 3: Key exploration
Here, the function of jellyfish optimization is applied for the optimal selection of keys. 

To replicate type selection, a key j different than the one of attention i is chosen at random, 
and the movement is determined by a vector from the key of focus j to the selected key i . 
When the quantity of data at the selected key’s position i surpasses that at the key’s posi-
tion j the latter advances forward towards the earlier. If the quantity of data accessible to 
the selected key i is less than that provided to the key of attention j it goes aside from it. As 
a result, each key goes in a better direction to find food in a swarm. The vector of choice 
and the updated position of a key is estimated using Eq. (5). This movement is seen as a 
successful use of the search engine area.

where f  is represented as the objective function of key selection K . The time control 
method is established for the optimal selection of keys because the typical elgamal encryption 

(3)K0
x,y

= Kmin + r × (Kmax − Kmin); x = 1, 2,....i and y = 1, 2,....j

(4)Mk =

⎡
⎢⎢⎢⎢⎢⎢⎣

K1,1 K1,2 ⋯ K1,j ⋯ K1,j

K2,1 K2,2 ⋯ K2,j ⋯ K2,j

⋮ ⋮ ⋮ ⋮ ⋮ ⋮

Kx,1 Kx,2 Kx,y Kx,j

⋮ ⋮ ⋮ ⋮ ⋮ ⋮

Ki,1 Ki,2 ⋯ Ki,y ⋯ Ki,j

⎤⎥⎥⎥⎥⎥⎥⎦

(5)Ki(t + 1) = Ki(t) + r(0, 1) ×

{
Kj(t) − Ki(t)

Ki(t) − Kj(t)

iff (Ki) ≥ f (Kj)

iff (Ki) < f (Kj)
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method has consume more time to key selection. Thus, the proposed hybrid optimization 
method reduces the time consumption. The random value of the time control function varies 
from 0 to 1 over time. The time control function is executed using Eq. (6),

where, Tmax is denoted as the maximum count of iteration and the number of itera-
tion for particular execution is denoted as t . As time passes, (1 − K(t)) tactics one, and 
(1 − K(t)) > r(0, 1) of probability finally more than the r(0, 1) > (1 − K(t)).Thus, this kind 
of key selection is preferred.

Step 4: Key updating
Two vectors are used to determine a specific step size for each key member. The first 

vector Sw
x,y

 depicts the capacity to explore additional areas of the solution space. The sec-
ond vector, on the other hand Sb

x,y
 denotes the ability to discover the vicinity of previously 

visited potential search space regions. The following is the mathematical expression for the 
iterations:

where, Kx,b and Kx,w are the best and worst parameters in terms of objective function value. 
Kx,y , r1 and r2 are random parameters with each component created between 0 and 1; It’s 
value observing that the xth group’s initial parameter Kx,1 doesn’t have an associate who is 
better than it, thus Sb

x,y
= 0 . Consequently, Kx,j does not have a worst parameter than itself 

due to the x th group final parameters, henceforth Sw
x,y

= 0 . Furthermore, � and � are the 
variables that effect exploration as well as exploitation, correspondingly.

Step 5: Termination
The new parameter of the Kx,y is computed using Eq.  (8) based on the previous step. 

Subsequently, if the Kx,y parameter is not lesser than its earlier objective function level, it 
will be updated using Eq. (8)

This hybrid technique completes the task of learning the hybridization form with the 
greatest attention; the best solution is chosen from the algorithms. Until the ideal key for 
the healthcare data is obtained, the method is continued.

4.3.3 � Encryption stage

Encryption is a method of encrypting images or data in a system that lets them to be 
authenticated. The data owner encrypts the data d to users under the j of public key. 
Record the data d to part D of j using reversible mapping strategy. The integer value of k is 
selected randomly from {1.....u − 2} . Furthermore, estimate the shared secret using Eq. (9)

Also compute the cipher data x1 and x2 as follows

(6)K(t) =
|||||

(
1 −

t

Tmax

)
× 2 × r(0, 1) − 1)

|||||

(7)
Sx,y = � × r1 × (Kx,w − Kx,y) + � × r2 × (Kx,b − Kx,y) x = 1, 2,....i and y = 1, 2,....j

(8)New Kx,y = Kx,y + Sx,y

(9)S ∶= yk

(10)
x1 ∶= vk

x2 ∶= d ⋅ S

RETRACTED A
RTIC

LE



Securing healthcare big data in industry 4.0: cryptography…

1 3

Page 11 of 29  366

Consequently, the encrypted data of x1 and x2 sent to the users from data owners.Since 
x2 ⋅ d

−1 = S is attained only if the encrypted 
(
x1, x2

)
 and original data is knows by any one. 

As a result, a new S and k is generated for each data to enhance the security. Therefore, k is 
also known as an ephemeral key.

4.3.4 � Signing stage

For powerful and secure connection, the authenticated data is transferred in encrypted 
form. Thus, the signing performance is applied for the encrypted data d . For this, the inte-
ger l is randomly selected as {2.....u − 2} with the corresponding prime number u − 1 . 
Computing the signature parameter q and z as follows:

If it improbable function then z = 0 and it repeats the function with different l value. 
Thus, the signed signature data is considered as (q, z) . After signing the data the informa-
tion has been stored in the network storage.

4.3.5 � Authentication analysis

If the cypher data has to be authenticated by transmitting a signature, the receiver must 
know the sender’s optimal private keys, and the random values should be examined at that 
point. Finally, determine the homomorphism capability in order to improve the security 
level of healthcare data in IoT. For authentication analysis, the signature (q, z) is a valid sig-
nature for a data d as per the following states as validate that 0 < q < u and 0 < z < u − 1 . 
The verification of the signature is validated as

In the perspective that a signature issued using the signing method has always been rec-
ognized by the verifier, the algorithm is accurate. Thus, the homomorphic validation is 
performed for the encrypted data as x(d) = (vq, d.yr) for random of {q.....u − 2} . Then, the 
homomorphic property is as follows

4.3.6 � Decryption

Decryption is a diametrically opposed idea to encryption, and it is the process of convert-
ing an encrypted element into its own plain image. The encrypted data 

(
x1, x2

)
 is decrypted 

with the private key i as subsequently. Estimate S ∶= xi
1
,meanwhile x1 = vk , xi

1
= vik = yk . 

Thus, it is the identical shared secret that data owners used to encrypt his data. Evaluates 
S−1 in the group, this can be calculated in a variety of ways. If N is a subset of a multiplica-
tive group of numbers modulo u , where u is a prime number, then compute

(11)
q ∶= vk mod u

z ∶= (A(d) − iq)l−1 mod (u − 1)

(12)vA(d) = iqqz(mod u)

(13)

x(d1) ∗ x(d2) =
(
vq1, d1.y

r1
)(
vq2, d2.y

r2
)

=
(
vq1+q2, (d1.d2)y

r1+r2
)

= x(d1 ⋅ d2)
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The estimation generates the original data d , because x2 = d.S , thus, the evaluation is 
denoted as

Therefore, the encrypted data is returns to the original data. The work flow of proposed 
security improvement in IoT based healthcare system is illustrated in Fig. 2.

5 � Result and discussion

The suggested IoT security framework was designed using MATLAB 2019a on a Windows 
computer with an Intel (R) Core i5 processor running at 1.6 GHz and 4 GB of RAM. Fur-
thermore, the proposed algorithm is compared to many standard methods as well as a per-
formance metric. Digital data are combined together in the Kaggle dataset. An imaging set, 
scans, genetic data, medical reports, and a CT scan are all included in the digital IoT based 
database. The following is the parameter configuration: The maximum number of fitness 
value evaluations for all parameters is 4.25 × 104, and the size of the population is 50.

5.1 � Performance analysis

This section describes the data quality analysis of the planned task using several performance 
indicators. For security level analysis, assessment measures such as Root Mean Square Error 
(RMSE), Peak Signal to Noise Ratio (PSNR), Mean Square Error (MSE), time complexity, 
and so on are utilized. The proposed method is employed as the learning optimization algo-
rithm. The square root of the average of the square of all errors is the root mean squared error 
(RMSE) over the each iteration using Eq. (16)

where the actual output is denoted as ao and the targeted output is denoted as to . Mean 
Square Error (MSE) can be used to determine the dependability of an image by quantifying 
its distortion and matching level.

where n is the overall quantity of input data and I as well as E is the input and encrypted 
data respectively.The statistically significant difference between the expressive range of 
input data as well as data encryption invisibility is determined by the Peak Signal to Noise 
Ratio (PSNR). The PSNR is calculated by using the following:

(14)d ∶= x2 ⋅ S
−1

(15)x2 ⋅ S
−1 = (d.S) ⋅ S−1 = d.f = d

(16)
RMSE =

�����
n∑

0=1

�
to − ao

�2

n

(17)MSE =
1

n

n∑
a=I,E

(I − E)2

(18)PSNR = 10 log10

(
2252

MSE

)
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The amount of received bits in a stream of data via a channel of communication that 
were changed due to distortion, noise, compression, or bit synchronization faults is known 
as the number of bit errors.

The compression ratio is calculated as the proportion between the uncompressed as well 
as compressed sizes of data, as expressed in Eq. (8)

where Ur is the uncompressed data size, and Cs is the compressed data size. The encryption 
time is measured as the period it takes to convert plain data into encrypted data, which is 
calculated using Eq. (21) as follows:

The time it takes to decode encrypted data into plain data is measured in decryption 
time, which is computed as follows in Eq. (5):

The data transfer rate is defined as the speed at which data is sent, which is calculated 
using Eq. (23) and is approximated based on data size and transfer time,

The volume of data acquired at the receiver side is measured by the time it requires for 
data to be transferred through the procedure, which is referred to as throughput.

Data confidentiality is a fundamental data security service. The difference between the 
original and received data during data transfer determines the confidential rate.

5.2 � Experimental analysis

For the performance study of the proposed ASS-JFO-DHEA model in the healthcare sys-
tem, consider five sample healthcare images. Table  1 shows the enhanced information 
security outcomes for sample healthcare data. The five sample images are (a) MRI brain 
tumor, (b) Spinal cord, (c) CT scan images, (d) Retinal scan data and (e) CT lung disease 
data.

Consequently, Table 2 shows the suggested model’s optimal security outcomes. Encryp-
tion time, key breaking time, encryption size, encryption memory, decryption memory, 
compression ratio, and decryption time were all shown. Even if the encryption and decryp-
tion times increase as the file size grows, the recommended technique delivers the fastest 

(19)BER =
1

PSNR

(20)CR =
Ur

Cs

(21)Encryption time =
Overall encrypted plain data (bytes)

Encryption time (ms)

(22)Decryption time =
Overall decrypted cipher data (bytes)

Decryption time (ms)

(23)Ds =
Amount of data size (kb)

transfer time

(24)T =
Amount of data received to the users

Delay of time
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encryption and decryption speeds. As a result, the amount of encrypted and decrypted 
memory in the proposed framework grows. Furthermore, when the key breaking time is the 
minimum feasible given the file size, the recommended solution is optimal.

5.2.1 � Comparative analysis

In terms of PSNR, RMSE, MSE, Encryption time, Decryption time, key braking time, 
confidential rate, BER, data transfer rate, compression ratio, throughput, and key size, the 
proposed method has been compared to various conventional methods such as GO-FFO-
ECC (Alqaralleh et al. 2021), SIMON- HTLBO (Rani et al. 2020), AGA-OPAP (Elhoseny 
et al. 2020), RD-BSA (Balashunmugaraja and Ganeshbabu 2022), and OHE-SFF (Kalyani 
and ShilpaChaudhari 2020). The Comparative analyses in terms of (a) RMSE, (b) PSNR, 
(c) MSE and (d) BER are shown in Fig. 3a–d. The RMSE value obtained from the sug-
gested methodology is then compared to that obtained from traditional approaches and the 
results are shown in Fig.  3a. The PSNR value derived from the suggested technique in 
comparison to the current methods are illustrated in Fig. 3b. PSNR is the ratio between 

Table 1   The outcomes of medical image security

Sample images Encrypted Decrypted RMSE PSNR MSE BER

a) 0.6 80 0.002 0

b) 0.7 79 0.0025 0

c) 0.8 78 0.0026 0

d) 0.85 76 0.003 0

e) 0.87 74 0.008 0.01
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the greatest attainable strength and the power of degrading noise that affects the integrity 
of a transmitter output. Comparing medical image security systems like GO-FFO-ECC, 
SIMON- HTLBO, AGA-OPAP, RD-BSA, and OHE-SFF is one of the encryption methods 
used. The recommended strategy improves the PSNR assessment more than the other cur-
rent methods. The PSNR in the proposed version of a 2500 kb data is 74 dB, which is the 
greatest among the several ways. Thus, a higher PSNR value is indicates a higher-quality 
guaranteed image restoration.

Figure  3c provides a comparative analysis of the suggested MSE value to traditional 
approaches. The observation shows that the MSE value for the proposed system is lower 
on a range of image categories and with a low error rate when compared to the existing 
system. The BER value derived from the suggested technique in comparison to the current 
methods are illustrated in Fig. 3d. Furthermore, the BER of the proposed method is highly 
reduced over the existing methods.

Figure  4a compares the suggested encryption time with the time taken by existing 
models. The presentation demonstrates that the suggested technique outperforms tra-
ditional methods for various file sizes, including 500 kb, 1000 kb, 1500 kb, 2000 kb, 
and 2500  kb. Because of the suggested approach, encryption time has been reduced 

Fig. 3   Comparative analysesin terms of a RMSE, b PSNR, c MSE and d BER

RETRACTED A
RTIC

LE



Securing healthcare big data in industry 4.0: cryptography…

1 3

Page 17 of 29  366

significantly compared to previous methods. The recommended decryption time in com-
parison to existing models are demonstrated in Fig. 4b. The presentation demonstrates 
that the suggested technique outperforms traditional methods for various file sizes, 
including 500  kb, 1000  kb, 1500  kb, 2000  kb, and 2500  kb. The suggested approach 
has achieved a much faster decryption time than previous models. In Fig. 4c, the time 
it takes to break a key in the proposed security system is compared to different val-
ues from previous models. When compared to traditional approaches, the key breaking 
time is improved significantly. As a result, it demonstrates how IoT technology would 
increase security in the healthcare sector.

Keys determine how a cypher works, and only the right key can convert an encrypted 
file to original message. Many encryption systems are based on publicly accessible tech-
niques or are publicly available; hence, assuming no analytic assault, the system’s security 
is only defined by the difficulty of obtaining the key. Since a result, estimating key size 
is critical, as it determines the amount of bits in a key used by a security method. Fig-
ure 4d presents the comparative analysis for key size. The graphical findings demonstrated 
the optimal security reached by the recommended approach when compared to earlier 
solutions.

Fig. 4   Comparative analysis a Encryption time, b Decryption time, c key breaking time, and d key size
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Furthermore, the comparison of the proposed ASS-JFO-DHEA model technique 
attained compression ratio over existing methods like GO-FFO-ECC, SIMON- HTLBO, 
AGA-OPAP, RD-BSA, and OHE-SFF for data sizes of 500  kb, 1000  kb, 1500  kb, 
2000 kb, and 2500 kb are detailed in Fig. 5a. The graphical representation and its values 
show that the proposed method has achieved supreme compression ratio over the ear-
lier techniques. Because the traditional GO-FFO-ECC, SIMON-HTLBO, AGA-OPAP, 
RD-BSA, and OHE-SFF has achieved very less throughput, the observation reveals that 
the suggested system ASS-JFO-DHEA has achieved excellent throughput efficiency 
over conventional methods are illustrated in Fig.  5b. However, the suggested system 
has a throughput efficiency of 98.96% for 2500 kb.The observed data transfer rates for 
500 kb, 1000 kb, 1500 kb, 2000 kb, and 2500 kb are 11.76 kb/s, 12.03 kb/s, 13.64 kb/s, 
18.52 kb/s, and 20.21 kb/s, respectively, using the suggested ASS-JFO-DHEA approach, 
which is very high while compared to the existing models are shown in Fig.  5c. The 
suggested system’s confidential rate validation is estimated for various file sizes. The 
suggested approach achieves a confidentiality rate of 100% for varied file sizes. The 
standard technique, on the other hand, has a much lower confidentiality rate for all data 
sizes (see Fig. 5d). As a result, the results suggest that the proposed ASS-JFO-DHEA 
model performs well.

Fig. 5   Comparative analysis a compression ratio, b throughput, c data transfer rate, and d confidential rate
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From the comparative analysis, it is observed that the traditional approaches like GO-
FFO-ECC, SIMON-HTLBO, AGA-OPAP, RD-BSA, and OHE-SFF, the proposed model 
offers significant enhancements to the security of healthcare IoT. The developed ASS-JFO-
DHEA framework confirms robust protection against unauthenticated data access and data 
breaches by encrypting the patient data at rest and during transmission. This process ena-
bles highly secure data processing and transmission in IoT healthcare system compared to 
the traditional models. Moreover, the optimization of encryption process using the ASS-
JFO algorithm provides optimal cryptographic selection, and offers more scalability to the 
system. The strong encryption and optimal key management process helps to resist attacks 
and other susceptible events in the healthcare system and make challenge for attackers to 
break the encryption. Thus, the proposed algorithm provides greater data confidentiality 
and privacy than the traditional methods. Moreover, the data integrity is maintained in the 
system by preventing the data alteration through robust key management. This helps the 
healthcare management system to avoid incorrect medical decisions. The major challenge 
faced by the traditional techniques is the computational efficiency and scalability. The 
designed model mitigates these issues by enabling parallel data processing and optimiza-
tion. The ASS-JFA integrated in the developed model allows parallel processing of data, 
enhancing the computational efficiency and scalability of the system. Furthermore, this 
model has the tendency to adapt to the dynamic and resource-constrained IoT network and 
provides a balance between the security and computational efficiency. These features of the 
presented cryptographic mechanism make it well-suited for large-scale IoT environment. 
Thus, the developed model provides improved security, data integrity, computational effi-
ciency, scalability and resistance to attacks compared to the traditional models. Moreover, 
the ASS-JFO-DHEA approach complies with relevant privacy and security regulations, 
such as Health Insurance Portability and Accountability Act (HIPAA) and General Data 
Protection Regulation (GDPR), by offering strong encryption through DHEA, confirming 
data privacy and confidentiality during storage and transmission. Additionally, the opti-
mization capabilities of ASS-JFO enhance key security and reduce vulnerabilities in key 
management, further aligning with HIPAA and GDPR requirements for safeguarding sen-
sitive patient data. By encrypting patient data and enabling secure computations without 
decryption, the approach upholds data integrity and privacy principles set forth by these 
regulations, ensuring that healthcare IoT systems maintain the necessary privacy, security, 
and confidentiality standards to protect patient information.

5.3 � Discussion

This module presents how the developed model outperforms the existing crypto-
graphic approaches in terms of security, scalability, and computational efficiency in 
IoT-based healthcare system. Firstly, the combination of an optimization approach with 
the encryption algorithm provides a multi-layered security framework, preventing the 
unauthenticated access. This multi-layered security architecture potentially detects the 
cyber-attacks and safeguards the sensitive patient data in IoT healthcare. The utiliza-
tion of ASS-JFO in the developed security mechanism ensures robustness against cyber 
threats by intelligently shuffling and guiding the optimization process. Moreover, the 
capacity of the ASS-JFO algorithm to determine the optimal solution in a large solution 
space provides parallel data analysis and processing, making the system more scalable 
to handle large IoT healthcare system. In addition, the parallel data analysis improves 
the computational efficiency by minimizing the computational overhead related with 
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key selection, and speed up the encryption and decryption process. The integration of 
optimization and encryption approaches reduces the data processing and transmission 
latency; thus, it can be more suitable for quick decision making in real-time healthcare 
scenarios. Furthermore, the employment of advanced DHEA encryption models in the 
developed framework ensures integrity of data transmitted and stored in IoT healthcare 
units. Thus, the developed model provides real-time data sharing and analysis in IoT 
healthcare units without compromising the data privacy and security.

The use of a unique ASS-JFO-DHEA approach in the healthcare system is exam-
ined in this study for IoT-based security enhancement. Although the usage of IoT has 
grown significantly in recent years, data security from other unauthenticated users 
remains a big issue. As a result, this paper proposed ASS-JFO-DHEA model technique 
used MATLAB software to create a unique security-enhanced method. The comparison 
of the proposed ASS-JFO-DHEA model technique to existing methods like GO-FFO-
ECC, SIMON- HTLBO, AGA-OPAP, RD-BSA, and OHE-SFF for data sizes of 500 kb, 
1000 kb, 1500 kb, 2000 kb, and 2500 kb are detailed in Tables 3, 4, 5, 6 and 7. When 
comparing the new ASS-JFO-DHEA model to current schemes, the proposed model 
outperforms the existing schemes on all criteria.

The results of the analysis show that the suggested technique has a lower RMSE 
value as 0.6, 0.7, 0.8, 0.85, and 0.87, for 500  kb, 1000  kb, 1500  kb, 2000  kb, and 
2500  kb, MSE value as 0.002, 0.0025, 0.0026, 0.003 and 0.008 for 500  kb, 1000  kb, 
1500  kb, 2000  kb, and 2500  kb, and BER value is 0, 0, 0, 0 and 0.01 for 500  kb, 
1000 kb, 1500 kb, 2000 kb, and 2500 kb, as well as 36 ms, 38 ms, 39 ms, 42 ms, and 
45  ms of encryption time for 500  kb, 1000  kb, 1500  kb, 2000  kb, and 2500  kb and 
38 ms, 37.5 ms, 40 ms, 41 ms, and 44 ms decryption time for 500 kb, 1000 kb, 1500 kb, 
2000 kb, and 2500 kb data file while compared to the different existing GO-FFO-ECC, 
SIMON- HTLBO, AGA-OPAP, RD-BSA, and OHE-SFF models. Moreover, the higher 
PSNR value as 80 dB, 79 dB, 78 dB, 76 dB, and 74 dB, for 500 kb, 1000 kb, 1500 kb, 
2000  kb, and 2500  kb,compression ratio as 16.71, 17.14, 17.4, 17.62, and 17.67 for 
500 kb, 1000 kb, 1500 kb, 2000 kb, and 2500 kb, throughput value as 95.07%, 95.58%, 
97.3%, 98.08%, and 98.96% for 500 kb, 1000 kb, 1500 kb, 2000 kb, and 2500 kb, data 
transfer rate as 11.76, 12.03, 13.64, 18.52, and 20.21for 500  kb, 1000  kb, 1500  kb, 
2000  kb, and 2500  kb, confidential rate as 100% for all 500  kb, 1000  kb, 1500  kb, 
2000 kb, and 2500 kb, is attained while compared to the earlier methods. Similarly, the 
key breaking time and key size metrics from the proposed approach in highly enhanced 
over the existing GO-FFO-ECC, SIMON- HTLBO, AGA-OPAP, RD-BSA, and OHE-
SFF models.

The performance analysis from Table 7, in particular, at the huge scale of 2500 kb data 
size, has yielded outstanding results. The suggested LGE-HES approach outperforms the 
traditional GO-FFO-ECC, SIMON- HTLBO, AGA-OPAP, RD-BSA, and OHE-SFF tech-
niques in terms of high PSNR value, key breaking time, key size, confidential time, com-
pression ratio, and data transfer rate, besides less encryption time, RMSE, MSE, BER and 
decryption time. The proposed ASS-JFO-DHEA method has achieved higher PSNR value 
(74  dB), higher key breaking time (97), higher key size (248), higher confidential time 
(100%), compression ratio (17.67), throughput (98.96%) higher data transfer rate (20.21), 
and less encryption time (45 ms), less RMSE (0.87), less MSE (0.008), less BER (0.01) 
and less decryption time (44  ms) over the existing GO-FFO-ECC, SIMON- HTLBO, 
AGA-OPAP, RD-BSA, and OHE-SFF techniques. As a consequence, the overall assess-
ment shows that when employing the optimization-assisted encrypted technique, the result-
ing model performs better in terms of security.
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In comparison to existing approaches, the suggested method has a greater confidential 
rate, and high throughput with less encryption time, and decryption time. This demon-
strates the suggested security algorithm’s effectiveness in an IoT application environment.

Furthermore, the acceptance and perception of the model is analyzed. It depends mainly 
on the transparency of the security framework that is the patients are concerned about how 
the proposed algorithm works and the impact of this approach on their healthy journey. 
The simple and easy integration of the developed model provides greater transparency in 
preserving privacy and security of medical data associated with the patients. Thus, the suc-
cessful implementation of the developed novel security mechanism ensures the acceptance 
and perception among healthcare professionals and patients.

Although the developed model provides greater data security and privacy, it introduces 
some computational overhead during the key generation process and cryptographic pro-
cesses. The ASS-JFO initialize its parameters to search for optimal cryptographic keys 
from a large population, this requires additional computational power compared to simple 
key generation process. The DHEA algorithm performs computations on encrypted data 
without performing decryption; this process ensures privacy and integrity of data in IoT 
healthcare. However, the mathematical process involved in this homomorphic encryption 
demands additional computational resources unlike symmetric encryption. This computa-
tional overhead induced by the proposed model leads to increased resource consumption, 
memory, and CPU usage. This increases the implementation cost of the proposed model 
and minimizes the battery lifetime of IoT devices. Moreover, the IoT devices have lim-
ited resources like battery life, memory, power, etc., therefore the optimizing the resource 
requirements of the proposed model is necessary to fit with these IoT devices in real-world 
healthcare environment. In addition, the designed model requires continuous updation on 
emerging attacks in IoT healthcare and it demands a potential risk management algorithm 
to mitigate the vulnerabilities in the system.

6 � Conclusion

The issues with data gathering in IoT-based healthcare applications were investigated in 
this research article, and a novel healthcare data safe system was proposed to guarantee 
high big data security and ensure the confidentiality of patients’data. This work introduces 
a novel hybrid cryptographic encryption model based on the ASS-JFO-DHEA paradigm 
for data security. The encryption and decryption processes are carried out by the suggested 
model utilising the DHEA approach. In addition, the suggested model leverages a hybridi-
zation of the ASS-JFO method for optimum key selection to reduce the computation time 
required for the random choice of cryptographic keys. As a result, the ASS-JFO method 
is used to pick optimum keys, with PSNR serving as the fitness function. The ASS-JFO-
DHEA model is experimentally validated using benchmark test data. The results are evalu-
ated with respect to conventional methods and the proposed method has achieved shorter 
encryption time, RMSE, MSE, BER, and decryption time, high PSNR value, key breaking 
time, key size, confidential time, compression ratio, and data transfer rate. The security in 
IoT based healthcare system can be further strengthened in the future by employing image 
steganography as well as watermarking methods.
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