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Abstract
Wireless communication refers to data transfer in an unguided propagation medium 
through wireless carriers such as visible light (VL) and radio frequency (RF). The rapidly 
growing demand for high data rates overloads conventional RF wireless communication. 
Therefore, technologies such as cognitive radios and millimeter waves (mmWaves) have 
been utilized to overcome capacity limitation and spectrum scarcity of RF systems. In par-
allel, optical wireless communication (OWC) is a promising alternative solution to its radio 
frequency (RF) compeer. OWC has been revolutionized to support fifth generation (5G) 
wireless communication and Internet-of-Things (IoT) terminals. In addition, OWC has no 
health hazard, low power consumption, unlicensed spectrum and shows immunity to inter-
ferences from electromagnetic sources. As RF and OWC are compatible, so a joint applica-
tion scenario is referred as an excellent solution to support 5G and beyond systems. Hybrid 
optical/optical and RF/optical system is a promising approach to remove the limitations 
of each system as well as to enable supporting features of each technology. An optical/
optical hybrid system is based on two or more OWC technologies while RF/optical hybrid 
system contains both RF and OWC technologies. The hybrid systems can enhance system 
performance in terms of energy efficiency, reliability and throughput of each system. Thus, 
hybrid RF/optical systems are envisioned as a key enabler to enhance user mobility and 
data rate on the one hand and to optimize power consumption, network load, interference 
and network capacity on the other hand. This survey seeks to provide the state-of-the-art 
and future research directions regarding optical wireless hybrid networks. This paper rep-
resents a technological overview of existing optical wireless hybrid networks. We have dis-
cussed optical-based free-space optics (FSO), optical camera communication (OCC), light 
fidelity (LiFi) which extends the concept of visible light communication (VLC) to attain 
bi-directional and fully networked wireless communication, as well as RF-based Bluetooth, 
wireless fidelity (WiFi), small cell, macrocell, mmWave and microwave. In addition, we 
have also considered underwater acoustic communication for acoustic/optical and acoustic/
RF hybrid networks. An extensive range of applications such as indoor, vehicular commu-
nication, eHealth, backhaul connectivity solution and underwater communication is con-
sidered. We have addressed potential challenges and open research issues for design and 
successful deployment of hybrid wireless networks.
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1  Introduction

Recently, there has been an upsurge in multimedia applications, involving a huge number 
of mobile data traffic, which requires high data rates. The current fifth generation (5G) 
offers several new services including high quality of experience (QoE), ultra-low energy 
consumption, ultra-high security, ultra-low latency, massive connectivity and ultra-high 
capacity (Shafi 2017; Zhang et al. 2016; Ijaz 2016). The extremely high data requirement 
involves a major challenge for fifth generation (5G) and beyond fifth generation (B5G). 
This exponential growth of mobile data requires reliable and efficient technical solutions to 
ensure high quality of service (QoS) for network users.

It is worth mentioning that RF-based communication involves restriction in terms of 
limited spectrum usage in wireless networks (Obeed et al. 2018; Ghassemlooy et al. 2015). 
Therefore, many researchers prefer license-free optical spectrum (1–10 nm) as a promis-
ing alternative to RF. The communication technique which uses this free optical spectrum 
is called optical wireless communication (OWC) (Koonen 2017; Boucouvalas et al. 2015; 
Chowdhury 2019; Wu 2020; Ding et al. 2020). OWC has emerged as a promising solution 
after the rapid progress of LEDs (Chun 2016; Karunatilaka et al. 2015). OWC technology 
makes use of wide optical spectrum as well as provides high performance communication 
features such as high energy efficiency, high security and freedom from electromagnetic 
interference (Arnon et al. 2012; Yasir et al. 2014; James Singh et al. 2020; Watson et al. 
2016; Ji et al. 2018). Tesonev et al. (2015) demonstrated visible light wireless access net-
work with a data rate of 100 Gbps. In order to realize communication, some OWC technol-
ogies such as light fidelity (LiFi) and visible light communication (VLC) utilize existing 
optical infrastructures (Yang et al. 2017; Cahyadi et al. 2020; Bao et al. 2015). The instal-
lation cost of OWC technologies can be reduced as they do not require high infrastructure 
(Karunatilaka et al. 2015). OWC also enables high security, as light cannot pass through 
walls so it provides privacy and security to users inside room. These OWC technologies 
use visible light (VL), infrared radiation (IR) and ultraviolet (UV) light as propagation 
medium. Several OWC systems are being designed on the basis of these optical bands for 
different application scenarios (Sohn et  al. 2020; Arya and Chung 2020; Miladić-Tešić 
et  al. 2020; Mei et al. 2020). The most common OWC technologies are free-space opti-
cal (FSO) communication, LiFi, optical camera communication (OCC), visible light com-
munication (VLC) and Light Detection and Ranging (LiDAR) (Chowdhury et  al. 2018). 
In these aforementioned OWC technologies, propagation media, architecture, protocol and 
application scenarios vary from each other. Table 1 summarizes different characteristics of 
these OWC technologies and a comparison with radio technologies.

Every optical wireless technology (LiDAR, FSO, OCC, LiFi and VLC) has its unique 
operation and architecture. These technologies vary from each other in terms of commu-
nication media, transceiver system, modulation techniques and application scenarios. For 
instance if we compare VLC and LiFi, VLC is considered point-to-point data communica-
tion techniques, while, LiFi is conceived as a full wireless networking system. LiFi extends 
the concept of visible light communication (VLC) to achieve fully networked, bi-direc-
tional multiuser communication (point-to-multipoint and multipoint-to-point), high speed 
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and secure wireless communications (Haas et al. 2015). LiFi utilizes high frequency flick-
ering of LED to transmit data and photodetector (PD) is used on the receiver side. Hence, 
LiFi supports full user mobility forming a new layer within existing heterogeneous wire-
less networks. It is similar to IEEE 802.11 standards and support multiple access schemes 
and handover mechanism. However, it faces interference from neighboring light sources. 
As a result, higher bit-error rate (BER) and average signal-to-interference-plus-noise ratio 
(SINR) are observed in LiFi.

In hardware architecture, these OWC technologies use LDs or LEDs as optical source 
while cameras or PDs are used as receiver. Communication media is based on UV, VL or 
IR. Table 2 summarizes the uplink and downlink information in communication link and 
transceiver of various optical wireless technologies.

In spite of OWC advantages, there are some drawbacks such as limited transmitted 
power, performance degradation due to outdoor atmosphere, ambient light interference, 
blockage in light path and line-of-sight (LOS) dependence. Thus, it is a major challenge to 
overcome these limitations. On the other hand, RF band (3 kHz–300 GHz) is monetarized 
by international authorities (Chowdhury et al. 2018). RF-based communication is severely 
affected by interference. However, RF-based communication provides high performance in 
non-line-of-sight (NLOS) scenario and enables high mobility.

In order to provide high QoS, the hybrid network of both RF and optical technologies 
can play a vital role by introducing a diverse spectrum to support new applications. The 

Table 1   Comparison of OWC and radio systems

Characteristic OWC system Radio system

Power consumption Low High
Cost Low High
Bandwidth regulation No Yes
Multipath fading Yes Yes
Transmitter power Interference and eye-safety Interference
Bandwidth availability Very high Low
Beam directivity High Low
Walls penetration No Yes
EM interference No Yes
Security High Low
Noise sources Ambient light and sunlight Other systems and users
EM compatibility Yes Conditional
Eyes safety concerns Necessary N/A
Sensitivity of receiver Low High
SNP Related to optical power Related to amplitude of RF signal
Direction Incoherent Coherent or incoherent
Noise source Ambient noise, sunlight Electrical noise, interference 

from nearby devices
Multipath distortion Only in diffuse indoor Yes
Path loss High High
Bandwidth Unlicensed Licensed
Antenna complexity Moderate High
Major challenge Environment limitation Power limitation
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convergence of heterogeneous networks (HetNets) can support new applications. HetNets 
are formed by simultaneous operations of two or more technologies e.g. macrocell, micro-
cell, femtocell, power line communication (PLC), Bluetooth Low Energy (BLE) and WiFi 
or LiFi, FSO, VLC and OCC etc. In HetNets, various technologies integrate to overcome 
QoS, interference reduction, security enhancement, remote wireless connectivity, high 
energy efficiency, seamless mobility, link-reliability, smart handover, optimum resource 
allocation and load balancing (Li et  al. 2016a; Wu et  al. 2020a, 2020b; Alsulami et  al. 
2020).

Several research studies have presented hybrid RF/optical wireless systems (Pan et al. 
2017; Linag et al. 2017; Sarigiannidis et al. 2017; Wang et al. 2017a; Mufutau et al. 2020; 
Delgado-Rajo et al. 2020; Papanikolaou et al. 2020). In hybrid RF/optical systems, users 
can get both wide coverage area of RF systems and stable rates of optical systems. Such 
hybrid systems can be successfully deployed without causing interference for each other 
and can feasibly operate in rooms and offices. The hybrid systems are based on different 
configurations such as acoustic/optical, acoustic/RF, optical/optical, and RF/optical (Jin 
et al. 2014; Aldalbahi et al. 2017; Basnayaka and Haas 2017; Feng et al. 2016; Baig et al. 
2018; Wang and Haas 2015; Zhou et al. 2017; Nguyen et al. 2019; Tsai et al. 2019; Ai et al. 
2020; Wu et al. 2021a; Zeng et al. 2020; Liu et al. 2020). In terrestrial perspective, we can 
use both optical/optical and RF/optical hybrid systems. In underwater environment, acous-
tic/optical or acoustic/RF hybrid systems can be used. An important key feature of these 
hybrid networks is to build multi-tier networks. Figure 1 presents an overview of multi-tier 
networks. It shows that 5G macrocellular base station (MBS) enables a wide coverage area 
while Femtocell Access Point (FAP) and WiFi develops a small tier. A three-tier network 
is designed after LiFi or VLC. We can use an OCC system inside a shopping mall to build 
two-tier network. Furthermore, users can access LiFi, femtocell to create a three-tier net-
work in a bus.

To the best of our knowledge, there are very few review articles which provide 
comprehensive discussion about hybrid optical wireless systems. This survey presents 
comprehensive details about optical wireless, acoustic/RF and acoustic/optical hybrid 
systems. For better understanding, we have presented related reviews and surveys on 
OWC, RF and hybrid networks in Table 3. Our survey highlights potential challenges 
and open research issues in various hybrid networks. In this survey, we discuss several 
OWC technologies e.g. FSO, LiFi, OCC and VLC as well as RF technologies includ-
ing mmWave, Bluetooth, radio frequency identification (RFID), WiFi, macrocell and 
femtocell. We have briefly discussed acoustic/optical and acoustic/RF hybrid networks. 
Figure 2 presents an overview of different hybrid systems. These hybrid systems can be 

Table 2   Basic characteristics of different optical wireless technologies

Technology Communication link Transmitter Receiver

Uplink Downlink Uplink Downlink Uplink Downlink

OWC UV/VL/IR UV/VL/IR LD/LED LD/LED Camera/PD Camera/PD
LiDAR VL/IR VL/IR No LD Camera/PD No
FSO UV/VL/IR UV/VL/IR LD LD PD PD
OCC VL/IR VL/IR LED LED Camera/PD Camera
LiFi UV/VL/IR VL LED LD/LED PD PD
VLC VL VL LD/LED LD/LED PD Camera/PD
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configures as FSO/OCC, LiFi/OCC, VLC/OCC, BLE/OCC, PLC/VLC, RF/FSO, WiFi/
LiFi, femtocell/VLC, femtocell/LiFi, WiFi/VLC, RF/OCC, RF/LiFi and RF/VLC. 

The rest of the article is arranged as follows; Sect. 2 represents the system overview 
and discussion about different OWC and RF technologies. RF/optical wireless hybrid 
networks and some implemented projects have been explained in Sect.  3. Section  4 
discusses acoustic/RF and acoustic/optical wireless hybrid networks. Optical/opti-
cal wireless hybrid networks are discussed in Sect.  5. Different challenges and open 
research issues are outlined in Sect. 6. A brief conclusion of our work is provided in 
the final section.

2 � System overview

Hybrid systems integrate two or more wireless technologies to provide better perfor-
mance and remove limitations of each technology. The optical/optical wireless hybrid 
systems provide the integration of two or more OWC systems while RF/optical wire-
less hybrid systems provide the convergence of RF and OWC systems. The basic idea 
of hybrid wireless systems is similar to fixed-mobile convergence (FMC) in which 
wired and wireless technologies integrate to form single solution (Samdanis et  al. 
2017). FMC enables seamless connectivity and delivers services between fixed and 
wireless networks.

Fig. 1   Multi-tier networks (Chowdhury et al. 2020)
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2.1 � Overview of optical wireless technologies

In this survey, we have considered OWC and RF technologies, as well as underwater acous-
tic communication for hybrid systems. These technologies use different frequencies from 
the electromagnetic (EM) spectrum shown in Fig. 3. The different regions of EM spectrum 
have different names according to transmission, emission and absorption of waves. A wide 

Fig. 2   Optical wireless hybrid systems (Chowdhury et al. 2020)

Fig. 3   Electromagnetic spectrum (Kerr et al. 2011)
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region of EM spectrum supports OWC systems. We have provided a brief overview of 
OWC technologies below.

2.1.1 � Visible Light Communication (VLC) (Yasir et al. 2014; James Singh et al. 2020; 
Watson, et al. 2016; Ji et al. 2018; Tsonev et al. 2015; Yang et al. 2017; Matheus 
et al. 2019; Zhuang 2018; Lopez‑Fraguas 2019)

VLC is a new paradigm, which can revolutionize future wireless communications. VLC 
has become a promising candidate because of its low power consumption, high bandwidth 
and non-licensed spectrum. VLC has many compelling applications such as indoor wire-
less communication (Karunatilaka et al. 2015), smart cities (Yaqoob et al. 2017), vehicu-
lar communication (Yoo et al. 2016), underwater communication and indoor hospital and 
hazard-free data access (Khan 2017; Ding 2015) and smart tourism (Uema et  al. 2015). 
VLC uses visible spectrum of 380–750 nm as shown in Fig. 4. Optoelectronic devices such 
as LEDs are used to transmit data in this visible light spectrum. LED source can be used 
for both illumination and communication purpose. High power LEDs have been introduced 
in VLC to enable higher data rates. VLC can also operate in those areas which are sensi-
tive to EM waves such as hospitals and aircrafts. We have summarized milestones in VLC 
development in Table 4.

2.1.2 � Light Fidelity (LiFi) (Bao et al. 2015; Haas 2018; Islim and Haas 2019)

High frequency wireless communication technologies have gained attention in order to 
overcome the looming spectrum shortage of radio frequency. LiFi is one of these technolo-
gies exploiting wide optical spectrum of 300 THz. LiFi is a bidirectional high-speed VLC 
system as transmitter and receiver are places at both ends. LiFi access points (APs) can 
be employed in LEDs to realize dual purpose of both illumination and high-speed wire-
less connectivity. It is similar to WiFi which uses RF for communication. However, it uses 
LDs or LEDs and PDs as transmitters and receivers respectively. WiFi faces interference 
with nearby RF signals. Therefore, LiFi can be a good alternative at such places which 
are sensitive to EM radiation.LiFi has several advantages over RF counterpart such as (i) 
secure wireless communication, (ii) operation in RF restricted places such as underwater 

Fig. 4   Visible light spectrum (Rehman et al. 2019)
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Table 4   Milestones achieved in VLC systems

References Milestone

Pathak et al. (2015) It provides existing literature, challenges and technology overview of VLC 
and sensing

Liang et al. (2016) Demonstration of RGB VLC by using MIMO and mobile phone camera
Wang et al. (2016) Demonstration of underwater VLC by using single photon avalanche diode 

for long distance communication
Khan (2017) It presents VLC architecture, research challenges and potential applications
Zafar et al. (2017) Demonstration of LD based VLC for gigabit communication
Chen and You (2017) It proposes a cooperative system for VLC and visible light positioning (VLP). 

Two different implementation schemes were investigated where VLC can 
support VLP, and VLP also benefits VLC. It provides a good approach to 
integrate VLC and VLP in a single system

Sebastián et al. (2018) It investigates the role of power electronics in VLC systems
Rehman et al. (2019) It presents overview and challenges of VLC system
Matheus et al. (2019) This article presents concepts, challenges and applications of VLC
Blinowski (2019) This study outlines security issues in VLC systems
Zhang et al. (2019) This study presents hardware design and recent advances in VLC
Arfaoui (2020) It highlights physical layer security issues in VLC systems
Elamassie and Uysal (2020) Performance analysis and channel modeling of UVLC links
James Singh et al. (2020) Demonstration of high speed VLC by using micro-LED
Yu et al. (2020) In this paper, authors review conceptual designs to realize cooperative VLC 

and visible light positioning (VLP) functionalities. They have proposed a 
location-based equalization (LBE) technique for indoor VLC to compensate 
for multi-path channel distortion. While VLP is proposed by considering 
channel state information (CSI). They have also discussed the integration of 
VLC and VLP

Table 5   Related studies on LiFi

References Research contribution

Tsonev et al. (2014) It discusses LiFi for optical networking
Bao et al. (2015) Comprehensive survey on LiFi
Alao et al. (2016) It provides brief history of LiFi, implementation, advantages and applications
Chakraborty et al. (2017) It highlights latest advances in LiFi technology
Haas (2018) It highlights LiFi as a shifting paradigm in 5th generation mobile networks
Albraheem et al. (2018) LiFi based hierarchical IoT architecture
Islim and Haas (2019) It presents modulation schemes for LiFi
Haas (2020) It presents indoor networking concepts and challenges in LiFi
Lorrière (2020) It discusses photovoltaic solar cells for outdoor LiFi communications
Zhang et al. (2020a) This study presents physical layer security in LiFi systems
Anbalagan et al. (2021) Vehicle to vehicle data transfer and communication through LiFi technology
Spahiu et al. (2020) LiFi based car-2-car communication
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and hospitals; and (iii) license-free spectrum. However, LiFi is severely affected by ambi-
ent light sources and sunlight. Also, it is relatively short range and susceptible to connec-
tion drop due to obstacles. LiFi based IoT projects have been developed (Albraheem et al. 
2018). Researchers have obtained 10 Gbps data rate by using LiFi technology (Deicke and 
Shwartz 2012). Table 5 presents some studies and their contribution in LiFi technology.

2.1.3 � Optical Camera Communication (OCC) (Saha et al. 2015; Luo 2015; Ghassemlooy 
et al. 2016; Cahyadi et al. 2016; Lin et al. 2017; Teli et al. 2017; Hossan et al. 2018; 
Chen 2019; Chavez‑Burbano 2019; Younus 2020; Duque et al. 2020)

Optical camera communication (OCC) is a new emerging VLC technique. Optical camera 
communication (OCC) occupies within framework of IEEE 802.15.7 m standardization. It 
uses LED as transmitter and camera is used to capture optical signals. The image sensor of 
camera is used to capture and distinguish data received from various light sources. The rap-
idly growing camera-mounted smart devices enable OCC to be used in promising applica-
tions such as vehicle-to- infrastructure (V2I) or vehicle-to-vehicle (V2V) communication, 
digital signage, localized advertising and indoor/outdoor positioning. OCC has added high 
stability and significant user flexibility. Noise from ambient light sources or sunlight can 
be discarded by separating pixels. OCC system can enable interference-free communica-
tion due to limited angel-of-view (AoV). Although stable performance can be achieved but 
data rate is comparatively low in outdoor conditions. Hence, OCC systems can support low 
data rate applications. OCC based organic and inorganic light sources are being considered 
for indoor localization, indoor visible light positioning (Lin et  al. 2017) and short-range 
outdoor applications (Cahyadi et al. 2020). However, OCC has some limitations such as 
low data rate and low QoS due to meager sampling rates of existing commercial cameras. 
Table 6 presents some studies and their contribution in OCC technology.

Table 6   Related studies on OCC

References Research contribution

Luo (2015) Experimental demonstration of optical camera communication by using RGB 
LEDs

Saha et al. (2015) A comprehensive survey on opportunities and challenges of optical camera 
communications

Ghassemlooy et al. (2016) An extensive study on OCC including transmitter and receiver design, modu-
lation scheme, MIMO technique and applications

Lin et al. (2017) OCC for indoor visible light positioning system
Hossan et al. (2018) Optical camera communication based indoor visible light positioning system
Chavez-Burbano (2019) Organic light-emitting diode (OLED) based OCC system for IoT applications
Liu and Xu (2020) This articles provides practical constraints and solutions for OCC
Cahyadi et al. (2020) An extensive review on principles, modulations and potential challenges in 

OCC
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2.1.4 � Free‑space optical (FSO) communication (Khalighi and Uysal 2014; Chaudhary 
and Amphawan 2014; Kaushal and Kaddoum 2016b; Lei et al. 2017; Mansour 
et al. 2017; Anbarasi et al. 2017; Hamza et al. 2018; Kaymak et al. 2018; Delga 
and Leviandier 2019; Poulton 2019; Lorences‑Riesgo 2020)

Inherit high carrier frequencies of 20 THz to 375 THz enable higher data rate FSO com-
munications. Wiretapping safety, reducing EM pollution, easy installation and license free 
communication are other benefits of this optical wireless communication technology. FSO 
enables disaster recovery, internet access to remote areas and first or last mile access. Some 
possible implementations of FSO are fast interplanetary internet link, working-sharing 
capability, real-time medical imaging, video teleconferencing, data library access and web 
browsing. Recent FSO systems are being investigated for High Altitude Platforms (HAP), 
Unmanned Aerial Vehicle (UAV), inter satellite and ground-to-ground terminals.

FSO systems use LD as transmitter and PD as receiver. Light produced from LD source 
is coherent, monochromatic and cover long distances. Due to these features, laser light 
enable high data rate point-to-point communication and low interference. FSO commu-
nication has several unique features such as low mass requirement, low power consump-
tion, fast deployment, licensed-free spectrum and large bandwidth. However, environment 
conditions e.g. turbulence, scattering and absorption adversely affect the performance of 
FSO systems (Kaushal and Kaddoum 2016b). Turbulence-induced fading causes degrada-
tion in FSO performance due to large variation in atmospheric refractive index. Fog also 
severely effects optical signals leading to unavailability of free space optical (FSO) com-
munication. Widespread deployment of FSO has hampered network availability and reli-
ability. In addition, precise pointing is also a major issue in mobility scenario. One possible 
approach to improve link’s availability and reliability is to converge with an mmWave radio 
frequency link to design a hybrid FSO/RF link. Another possible solution is switch-over 
FSO/RF system by using hardware switching between FSO and mmWave RF links to uti-
lize complementary natures. Table 7 presents some studies and their contribution in FSO 
communication.

Table 7   Related studies on FSO and research contributions

References Research contribution

Khalighi and Uysal (2014) It was the first study to present transmitter/receiver structure and channel 
models for FSO

Kaushal and Kaddoum (2016b) It presents FSO communication challenges and mitigation techniques
Anbarasi et al. (2017) A comprehensive survey on channel modeling in FSO communication
Kaymak et al. (2018) This study surveys pointing, acquisition and tracking (PAT) mechanism in 

FSO communication
Delga and Leviandier (2019) It presents demonstration of FSO communications by using quantum 

cascade lasers
Poulton (2019) It presents long distance FSO and LiDAR communication by using optical 

phased arrays
Lorences-Riesgo (2020) Practical demonstration of 208 Gbps and 184 Gbps for 32 and 16 QAM 

signals for FSO link
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2.2 � Overview of RF technologies

Here, a brief discussion of some RF technologies is provided below:

2.2.1 � RFID

Communication is the main feature of near field sending technology like radio-frequency 
identification (RFID) (Paul et al. 2016). It can be used for data transfer, localization, radar 
detection, remote sensing and virtual communications capacity. It is a key enabler of IoT 
and extensively used in tag-intensive conditions. RFID tags are small wireless devices 
which can be used for detection purpose (Juels 2006).

2.2.2 � RF femtocells (Andrews et al. 2012)

Femtocells are low-powered base-stations which operate in licensed spectrum. Femto-
cell network technology is widely used to connect users with internet at home or office 
and offers both high QoS and high network capacity gains (Kim et al. 2009). Femtocells 
deployed in any network can offer better user experience and enhanced indoor cover-
age. The femtocell base station is known as Femtocell Access Point (FAP). It reduces the 
design, maintenance and functional cost of the operator. However, a major issue in femto-
cell deployment is interference management.

2.2.3 � Macrocellular network

Macrocellular network is usually deployed in outdoor environment to provide user mobility 
and high coverage area. Generally macrocellular network cannot provide high coverage to 
all users due to interference and variation in slow fading (Yang and Marzetta 2014). Thus, 
it cannot serve a large number of users in any network. Macrocellular base station does not 
provide high data rate and its spectrum must be operated carefully.

2.2.4 � Microwave‑link network (Li et al. 2016b; Waterhouse and Novack 2015)

Microwave link communication provides high data rate at a long distance up to 100 km. 
Microwave band covers 3–30 GHz range. It is a promising alternative to optical fiber com-
munication (OFC) due to capability of large scale data transmission. Li et al. (2016b) dem-
onstrated 12.5 Gbps link. It uses radio waves of microwave frequency range to transmit 
information between two points. However, its performance is degraded by atmospheric 
conditions such as rain and solar storm etc. In order to maintain the robustness of data 
transmission, it is essential to detect the microwave link failure.

2.2.5 � Dedicated short range communications (DSRC)

DSRC is wireless communication standard which is used in short and medium range com-
munications. DSRC is mostly used for vehicle-to-vehicle (V2V), vehicle-to-infrastructure 
(V2I) and infrastructure-to-vehicle (I2V) communications. DSRD system uses microwaves 
in the range of 5.805–5.815  GHz and 5.795–5.805  GHz. It was introduced in 1999 and 
later it was improved as the American Society for Testing and Materials (ASTM)-DSRC 
in 2003.
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2.2.6 � mmWave

Mostly used commercial radio communications such as WiFi use a narrow band RF spec-
trum of 300  MHz–3  GHz. However, RF spectrum above 3  GHz has not been explored 
for commercial applications. Recently, researchers have shown interest to explore and 
utilize this range. Such as, high data rate connections in personal area networks utilize 
3.1–10.6 GHz band. 28–30 GHz has been used by local multipoint distribution services. 
Millimeter wave covers 30–300 GHz range. In this spectrum, 57–64 GHz is used for short-
range local area network with Gbps data rates. mmWaves are severely affected by atmos-
pheric conditions such absorption from water vapors. As Oxygen molecules absorb EM 
waves at 60 GHz, the frequency range 57–64 GHz is severely affected in this range. The 
attenuation at this range can be 15 dB/km. Moreover, water vapors in atmosphere attenu-
ate EM waves at 164–200 GHz range and attenuation can be in tens of dB/km (Wei et al. 
2014).

2.2.7 � Bluetooth (Collotta et al. 2018)

Bluetooth is a type of wireless ad hoc network. It has the features of robustness, low com-
plexity, low power and low cost. It can exchange data up to 2 Mbps at short distance with 
2.400–2.486 GHz band. Currently, it has gained significant momentum as a major pillar of 
IoT (Chang 2014). However, it faces major issue of security and privacy. Authentication 
and encryption are common features of Bluetooth connectivity.

2.2.8 � Wireless Fidelity (WiFi)

WiFi is a wireless communication technology which refers to IEEE communication stand-
ards e.g. IEEE 802.11. It is based on frequency-hopping spread spectrum (FHSS) and 
direct sequence spread spectrum (DSSS). Different versions of WiFi have been proposed 
such as IEEE 802.11a operates on 5 GHz and offers 54 Mbps. IEEE 802.11b operates on 
2.4 GHz and supports 11 Mbps, while IEEE 802.11n operates on 2.4 GHz and supports 
5 GHz. Moreover, IEEE 802.11, introduced in 2014, improves data rate up to 1300 Mbps. 
60 GHz high speed seamless connection has been demonstrated as well. WiFi technology 
can support localization as it proves ubiquitous connectivity. WiFi based indoor position-
ing systems are being used for location based applications (Yang and Shao 2015). WiFi 
technology has fostered several applications e.g. gesture recognition and adaptive com-
munication. The major drawback in WiFi is accuracy and security. We have summarized 
advantages and major issues of various RF technologies in Table 8.

Table 9 shows different RF technologies, which have been employed in hybrid RF/opti-
cal wireless systems.

2.3 � Overview of underwater wireless acoustic communication (UWAC) (Kaushal 
and Kaddoum 2016a; Zeng et al. 2017)

The past few years have witnessed a rapidly growing interest in underwater acous-
tic communication because of its wide range of applications including control capabili-
ties, navigation, exploration of marine resources, remote sensing, oceanography, defense, 
data exchanges in underwater sensor networks, scientific data collection at ocean bed, 
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underwater security surveillance, communications among submarines, offshore oil indus-
try, marine commercial operations and ecosystem monitoring. Acoustic communication 
can transmit data in underwater environment up to 20 km. It is the only feasible and reli-
able technique for long-distance underwater communication for scientific and commercial 
scenarios. It also offers military surveillance to support AUVs or divers for long range sur-
vey and target or threat detection (Diamant and Lampe 2018). However, it faces low data 
rate, Doppler spread and severe multipath spread issue. Doppler modeling and resolution is 
regarded as one of the critical aspect in existing UWAC. Research fraternity is focusing on 
several topics including bandwidth efficiency improvement, Doppler scale, UWAC chan-
nel doubly spread mitigation and channel equalization for intersymbol interference (ISI) 
cancellation.

Table 8   Advantages and major issues of RF technologies (Li et al. 2016b; Wei et al. 2014)

RF technology Advantages Major issues

Femtocell LOS and NLOS path
Medium coverage area
High QoS
High network capacity gains
Enhanced indoor coverage
Better user experience

Limited capacity
Spectrum limitation
Interference management issue

Macrocell LOW and NLOS path
High coverage area
High QoS
User mobility

High cost
Low data rate
Spectrum limitation
User interference

Microwave High data rate
Long distance

Microwave link drop
EM interference
Performance degradation by rain

Bluetooth LOS and NLOS path
Unlicensed spectrum
Low cost
Robustness
Low complexity

Security
Privacy
High interference
Limited range

WiFi LOS and NLOS path
Low cost
Medium coverage area
Unlicensed spectrum
High data rate
Ubiquitous connectivity

Accuracy issue
Security
High interference
Low QoS

Table 9   Some RF technologies used in hybrid RF/optical systems

References RF technology Range (GHz)

Wang et al. (2017a), Wu et al. (2021a), Zeng et al. (2020) WiFi 2.4/5
Bazzi et al. (2016) DSRC 5.9
Liu et al. (2020), Kafafy et al. (2018), Abuella et al. (2020) WINNER II 2–6
Obeed et al. (2018), Wei et al. (2014) mmWave 60
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2.4 � How hybrid system works?

A hybrid system is based on two or more networks. These networks are configured accord-
ing to the network type and application scenario. If a hybrid system is based on two net-
works then any network can operate as uplink or downlink or both. The major concerns 
in hybrid systems are physical layer security, network selection, load-balancing, mobility, 
scheduling, uplink/downlink protocol and sharing of resources. A joint resource alloca-
tion mechanism can be designed to allocate bandwidth and power to each network. Sev-
eral researchers have developed resource allocation techniques. Kafafy et  al. (2018) pre-
sented resource allocation technique for bandwidth and power allocation. Zhou et  al. 
(2017) formulated rate control and channel allocation for hybrid FSO/RF networks. Wang 
et al. (2017b) presented load balancing game for indoor hybrid RF/LiFi systems. They also 
presented dynamic load balancing in hybrid LiFi/WiFi networks (Wang and Haas 2015). 
Link switching analysis have been carried out in Hasan et al. (2018a) for hybrid LiFi/OCC 
systems. In a recent study, Zaman et al. (2020) reported hybrid networks as an excellent 
approach to achieve required level of service quality in 5G networks. Authors have briefly 
discussed opportunities and key research directions of hybrid networks. In Delgado-Rajo 
et al. (2020), hybrid RF/VLC architecture is presented for Internet-of-Things (IoT).

In hybrid networks, the uplink or downlink sharing is based on wireless technology 
type and application strategy. Since LED based receiver devices cannot operate with high 
power, so RF system is preferred as uplink in hybrid RF/optical systems. Both RF or opti-
cal system can be used for downlink communication. The OWC systems such as LiFi and 
VLC are used for high data rate. While RF downlink is used to reduce interference, to over-
come NLOS and support handover. Feng et al. (2016) reported that there are three configu-
rations for downlink communication in RF/optical hybrid networks such as VLC, mmWave 
and hybrid VLC/mmWave for downlink.

2.4.1 � Optical network for downlink

It is the basic deployment configuration. In this case, OWC link independently performs 
downlink communication. In such networks, the performance of optical link depends on 
LOS misalignment but it can be managed by using propagation protocols, relay topology 
and channel coding schemes. Moreover, the optical link suffers from inter-symbol interfer-
ence, multipath and shadowing.

2.4.2 � RF as a backup of optical downlink

In this configuration, RF link operates as backup downlink communication. In this case, 
whenever optical link drops due to LOS misalignment, then RF backup link operates for 
data transmission. It provides uninterrupted communication as such places where optical 
LOS misalignment occurs frequently.

2.4.3 � Simultaneous optical and RF systems for downlink

In this configuration, both RF and optical links simultaneously operate for the downlink 
communication. This strategy offers higher data rates. However, it involves complexity in 
traffic management. This strategy can be deployed in large capacity scenarios.
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3 � RF/optical wireless hybrid networks

The rapidly growing demand for high data rates overloads existing RF systems. Therefore, 
technologies like cognitive radios and mmWave have been widely used to mitigate capacity 
limitations and spectrum scarcity. In contrast, optical systems such as VLC links support 
high data rates with very high bandwidth. VLC is hazard free, low power consumption, 
low latency, reliable communication, free spectrum and interference free from surrounding 
EM sources. Recently hybrid RF/VLC systems have been designed to take benefit of the 
improved connectivity of RF links and high capacity of VLC links (Diamant and Lampe 
2018). These hybrid RF/VLC systems are envisaged to enhance mobility and user experi-
ence. In parallel, it can optimize power consumption, interference and network capacity.

Different configurations of optical and RF technology can be implemented to form 
hybrid RF/optical systems. Table 10 summarizes hybrid RF/optical systems for different 
applications. Hybrid RF/optical systems are designed according to required application 
scenario. For example, if mobility and NLOS communication is required, then RF wireless 
system is developed. While in case of high throughput demand, optical wireless network is 
developed. Hybrid RF/optical systems are suitable for both indoor and outdoor conditions, 
including underwater and vehicular communications. In this section, we have presented 
different configurations of hybrid RF/optical systems.

3.1 � Hybrid RF/optical systems in indoor applications

Currently, optical wireless technologies such as OCC, LiFi and VLC as well as RF-based 
technologies such as Bluetooth, femtocell, macrocell, WiFi are widely uses in indoor appli-
cations. In many indoor applications, multi-tier HetNets use a configuration of optical cells, 
which enable higher capacity through broad spectrum; WiFi and femtocells, which offer 
high coverage; and macrocells which offer low data rate and broad coverage. VLC and LiFi 
offer traffic offloading from macrocells and femtocells. Thus, RF/optical hybrid systems 
provide advantages of each technology and overcome limitations. Figure 5 shows possible 
ways for connectivity in RF/optical hybrid systems (Chowdhury et al. 2019a). Connectivity 
between source and destination can be established directly or using a relay. The optical link 
can be established through source-to-relay or relay-to-destination. The forward and return 
communication links will vary according to hybrid system type or application scenario. 
Another possible configuration is to share the forward and return paths. The optical link 
can use forward path while RF link can use return path in a hybrid system.

For indoor applications, RF is used for macrocell, femtocell or WiFi. As receiver device 
such as smartphone cannot operate with high power LEDs for uplink, so LiFi or VLC can-
not provide good performance. In addition, OCC offers unidirectional communication; 
other directions can be designed by using RF, VLC or LiFi. Hence, LiFi and VLC are 
used to realize only uplink, downlink or both uplink and downlink communications. These 
hybrid network configurations offer improved throughput by improved link reliability, 
smart handover, reduced interference and load balancing.

3.1.1 � Hybrid systems with RF‑based small cells and WiFi

Several combinations of hybrid systems can be obtained by using OWC technologies with 
RF small cells and WiFi. The hybrid small cell/LiFi, RF/OCC, WiFi/LiFi, small cell/
VLC and WiFi/VLC can enhance system performance. Both VLC and LiFi provide high 
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data rate, while RF small cells and WiFi support wide coverage. RF networks can provide 
smooth handover.

3.1.2 � Hybrid systems with macrocells

Macrocell/LiFi and macrocell/VLC system enhance the QoS. VLC and LiFi provide high 
data rate and low mobility, whereas macrocells serve for higher QoS and higher mobility. 
Therefore, macrocell/LiFi and macrocell/VLC support high data rate and ensure traffic off-
loading to provide seamless connectivity, link reliability and improved spectral usage. LiFi 
and VLC enable traffic offloading in macrocellular network to improve energy and spectral 
efficiency.

3.1.3 � Network selection in indoor RF/optical hybrid systems

The following criteria should be considered for the selection of an appropriate hybrid 
network:

3.1.3.1  Uplink/downlink transmission  In an indoor scenario, networks are assigned on the 
basis of uplink and downlink types. Generally, optical downlink offers high data as com-
pared to optical uplink. LiFi and VLC networks provide higher data rates as compared to 
RF networks. Thus, LiFi and VLC can be considered for downlink communication while 
RF networks are preferred for uplink communication. Consequently, interference can be 
reduced by traffic offloading from RF to optical networks.

Fig. 5   Few possible ways of connectivity using optical and RF hybrid systems (Chowdhury et al. 2019a)
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3.1.3.2  Traffic type  Few applications such as banking and real-time audio transmission 
need low data rates with high QoS. On the other hand, video streaming requires high data 
rates and low QoS. Thus, an appropriate network can be developed according to the traffic 
type as both OWC and RF support different QoS levels.

3.1.3.3  Security  Secure data transmission is an important feature in network selection. As 
light cannot penetrate through walls, so optical wireless network based information cannot 
be hacked by outside users.

3.1.3.4  LOS/NLOS  In NLOS conditions, optical wireless networks do not offer reliable 
communication. While RF networks can support reliable communication in such condi-
tions. Thus, LOS/NLOS plays an important role in network selection.

3.1.3.5  Mobility support  RF networks can be selected for those applications, which require 
significant mobility support, whereas optical networks can be used in those services, which 
do not require mobility support.

3.1.4 � Advantages of Indoor Hybrid Optical/RF Systems

The indoor hybrid systems have several advantages for network users. A few of them are 
listed below:

3.1.4.1  Traffic offloading  Traffic offloading to LiFi and VLC can improve the performance 
of RF based small cells, macrocells and WiFi (Ayyash 2016). The network performance 
degrades when multiple users share the limited bandwidth. Applications which demand 
high QoS can be supported by RF networks while LiFi or VLC can be used to support 
application requiring low QoS. Hence, bursty nature of traffic can be overcome by offload-
ing from RF to VLC or LiFi.

3.1.4.2  Improvement of  link reliability  Link reliability can be improved by two or more 
networks. VLC/macrocell, VLC/small cell, VLC/WiFi, LiFi/ macrocell, LiFi/small cell and 
LiFi/WiFi (Wu et al. 2021a) hybrid networks develop two-tier networks which increase link 
reliability.

3.1.4.3  Improving seamless connectivity  RF/LiFi and RF/VLC hybrid networks offer 
seamless connectivity. In indoor services, RF macrocells, small cells and WiFi provide 
high coverage. Thus, RF technologies can enable seamless connectivity between optical 
networks with coverage holes.

3.1.4.4  Energy efficiency  An optical wireless system consumes low energy as compared to 
RF system because optical sources such as LEDs are used for illumination with low energy 
consumption. In case of traffic offloading from RF to optical, energy consumption can be 
significantly reduced.

3.1.4.5  Interference reduction  Interference level is significantly decreased in indoor RF/
optical hybrid networks as both individual networks do not interfere each other. If any user is 
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severely affected by interference then it can be served through another less affected network 
or traffic offloading.

3.2 � Hybrid RF/Optical systems in vehicular communication

Recently, research fraternity has given significant attention to vehicular communication 
such as vehicle to-roadside units (V2RSU) and vehicle-to-vehicle (V2V) communication 
(Peng et  al. 2018). RF systems have been used for vehicular communication for a long 
time. However, RF networks suffer from scarcity of available resources and enormous 
interference which limits RF-based vehicular communication (Boulogeorgos et al. 2015). 
RF coverage area in vehicular communication can be extended by using cooperative wire-
less communications (Osman et al. 2019). However, link reliability is yet to be explored 
in vehicle-to-everything (V2X) communications (Căilean and Dimian 2017; Ghosal and 
Conti 2020; Takai et al. 2014; Wang et al. 2019; Zhou et al. 2020). Nowadays, researchers 
have started focusing to employ cognitive radio frequency (CRF). CRF is an intelligent 
technology which can improve mobility and scarcity of RF resources (Liu et  al. 2016). 
CRF works on the basis of spectrum sharing to overcome congestion issue in RF spectrum. 
However, dynamic and complex nature of CRF system incurs challenging issues of power 
consumption and reliability. Recently, researchers have deployed OWC systems to remove 
these limitations in indoor and outdoor environments. OWC technologies such as VLC 
has many benefits in V2X communications as it offers secure data transmission, free spec-
trum, low power consumption, ubiquitous connectivity and no interference from nearby 
RF devices (Cheng et al. 2017). Nevertheless, VLC based vehicular communication has a 
critical drawback of LOS in V2V communication at long distances (Memedi and Dressler 
2020).

Currently, global positioning system (GPS) is commonly used to track vehicles. How-
ever, GPS is expensive and cannot provide significant services in underground and tunnels. 
In such cases, hybrid RF/optical wireless system can be used as a good complementary 
choice to the GPS system. Chowdhury et al. (2019b) briefly discussed hybrid RF/optical 
wireless systems for transportation applications. In their proposed network, OCC system 
is installed with an overhead traffic signal. The camera attains the identity (ID) of vehicle 
approaching in a communication range. This ID, vehicle distance and location information 
of infrastructure is sent to server for precisely locating the vehicle. The user can access this 
information by any smart device and can find the location of vehicle. WiFi or LiFi con-
nectivity can be considered to provide location information at any bus stop. Similarly, this 
system can also track train without using GPS. The application scenario of hybrid RF/opti-
cal system can be seen in Fig. 6.

OWC convergence with RF can significantly improve link quality. OWC with 5.9 GHz 
RF dedicated short-range communications (DSRC) can provide a long distance communi-
cation. On the other hand, other OWC technologies except FSO cannot provide such dis-
tance but can be considered for high dense traffic regions. VLC can be used for very short 
distances, while OCC can be used for distance up to 60 m and FSO can be used for long 
distance communications (Luo 2015). In addition, VLC can also be used to transmit infor-
mation at a longer-distance in a multi-hop manner.

Al-khori et  al. (2019) used Decode-and-Forward Relaying (DFR) technique for secu-
rity purpose in hybrid RF/VLC system. They used zero-force beaming technique to design 
proposed hybrid RF/VLC system and used security algorithms to remove eavesdropping. 
However, there is still a gap to improve the efficiency and throughput of the vehicular 
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communication. Recently, Abouzohri et al. (2020) have presented a hybrid cognitive radio 
frequency (CRF)/VLC system for V2V communication to optimize existing solutions to 
enhance efficiency. This novel approach is based on a decode-and-forward based hybrid 
CRF/VLC system in vehicle-to-vehicle communications (V2V).

Every vehicle on road transmits certain information to other vehicles or destination 
by using nearest macrocellular base station (MBS). A hybrid RF/optical system can be 
designed for such connectivity among moving vehicles. However, this system is challeng-
ing due to dynamic weather conditions and mobility of transmitter and receiver. The hybrid 
system can provide V2X and better QoS in outdoor vehicular communications. The main 
advantages of such hybrid systems are link reliability and traffic offloading. The perfor-
mance of congested RF system can be improved by offloading traffic to optical VLC. As 
interference from nearby RF devices also degrades the performance of RF system, traffic 
offloading can also mitigate this issue. In terms of link reliability, the link drop ratio in 
harsh environment such as high dense traffic regions or NLOS condition can be reduced by 
hybrid systems. Some important parameters such as distance, weather, LOS/NLOS must 
be kept into account for hybrid RF/optical systems. Optical systems highly suffer from 
dust, fog, rain and nearby lights. Thus, environments conditions must be kept into account 
in selection of appropriate network for hybrid RF/optical systems. The consideration of 
communication distance is an essential parameter in selection of hybrid RF/optical sys-
tem as VLC based LED can support short distance communication, whereas OCC sup-
ports medium range communication and FSO system supports long distance communica-
tions. Similarly, LOS/NLOS condition is also important for network selection in hybrid 

Fig. 6   Hybrid RF/optical network for vehicle tracking (Chowdhury et al. 2019b)
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RF/optical systems as some optical systems such as FSO require precise pointing between 
the transmitter and receiver.

3.3 � Hybrid RF/optical systems in free‑space

FSO has become a promising solution for wireless communication systems due to its 
key advantages such as license-free spectrum, high data rate, low-cost deployment and 
extremely high bandwidth (Pesek et al. 2018; Dahrouj et al. 2015; Huang and Safari 2020). 
However, FSO systems suffer from visibility issue under atmospheric conditions such as 
dust, snow, fog, scintillation, smog and atmospheric turbulence. Precise pointing and LOS 
conditions also introduce critical limitations. Earthquake vibrations, dynamic wind and 
thermal expansion cause misalignment between FSO transmitter and receiver. On the other 
hand, the performance of RF systems deteriorates in rain. RF frequencies below 10 GHz 
suffer from fog while frequencies above 10 GHz are highly affected by scattering. Thus, a 
hybrid FSO/RF system can be a complimentary solution to overcome limitations of each 
technology. The hybrid FSO/RF systems can ensure link reliability under harsh weather 
conditions. In an FSO/RF hybrid system, FSO and RF systems are used as primary and 
secondary backup networks respectively. These hybrid systems can be used for reliable 
distant communications e.g. ship-to-ship, airplane-to-airplane, airplane-to-ground, air-
plane-to-satellite, satellite-to-airplane, earth-to-satellite, satellite-to-earth and inter-satellite 
(Khalid et al. 2019).

Figure 7 shows an overview of hybrid RF/FSO system deployment. Such hybrid sys-
tems are used to enhance network reliability. Authors in Khalid et al. (2019) analyzed wire-
less network with hard switching between RF and FSO links. It is assumed that data is 
transmitted with hard switching either RF or FSO on the basis of circumstances such as 

Fig. 7   An overview of hybrid FSO/RF system
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only one link will operate at a certain time. For a certain time when SNR of FSO link 
remain above a defined threshold level then FSO link keep operating. As SNR of FSO link 
falls below a specific threshold level then RF link is activated. For simplicity, authors have 
assumed that at least one link keep operating at a certain time and system does not interrupt 
the complete hybrid RF/FSO network. As only one link operates at specific time so power 
consumption is reduced and receiver design will be simpler. This switching mechanism in 
hybrid RF/FSO network is efficient and provides better performance in terms of reliability 
and availability as compared to single FSO model. An important advantage of such sys-
tem is to maintain link under harsh environmental conditions. Under dynamic atmospheric 
condition, network selection plays a crucial role in hybrid RF/FSO connectivity. Several 
studies have been reported to address performance and capabilities of hybrid FSO/RF sys-
tems. Nadeem et al. (2009) studied effects of weather conditions on hybrid FSO/RF links. 
They experimentally demonstrated hybrid FSO/RF system to find real-time measurements 
of attenuation. In Touati et  al. (2016), atmospheric fading and misalignment effects are 
studied as these are dominant factors for FSO link failure. In Khan et al. (2021), authors 
have presented a comparative analysis between adaptive and non-adaptive systems. They 
have recommended adaptive hybrid FSO/RF approach as an optimum solution for different 
weather conditions. In Rakia et al. (2015), adaptive combining approach is used to retrieve 
original data from two links at receiver and machine learning approach is used in Haluška 
et al. (2020) to find received optical power.

3.4 � Hybrid RF/FSO backhaul solutions for next generation wireless systems

The growing demand of data rate in current networks possesses a cost burden on back-
haul design. Designing a cost-effective and high bandwidth backhaul solution is a chal-
lenging issue in defense and commercial applications. In 5th generation, backhaul links 
are increased due to higher traffic capacity. In order to support 5G, researchers are find-
ing unique solutions for 5G capacity, latency and networking challenges. In finding any 
promising solutions, we have to consider distance, link reliability and capacity at the same 
time. Such as, low frequencies suffer from multipath propagation while higher frequen-
cies are affected by rain attenuation. Mostly existing backhauls links are below 7 km and 
throughput is around 20 Gbps. Moreover, capacity requirements also impose limitation in 
backhaul connectivity. Available spectrum limits network capacity and higher order modu-
lation schemes to enhance spectral efficiency but it also possess limitation in communica-
tion distance. Thus, appropriate backhaul connectivity is required, which can support both 
with ease. Some studies have presented backhaul network including either optical fibers 
or radio frequency. RF offers low data rates and it is a cost-effective solution. In addition, 
free-space optical (FSO) communication is low cost and supports high data rates. How-
ever, FSO systems are sensitive to atmospheric conditions e.g. fog, rain and line-of-sight 
(LOS). Some studies have proposed cost-effective hybrid RF/FSO solutions by combin-
ing low-cost, easy deployable and NLOS based RF with high data rate, low latency FSO 
backhauls (Dahrouj et al. 2015; Douik et al. 2016). NLOS RF backhaul has scalability and 
cost advantages but it suffers from low data rate, high latency and it incurs delay. Differ-
ent techniques have been used in mobile backhauls such as mmWave, microwave, optical 
fiber cables and copper lines. One prevalent solution is low latency FSO backhauls. FSO 
transmission can be carried out by using laser beam between two LOS PDs. The typical 
wavelength of FSO laser beam is 850 nm, 1300 nm or 1550 nm which is license and EMI 
free. FSO communication uses modulated collimated beam which has several key features 
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including low probability of intercept, high level of security, and high bandwidth capability 
(Graceffo et al. 2019). LOS RF/FSO mitigates latency as compared to optical fiber. Hybrid 
RF/FSO can switch to RF or FSO according to weather conditions. In addition, multiplex-
ing techniques e.g. wavelength-division multiplexing (WDM) can be used to improve data 
rate up to 10 Gbps. Hybrid RF/FSO can be installed quickly, which makes it suitable for 
upgrading network. Hybrid RF/FSO has several advantages in terms of data rate, reliability 
and connectivity constraints. An overview of resilient strategy of hybrid RF/FSO backhaul 
is shown in Fig. 8 where a wired connection is challenging between two buildings because 
of river. A network strategy composed of two optical fiber (OF) links and a hybrid RF/FSO 
link is shown in Fig. 8 (Dahrouj et al. 2015). FSO laser beam has a wavelength in microm-
eter range which is an unlicensed band and immune to EM interference by RF devices. As 
FSO is a wireless technology so there is no need for any additional digging which is a chal-
lenging issue in the deployment of OF from both time and cost perspectives.

3.5 � RF/optical wireless hybrid in eHealth

In recent years, a dramatic increase has been witnessed in electronic healthcare (eHealth). 
Modern hospitals have started adopting eHealth as a complementary solution to the tradi-
tional medical services. eHealth is based on IoT applications, characterized by its minimal 
human assistance in nursing, improved reliability, high capacity communication, radiation-
free, locatable and cost effectiveness. eHealth includes a range of services such as health 
knowledge management, electronic medical records and telemedicine. Mostly medical 
experts emphasize on human healthcare system with good monitoring system (An et  al. 
2017; Hasan et al. 2018b). A good monitoring system must be secure, reliable, low cost 
and low power in intensive-care environments. Wearable patch antenna or sensing devices 

Fig. 8   An overview of hybrid RF/FSO backhaul (Dahrouj et al. 2015)
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are important for any potential eHealth solution. Wearable sensing network has shown 
potentials in remote monitoring of patient.

In healthcare systems, communication is carried out by RF-based BLE technology. 
However, existing RF technologies have several drawbacks in eHealth solutions including 
high SNR and severe electromagnetic interference effects, which can cause malfunction-
ing in some medical devices. The effect of RF on human skin is also a major concern. 
SNR ratio in long distance can be decreased but it increases BER. Optical camera com-
munication is an alternative solution for sensors-to-access network connectivity. It uses a 
camera to collect data from an LED which reduces the limitations of RF. The only limita-
tion of this system is high signal-blockage probability. Thus, in future eHealth systems, 
a hybrid approach of OCC and BLE can be a possible solution for real-time monitoring. 
Hasan et al. (2019a) proposed a hybrid OCC/BLE system to ensure remote, efficient and 
real-time transmission of human ECG to a monitor. Body sensors such as electromyogra-
phy (EMG) sensors, glucose level, blood pressure (BP), oxygen saturation and electroen-
cephalogram (EEG) gather data from different body parts. These sensors are linked with a 
skin patch with integrated OCC and BLE module (Hasan et al. 2019a). This patch is linked 
with BLE and a camera for required RF and OCC connectivity. The hybrid BLE/OCC sys-
tem is used for remote monitoring of patient (Hasan et al. 2019a; An et al. 2017). Different 
body sensors are used to remotely measure patient’s health conditions. This information 
is gathered by a hybrid BLE/OCC system which helps medical expert to monitor patient 
remotely. In addition, a hybrid RF/OCC system is used to monitor a wheelchair-bound 
patient (Chowdhury et al. 2020). A wearable skin patch is used to collect patient’s body 
conditions. Collected information is provided to a satellite network linked with a core net-
work for remotely monitoring. Hybrid RF/OCC systems can also be used to provide remote 
medical assistance in an ambulance. A hybrid BLE/OCC system is mounted in ambulance 

Fig. 9   An overview of hybrid BLE/OCC healthcare monitoring system (Hasan et al. 2019a)
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which is connected to satellite network for remote monitoring (Chowdhury et  al. 2020). 
In such cases, a fast and reliable link with lowest interference for real-time monitoring is 
required. The main aspect to select an appropriate network in hybrid BLE/OCC system 
is LOS/NLOS condition. A remote monitoring system based on OCC is shown in Fig. 9. 
In this system, a BLE receiver is used to collect the data from patch. The collected data 
is then processed to recover the original signal, and then it is sent to gateway for remote 
transmission. eHealth server is used for data storage which it can be accessed from eHealth 
database. In this system, cameras can operate by the rolling shutter method. Thus, when-
ever network access request (NAR) is made, the data is transmitted through BLE or OCC. 
In Chowdhury et al. (2019b), authors have briefly explained the advantages of OCC sys-
tem for simultaneously data collection from multiple sensors and monitor the patient. As 
RF technologies cause EM interference and it is harmful to patients. Therefore, an OCC 
system can be installed in an ambulance where a patient crucially needs monitoring while 
moving from place to another. OCC system receives the monitored data from wearable 
sensors. This collected data is sent to doctors or hospital through macrocellular network. 
In this way, patient’s conditions can be monitored and patient can get treatment by remote 
doctors. Table  11 illustrates some existing healthcare monitoring systems discussed in 
literature.

3.6 � Hybrid FSO/RF systems as received signal strength identifier (RSSI)

Hybrid FSO/RF system can be used for hard switching from FSO to RF link and back by 
using prediction analysis based on received signal strength identifier (RSSI). Research 
fraternity has focused on design and implementation of a monitoring device to predict 
weather information as atmospheric conditions significantly impair atmospheric channel 
transmission and adversely affect optical communication. Renat Haluska et  al. (2020) 
practically demonstrated hybrid FSO/RF monitoring system as a solution for high 
availability of optical link. Authors used machine learning methods with regard to the 
amount of received optical power.

The mutual interaction of optical beam with aerosols can reduce transmission speed 
or causes full interruption in communication. It means the amount of received optical 
signal at receiving component such as the avalanche photodiode (APD) decreases due 
to scattered particles in communication channel (Taher et  al. 2019). In FSO commu-
nication, the major problem is fog as its concentration and size causes severe attenua-
tion in transmitted optical signals. By choosing appropriate mechanism to predict harsh 
weather conditions, it is possible to switch FSO link to RF link. RF link has low sen-
sitivity to fog, but RF based communication is degraded by rain. Efficient switching 
between FSO to RF backup line can be successfully implemented after identifying the 
atmospheric conditions on the basis of received optical power (Katsilieris et al. 2017). 
In Haluška et al. (2020), researchers used machine learning methods e.g. decision-tree 
regression, gradient-boosting regression and random forest for reliable prediction and 
identification of received optical power, thereby enhancing both reliability and avail-
ability of FSO/RF hybrid systems. The experimental system of monitoring device is 
shown in Fig. 10. It is used to monitor weather along the transmission path between two 
FSO heads during determining and evaluating availability and reliability of FSO system. 
It can also monitor temperature in the vicinity of FSO transmitter and receiver which 
is related to atmospheric turbulence which is caused by abrupt change in temperature 
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and pressure along the transmission path of FSO signals. Monitoring and detection of 
fog particles can also be realized in this system by using a simple optical sensor. Some 
important concerns in design of such monitoring device are data collection, process-
ing and backup after regular measurements. Measuring variation in the concentration 
of particle can play a key role to solve the problem of early optical backup to provide 
high availability. Additionally, calculating wind speed during analysis of the FSO sys-
tem availability is important to identify the occurrence of optical turbulence between 

Fig. 10   Monitoring system 
(Haluška et al. 2020)

Fig. 11   Three mmWave beams generation using the ERON architecture (Lu et al. 2020)
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transmission path of FSO transceivers. A microcomputer is used after considering price, 
dimensions and open operating system to analyze the reliability of availability of FSO 
system. Such monitoring system can provide visibility measurements through a mini 
optical fiber sensor (miniOFS). This system also provides measurements for humidity 
level which affects FSO link.

3.7 � Elastic RF‑optical networking (ERON) for mmWave 5G networks (Lu et al. 2020)

The hybrid RF and optical or photonic technology is a promising solution for fifth gen-
eration wireless networks. Optical signal processing techniques have been investigated to 
contribute to the mmWave 5G networks. Power consumption analysis should be carried out 
towards an optical solution for mmWave 5G networks. Similarly, microwave optics is a hot 
research domain, which applies optical technologies to microwave applications (Marpaung 
et al. 2019). Li et al. (2019) demonstrated radio-over-fiber (RoF) for mmWave communi-
cation. Recently, Hongbo Lu et al. (2020) introduced ERON by using photonic-enhanced 
multibeam mmWave spatial multiplexing to achieve throughput elasticity and energy effi-
ciency as shown in Fig.  11. The convergence of RF and optical resources provide high 
resource pooling gain and resource usage flexibility. Authors validated that ERON is five 
times more energy efficient than traditional RF implementations. ERON offers promising 
solution for the crunch resource requirement challenges, the surging fronthaul link capacity 
challenges and mmWave power consumption challenges. Energy efficiency is a key ben-
efit for using photonic signal processing for mmWave beamforming. ERON utilizes optical 
technologies to assist mmWave communications. Smart photonic resource allocation can 
be implemented through efficient photonic signal process techniques. In future, photonic 
research innovations can contribute in technologies for the mmWave 5G deployments to 
serve fronthaul communication.

3.8 � The hybrid systems for aeronautical and space applications

Researchers from Glenn Research Center of National Aeronautics and Space Administra-
tion (NASA) (NASA Technology Transfer Program [Online]. xxxx) have designed a hybrid 
telescope antenna names as Teletenna for high data rate communication over longer dis-
tances. Teletenna enables communication on earth and deep space missions. It integrates 
RF and optics together to overcome engineering challenges and capitalizes on the advan-
tages of each technology. It revolutionizes Deep Space Optical Communications (DSOC) 
by 10 to 100 times real-time data transfer, live video feed and to deliver high-definition 

Fig. 12   Teletenna concepts (Raible et al. 2014)
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(HD) imagery. It is lightweight, robust, reliable and offer exceptionally precision to revolu-
tionize aerospace, secure communication for aircraft, telecommunication and satellite com-
munication. Initially, it was designed for missions to Mars. It can offer data rate 84 Mbps 
RF and 267 Mbps optically at Mars’ closest approach (Raible et  al. 2014). It integrates 
Ka-band RF antenna and co-boresighted telescope. It has a Cassegrain geometry as shown 
in Fig. 12. This geometry was designed to reduce system mass for deep-space applications. 
It provides maximum stability by isolating RF reflector from optics thermally as well as 
mechanically.

In 2020, NASA started a project titled “Robust and High-Data-Rate Hybrid RF/Opti-
cal  Communications for Lunar Missions” (Oklahoma State University News [Online]. 
xxxx) for next generation space-based communications. The Hybrid Lunar Commu-
nication (LunarCom)  project is led by researchers from Oklahoma State University and 
includes research team from University of Tulsa and University of Oklahoma. This project 
will tackle low data rate and reliability challenges of RF systems by integrating both RF 
and optical elements in a smart framework. Researchers investigated critical challenges of 
NASA’s communication systems and proposed this hybrid RF/optical system based project 
to support rapidly growing scientific data in NASA’s lunar missions. LunarCom Architec-
ture will integrate reliability of RF links with low cost and high capacity optical links to 
enable communication between earth stations and moon explorers.

German Aerospace Center DLR’s Institute of Communications and Navigation (IKN) 
holds a remarkable place in developing FSO terminals for flying platforms such as small 
satellites, aircraft and stratospheric balloons(DLR Institute of Communications and Navi-
gation [Online]. xxxx). Recently, innovators from DLR’s research group have demonstrated 
a hybrid FSO/RF system under VABENE project to overcome the adverse atmospheric 
effects on communication. It aims to monitor and manage traffic under natural disaster and 
mass events. In this hybrid system, optical communication system designed by IKN is inte-
grated with a HD camera sensor developed by the Institute of Remote Sensing (IMF). The 
possible implementation concepts and experimental results for this hybrid FSO/RF system 

Fig. 13   Telescope design (Mohageg et al. 2020)
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based on airborne, optical downlinks at 1Gbps are presented in a recent study (Rödiger 
et al. 2020).

In another project for deep space networking, researchers from California Institute of 
Technology have developed a hybrid RF/optical telescope (Mohageg et al. 2020). Authors 
have illustrated NASA’s deep space network (DSP) to modify it by integrating an optical 
communication terminal (Charles et al. 2011) to meet future communication demands and 
mitigation of solar induced damage. Optical communication link will improve the capac-
ity of deep space network (DSN). However, optical communication link between DSN 
transmitter and earth based receiver is restricted by sunlight. In some conditions, sunlight 
can fully block line-of-sight (LOS). The hybrid RF/optical telescope as shown in Fig. 13 
can support high data rate optical links over solar system range. The system model has 
the capability to compute data rate and BER for optical communication under different 
link configurations. It considers various aspects including timing errors, background noise, 
detector noise, telescope efficiencies and atmospheric effects. It is designed to predict the 
performance of Optical Payload for Lasercomm Science (OPALS) mission (Abrahamson 
et al. 2015).

4 � Acoustic/RF and acoustic/optical hybrid networks in underwater

In recent years, there has been a growing interest in wide range of applications such as 
climate change, offshore investigation, environmental monitoring, monitoring oil rigs, 
autonomous operations, localization, positioning and surveillance(Saeed et al. 2018; Cox 

Table 12   Basic difference among UWC technologies (Mehedi et al. 2020)

Characteristics UOWC Acoustic Radio frequency

Performance Parameter Scattering, Absorption Pressure, Salinity and 
temperature

Permittivity, permeability 
and conductivity

Transmission power Few watts Tens of watts mW to hundreds of Watts
Bandwidth 10–150 MHz 1000 km < 1 kHz

and
1–10 km ≈ 10 kHz
and
 < 100 m ≈ 100 kHz

MHz

Latency Low High Medium
Attenuation 0.39 dB/m Ocean 0.1–4 dB/km 3.5–5 dB/m
Size of antenna 0.1 m 0.1 m 0.5 m
Data rate Gbps Kbps Mbps
Efficiency 30 kbits/Joules 100 bits/Joules –
Speed 2.2 × 108 m/s 1500 m/s 2.2 × 108 m/s
Frequency band 1012–1015 Hz 10–15 kHz 20–300 Hz (ELF)
Distance 10–100 m Up to km/s Up to 10 m
LOS/NLOS Only LOS Both Both
Confidentiality Good Bad –
Equipment cost Low High High
Equipment volume Large Large Little
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et  al. 2020; Jaffe 2014). These applications require an efficient, reliable, high speed and 
long distance communication technique in underwater environment. Some research studies 
have focused on low-frequency RF, optical and acoustic underwater wireless communica-
tions (Kaushal and Kaddoum 2016a; Zeng et al. 2017; Saeed et al. 2019b; Mehedi et al. 
2020). Table  12 summarized basic differences among these underwater communication 
technologies (Mehedi et  al. 2020). RF and acoustic technologies are suitable for NLOS 
scenarios; however, they are prone to high power consumption and low data rates. Acous-
tic communication can provide transmission distance up to 20 km and it is widely used in 
underwater environment (Alimi et  al. 2017). However, the data rate of this communica-
tion technique is in kbps only. Acoustic communication has some drawbacks such as high 
power consumption, high latency, high cost and negative impact on marine species. On the 
other hand, UOWCs allow high-speed underwater communication within a limited range 
(Schirripa Spagnolo et al. 2020). 405 nm blue LD is envisaged to provide long distance 
UWC as authors in Wang et al. (2016) established 20 m long underwater communication 
link with 1.5 Gbps data rate by using on–off keying (OOK) modulation. Generally, optical 
systems provide Gbps data rate within 10 to 100 m transmission range. The key advantages 
of UOWCs are low deployment cost, low complexity, high data rate, high security and low-
est link delay. However, the performance of UOWC system degrades in NLOS scenarios as 
precise pointing between transmitter and receiver is required. Moreover, UOWC systems 
face recurrent communication failure due to scattering, absorption, seawater effects, mis-
alignment and channel turbulence. Recent research studies have focused on increasing both 
transmission range and data rate of UOWCs (Retamal 2015; Tian 2017). Methods proposed 
in James Singh, et al. (2020), Wei (2020) enhance UOWC data rate by using LEDs. How-
ever, the transmission distance is limited in these studies. Alternatively, hybrid systems 
based on acoustic and UOWC are introduced to overcome the limitations of data range and 
transmission distance (Zhang et al. 2020b; Han et al. 2014, 2019; Wang et al. 2017c). Dif-
ferent configurations of hybrid systems are possible including RF/acoustic, RF/optical and 
RF/acoustic/optical systems. The key advantages of hybrid systems are improved link reli-
ability and traffic offloading and increased capacity. In RF/optical hybrid system, high data 

Fig. 14   An overview of hybrid underwater acoustic/optical wireless system
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rate communication can be achieved for both short and long distance range. Similarly, high 
data rate LOS services can be achieved in hybrid acoustic/optical systems. The important 
parameters to select any suitable hybrid configuration are precise pointing of optical link, 
traffic type and communication distance. An overview of hybrid underwater acoustic/opti-
cal wireless network is displayed in Fig. 14. This system offers real-time video monitoring 
between AUV and base station (Mehedi et  al. 2020). In this system, noted are equipped 
with optical and acoustic modems to enable advantages of both media by providing band-
width and connectivity requirements. Moreover, additional acoustic receivers are equipped 
to enhance the communication redundancy along with providing additional data to local-
ize another transmitter and align the optical modems. During alignment process, data is 
transmitter through acoustic link until the optical modems are aligned accurately. As the 
optical modems are aligned, video data is sent using optical links to exploit the increased 
bandwidth. The acoustic link keeps operating to exchange control signals and video frames 
are sent even if optical links are not available. Such hybrid acoustic/optical system can be 
configured dynamically and it can maintain high speed optical links. The control mecha-
nism is fully operated through acoustic links while high speed data is transmitted using 
optical links.

In Table 13, we have provided some existing underwater hybrid systems discussed in 
literature.

5 � Optical/optical wireless hybrid networks

The characteristics of different optical technologies vary from each other. LiFi and VLC 
offer high data rates and these systems are less affected by interference as compared to low 
data rate OCC systems. According to the transmission spectrum, OWC can be categories 
into UV, VL and infrared. The VL spectrum is extensively used in FSO, LiFi, OCC and 
VLC communications. In some cases, VL spectrum is also utilized for FSO. FSO systems 
operate in NIR spectrum which is widely utilized by LiDAR, LiFi and OCC. A notable 
attention has been seen in UV spectrum due to its capability of NLOS optical communica-
tion links. UV communication is used to achieve high speed LOS and NLOS communica-
tions. FSO and LiFi also use UV spectrum. A comparison of UV, VL and IR for OWC 
systems is provided in Table 14. Moreover, these optical wireless technologies integrate 
different transceivers in hardware architecture. Such as LED is used due to high speed data 
transmission capacity of transmitters in OWC/OCC and VLC systems. On the receiving 
side, photodiodes are used in VLC and LiFi system to receiver modulated light, whereas 
cameras are used in OWC/OCC system to receive optical pulses. The interference compo-
nents can be spatially separated from the image sensor in OCC. As a result, BER and SINR 
are enhanced in OCC. However, most commercially available cameras limit the overall 
data rate due to limited frame rate of these cameras. Therefore, OCC seems promising in 
such application scenarios where attaining high BER and SINR is more essential than high 
data rates.

Recently, optical/optical hybrid wireless networks have become hot research top-
ics among researchers. Hybrid optical/optical wireless networks incorporate two or more 
optical wireless technologies, which can enhance the system’s performance in terms of 
energy efficiency, reliability, bit error rate (BER), data rate and throughput etc. enabling 
the combined benefits of both technologies. These hybrid networks can be implemented 
in various applications such as high speed wireless connectivity, load balancing, vehicular 
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communication and seamless movement. Hybrid optical/optical wireless systems are offer 
enhanced QoS level and improved link reliability. Hybrid VLC/OCC and LiFi/OCC can be 
used for indoor applications. For V2X communications, FSO/OCC, VLC/OCC and LiFi/
OCC are possible hybrid systems. OCC offers a stable link for long distance communi-
cation in V2X communications. FSO/OCC provides long distance V2X communication 
while removing individual limitations and maintaining stable link performance. FSO can 
provide long distances and good performance in V2X communications. However, FSO 
requires precise pointing and it is severely affected by outdoor atmospheric conditions. 
While OCC offers comparatively short distance communication with low data rates. As 
cameras are used in comfort and safety application. Hence, OCC offers safety assistance 
solutions based on the communication. Therefore, the hybrid approach of these two tech-
nologies can increase reliability and satisfy user demand as well. However, its performance 
suffers from atmospheric conditions in outdoor scenarios specifically precise control of 
the transceiver (Vats et al. 2019). The high mobility requirement is also critical for V2X 
communication. To address coverage area, bit error requirement, handling of diverse data 
rates, interference effect, pointing navigation and precise indoor and outdoor localization, 
a hybrid FSO/VLC system is proposed in literature (Pesek et al. 2018; Huang 2017). The 
implementation and deployment of FSO/VLC heterogeneous interconnection together with 
traffic management, routing algorithm, localization, mobility support and handover issues 
are briefly discussed in Huang (2017). Figure  15 represents hybrid optical scenarios for 
VLC/OCC and FSO/VLC wireless systems. The first diagram (left to right) shows a hybrid 
VLC/OCC system which can communicate using both image sensor and PDs with the 
same LED. In this system, low speed OCC and high speed VLC signals are transmitted in a 
combined form. Therefore, this hybrid network offers diverse services with low complexity 
of lighting system at low cost as all LEDs are equipped with same type of driving circuits 
and modems sharing the same network. Moreover, electric energy consumption is also low 
as the total number of LEDs for communication is reduced. The second diagram (left to 
right) shows a hybrid FSO/VLC system. This system has a potential to provide alternative 
solution to overcome the bandwidth issue in the last mile and last meter access scenarios. 
In such hybrid systems, a high speed FSO link is used to realize inter-building connectiv-
ity, which can easily occupy a number of access points in indoor scenarios. The received 
FSO signal is then transmitted through single mode fibers (SMFs) within rooms and VLC 
technology is further used to enable last meter connectivity for the end users. However, 
several challenging issues are also envisaged in these hybrid systems.

Fig. 15   Scenarios of hybrid VLC/OCC (Nguyen et  al. 2019) and FSO/VLC (Pesek et  al. 2018) (left to 
right)
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•	 As modulation bandwidth for both technologies is different, so different LEDs are used 
to transmit data streams.

•	 To identify the correct LED to communicate for a particular application will be chal-
lenging.

•	 Same LED can be utilized for the hybrid system with multiple access techniques. How-
ever, the implementation complexity of the network assignment will be increased.

•	 Using different LEDs for OCC and LiFi will also increase the overall cost.

In hybrid FSO/VLC systems, FSO link operates for backhaul connectivity while VLC 
link is used to connect users. Such hybrid systems increase link reliability as well as ful-
fill user’s requirement. The convergence of two systems improves services with low inter-
ference effect in LiFi/VLC. Several constraints e.g. traffic type, communication distance, 
precise pointing and data rate requirements must be kept into account for any suitable 
link selection in hybrid optical/optical wireless systems. Table 15 presents some existing 
research studies on hybrid optical/optical systems.

6 � Challenges and open research issues

Some important challenging issues for efficient deployment of hybrid optical wireless sys-
tems are briefly discussed below.

6.1 � Energy harvesting with dual‑hop hybrid wireless system

Simulation analysis of a dual hop system containing RF and VLC links are provided in 
some studies. Whereas energy harvesting concept along with data transfer is a new idea 
which appears to be a power-efficient solution. Energy harvesting drawbacks where delay 
appears have to be reduced. Several studies have optimized targeting single constraint such 
as system secrecy, maximum user data rate and overall system delay. Researchers should 
focus on investigating multiple constraints to analyze harvested power and data packet loss. 
In addition, a suitable handover mechanism should be introduced which can improve sys-
tem reliability. Finally, hardware prototype design, optimal design of hybrid system and 
real-time implementation can be a possible future direction.

6.2 � Resource allocations and AP selection in RF/VLC networks

Several studies have focused on AP selection in RF/VLC networks. Either a hybrid sys-
tem contains a central control unit or not, the algorithms will vary. The key objective is 
to find an energy efficient algorithm which enable fairness of the hybrid network over RF 
and VLC networks and enhances the throughput of network users. Machine learning based 
algorithms can be a possible solution for non-convex optimization problem. In addition, 
future research should focus on finding low-cost and efficient optimization algorithm with 
best network throughput and reduced power transmission, delay and control overhead. The 
metrics considered for comparison of different algorithms are outage probability, user satis-
faction and network fairness. Moreover, resource allocation like the number of APs, power 
and bandwidth allocations are also critical issues in network design. In Liu et al. (2020), 
proposed optimal power allocation algorithm for hybrid VLC and power line. Authors have 



A comprehensive survey on hybrid wireless networks: practical…

1 3

Page 41 of 56  523

designed power allocation strategy based on NOMA. Multiple users can access frequency 
and time resources by utilizing non-orthogonal multiple access (NOMA).

6.3 � Design and implementation of practical hybrid RF/VLC network (testbeds)

The most important step to propose a new algorithm is to test it for real-time implementa-
tion on hardware. Therefore, development and implementation of testbed for hybrid net-
works is crucial to develop any solid comparison between resource allocation algorithm 
and proposed handover. These practical implementations are different in number of users 
and cost. In future, further optimization schemes for existing testbeds will be required to 
ensure flexibility to the researchers in terms of best network design and real-time applica-
tions. In future, low cost testbeds will open horizons of research interest in hybrid net-
works and optimization methods. In practical deployments of hybrid RF/VLC networks, 
standalone VLC can be augmented to enhance the data rate coverage. While RF access 
points can be used to improve the overall rate performance of heterogeneous networks and 
enable ubiquitous control functionalities. It will develop significant research interest from 
researchers to design new uses cases and applications for hybrid networks.

6.4 � Network selection

It is evident from the current research that effective network selection is crucially important 
in hybrid systems. Different hybrid networks are designed to be used in different scenarios 
to make best use of their flexibilities and capabilities. While a hybrid network enhances 
system performance, it also challenges the techniques of access network selection due to 
integration of heterogeneous networks. This problem in heterogeneous network is more 
complicated than a homogeneous network of a straightforward network selection tech-
nique. There are several factors which make network selection challenging. The optimal 
network selection changes according to the heterogeneous technologies and environment. 
Fine-grained network selection techniques are needed to enable high user QoE. Network 
selection depends on different heterogeneous parameters such as communication distance, 
traffic type, precise pointing and required data rate. An efficient network selection must 
ensure high data rate, low latency and high user QoE. The network selection criteria dif-
fers for existing RF technologies as well as differ considerably differs for various OWC 
technologies. Several research studies have addressed these parameters, but real-time suc-
cessful implementation of hybrid systems in a dynamic and unknown environment is still 

Table 16   Network sharing in different hybrid systems in literature

References Hybrid system Uplink Downlink

Pan et al. (2017) RF/VLC RF VLC
Ayyash (2016) WiFi/LiFi WiFi LiFi
Shao, et al. (2014), Hu et al. (2016) VLC/WiFi WiFi VLC
Gulbahar and Sencan (2017) RF/OCC RF RF and OCC
Wang et al. (2017b) LiFi RF No difference for both up and down links
Al-Khori et al. (2019) RF/VLC Downlink hybrid RF/VLC
Shao (2015) VLC/WiFi Uplink VLC and WiFi
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a challenging task. Intelligent adaptation of these parameters as well as efficient selection 
technique is essential to harness the advantages of hybrid networks. However, depending 
on environment or application, either indoor or outdoor, the network parameters must be 
optimized to fully use the advantages of hybrid networks. Similarly, computation time must 
be taken into account in order to reduce the delay. In Hasan et al. (2018c), a network selec-
tion method based on fuzzy logic is presented for hybrid OCC/LiFi communication. In this 
proposed method, an access point is selected for different application scenarios by using 
fuzzy logic. The proposed mechanism ensures proper utilization of network resources as 
well as enhances the QoS. Moreover, we expect more researchers will focus on testbeds 
and furthers new applications will merge for hybrid networks. It means new network topol-
ogies and algorithms will be introduced to adapt network according to applications and 
environmental conditions. Table 16 presents network sharing in different research works on 
hybrid networks. RF performs well for both uplink and downlink while VLC and LiFi can-
not perform well for uplink communication.

6.5 � Access Protocol

User mobility plays a key role in wireless communication systems. In case of mobile 
receiver, pointing, tracking and localizing the moving receiver are the key challenges (Bao 
et al. 2017). A suitable access protocol is required if multiple moving users share limited 
channel resources. The carrier sense multiple access with  collision avoidance (CSMA/
CA) protocol was introduced for single network scenario. In recent studies, researchers 
have proposed a hybrid access protocol which achieves high throughput and low colli-
sion probability along with a low average delay. This hybrid protocol includes CSMA/CA 
and TDMA. Hybrid access protocol can use resources more effectively. Researchers have 
been working to design medium access protocols for optical/optical and RF/optical hybrid 
networks.

6.6 � Handover

Several studies have been reported on efficient vertical handover (VHO) scheme in RF 
communications. In RF/optical hybrid networks, the random mobility of users in optical 
channel involves complexity in VHO. The properties of data link and physical layers pos-
sess critical issues in mobility management of hybrid systems. Research fraternity should 
focus on investigating efficient handover decision algorithms for hybrid networks. It is also 
important to avoid unnecessary handover. As optical channel is blocked due to obstacles, 
it adds a unique factor to target the network during handover. The handover duration must 
be short. Handover duration depends on algorithms used and transmission losses in hybrid 
systems. It is worth noting, the small coverage area of VLC and LiFi enables several hando-
vers in indoor applications. In Wang and Haas (2015), Wang et al. have presented handover 
concept in hybrid LiFi/WiFi system. In such hybrid system, user mobility and intermittent 
light-path blockages introduce frequent handovers resulting a low system throughput. Sev-
eral mechanisms have been reported in literature to mitigate the handover issue in hybrid 
LiFi/WiFi networks. In Saud and Katz (2017), authors have proposed a novel implementa-
tion of fast handover in hybrid optical/RF wireless networks. The proposed mechanism can 
efficiently monitor VLC link and then quickly switches to RF link as VLC link drops. In a 
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recent study Wu et al. (2020b), authors used a reinforcement learning-based approach for 
optimal vertical handover with QoS guarantee.

6.7 � Load balancing

Current research studies validate that hybrid RF/VLC network provides better performance 
in terms of user mobility and bandwidth. However, it is much needed to perform an effi-
cient load balancing scheme to ensure network reliability regardless of locations and times. 
To develop a scalable load-balancing method with low handover overhead is a challenging 
issue. Researchers have been investigating different load balancing schemes to enhance net-
work throughput as location aware and mobility aware algorithms. In hybrid networks, an 
effective dynamic load balancing scheme is required. Any possible scheme should consider 
parameter like outage probability, network fairness, control overhead and maximum data 
rate. Load balancing or resource allocation problem can be reduced by finding optimal user 
association. In a mobile scenario, users can switch to different serving APs and a possible 
handover can be prompted. Effective load balancing can improve link reliability and net-
work availability. Wang et al. (2017b) presented load balancing game for indoor hybrid RF/
LiFi systems. They also presented dynamic load balancing for better performance of hybrid 
LiFi/WiFi networks (Wang and Haas 2015). In this scheme, moving users are served by 
WiFi while quasi-static users are served by LiFi. In Li et al. (2016a), researchers have pro-
posed a mobility-aware load balancing method for hybrid visible light communication-long 
term evolution (VLC-LTE) networks. It operates by learning the moving trajectories of 
indoor users and leveraging the location-sensitive characteristics of VLC communication.

6.8 � Cross‑layer design

Secrecy is an important feature, which is highly considered by users and multiple applica-
tions. Several research studies have highlighted security issue in network in order to find 
network’s sustainability to potential malicious attacks. An important feature which impacts 
on network’s security is the location of the eavesdropper. More research is required to min-
imize power consumption in network while ensuring security in different conditions.

The inherent broadcast feature of VLC can cause eavesdropping by malicious terminals 
in the coverage area of VLC transmitter as light signals are transmitted without any wave-
guide or optical fibers. Then, physical layer security (PLS) emerged as a promising solution 
to prevent eavesdropping and mitigate jamming attacks (Li et al. 2014; Pan et al. 2015). 
Several studies have investigated different methods to enhance the secrecy performance 
of VLC systems (Mostafa and Lampe 2015; Pan et al. 2016). These studies can provide 
a roadmap to develop a mechanism for enhancing the secrecy performance of hybrid RF/
optical systems. Existing hybrid RF/optical systems focus on physical layer metrics. Upper 
layers security methods such as cryptography and data encryption can be utilized but they 
require high computational and processing power consumption. In Al-Khori et al. (2019) 
proposed physical layer security algorithms based on zero-forcing beamforming techniques 
to overcome eavesdropping in hybrid RF/VLC system. Hybrid system rarely address data 
link layer. Due to drastic increase in network traffic and high data rate services, we must 
consider QoS metrics of data link layer as well as physical layer. The cross layer perfor-
mance analysis between data link and physical layers are crucially important. Several stud-
ies related to cross-layer analysis have addressed RF scenarios while only a few studies 
have focused on OWC systems. Researchers should pay significant attention to cross-layer 
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performance investigations. In Rakia et  al. (2017), authors have made cross-layer analy-
sis for point-to-multipoint (P2MP) hybrid FSO/RF networks. Authors have shown that 
P2MP hybrid FSO/RF network shows better performance as compared to P2MP FSO-only 
network.

6.9 � Modulation techniques in wireless hybrid systems

The modulation schemes for OCC are different from VLC and LiFi. OCC cannot support 
high modulation schemes due to limited frame capacity of cameras. The implementation 
of modulation schemes in hybrid optical/optical wireless systems is a challenging issue. 
Although OCC and VLC use LEDs as transmitter, it is yet difficult to find any literature 
to integrate these technologies in a single module. OCC and VLC are LOS-based tech-
nologies. Users should find suitable lamps when OCC and VLC are serviced from different 
LEDs. When both technologies integrate, however, users can get services from same LED 
regardless of their devices and applications. Another major concern in integration of both 
technologies is operating frequencies. Image sensors cannot fully recognize higher fre-
quencies as compared to PDs because of slow response time (Do and Yoo 2016). Whereas, 
VLC is integrated with PLC to communicate with PDs (Ding 2015). On the other hand, 
OCC needs another LED due to its lower frequencies. In addition, OCC and VLC cause 
interference as both are same visible light. It brings noise at other’s receiving compo-
nent. In Nguyen et al. (2019), authors have demonstrated hybrid VLC/OCC system. They 
have used Variable Pulse Position Modulation (VPPM) for OCC and Manchester coding 
for VLC to remove aforementioned issues. In addition, authors in Wu et al. (2017) imple-
mented a novel hybrid of radio optical OFDM (HROOFDM) scheme by combining VLC 
and RF links in the physical layer. This new modulation scheme improves power and band-
width allocation as well as optimization. Several studies have focused on non-orthogonal 
multiple access (NOMA) which is less sensitive to LOS availability (Al Hammadi et al. 
2019). In NOMA, users share available frequency and time resources which leads to bet-
ter spectral efficiency and low latency (Ding et  al. 2017). In future, it is envisaged that 
research community will focus on improving access methods and modulation scheme by 
hybrid networks in order to optimize the resources and enhance the performance.

6.10 � Performance enhancements in mixed RF/FSO relay systems

The system capacity is very sensitive to pointing error and atmospheric turbulence as it 
can significantly degrade end-to-end performance of hybrid RF/FSO system. It is observed 
that interferer’s power can highly affect the performance. The outage performance dete-
riorates as weather becomes harsher because the scattering loss increases. This limitation 
can be overcome by additional transmission power. However, high transmission power can 
lead to low secrecy performance. Consequently, an efficient power allocation technique for 
hybrid RF/FSO is necessary. In Al-Eryani et al. (2018), authors have carried out perfor-
mance analysis and power allocation for hybrid RF/FSO system. Authors have addressed 
the impacts of several parameters including outage probability threshold, atmospheric tur-
bulence conditions, pointing error and number of users. It is shown that in small pointing 
error and weak turbulence, the outage probability is dominated by RF downlink/uplink. 
However, in severe pointing error, it is dominated by FSO downlink/uplink.
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6.11 � Atmospheric effects on hybrid FSO/RF networks

FSO has notable prime advantages among various OWC technologies when a high data rate 
link is needed ground-space applications. However, this technology severely suffers from reli-
ability and availability challenges due to adverse weather conditions. Atmospheric attenuation 
caused by scattering and absorption is a main challenge in short range outdoor OWC. Clouds, 
snow, rain, fog cause scattering while carbon dioxide and water particles cause absorption 
in optical transmission in free space. Among these, fog is the most deterrent factor which 
highly affects the availability of FSO. A hybrid network can be a viable solution to overcome 
attenuation. An adjunct directional RF link can be used to facilitate backup connectivity. The 
appropriate frequency selection in hybrid RF/FSO system necessitates the study of different 
link attenuators which can ensure high availability under different atmospheric conditions. 
Higher frequencies cause high attenuation in foggy conditions. Thus, low frequencies are used 
to achieve high availability though at low data rates. Nadeem et al. (2009) studied weather 
effects on hybrid FSO/RF and found that convergence of FSO with 40 GHz RF gives prom-
ising results in foggy conditions. Employing FSO link with a GHz frequency range backup 
link provides comparable data rates and high availability. Low GHz frequencies in industrial, 
scientific and medical (ISM) band as backup link can also ensure high availability. Thus, there 
exists a tradeoff in adapting a suitable frequency for the backup link dependent upon specific 
weather conditions. Cost and data rate requirements will also play a vital role in selecting 
backup link frequency. Moreover, knowing atmospheric obscuration, traffic demand, topology 
configuration and developing adaptive algorithms can also ensure availability and optimal net-
work performance. Future studies should focus on finding appropriate parameters of different 
weather conditions and locations for FSO/RF hybrid networks. Table 17 presents atmospheric 
effects on different communication technologies.

6.12 � IRS‑assisted hybrid networks

Intelligent reflecting surface (IRS) is an emerging technology which enables various appeal-
ing functions in wireless channel reconfiguration, such as nulling/suppressing inter-channel/
co-channel interference, refining the channel distributions/statistics, adding extra signal paths 
and creating virtual line-of-sight (LOS) path to bypass obstacles between transmitter and 
receiver through smart reflections. IRS offers various practical advantages such as IRS pas-
sive reflecting elements can reflect the impinging signals without the need of any transmit 
power, thus offers low energy and hardware cost as compared to active surfaces (Wu et al. 
2021b). Besides, IRS has a conformal geometry, light weight and low profile, which makes it 
effectively suitable for integration in a desired environment or object. Furthermore, it operates 
in full-duplex (FD) mode and has freedom from self-interference and antenna noise ampli-
fication. IRS is an auxiliary device in wireless communication and enables transparent inte-
gration, thus offering high compatibility and flexibility with current wireless communication 

Table 17   Availability of FSO 
with 40 GHz RF (Nadeem et al. 
2009)

Weather condition FSO (%) 40 GHz (%) Hybrid (%)

Snow 39.49 100 100
Rain 85.71 14.29 85.71
Dense maritime fog 0.51 100 100
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systems such as LiFi and WiFi. Due to these potential features, IRS is appropriate for colossal 
deployment in wireless networks for cost-efficient improvement in its energy and spectral effi-
ciencies. Improved energy efficiency, low complexity and full-band response of IRS makes it 
ideally suitable at any operating frequency.

IRS-assisted RF/VLC hybrid network can be deployed in outdoor scenarios as shown in 
Fig.  16. In this outdoor scenario, mirror is used to reflect visible light towards a photode-
tector while IRS is used to reflect radio frequency signals from the base station (Alghamdi 
et al. 2020). IRS can be used to complement VLC in scenarios where LoS link is obstructed. 
Deploying IRS-assisted VLC systems can support secure and reliable communication which 
compensates the potential failure of any connection links.

Similarly, hybrid LiFi/RF systems offer enhanced security and privacy, LoS blockage miti-
gation and RF traffic offloading by using both optical and RF spectra (Ayyash 2016). The 
close integration of IRS-assisted LiFi and IRS-assisted RF is recognized as a natural contin-
uum to hybrid LiFi/RF systems. This coexistence will enable significant synergies including 
potentials to meet the stringent requirements of future 6G networks. However, distinctive chal-
lenges also arise in this integration which require significant research contributions on cross-
band selection, cross-layer analytical tools, energy management schemes, reliable resource 
allocation and complex load balancing approaches.

7 � Conclusion

Recently, research in OWC technologies is rapidly growing as traditional RF technologies 
cannot fulfil drastic demands of 5G/6G wireless systems. OWC has become an emerging 
alternative to RF technology due to its excellent features of high data rate, license-free 
spectrum and long distance communication. The convergence of two technologies such as 

Fig. 16   IRS-assisted RF/VLC hybrid system
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RF and OWC can overcome the limitations of each technology. Therefore, the hybrid net-
works such as RF/optical or optical/optical can mitigate the drawbacks of either RF or opti-
cal wireless system. These hybrid networks offer high performance and flexibility. Studies 
on remaining aspects related to network selection, application scenarios, data rate require-
ment etc. are underway. This review paper addresses various optical and RF technologies, 
hybrid RF/optical, hybrid optical/optical, hybrid acoustic/optical, hybrid acoustic/RF wire-
less networks, applications, potential challenges and open research issues. In this study, we 
have provided a summary of different configurations of hybrid systems including optical 
based FSO, VLC, OCC and LiFi as well as RF-based BLE, WiFi, small cells and macro-
cells are considered. We have also discussed several challenging issues such as network 
selection, atmospheric effects, handover, load-balancing, modulation techniques, cross-
layer design, access protocol, resource allocation and IRS-assisted hybrid networks. An 
extensive range of applications such as indoor, vehicular communication, eHealth, back-
haul connectivity solution and underwater communication is considered. In addition, we 
have addressed open research issues for design and successful deployment of hybrid wire-
less networks. This study highlights previous research contributions addressing aforemen-
tioned aspects in RF/optical, optical/optical, acoustic/RF and acoustic/optical hybrid wire-
less systems. This review paper will provide sufficient guidance for future researchers to 
understand previous studies and future research directions in hybrid wireless networks.
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