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Abstract An optical spectrum encryption algorithm for hyperspectral image is proposed
in this paper, in which the spatial and spectrum information can be encrypted simultane-
ously. The Baker mapping is utilized to scramble each band of the hyperspectral cube
before the optical transform. Subsequently, 100 bands are divided into real part and
imaginary part of the complex function expressing light field. Then, the scrambled data is
imported into fractional Fourier transform and gyrator transform system. A random binary
vector is designed and employed in the optical transform for enhancing the security of the
encryption system. The amplitude and phase information in the output plane can be
regarded as the encrypted information. Some numerical simulations are made to demon-
strate the performance of the proposed encryption system.

Keywords Hyperspectral image - Cryptography - Optical transform

1 Introduction

The optical system has been deeply investigated in obtaining and processing information in
the past decades and the optical information security technique is becoming an important
method in the process of transmission and storage due to its parallel processing and high
speed. Since Refregier and Javidi (1995) first proposed double random phase encoding
(DRPE) in 1995, many kinds of optical transform or optical information system have been
developed for protecting the secret image (Matoba and Javidi 1999; Liu and Liu 2007;
Meng et al. 2006; Zhu et al. 2009; Abuturab 2013; Alfalou and Brosseau 2010; Chen et al.
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2011), such as Fresnel transform, fractional Fourier transform (FrFT), Mellin transform
and interference. The random phase encoding is employed as the main key in most of these
encryption algorithms and Peng et al. (a, b) have testified that the DRPE is vulnerable to
chosen-plaintext attack and know-plaintext attack. Note that the storage space of the
random phase is close to the original data (Kumar et al. 2011). Chaotic mapping has also
been introduced to generate random data in some encryption scheme (Alfalou and Bros-
seau 2010; Chen et al. 2011; Lang 2012). In addition, some pixel scrambling operations
have been utilized in some newly image hiding technique, for instance, jigsaw transform,
Baker mapping and Arnold transform (Abuturab 2012; Liu et al. 2009a; Sui et al. 2014).
Some parameters generated in these scramble operation will be chosen as the additional
keys to enhance the security of the encryption system (Abuturab 2012; Liu et al. 2009a,
2013; Sui et al. 2014; Enayatifar et al. 2014; Chen et al. 2013).

A new concept of multi-image encryption has caused much attention since Situ and
Zhang (2004) first proposed a multi-image encryption based on wavelength multiplexing.
Subsequently several kinds of double images encryption, triple images encryption and
RGB image encryption schemes have been deeply researched in the past decade (Chen
et al. 2013; Tao and Xin 2007; Liu et al. 2009b, 2010). However, the multispectral image
and hyperspectral image which are considered as the most important data of space remote
sensing (especially in the field of military detection), have seldom been researched in
recent years (Zhang et al. 2012). We recently proposed a new concept of spectrum
information hidden technology (Chen et al. 2015).

The hyperspectral image contains rich information both in spatial and spectral domain,
which makes it possible to identify and discriminate the target in spectral domain
(Nakauchi and Nishino 2012). In this paper, we present an optical spectrum encryption
algorithm for hyperspectral image by using chaotic map and associated FrFT and gyrator
transform. The proposed encryption system can protect the information both in spectral
domain and spatial domain, simultaneously. Firstly, an original hyperspectral image is
divided into ever single band and the Baker mapping is utilized to changing the pixels
sequence of each band. Subsequently, the scrambled images generated by Baker mapping
operation are separated into real part and imaginary part of the complex function
expressing light field. These complex functions are then put into the input plane of the
optical transform system, which is composed of FrFT and gyrator transform. A random
binary vector is designed and introduced as the parameters in optical transformation to
strengthen the security of the proposed encryption system. Numerical simulation experi-
ments are performed to demonstrate the validity of the encryption scheme.

The rest of this paper is organized in the following sequence. In Sect. 2, the proposed
spectrum encryption/decryption algorithm is introduced in detail. In Sect. 3, numerical
simulation results are made and given to test the validity of the algorithm. Concluding
remarks are summarized in the Sect. 4.

2 Hyperspectral image encryption algorithm

Firstly, both the chaotic map, Baker mapping, FrFT and gyrator transform are introduced in
this section. Thereafter, the intact encryption algorithm is addressed in detail.
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2.1 Random binary series

Chaotic map can generate random series by iteration. For instance, a logistic map can be
defined mathematically as follows

Sn-H =p- Sn(l _Sn) (1)

where p is the coefficient of the map. In fact, the logistic map has the chaotic behavior
called Pomeau—Manneville scenario, which means that all the value of {S,} stay in the
range of [0, 1] if the coefficient p located in the interval [3.57, 3.82] (Jeffries and Perez
1982). Referring to Liu et al. (2010), we designed a new logistic map as follows

Spe1 = (3.82—5,/4) - S,(1 = S,) (2)

where the coefficient of this map is p = (3.82 — S, /4). The Eq. 2 can be utilized to
generate the random binary data. Here the initial value in calculation is §; = 0.82 and
p = 3.62. According to the logistic map, the value of the random binary data {S,} com-
pletely depends on the initial value and iterative time.

2.2 Baker mapping

Baker mapping is a kind of two-dimensional chaotic process (Fridrich 1998), which can be
utilized to scramble every single band of the hyperspectral image before performing the
optical transform. Mathematically, the Baker mapping can be expressed as

r :g(r—]\’j) +mod<s,g),

i

i N

s :%(s—mod(s,—)) +N;,0 <r,s<N.
1 '

(3)

where the vectors (r, s) and (¥, s’) denote the pixel of the image before and after Baker
mapping operation, respectively. The integer n; is the input parameter of Baker mapping,
while N/n; is also an integer. And the parameter N is the size of the square image, which
obeys the relationship as N; = ny +ny + - - - + n;, which is an accumulated value of the
first j elements of all the parameters »; in the mapping, Ny = 0. Moreover, the parameter #;
should satisfy the equation ny +ny +---nj+---+n;_+n; =N, j=1,2,...,J.

The position of the pixel in hyperspectral image will change and the value is multiplied
by a factor which can be defined as (Chen et al. 2015)

10, o) = {I(r,s)/t, if ¢(r,s)>0, ()

I(r,s) - t, otherwise.

where ¢ is the phase function and limited in the interval [—=,n). Besides, I(r,s') rep-
resents the randomized image after the operation expressed as Eq. 2. Finally, the inverse
operation of Baker mapping with pixel value modulation can be calculated by the equation
as follows as (Chen et al. 2015)

I(r.s) = {“{d’)/h if $(r,5) >0, .

I(r',s") -1, otherwise.

where the vector (7, s) is calculated by Eq. 3 and note the coefficient 7 in Egs. 4 and 5 is
set as 0.5 in the following section of this paper.

@ Springer



12 Page 4 of 16 H. Chen et al.

2.3 Gyrator transform and FrFT

The gyrator transform is a kind of linear canonical transform which only has a two-
dimensional format (Rodrigo et al. 2007a, b). The transform of a two-dimensional image
g(x, y) is expressed as

G(u,v) = f“[g(x,y)}(u,v)
~ g [ e |2 A S S g, ©)

Sin o

where G(u, v) is the output of the gyrator transform which usually be regarded as the
additional key in image encryption schemes. This transformation has the properties of
linearity, energy conversation and index additivity. The inverse gyrator transform of &* is
¢ or &% When « € [0,27], the gyrator transform can be implemented in the optical
system composed of six thin cylinder lenses (Rodrigo et al. 2007b). In addition, when
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Fig. 1 The flowchart of the hyperspectral cube encryption algorithm
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o = /2, the expression of the transform becomes a Fourier transform with the rotation of
the coordinates (u, v).

The FrFT is an expanded version of Fourier transform, which is similar to Gyrator
transform (Lohmann 1993; Ozaktas et al. 2001). The mathematical definition of the two-
dimensional image g(x, y) can be expressed as

F(u,v) = &g(x,y)l(u,v)

2, 242 2
-2
:Aa//g(x7y) exp [in Cabh ] +vgiilcq(;s s = 2+ ) dxdy,  (7)

A, =1—icotd,, ¢,=oan/2,

where F(u, v) and g(x, y) are the output and input of the FrFT, respectively. The symbol o
represents the fractional order. When o = 1, the transform becomes conventional Fourier
transform and the inverse transform of &* is ¢~*, which is similar to the Gyrator transform
mentioned above. FrFT can be implemented in the optical system composed of a single or
double lens setup, which has been proposed by Lohmann to balance the quadratic phase
effects caused by the Fresnel diffraction (Lohmann 1993).

Both the gyrator transform and FrFT will be adopted in our hiding algorithm. Actually,
some other optical transforms, such as Fresnel transform and Hartley transform can also be
utilized in this algorithm.

2.4 Spectrum encryption for hyperspectral image

The flowchart of the spectrum encryption is illustrated in Fig. 1. To complete the proposed
encryption, Baker mapping, random binary series, FrFT and gyrator transform are con-
sidered and utilized. Firstly, the original hyperspectral image is separated and every band
of the cube is regarded as an ordinary two-dimensional image in the following operation.
Then every single band image is scrambled by using Baker mapping with different
parameter 7; as depicted in the flowchart.

In the following step, the scrambled data is divided into real part and imaginary part of
the complex function expressing light field. The complex function I, +i-I, can be
encoded into the format with amplitude A(x, y) and phase ¢(x,y) as

A(x,y) explip(x,y)] = Ii(x,y) +i - L(x,y). (8)

Subsequently, 100 of these complex functions are put into the input plane of the optical
system and encoded by associated FrFT and gyrator transform with two random series S,
and S, generated by Eq. 2. Specifically, the output of the FrFT is regarded as the input light
field of the gyrator transform. The random series S| and S, are introduced into the FrFT and
gyrator transform respectively as the rotation angle o to strengthen the security of the
encryption system. Therefore, attacker cannot retrieve the other data if only some part of
the keys and encryption data because each optical transform result in this system is unique.

Finally, the output light field of the optical system is the encrypted data of this
encryption algorithm. Here, the decrypted hyperspectral image has the same size compare
with the original hyperspectral data. The two random series S; and S; generated by new
logistic map described in Eq. 2 are the main keys of this encryption scheme. Furthermore,
the input parameter n; and phase function ¢ in Baker mapping will be set as the additional
keys. Some simulations will be given to show the decryption result of losing key in the
following section.
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All amplitudes and phases of the complex function mentioned above will be encoded
into the optical transform by the modulation of the spatial light modulator (SLM) (Rodrigo
et al. 2007b). The Baker mapping and the new logical map will be employed in the
computer during encryption process. Note that every step of the encryption process is
reversible. Therefore, the intact decryption process can be performed along with the
reverse direction of the encryption process as depicted in the Fig. 1.

Here, the intact encryption algorithm is achieved by an electro-optical hybrid setup as
illustrated in Fig. 2. The complicated calculation in Baker mapping and new logical map
are accomplished by a high-performance computer in the hybrid setup, while the FrFT and
gyrator transform are achieved by the optical system. Hundreds of beams encode every
single band of the hyperspectral image. The encrypted field light will be recorded by in-
line holography technique at the output plane of the hybrid system. Furthermore, the data
communication between computer and optical system are accomplished by SLM and CCD
in the hybrid setup.

3 Numerical simulation

Some numerical simulations in this section are made for demonstrating the validity of the
encryption algorithm. A hyperspectral image ‘Sandiego’ from man-made satellite AVIRIS
having 180 bands is regarded as the original secret image in the following simulation. For
each single band of the secret image, the scene is a military airport and the size of the
image is 256 x 256, which is shown in Fig. 3. Besides, the parameter n; in Baker mapping
can be set in different value and different combinations to enhance the security of the intact
scheme. As mentioned above, the secret hyperspectral image is separated into 180 bands of
two-dimensional image and each single band image is scrambled by using the Baker
mapping before the date converted by optical transform. In the following step, every two

M3

Fig. 2 The electro-optical setup of the encryption system
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(a) (b)

Fig. 3 The a false color composite and b 30th band image of the original hyperpsectral image

the scrambled images are combined to be a complex function expressing light field. These
interim data are then converted by FrFT and gyrator transform sequentially with two
random binary series S; and S, generated by new logistic map described in Eq. 2. Here the
random series serve as the rotation angle in the FrFT and gyrator transform, hence every
encrypted band image is unique. Figure 4 gives the encrypted 50th and 120th band images
and the corresponding decrypted images. Some quantitative analysis will be made in the
next step.

In calculation we use a computer with Core2, CPU 2.1 GHz and 2048 Mb memory
under Windows 7 system. The encryption process and decryption processes for the 70th
band image take 0.31 and 0.35 s, respectively.

To test the difference between the recovered data and original data, the peak signal-to-
noise ratio (PSNR) function is introduced and expressed as

255’M x N
ZVx,y [Id(xa y) - 10(x7 y)}z

PSNR(Ig, Ip) = 101og,, (dB). (9)

The Iy and I, denote the decrypted image and original image, respectively. The
parameter M and N represent the size of the two images in this calculation.

As mentioned above, the parameter n; in the Baker mapping serves as the additional key
in this encryption scheme. Firstly, the contribution of the additional key will be tested and
analyzed. Here, we suppose that the intact encryption process is filched and the additional
key of the 90th band are destroyed or stolen by the illegal user, the PSNR curve of the
decrypted hyperspectral image under this circumstance is shown in Fig. 5. Note that the
additional key n; will protect the other secret image because the additional keys in each
band can be set in different combinations. And the numerical simulation shown in Fig. 5
testifies this verdict. As we can see from Fig. 5, The decrypted 90th band image is noise-
like, while the decrypted image next to 90th band is clear and equal to the original data to
the human vision. Therefore, the additional key can protect the secret image successfully

@ Springer



12 Page 8 of 16 H. Chen et al.

(a) (b)

(©) (d)

Fig. 4 Encrypted results: a the encrypted 50th band, b encrypted 120th band, ¢ decrypted 50th band and
d decrypted 120th band

even the 90th key is stolen by the attacker. Of course, the spectrum information of the
hyperspectral image is still under the protection of our encryption algorithm.

The phase function ¢ in the Baker mapping operation serves as the other additional key
in this encryption system. Another experiment is designed to prove the capability of other
additional key ¢. When the phase function is incorrect and other keys are correct, some
decryption results are illustrated in Fig. 6. In numerical simulation, the incorrect key ¢ is
designed in different situations. Firstly, when a quarter of the phase function in 50th band
is destroyed, the decrypted image is shown in Fig. 6a. More precisely, the values of ¢ at
the left-top corner are replaced with 0 and the main information of the decrypted image can
be recognized in vision but far different from the original one. Secondly, the decrypted
process is performed with a complete incorrect phase function ¢ and the result is displayed
in Fig. 6b. The decrypted image is almost a scrambled image and has lost most of the
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Fig. 6 The test of decryption: a a quarter of phase function ¢ is destroyed, b using the incorrect phase
function ¢ and ¢ the correct decrypted 50th band image

information of the original secret image. The decrypted data with correct key is shown in
Fig. 6¢.

In the following experiment, the contribution of the main key random binary series S;
and S is analyzed. The encrypted hyperspectral is impossible to be decrypted without the
main key due to the strong randomness of the random binary series. More importantly, the
main key can protect the intact hyperspectral image, including the spectrum information of
the military target in the image. As mentioned above, the random binary series are gen-
erated by the new logical map and the every key is unique in the encryption process. It
means that the main keys and the encrypted data have the one-to-one relationship. The
decrypted result with the wrong main key and correct additional keys is displayed in Fig. 7.
Suppose that the series S; and S, are falsified by the attacker, the decryption in this case is
considered and simulated. When the assaulted series S| is close to the real one and all the
other keys are under protection, the corresponding decrypted result are shown in Fig. 7a, b.
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(a) (b)

(© (d)

Fig. 7 The test of decryption: a using §; x 0.999, b S; x 0.995, ¢ using incorrect S; and d using incorrect
$>

Here, the S} tested in this experiment is set as §{ = 0.999 x S| and S} = 0.995 x §;. From
Fig. 7, the detail information is under protection by the main keys. In addition, the
experiment of the main key S, shows the similar results. When the illegal user decrypted
the data by using the wrong main keys, the decrypted data are complete noise pattern as
shown in Fig. 7c, d. Note that in calculation we use the 50th band image as the experiment
data.

To measure the sensitivity of the main key in decryption process, a tiny variable ¢ is
introduced into the random binary series S;. The 90th band image is tested in this
experiment and the S;(90) = 0.9050. In this case, all the other main and additional keys are
known, the value of §{(90) is changed around the correct value and the corresponding
PSNR curve is illustrated in Fig. 8. Here the sampling step length of the key in this
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Fig. 9 PSNR curve calculated with various values of dt

experiment is taken as 0.001. From Fig. 8, the left-top and right-top decrypted image are
almost noise like image even if the key S;(90) is very close to the correct one. Moreover,
the PSNR curve shown in Fig. 8 proves the sensitivity and validity of the main key in
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protecting the secret information. The hyperspectral data can be detected in a very small
interval of §; and S,.

According to the numerical simulation mentioned above, both the main keys and the
additional keys perform well in protecting the secret single band image. In the following
step, the capability in protecting the spectrum information of our algorithm is tested and
analyzed. In this experiment, one of the aircraft in the airport is selected as the secret target
whose spectrum information should be under protection. The flowchart of the encryption/
decryption process of the spectrum is shown in Fig. 9. Here we chose the spectrum of
specific pixel (200, 15) in the following experiment. To analyze the spectrum information
of the aircraft, the original spectrum, encrypted spectrum and decrypted spectrum have
been drawn in Fig. 10. It is obviously that the encrypted spectrum is far different from the
original one. To measure the discrimination between these spectrum information, a

() o ol m

Fig. 10 The test of occlusion attack: a occluded image 1, b occluded image 2, ¢ retrieved image 1 and
d retrieved image 2
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matching schemes named the spectral information divergence (SID) (Du et al. 2004) is
introduced to quantify the difference of the spectrum curves. The value of SID represents
the difference between two curves, while the bigger value of SID denotes that the higher
similarity degree. The simulation results are list in the Table 1 and the results prove the
validity and capability of the proposed spectrum encryption algorithm in protecting the
secret spectrum information. The SID value between Original spectrum and decrypted
spectrum is 2.4883 x 10*' indicating that our scheme can retrieve the spectrum perfectly.
Besides, the encrypted/decrypted spectrum curves of the aircraft depicted in Fig. 9 reveal
the strong difference between the spectra.

At the aspect of robustness analysis, the encrypted image is checked by occlusion attack
and noise attack, respectively. Firstly, the occlusion attack is performed with the correct
key (including main key and additional keys) from the 80th encrypted hyperspectral band
occlude partly, which depicted in Fig. 10a, b. Actually, any other single encrypted band
can be used to replace the 80th band in this attack experiment and the simulation will gives
the same result. Here the values of the occluded pixels at the left-top corner and bottom
area are set with 0 in numerical experiment and the corresponding decrypted results are
represented in Fig. 10c, d, respectively. As shown in Fig. 10, the main information of the
secret image can be recognized in vision.

Now the robustness against noise attack is checked by using the following model

I'(x,y) :I(x,y)[l —0—p~60,1(x,y)] (10)

where I(x, y) and I'(x, y) represent one of the encrypted single band before and after adding
noise, respectively. The coefficient p is the noise intensity controller in this noise model,
while the function g (x,y) denotes a random data with the mean value 0 and standard
deviation 1. By using the images I'(x, y) generated with various values of coefficient p, a
PSNR curve is drawn in Fig. 11. In addition, two decrypted images are calculated and
illustrated in Fig. 11 with the noise intensity b = —0.121 and b = 0.525, in which the
outline of the secret image can be identified. In calculation, we use the 180 bands image
from the intact encrypted hyperspectral image and corresponding value of the noise
intensity controller p is set in the range of [—0.99, 0.98] with the step length 0.011.

Finally, the known-plaintext attack (Peng et al. 2006a) and chosen-plaintext attack
(Peng et al. 2006b) are considered to test the proposed encryption algorithm. Generally
speaking, by using the phase retrieval algorithm (Du et al. 2004) under known/chosen
plaintext-ciphertext pair, the secret keys can be retrieved in DRPE process. Therefore, the
encryption algorithm is vulnerable if the unknown/chosen plaintext can be recovered by
using the equivalent keys. In this experiment, the Gerchberg—Saxton phase retrieval
technique is applied to access the encryption keys in Gyrator domain. Here, the iterative
phase retrieval algorithm can be employed in the known plaintext attack and the impulse
function can be used for the chosen plaintext attack.

Two test image ‘elaine’ and ‘lena’ having 128 x 128 pixels are first encrypted by our
encryption algorithm described in Sect. 2 with the same parameters. The original and

Table 1 The SID value between

the spectrum curves Spectra SID value
Original spectrum and encrypted spectrum 0.0072
Encrypted spectrum and decrypted spectrum 0.0072
Original spectrum and decrypted spectrum 2.4883 x 10%
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Fig. 11 The PSNR curve of noise attack including decrypted image obtained with b = —0.121, and
decrypted image obtained with b = 0.525

(b)

(d) ®

Fig. 12 Test of known plaintext attack and chosen plaintext attack: a original image 1, b original image 2,
c the encrypted data of a, d the encrypted data of b, e the result of known plaintext attack and f the result of
chosen plaintext attack
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amplitude part of the encrypted images have been depicted in Fig. 12a—d, respectively. In
calculation, we suppose that the original secret image ‘elaine’ and it encrypted image are
received by the attacker, and then the encrypted data of ‘lena’ will be attacked in simu-
lation. In the known plaintext attack, the phase retrieval algorithm is employed with 400
iterations. In addition, the impulse function is performed in the experiment of chosen
plaintext attack. The experiment results from known plaintext attack and chosen plaintext
attack are displayed in Fig. 12e, f. From the random pattern image, the proposed spectrum
encryption algorithm is safe against known plaintext attack and chosen plaintext attack.

4 Conclusion

We have presented a kind of electro-optical spectrum encryption system for hyperspectral
image by using random binary series and Baker mapping in associated FrFT and gyrator
transform domain. Both the spatial information and spectrum information of the hyper-
spectral image can be encrypted simultaneously. The hyperspectral image is scrambled by
Baker mapping and then divided into real part and imaginary part of the complex function
expressing light field. Subsequently, the scrambled data is imported into FrFT and gyrator
transform system with two random binary series. The random binary series are the main
keys and some parameters generated during the encryption process will be regarded as the
additional keys to enhancing the security of the encryption algorithms. The simulated
results have demonstrated the validity, security and robustness of the spectrum encryption
scheme.
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