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Abstract The experimental realization of a chaotic
secure communication system is introduced herein tak-
ing advantage of Arduino’s open source integrated
development environment along with its preset func-
tions that reduce development time and complexity.
The system uses multi-directional multi-scroll chaotic
oscillators that are based on piecewise-linear func-
tions. Experimental results are given for chaos gen-
erators in 1-direction (1-D), 2-D and 3-D of up to 20,
20 x 20 and 20 x 20 x 20 scrolls, respectively. Using
two chaos generators, a chaotic secure communication
system is implemented in a master—slave topology by
applying generalized Hamiltonian forms and observer
approach. Finally, we detail experimental results for
the synchronization of 6 x 6 and 20 x 20 scroll attrac-
tors, which are used for transmitting a monochromatic
image through the Arduino-based chaotic secure com-
munication system.
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1 Introduction

Because of its high sensitivity to initial conditions and
its highly unpredictable and random nature, chaotic
systems find applications in engineering. For instance,
chaotic secure communication systems have proven
their suitability in image processing [1], and more
recently: They are subject of research for solving open
security problems like in increased global networks,
banks, private companies and military applications. On
the one hand, several cryptographic techniques that
seek preserving the privacy of transmitted information
have been introduced in [2,3]. On the other hand, yet
there is the open problem on the development of elec-
tronic systems accomplishing security for information
transmission. One solution has been the implementa-
tion of secure communication systems using chaotic
oscillators based on piecewise-linear (PWL) functions
[4,5]. They allow generating multi-scrolls to increase
unpredictability. In fact, there are many works high-
lighting advantages of multi-scroll chaotic attractors
[6-16], which very often exhibit multistability [17].
The chaos generators implemented herein are based
on PWL functions to generate multi-scroll chaotic sys-
tems in 1-D (one-direction), 2-D and 3-D. This multi-
directionality is obtained through the addition of 1, 2
and 3 PWL functions, respectively. As one can infer, the
dynamics of a multi-scroll and 3-D attractor is the more
complex [18], whereby safety information transmis-
sion increases. However, it requires much more hard-
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ware resources so that a trade-off arises between the
kind of oscillator and hardware.

It is worth mentioning that chaotic oscillators based
on PWL functions have already been implemented
using operational amplifiers [ 19], operational transcon-
ductance amplifiers [20], integrated circuits [16], field-
programmable gate arrays (FPGA) [1], and so on. How-
ever, those realizations require a deep knowledge on
integrated circuit design or behavioral programming.
In this manner, this work provides a detailed descrip-
tion on using the open source and hardware platform of
Arduino, which main advantage compared to previous
realizations is the use of the integrated development
environment (IDE) with preset functions that reduce
the development time and complexity [21].

The manuscript is organized as follows: Sect. 2
describes the mathematical model of the multi-
directional and multi-scroll chaotic oscillator based on
PWL functions. Section 3 shows the maximum Lya-
punov exponent value and bifurcation diagrams for
several chaos generators. Section 4 shows the syn-
chronization of 2-D and 3-D oscillators using Hamil-
tonian forms and observer approach from the seminal
work [22]. Experimental results of 1-D, 2-D and 3-D
chaotic oscillators, as well as the synchronization of 2-
D chaotic oscillators, are given in Sect. 5. The imple-
mentation of the chaotic secure communication sys-
tem and the transmission of a monochromatic image
are described in Sect. 6. Finally, Sect. 7 presents the
conclusions.

2 Multi-scroll chaotic oscillators

The authors in [20,23,24], introduced the multi-
directional multi-scroll chaotic oscillator described by:

X = AX + Byp(CX) (1)

where for a three-dimensional dynamical system the
state vector becomes X = (x1, x2, x3)T, C is an iden-
tity matrix, and

0 1 0 0 2 o0
Az(o 0 1), B={0 0 =%
—a —-b —c dy dr d3

The system described in (1) generates n-scrolls in
one-direction (1-D), n x m-grid scrolls in 2-D, and
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n x m x [-grid scrolls in 3-D. In those cases, ¢(CX)
determines the directions that are generated as follows:

1. Chaotic attractor of n-scrolls in 1-D. The value of
¢(CX) is given by (2), where f(x1;«, k, h, p,q)
is a saturated nonlinear function (SNLF) given by
(3), being p, g positive integers, k as the effective
width of saturated plateau, ih denotes a displace-
ment equal to +k withi = 1, @ = 16.5 x 1073,
and s denotes the slope, which in this case is equal
to g Substituting (2) into (1), one gets (4)

fxa ki, by, pr,qu)

9 (CX) = 0 @)
0
fsa kb, p,q)
r(2q+1)k x>qgh+a
s(x —ih)+2ik |x—ih|<a«a
. —p=<i=<gq
@i+ 1k ih+a<x<(i+ Hh—a
-p<i<q-1
k—(2p+l)k X <—ph—«
(3
X1 =x3
)52 = X3
X3 = —ax; — bxy — cx3
+di f(x1; 0, ki, by, pr,qr) 4)

2. Chaotic attractor of n x m grid scrolls in 2-D. In
this case, the value of ¢ (C X) is given by (5), where
S s a, ky, by, pr,gr) and f (xo; «, ko, ha, p2, q2)
are also defined as in (3). Substituting (5) into (1),
one obtains (6)

fas o, kg, by, pr,q1)
fx2; a, ko, ha, p2, q2) ®)
0

@(CX)

) dy
x| =x3 — ?f(xz; a, ka, ha, p2, q2)

X2 = X3
X3 = —ax; — bxy — cx3
+ di f(x1; @, ki, b, pr,qr)
+ da f (x2; &, k2, h2, p2, q2) (6)
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Table 1 Characteristics of multi-directional multi-scroll chaotic oscillators

Direction Scrolls PWL values MLE Entropy Fractal dimension
1-D 11 pr=q=5h=1Lk=1 0.165950 2.6869 2.1919
20 pr=q1=9h1 =2k =1 0.181454 3.0155 2.2088
2-D 4 pr=q=pr=q=1, 0.270229 1.9946 2.1473
hi=hy=2,k1 =k =1
6 PL=qi=pr=q =2, 0.322101 1.9311 2.1858
hi=hy=12,k; =k, =0.6
20 PrL=qi=p=q =9 0.34099 1.9039 2.1958
hi =hy =04,k =k, =0.2
3-D 4 prl=p=p3=q1=q =1, 0.270496 2.1573 2.1470
g3 =1,h1 =2,hy =h3 =0.8,
ki=1,ky=k3 =04
6 Pl=p=p3=q=q =2, 0.103025 0.9387 2.0005
g3 =2,h1 =1.2,hy = h3 =0.48,
k1 =0.6,kp = k3 =0.24
20 pr=p=p3=q=q =09, 0.534396 1.7889 2.4605

q3 =9,h1 =04, h, = h3 =0.16,

k1 =0.2,ky = kz = 0.08

3. Chaotic attractor of n x m x [ grid scrolls in 3-
D. The value of ¢(CX) is given by (7), where
S a ki hy, progi),  f (s ok, ha, p2, q2)
and f(x3; &, k2, ha, p2, g2) are again defined as in
(3). Substituting (7) into (1), (8) is obtained,

s a, ki, by, pr,q)

e(CX) = | f(x2;0,k2, h2, P2, q2) @)
f(x3sa,ka, ho, p2, q2)
. d
x| =x2 — ;zf(xz; o, ka, ha, p2, q2)

Xy = X3 — %f(m; o, k3, h3, p3, q3)
X3 = —ax| — bxy —cx3
+dy f(x15 e, ki, by, prs qr)
+dy f (x25 @, ka, ha, p2, q2)
+d3 f(x3; , k3, h3, p3, q3) (3)

The solution of the system Eq. (1) can be numer-
ically obtained [25]. As this problem is an initial
value one, one needs to provide initial conditions. In
this case, we selected as initial conditions this vector:
[0.1,0,0].

3 Lyapunov exponent and bifurcation diagrams

The study of multi-directional multi-scroll chaotic sys-
tems behavior has been of great importance, because it
has been proven that the higher the directions and num-
ber of scrolls the more complex the dynamic behavior.
To characterize chaotic systems, one can apply the fol-
lowing metrics: fractal dimension, entropy and maxi-
mum Lyapunov exponent (MLE). In particular, MLE
is an asymptotic measure that characterizes the average
growth rate (or contraction) of trajectories in a dynami-
cal system due to small changes in the initial conditions
[26,27]. A high MLE value is taken as an indicator for
a large increase in the system unpredictability, so that
the system presents a more complex dynamic behav-
ior. Table 1 shows MLE values, fractal dimension, and
Kolmogorov—Sinai entropy of chaotic oscillators for 1-
D, 2-D and 3-D. It can be emphasized that the system
dynamics in 2-D and 3-D is more complex than in 1-D
[18].

The system dynamics depends on one or more
parameters, whereby their qualitative behavior can
be altered when they change [28,29]. Some phase-
space portraits and bifurcation diagrams are shown in
Figs. 1, 2 and 3 from the cases listed in Table 1. In
the cases of Figs. 1 and 2, the coefficients were set to
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Fig.1 (Upper raw) Phase

bifurcation diagrams for
chaotic attractors of a 11 1
and b 20 scrolls in 1-D
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a=b=c=d =dy =ds = 0.7, and in the case
of Fig.3:a =d; =08, andb=c=dy =d3 =0.7
[24]. Bifurcation diagrams were generated by selecting
c as the bifurcation parameter, because it is the most
sensitive factor.

4 Synchronization

Various applications based on chaos depend on a syn-
chronization process to harness the special character-
istics of unpredictability [30]. For instance, general-
ized Hamiltonian systems approach has been applied
in [1] to implement a secure communication system
by adding chaos to an image during the transmission,
and subtracting the chaos in the receiving stage. More
recently, the authors of [31] studied secure chaotic com-
munication systems, where a dual transmission mech-
anism to improve security of information transmis-
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sion channel is presented. Herein, we apply the syn-
chronization approach based on Hamiltonian systems
and observer approach, introduced in the seminal work
[22].

4.1 Hamiltonian-based controller design for 2-D

Let us consider the approximation of the generalized
Hamiltonian form described by:

. oH oH
x=Jx)— +Sx)—, xeR" ©)
0x 0x

where x is the state vector, H describes an energy
function that is defined broadly positive in R", J(x)
and S(x) are square matrices, and it is assumed that
the gradient vector % exists everywhere. The energy
structure of the system is represented by J(x) and
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Fig. 2 (Upper raw) Phase portraits and (lower raw) bifurcation diagrams for chaotic attractors of a 4 x 4, b 6 x 6 and ¢ 20 x 20 scrolls

in 2-D

S(x), which must satisfy J(x) + J7(x) = 0 and
Sx) = ST(x). A quadratic energy function is used
herein, and it is described by:

1
H(x) = 5 (ax12 + bx% —I—x%) (10)

A special class of generalized Hamiltonian systems
with destabilizing vector fields and linear output is
given by:

. OH OH ;
x=JY)—+S)—+F(Q), xER
dy dy

oH
y=C— yeR" (11)
dy

with y being the output vector, C is a constant matrix,
and F(y) is a nonlinear function related to the PWL
function [18]. Then, if the synchronization error is

defined as lim;— o [y(#) — n(t)] = 0, the nonlinear
observer state associated with (11) is given by (12),
where K is a constant matrix known as the observer
gain. That way, the Hamiltonian system of (11) and its
nonlinear observer (12) can be represented as a master—
slave system [30].

) 9H 9H ;
&= J(y)¥+S(y)¥+F(y)+K(y -1n), £€R
oH m

The 2-D chaos generator model in Hamiltonian form
of the master oscillator described by (6) is given by (13).
The Hamiltonian energy function is expressed by (10),
and therefore % = axy + bxy + x3. The nonlinear
observer used as a slave system is given by (14), where
% = a&| + b& + &3, y and n are defined in (11) and

(12), and matrix C is given by (15).

@ Springer
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Fig. 3 (Upper raw) Phase portraits and (lower raw) bifurcation diagrams for chaotic attractors of a4 x 4 x 4,b 6 x 6 x 6 and ¢

20 x 20 x 20 scrolls in 3-D

: 11
X 0 % 2|4y
X2 = —25 O 1 -
X3 Ty o) %
- 1 1
0 % 4]
+l L 0 0 |—
__l 0 —c dx
[ —2f()
+ 0 (13)
L d1 f(x1) +daf(x2)
: 11
§1 01 2 2| oH
& -5 —-1.0
1
(1) 26 2| aH
L 0 0|
—% 0 —c 0
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—Lf(xy)
+ 0
Ld f(x1) +da f(x2)
(k1 ks
+lk ks|(y—mn) (14)
L k3 ke
4 b
C = |:a Zi% 0:| (15)

The numerical simulation for (13) and (14) is per-
formed with a,b,c,dy,dy = 0.7, k1 = 1, ko = 2,
ks = 6 and ky = ks = kg = 0. In this case, dif-
ferent initial conditions for the master system and the
slave system are used to verify the correct synchroniza-
tion. Figures 4 and 5 show the phase-space portrait and
synchronization error obtained when the 2-D chaotic
attractor of 6 x 6-grid scrolls is synchronized. The PWL
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Fig. 4 Phase-space 5 5
portraits of the a master and
b slave of the 2-D 6 x 6-grid
scroll chaotic attractors 3 3
when they are synchronized
1 1
N [\
X w
-1 -1
-3 -3
5 5
-5 -3 1 3 5 5 -3 1 i 3 5
X &
(a) (b)
Fig. 5 Numerical 5 T w T 1

simulation results for the

- -
synchronization of 2-D w0 / 0 /\/\N
6 x 6-grid scroll attractors: X ‘

a synchronization in the -5 -3 -1
phase-space and b 1
synchronization error versus 5

0 5 10 1 20 25 30 3 4
Time

T T T T 2 T T T
time o
W0 o OA/\N\N
Jol
X

0 5 10 15 2 25 30 3B 4
Time

= . : . . _2 L L L L L L L
G54 25 0 19 0 5 10 15 20 2% 0 % 4
X "

3 Time
(a) (b)

function parameters for f(x1) and f(x;) are described
in Table 1.

Figures 6 and 7 show the phase-space portraits and
synchronization error when the 2-D chaotic attractor of
20 x 20-grid scrolls is synchronized. f(x1) and f(x2)
are modified by the PWL values listed in Table 1.

4.2 Hamiltonian-based controller design for 3-D

The master—slave synchronization for 3-D chaotic sys-
tems is performed from (16) and (17), respectively. The
coefficient values are settoa = b =c=d| = dr =
ds = 0.7, and the values of the gain matrix for the
observers are givenby ky = 1,k = 2,k3 = 6,ks = 1,
k5 = 2, k6 = 6 and k7 = kg = k9 =0 [18]. Dif-
ferent initial conditions for the master and slave sys-

tems were selected to verify the correct synchroniza-
tion. Figures 8 and 9 show the phase-space portrait and
synchronization error when the 3-D chaotic attractors
of 6 x 6 x 6-grid scroll are synchronized. Table 1 lists
the PWL values for f(x1), f(x2) and f(x3).

) 11
X O % 2|om
X2 = ~3 O 1 —_—
X3 —% -1 0 ox
- 1 1
O % 3l
L—> —c
i —?f(m)
+ -3 f(x3) (16)
Ld1f(x1) +do f(x2) + d3 f(x3)
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Fig. 6 Phase-space 5 5
portraits of the a master and
b slave of the 2-D chaotic
attractors of 20 x 20-grid 3 B
scrolls
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Fig. 7 Numerical 5 — T
simulation results for the 05 j j j j j j j
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chaotic attractors of < 05 /W
20 x 20-grid scrolls: a 5 — —

P 5 4 3 2 3 4 5 4 S S
synchronization in the o 5 f0 15 2 5 N ¥ 4
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synchronization error versus ' i v T
time o 1h
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Time
) ‘ I 2 ———————
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2 s - o 5 0 15 2 2 ® H 4
05 04 03 02 03 04 05 Time
(b)
&1 0 % 3 4 4 g
% 2| aH a b 3
5.2 = —? 0 1 ¥ c=]10 % 0 (18)
&3 -5 —1 0 0 0 %3
r 11 . .
(1) 2b 2| 9H Figures 10 and 11 show the phase-space portrait and
+ 2_1;1 0 0 dE synchronization error when the 3-D chaotic attractors
-3 0 ¢ of 20 x 20 x 20-grid scrolls are synchronized. The
B ) f(x2) functions f(x1), f(x2) and f(x3) are modified by the
+ — % f(x3) PWL values listed in Table 1.

ki ks k7

+ |k ks kg|(y—mn)

L k3 ke ko
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Ld1 f(x1) +da f(x2) +d3f(x3)

5 Experimental results

In this section, we show experiments exploiting the
open source software platform for Arduino Mega, with
the software programming IDE. To observe the values
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Fig. 8 Phase-space
portraits of the a master and
b slave of the 3-D chaotic
attractors of 6 x 6 x 6-grid
scrolls

Fig. 9 Numerical
simulation results for the
synchronization of 3-D
chaotic attractors of

6 x 6 x 6-grid scrolls: a
synchronization in the
phase-space portraits and b
synchronization error versus
time

Fig. 10 Phase-space
portraits of the a master and
b slave of the 3-D chaotic
attractors of

20 x 20 x 20-grid scrolls
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Fig. 11 Numerical 5 1
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simulation results for the
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Fig. 12 Experimental
realization of chaotic

oscillators in 1-D: a 3
scrolls, b 11 scrolls

(a)

of the state vectors saved into Arduino, in the analog
domain, we use the communication protocol SPI (Ser-
ial Peripheral Interface) to communicate Arduino Mega
and the Analog Shield card that includes an analog-to-
digital converter (ADC) and a digital-to-analog con-
verter (DAC) [21,32]. Also, due to the flexibility and
ease of use of Arduino’s platform, in the case when one
does not have the Shield Analog card, one can use the
Serial plotter tool included in the Arduino IDE soft-
ware or even perform serial communication between
Arduino Mega and Matlab.

5.1 Chaotic oscillators implementation using Arduino

As showed in [25], once a numerical method is selected
to solve the set of differential equations like the ones

@ Springer

(b)

described in (1), the next step is focused on veri-
fying the generation of chaos by using mathemat-
ical software like Matlab. For instance, as can be
seen in the Program Implementation 1 of Arduino,
to develop the program for the implementation of
chaotic oscillators, the user must have basic knowl-
edge on programming the selected numerical method
and set the parameters of the PWL function described
in (3).

Figures 12 and 13 show the experimental gen-
eration of chaotic attractors in 1-D, 2-D and 3-D
using Arduino. Basically, the program implemen-
tation 1 is the generic code for all these cases,
one must change only the size of the PWL func-
tions to generate multi-directional and multi-scrolls
attractors.
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Program Implementation 1 Chaotic oscillator of 4-
scroll in 2-D

1: #include <analogShield.h>
: #include <SPLh>

1 \\ Coefficient value

: floata=0.7;

: floatb=0.7;

: float ¢ =0.7;

: floatd1 =0.7;

: float d2 =0.7;

: float h1 = 0.2; \\ Step size
10: float xn0, yn0, zn0, xnl, ynl, znl;
11: float xn, zn, yn;

12: float snlf_5 (float xn0 ) {
13: float k=1;

14: float alpha=0.0165;

15: float s=1/alpha; \\Slope

00~ AW

Ne)

16: float gq=1;

17: float p=1;

18: float h=1;

19: If (xn0 > g*h+alpha)

20: zn=(2*q)*k;

21: else if (xn0 >= h-alpha & xn0 <= h+alpha)
22: zn=s*(xn0-h)+k;

23: else if (xn0 > -h+alpha & xn0 < h-alpha)
24 zn=0;
25: else if (xn0 >= -h-alpha & xn0 <= -h+alpha)

26: zn=s*(xn0+h)-k;

27: else if (xnO < -p*h-alpha)
28: zn=-(2*p)*k;

29: return zn;

30: }

31: void setup() {

32: Serial.begin(250,000);

33: \\ Initial conditions

34: xn0=.1;

35: yn0=0;

36: zn0=0;

37:}

38: void loop() {

39: xn=xn0+h1*(yn0-d2/b*snlf_5(yn0));

40: yn=ynO+h1*(zn0);

41: zn=zn0+h1*(-a*xn0-b*yn0-c*zn0+d1*snlf_5(xn0)
+d2*snlf_5(yn0));

42: xn0=xn;

43: ynO=yn;

44: znO=zn;

45: xnl=(xn+5)*6553;

46: ynl=(yn+5)*6553;

47: znl=(zn+5)*6553;

48: analog.write(0,xnl);

49: analog.write(1,ynl);

50: analog.write(2,znl);

51:}

5.2 Synchronization of multi-directional multi-scroll
chaotic oscillators using Arduino

This subsection shows the experimental results obtained
by implementing the master and slave systems on the
Arduino Mega board. One can implement 1-D, 2-D and
3-D multi-scroll chaos generators by only defining the
numerical method, number of scrolls and directions of
the systems. The experiments realized herein use differ-
ent initial conditions for the master and slave systems.
In Fig. 14a, the states signals x; and &; of the mas-
ter and slave 2-D chaotic oscillators of 6 x 6 scrolls
are presented. Figure 14b shows the synchronization
error in the phase-space, and finally Fig. 14c shows the
response of the master system.

Figure 15a shows the signals x| and &; of the master
and slave chaotic oscillators of 20 x 20 scrolls. Fig-
ure 15b shows the synchronization error in the phase-
space, and finally Fig. 15c shows the response of the
master system.

6 Secure communication system applied to image
processing

To test the synchronization schemes described in the
previous section, a secure communication system is
implemented to transmit a monochromatic image of
64 x 64 bits darthvader, which is stored into an EEP-
ROM. In this case, the synchronization of a chaotic
oscillator of 6 x 6 is used. The system of transmission
and reception will consist of the Arduino Mega board
(contains the master system and the image information
stored in an EEPROM) and a PC (contains the slave
system implemented in the Matlab software), in this
case we used the RS232 communication protocol.

As it can be seen from (16) and (17), the slave syn-
chronization system depends on the master system, i.e.,
to obtain the vector of the state variables of the slave
system [&1; &2; &3], it is necessary to know the values
of the states x1 and x; of the master system. Therefore,
it is not correct to use the values of x| and x to encrypt
the image because it would be sending the private key
through the channel. Considering this feature, the value
of x3 and the signal of the image darthvader are added
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Fig. 13 Experimental
realization of chaotic
oscillators in 2-D and 3-D: a
4 x 4 scrolls, b 6 x 6
scrolls, ¢ 20 x 20 and d

4 x 4 x 4 scrolls attractors

e oeiM Timebase 0.00's Trigger

500 mVidiv 500 mVidiv 200s/div [Stop 2
35.0 mV -20.0 mV 25Ms 125kSis [Edge  Positive

(a)

(b)

Fig. 14 Experimental synchronization results for a 2-D chaotic oscillator of 6 x 6 scrolls: a x; and &;, b phase-space portrait between
the master and slave states and ¢ slave response
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Fig. 15 Experimental synchronization results for a 2-D chaotic oscillator of 20 x 20 scrolls: a x; and &;, b phase-space portrait between
the master and slave states and ¢ slave response

Fig. 16 Image details of > - -,
darthvader: a EEPROM = " . ’
image, b transmitted image, -
¢ received image "t o i
- - =
ey < ="
s » -
LI . e - .-
. er .,
R I R +
0 2% =" o, oq"
- = -
(b)
to generate data as Image + x3. Therefore, the master 7 Conclusions
system sends the information of x1, x> and x3 + Image
through the communication channel. Since the master— This work showed the usefulness of Arduino for
slave system is fully synchronized, then the information the experimental realization of multiple-directions
is retrieved by Image + x3 — &3, as shown in Fig. 16. multiple-scroll chaotic oscillators. The main advantage
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is that Arduino has an open source integrated devel-
opment environment (IDE) with preset functions that
reduce the development time and complexity. Experi-
mental results for implementing 1-D, 2-D and 3-D of
up to 20, 20 x 20 and 20 x 20 x 20 scrolls, respec-
tively, have been presented. Using 2-D 6 x 6 and 20 x 20
scroll chaotic oscillators, a chaotic communication sys-
tem has been implemented and tested by transmit-
ting a monochromatic image. This example highlights
Arduino’s advantages like simplicity of programming
and hardware implementation.
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