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Abstract An authenticated key agreement protocol
is a protocol for information security over insecure
networks. Due to the excellent properties of chaotic
system, chaos-related cryptography has received a cer-
tain development, and recently, researchers have pre-
sented some three-party authenticated key agreement
protocols based on the chaotic maps. Unfortunately,
most of the chaotic maps-based key agreement proto-
cols use a password to achieve the key agreement, and
this leads to some security loopholes. First, the server
has to store a sensitive password table, and it would
be dangerous if the server was compromised or the
password table was leaked. Besides, the low-entropy
passwords are vulnerable to some password-related
attacks, such as insider attack and password guessing
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attacks. In this paper, we design a communication- and
computation-efficient chaotic maps-based three-party
authenticated key agreement protocol without pass-
word and clock synchronization, and formally analyze
the security using Burrows—Abadi—Needham logic. In
addition to the formal analysis, we also prove that the
presented protocol is free from most of the common
attacks, and compare the performance and functionality
with other related protocols. The result of the analysis
and comparisons demonstrate that our protocol is more
efficient and practical for real applications.

Keywords Chaotic maps - Authentication -
Key agreement - Information security

1 Introduction

A chaotic system is characterized by pseudo-
randomness and sensitivity to initial conditions that
an arbitrarily small change or perturbation of the cur-
rent trajectory may lead to significantly different future
behavior [1]. These characteristics of the chaotic sys-
tem meet the diffusion and confusion principles for
the design of cryptography. Besides, chaotic system
has been proved to be suitable for the design of secret
key cryptosystems, such as symmetric encryption algo-
rithms [2,3], and hash functions [4].

As a kind of important cryptographic protocols,
authenticated key agreement protocols find applica-
tions in providing confidential communications over
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the open networks. Since the same secret key is
used for both encryption and decryption in symmet-
ric cryptography, the generation and sharing of the
common key is a challenge. An authenticated key
agreement protocol allows the communication enti-
ties to agree upon a shared session key, and then, the
following security communications can be protected
using the agreed session key. So far, many public
key cryptography-based authenticated key agreement
protocols [5—10] have been presented by researchers.
Recently, due to the excellent properties and better
performance of the Chebyshev chaotic maps, many
chaotic maps-based key agreement protocols [11-29]
and user authentication schemes [30-32] have been
proposed by researchers. Xiao et al. [11] designed a
key agreement protocol using the semi-group property
of Chebyshev chaotic maps. Unfortunately, Han [12]
pointed out that Xiao et al.’s protocol was not secure
since an adversary can impede the user and the server
to agree on a session key without gaining any private
information from the communications of the two par-
ties. Meanwhile, Xiang et al. [13] demonstrated that
Xiao et al.’s scheme was easy to suffer from stolen
verifier attack and off-line password guessing attack.
Later, Xiao et al. [14] designed a new key agreement
protocol which combined the chaotic maps with the
timestamp, where the timestamp was used to keep the
freshness of messages. Han and Chang [15] presented
two chaotic maps-based key agreement protocol, where
one was based on clock synchronization, the another
had not clock synchronization. Tseng et al. [16] pre-
sented a key agreement protocol with user anonymity
based on the merits of chaotic maps. However, Niu and
Wang [17] have shown that Tseng et al.’s protocol can-
not achieve the property of user anonymity, and it also
suffered from man-in-the-middle attack. Hence, Niu
and Wang proposed an enhanced protocol [17]. Later,
Yoon [18] pointed out that Niu and Wang’s protocol
suffered from computational efficiency problems, and
cannot resist the denial-of-service (DoS) attack. Fur-
ther, Yoon proposed an enhanced protocol. Xue and
Hong [19] also pointed out the weaknesses of Niu and
Wang’s scheme, and proposed an improved protocol.
Unfortunately, Tan [20] showed that Xue and Hong’s
scheme cannot provide strong user anonymity and vul-
nerable to man-in-the-middle attack. Very recently, Lee
et al. [21] proposed an extended key agreement pro-
tocol using chaotic maps. However, He et al. [22]
found out that Lee et al.’s scheme was vulnerable to
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insider attack, DoS attack, and cannot provide user
anonymity.

All the above key agreement protocols using chaotic
maps are designed for client—server environment, and
all of these protocols had some drawbacks. Most of
these protocols were based on clock synchronization,
but it was a hard problem in itself to ensure the clocks
to be synchronized in the full network; in order to
achieve key agreement between any two clients, any
two parties have to share a secret key in advance, and
it was also difficult to be realized in a large-scale net-
work. Wang and Zhao [23] presented a chaotic maps-
based three-party key agreement protocol. However,
Yoon and Jeon [24] stated that Wang and Zhao’s pro-
tocol needed clock synchronization and suffered from
an illegal message modification attack, and they pro-
posed an enhanced protocol. Based on the review of
these protocol, we find that both Wang—Zhao protocol
[23] and Yoon-Jeon protocol [24] were not the three-
party key agreement protocol. In their scheme, the
Trent was assumed as a reliable third party in the net-
work, and each user had to pre-share a secret key with
the Trent, therefore, the key management of the Trent
becomes a serious problem. Lai et al. [25] presented
a password-based three-party key agreement protocol
using the enhanced Chebyshev polynomials. Unfortu-
nately, their protocol cannot resist off-line password
guessing and the privileged insider attack [26]. Thus,
Zhao [26] proposed an enhanced chaotic maps-based
three-party key agreement protocol with the property of
user anonymity. Very recently, Xie etal. [27] proposed a
chaotic map-based three-party password-authenticated
key agreement protocol. All the above three proto-
cols use the password to achieve the key agreement,
and then, the server had to store a fragile password
table in the storage. Chen et al. [10] pointed out three
flaws which should be improved in three-party authen-
ticated key agreement protocols. He suggested that
the password table should be removed else it would
deduce some problems in case the password table was
leaked or the server was compromised. Besides, the
low-entropy passwords easily suffer from password-
related attacks, such as insider attack and password
guessing attacks. In this paper, we will propose a
computation- and communication-efficient three-party
authenticated key agreement protocol using chaotic
maps, where the server does not need to store a pass-
word table, and it is free from the password-related
attacks.
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The remaining sections of the paper are arranged
as follows. Some preliminaries about the Chebyshev
chaotic maps and the related intractable problems are
introduced in Sect. 2. Section 3 proposes a computation-
and communication-efficient chaotic maps-based three-
party authenticated key agreement protocol without
password. The analysis of the proposed protocol and its
comparison with other related protocols are described
in Sects. 4 and 5, respectively. At last, we summarize
the whole paper in Sect. 6.

2 Chebyshev chaotic maps

In order to facilitate understanding the protocol pro-
posed in this paper, we first introduce some prelimi-
naries about the Chebyshev chaotic maps, the chaotic
maps-based discrete logarithm problem (DLP) and
Diffie-Hellman problem (DHP).

Definition 1 Let n be an integer, and x be a vari-
able belonging to the interval [—1, 1]. The Chebyshev
polynomial 7, (x) : [—1,1] — [—1, 1] is defined as
T, (x) = cos(n - arccos(x)).

According to the Definition 1, the Chebyshev poly-
nomial satisfies the following recursive relationship:
T,(x) =2xT,,_1(x) — T,_>(x), n > 2, where the ini-
tial conditions To(x) = 1 and T (x) = x, and the first
few Chebyshev polynomials are:

Tr(x) = 2x% — 1,

T3(x) = 4x> — 3x,

Ty(x) = 8x* —8x% +1,

Ts(x) = 16x° — 20x> + 5x.

Definition 2 The chaotic property of Chebyshev poly-
nomials. When n > 1, the Chebyshev polynomial map
T,(x) : [—1,1] — [—1, 1] of degree n is a chaotic

map with invariant density f*(x) = 1/(mv/1 —x2)
for positive Lyapunov exponent A = Inn > 0.

Definition 3 Semi-group property of Chebyshev poly-
nomials.

T, (Ts(x)) = cos(rcos_l(cos(scos_l(x))))
= cos(rscos_l(x))
= Tr(x)
= T (T (x))

where r and s are two positive integers, and x &
[—1,1].

Zhang [33] further demonstrated that the semi-group
property holds for Chebyshev polynomials on the inter-
val (—00, 4-00), which can enhance the property as fol-
lows: T, (x) = 2xT,—1(x) — T,—2(x)) mod p, where
n>2,x € (—00,400) and p is a large prime number.

Therefore, T,(Ts(x)) = T,5(x) = Te40x) =
Ty(T; (x)) mod p.

Definition 4 The discrete logarithm problem (DLP):
DLP is to find an integer r such that 7, (x) = y under
the condition of knowing the parameters x and y.

Definition 5 The Diffie—Hellman problem (DHP):
DHP is to compute the value 7;; (x) under the condition
of knowing the parameters x, 7;-(x) and T (x).

It is generally believed that these two problems are
intractable, i.e., there are no polynomial-time algo-
rithms to solve these problems with non-negligible
probability, and it provides the possibility to design
information security protocols using these two
intractable problems.

3 The proposed protocol

In this section, we propose a new three-party authenti-
cated key agreement protocol without password using
the excellent properties of the chaotic maps. We
describe the notations used in our protocol in Table 1.
There are three parties in the proposed protocol, i.e.,
user A, user B and server S, where S is supposed to be
a trusted third party responsible for system initializa-
tion. Besides, the server S helps users to achieve key
agreement. The proposed protocol includes two phases:

Table 1 The notations used in this paper

Notation Description

A, B The user A and B

S The trusted third party

IDy,IDg The identities of user A and B, respectively

X The master secret key of server S

X The seed of Chebyshev chaotic maps

SK The session key shared between A and B

Er(-) A secure symmetric encryption algorithm
under the control of the secret key k

Dy (+) A secure symmetric decryption algorithm
under the control of the secret key k

h(-) A secure one-way hash function

I The message concatenation operation
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initialization phase and authenticated key agreement
phase.

3.1 The initialization phase

In this phase, the server § initializes the system by
choosing the system parameters, and the users should
register himself/herself to the server S. We suppose that
the channel between the server S and the user is secure
in the initialization phase.

First, the server S chooses a random key x as the
master secret key and generates a public seed X of
Chebyshev polynomial, where the binary length of x
must be long enough to resist guessing attacks, such as
1,024 bits. Then, the server chooses a secure chaotic
maps-based hash function i(-) [34], and the secure
symmetric encryption/decryption algorithm Ey(-)/
Dy (+).

When the user A (B) wants to agree on a session
key with other users with the help of the server S,
he/she needs to register himself/herself to the server
S at first. The user A chooses the identity /D4, and
submits /D4 to the server S and request for registra-
tion. The server computes i (ID 4|x) and transmits it
to the user A through the secure channel, then the user
becomes a registered and valid user of the system. A
stores h(ID4||x) as a secret and does not reveal it to
any other party. Similarly, the other users such as B
can register himself/herself to the server S using iden-
tity IDp, and he/she will receive a secret information
h(IDg| x).

3.2 Authentication and key agreement phase

When the users A and B have registered as the legal
user of the system, they can agree on a session key SK
with the aid of the trusted server S by performing the
authentication and key agreement phase. We describe
this phase in detail as follows, and we also illustrate it
in Fig. 1.
Stepl1 A — B : {ID4, Cy}

The user A generates a nonce a and computes

Ka=1, (X)a

Hyp = h(IDA|lID K a),

C1 = Enup,x)UDAlIDB| KallHa).
Then, the user A transmits {ID 4, C;} to the user B.
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Step2 B — S :{ID4, Cy,IDp, Cy}
When receiving the message {ID4, C1} from the
user A, the user B generates anonce b and computes
Kp = Tp(X),
Hp = h(IDp|IDA|KB),
C2 = Enupg|x)(UIDBIIIDA| KB || Hp).
Then, the user B submits {ID4, C1, IDg, C>}to the
server S.

Step3 S — B :{C3,C4}

Upon receiving the message {IDg4, Ci1,IDpg, C3}
from the user B, the server S checks whether the ID 4
and [Dp are valid identities of the registered users
in the system. If so, S computes Djqp,jx)(C1) =
(IDa,IDp, K4, Hp), Dhapy|x)(C2) = (UDp,IDa,
Kpg, Hp), and the server S can check the valid-
ity of the identities ID4 and IDp again. Then, the
server S computes H), = h(ID4|IDg||Ka), Hy =
h(IDg|ID 4| K ), and checks whether HA = H4 and
H é = Hp. If they are both valid, S computes Hsap =
h(IDAlIDglIKallKB), C3 = Epnupg)x)(UDBIIDA]
KpllKallHsag), C4 = Enap,x)UDAlIDB|| KAl KBl
Hgap). At last, the server S submits the message
{C3, C4} to the user B.

Step4 B — A : {C4, Hpa}

When gets the message {C3, C4} submitted from
server S, the user B calculates Dppy|x)(C3) =
(IDp,IDa, Kp, K4, Hsap), Hgy = h(IDsllIDp
IK4||IKp), and checks whether H.éAB equals to the
decrypted Hgsp. If the equation is hold, the validity
of the server S is verified by the user B. Then, the
user B computes SK = T,(Ka) = Typ(X), Hpa =
h(IDp||ID4||SK||K 4), and submits {C4, Hpa} to the
user A.

Step5 A — B : {Hap}

After receiving the message {Ca, Hpa} from the user
B, the user A computes Dy p,|x)(Cs) = (ID4, IDp,
KA, Kp, Hsap), H{yy = h(IDA||ID||K 4| Kp), and
checks whether H{,, equals to the decrypted Hsap.
If so, the validity of the server S is affirmed by the
user A. Then, the user A computes SK' = T,(Kp) =
Tup(X), Hyy = h(Dg|IIDA|ISK'||K4), and checks
whether Hj, = Hpa. If the equation holds, the validity
of the user B is confirmed by the user A. At last, the
user A computes Hap = h(IDA||IDg||SK'||Kp), and
submits { Hap} to the user B.

Step 6 When obtaining the message { H4p} from A, the
user B computes HAB = h(ID4||IDB||SK||Kp), and
checks whether H 5 equals to Hyp. If they are equal,
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User A
K,= Tu(X)
Hy = h(ID,{|ID,|K ,)
C = Eh(mm.r)(IDAHIDEHK4HH4)

Fig. 1 The proposed
protocol

{D,, Gi}

User B Server S

Ky = Ty(X)
Hy = h(ID|ID || K p)
Cy= Eh(IDHH1)(IDBHIDAHKBHHB)

{ID,. G IDy, Gy}
Checks the identities ID, and IDyg
Diyip 1 (C) = (IDy, IDg, K, Hy)
Diip,) (Cy) = (IDy, ID,, Ky, Hy)
Hy'= WID|[ID K )
Hy' = WIDg|\ID || K )
Checks whether H,'= H, and Hp'= Hy
Hgap = W(ID[ID4| K 4[| K 5)
Cy = E];[IDEHJJ(IDB”[DA”KBHKA!HHSAB)
Ci = Eyap, (LD A LD pl| K 4| K pl| Hs 1)

{G, G}

Dh(mku..)(c:z) = (IDB-}D./l- Ky, Ky, HSAB)
Hyp' = MID DK A K p)
Checks whether Hg,p' = Hgyp
SK = Ty(K,) = Tu(X)
Hpy = WIDG|ID,||SK]|K 4)
{Cy, Hpa}

Dnuud\m((ﬁ) = (IDA: IDy, K4, K, HSAB)

Hgpp" = h(ID || IDg|| K 4| K 5)
Checks whether Hg,p'" = Hgyp
SK'= T(Kp) = Ty(X)

Hy,' = W(IDGIDISK'| K )
Checks whether Hy,'= Hy,
H,p = W(ID,|ID|SK'| Kp)

{Ha}

the validity of the user A is authenticated by the user
B. At last, a session key SK = Tp(K4) = Tp T,(X) =
Taw(X) = T,Tp(X) = T,(Kp) = SK' is established
between the user A and the user B.

4 Security analysis

We analyze the security properties of the presented
protocol in this section. First, we use Burrows—Abadi—
Needham logic (i.e., BAN logic) [35] to prove that the
session key SK is correctly generated between the user
A and the user B in this protocol. Next, we demon-
strate the proposed three-party authenticated key agree-
ment protocol without password using chaotic maps
can resist various kinds of attacks and can achieve many
ideal functions.

H,' = h(ID,|ID4||SK|| K 5)

4.1 Authentication proof based on BAN logic

The BAN logic [35] is a well-known formal analysis
mean for the security analysis of cryptographic pro-
tocols, and it plays a very important role in formal
security analysis of the authentication and session key
agreement protocols. We first show some notations and
rules about BAN logic as follows.

P |= X: P believes X, i.e., P believes X is true.
P <X : P sees X, i.e., someone sent a message
which contains X to P, and P canread X.

P |~ X : P once said X, i.e., entity P once sent a
message which contains X in some time.

P = X P controls X, i.e., X is subject
to the jurisdiction of entity P, and P is trusted
for X.

@ Springer
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#(X) : X is fresh, i.e., no entity sent a message
containing X at any time before the current round

of protocol.

K . .
P <— Q: P and Q can communicate with each

other using the common shared key K, where K is
called good if any other entity cannot get K except
P, O and the entity who is trusted by P or Q.
(X,Y): X orY is apart of message (X, Y).

{X, Y}k : X and Y are encrypted under the control
of the key K.

(X,Y)k : X and Y are hashed under the control of
the key K.

Rule 1 Message-meaning rule: PlEP;i’QQ‘f;{X}K ,
if P believes he/she shares the key K with Q, and
P sees the message { X}k, P trusts that Q once said
X.

Rule 2 Nonce-verification rule: %,
if P believes X is fresh and Q once said X, P
believes Q believes X.

Rule 3 Jurisdiction rule: Z=C=7H=CEX if p
believes that Q had jurisdiction right to X and
believes Q believes X, P believes X.

Rule 4 Freshness-conjuncatenation rule: % s
if X is a part of message (X, Y) and X is fresh, mes-
sage (X, Y) is also fresh.

Rule 5 Belief rule: == if P believes Q
believes the message set (X, Y), P also believes O
believes the message X.

Although the BAN logic has its own limitations, it
is being widely used in analyzing the correctness of
authentication protocol with key agreement. Protocol
correctness means that both of the communication par-
ties confirm they are sharing a fresh session key with
each other after the protocol execution, i.e., the session
key agreement protocol should achieve the following
goals:

Goal I: A |= (A <X B).

Goal 2: A |= B |= (A <X B).

Goal 3: B |= (A <X, B).

Goal 4: B |= A |= (A <X B).

At first, we idealize the communication messages of

the proposed protocol to facilitate the analysis, and the
idealized messages are listed as below:

Message 1: A — S : {IDp, K4, HA}h(IDA|\x)~
Message 2:B—§: {IDA, KB, HB}h(IDBHx)-
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Message 3: S — A : {ID4,IDp, Ky, A <—>
B, HsaBYn(p 4 |1x)-
Message 4: S — B : {IDp,IDy,Kp, A <——
B, HsA} Dy |1x)-

Message 5: B — A (IDp,ID4, A &
B, Ka)sk-
Message 6: A — B : (IDj,IDg, A <X
B, Kp)sk-

Second, we make some initial state assumptions
based on the proposed protocol as follows:

Al A |=#(a).

Ay : B |=#(b).

Az: A= #(Ky).

Ay : B |=#(Kp).

As: A= A 2P0,
Ag:S|= A 2P0

Ar: B |=B 2P ¢

Ag: S |= B 2P ¢

Ao Al=S = (A <2, By,
A:Bl=S = (A <45 By,

Aj and A mean that A and B generate fresh random
numbers a and b, respectively. Therefore, they assure
their freshness, respectively. Since K4 = T,(X) and
Kp = Tp(X), A3 and A4 are valid according to A
and Aj. As and Ag are valid because the secret key
h(ID 4|l x) is possessed by user A and can be computed
by server S, and A7 and Ag are valid with the same rea-
son. Because server S is a trusted party, once A decrypts
C4 and gets Kp, then A believes S controls K p, and
Ag is valid. Ay is valid because S is trusted and B can
get K4 by decrypting Cz.

Next, based on the rules of the BAN logic, we prove
the proposed protocol can achieve the intended goals
using the initial assumptions, and the detailed descrip-
tions are as below:

According to the message 3, we can get
K
S1:A<{IDs,IDg, Ks, A <> B, HSABYh(ID 4 |1x)-

According to S7 and As, we apply the message-
meaning rule and can obtain

Sy AES |~ UDy,IDp, KA,A&B, Hgsap).

According to A3z, we employ the freshness-
conjuncatenation rule and can obtain

K
S3: A|=#(UDa,IDg, Ko, A <——> B, Hsup).
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According to S> and S3, we apply nonce-
verification rule to get

Si:AES |= (DA, IDg, Ka, A <225 B, Houp).
According to S4, we apply belief rule to obtain
Ss:Al=S|= (A <2 B,

According to Ag and S5, we apply jurisdiction rule
to obtain

Se: A= (A <2, By,
According to SK = T,(Kp) = T,5(X), we can get
S7 A= (A <X, B).  (Goal)

According to message 4, we can get

K
Ss: B <1 {IDp,ID4, Kp, A <> B, Hsap}n(py |x)-

According to Sg and A7, we employ the message-
meaning rule and can obtain

K
So:B|=S |~ (Dg,ID4s, Kg, A <25 B, Hepp).

According to A4, we freshness-

conjuncatenation rule to obtain

apply

Si0: B |=#(IDp,IDa, Kz, A <25 B, Heup).

According to S9 and Sjp, we apply nonce-
verification rule to get

Si1: B ES |= (D, 1Dy, Kp, A< B, Hyp).
According to S11, we apply belief rule to obtain
Si:B|=S|= (A <4 B,

According to Ajg and S, we apply jurisdiction
rule to obtain

Si3: B |= (A <45 By

According to SK = Tp(K ) = Typ(X), we can get
Siu:Bl=(A <X, B).  (Goal3)
According to message 5, we can get

Sis: A< (IDp.IDs, A <X B K p)sk.

According to Si5 and S7, we employ the message-
meaning rule to obtain

Si6:Al=B~ (IDg,ID4, A <55 B K,).

According to A3z, we freshness-

conjuncatenation rule to obtain

apply

Si7: A |=#(Dp, Dy, A <55 B K ).

According to Si¢ and S17, we employ the nonce-
verification rule to obtain

Sig:A|= B |= (IDg,IDs, A <55 B, K).

According to Sig, we apply belief rule to obtain

Sio:Al=B|=(A <X, B). (Goal2)

According to message 6, we can get

S20: B<(IDy,IDpg, A <—SL> B, Kp)sk.

According to S>o and S14, we employ the message-
meaning rule to get

So1:B|= A~ (IDa, IDg, A <55 B, Kp).

According to A4, we freshness-

conjuncatenation rule to obtain

apply

Sy : B |=#(IDy, IDp, A <55 B Kp).

According to S>; and S>>, we employ the nonce-
verification rule to get

S3:B|=A|= (D4, D, A <X B, Kp).
According to S»3, we apply belief rule to obtain

Su:Bl=Al=(A <X, B)  (Goal4)

According to S7, S19, S14, S24, we can clearly see
that the presented protocol achieves Goal 1, Goal 2,
Goal 3, Goal 4, and both of the user A and user B believe
that they share a common session key SK = T,,(X)
with each other. In the following subsections, we ana-
lyze other security aspects of the proposed protocol and
prove that the proposed protocol can meet many kinds
of functional features and can withstand various kinds
of attacks.

4.2 Perfect forward secrecy

The perfect forward secrecy is one of most important
security property of a key agreement protocol that the
attacker still cannot calculate the previously established
session keys even if he/she gets the server S’s mas-
ter secret key x. In the presented protocol, the ses-
sion key SK = T,,(X) between the user A and user
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B is only related to the random numbers a and b cho-
sen by these two users, respectively. The attacker can
eavesdrop C1, C, from the public channel, if the master
secret key x is obtained by the attacker, he/she can get
K4 = T,(X) and Kp = Tp(X) by decrypting C; and
C», respectively. However, due to the intractable nature
of the chaotic maps DLP and DHP, the attacker cannot
get SK = T, (X). Therefore, the presented protocol
achieves the property of perfect forward secrecy.

4.3 Known-key security

A key agreement protocol satisfy the property of
known-key security if the compromise of one ses-
sion key does not cause the compromise of other ses-
sion keys. In the presented protocol, the session key
SK = T,»(X) only relies on the random numbers a and
b. Since these two random numbers of one session are
independent of those of other session’s, one session key
is independent of those of other session’s. Therefore,
evenif one session key SK = T,;(X) was compromised
by an attacker, he/she cannot get the other session key
SK = T, (X) without knowing a’ and b’, and the
proposed protocol can provide known-key security.

4.4 Key-compromise impersonation attack

If the attacker cannot impersonate as the user C to
communicate with other users under the condition that
he/she gets the secret key h(ID4|lx) of the user A,
we say the key agreement protocol can resist key-
compromise impersonation attack. In our presented
protocol, when the secret key A(ID4||x) is leaked to
an attacker, he/she can imitate the user A to commu-
nicate with other users definitely. In order to imper-
sonate as the user C to communicate with other users,
the attacker has to get h(ID¢||x) to generate and reply
the valid communication messages; however, the secret
key h(IDc||x) is independent in and has not any relation
to h(ID 4 ||x). Therefore, the attacker cannot imperson-
ate as the user C to communicate with other users when
he/she obtains the secret key h(ID 4| x) of the user A,
and the proposed protocol can resist this kind of attack.

4.5 Unknown key-share attack and mutual
authentication

For a key agreement protocol, the unknown key-share
attack is that a party A thinking he/she has established
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a session key with party B, but the party B mistak-
enly thinking the session key is instead agreed with a
party C # A. In our presented protocol, the user A and
user B can establish a session key only if the mutual
authentication among the user A, user B and the server
S is achieved, which ensures that the proposed protocol
avoids of unknown key-share attack.

4.5.1 Mutual authentication between the user A and
the server S

In step 3 of our presented protocol, when receiving
the message {ID4, C1, IDp, C>} from the user B, the
server § first checks whether the ID 4 is a valid regis-
tered user identity. If so, S computes Dy p ,x) (C1) =
(IDa,IDp, K4, Hy) and the server S can check the
validity of the identity /D 4 again. Next, the server S cal-

culates H, = h(IDA||IDg| K 4) and checks H, = Hy.
If they are equal, the validity of the user A is authenti-
cated by the server S. In contrast, in step 5 of the pro-
posed protocol, after receiving the message {Ca, Hpa}
from the user B, user A computes Dyp,|x)(C4) =
(IDa,IDp, KA, K, Hsap), Hgyy = h(DallIDg]|

K4llKp), and checks Hl,, = Hsap. If the equation
holds, the validity of the server S is verified by the user
A. Because the exchanged messages between A and S
are encrypted or decrypted by the user A’s secret key
h(ID 4|/ x), any other entity cannot forge valid messages
without knowing the secret 2(IDy4||x). Therefore, the
user A and the server S can authenticate each other in
the presented protocol.

4.5.2 Mutual authentication between the user B and
the server S

In step 3 of the proposed protocol, when receiving
the message {IDy4, C1, IDg, Cy} from the user B, the
server § first checks whether the IDp is a valid regis-
tered user identity. If so, S computes Dy, ipyx) (C2) =
(IDp,ID4, K, Hp) and the server S can check the
validity of the identity /Dp again. Then, the server
S computes Hé = h(Dpg||IDA||KB), and checks
Hp ZH p. If the equation holds, the validity of the
user B is verified by the server S. In contrast, in step
4 of our presented protocol, when receiving the mes-
sage {C3, C4} from the server §, the user B computes
Dypy|x)(C3)=(UDp,IDs, Kp, Ko, Hsap), Hyyp =
h(IDsIID| K 4|l K B), and checks Hg, 2 Hgap. The
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user B can affirm that the server § is valid if the equa-
tion is hold. Because the messages exchanged between
the user B and the server S are encrypted or decrypted
by user B’s secret key h(IDg||x), any other entity can-
not forge valid messages without knowing the secret
h(IDpg | x). Therefore, the user B and the server S can
authenticate each other in the presented protocol.

4.5.3 Mutual authentication between the user A and
the user B

In step 5 of our presented protocol, when gets the
message {C4, Hpa} from user B, user A computes
Dyap,)x)(C4) = (IDa,IDp, K4, Kp, Hsap), SK' =
To(Kp) = Tap(X), Hpy = h(UDg|IDA|ISK'[|K ),
and checks whether Hy, = Hps. If the equation
holds, the validity of the user B is confirmed by
the user A. Then, the user A computes Hup =
h(ID4||IDg|SK'||K ) and submits { H4g} to the user
B. When receiving the message { Hyp} from A in step
6, the user B computes H,, = h(ID||ID|SK|| K ),
and checks whether Hy , = Hyp. If they are equal, the
validity of the user A is authenticated by the user B,
and the mutual authentication between the user A and
the user B is achieved.

Therefore, our presented protocol is free from the
unknown key-share attack, and the user A and the user
B believe a session key is established between them.

4.6 The proposed protocol provides key control

For a key agreement protocol, the property of key con-
trol means that neither of the entities can predeter-
mine the value of the session key. In our presented
protocol, the session key between user A and user B
is SK = T,,(X), which contains both user A’s con-
tribution a and user B’s contribution b, and both of
them cannot predetermine the value of the session key.
Besides, even though the server S can get information
IDA,IDg, Kp = T,(X), Kp = Tp(X), he/she still
cannot get 7,5, (X) because of the difficulty of chaotic
maps DLP and DHP, and hence, the server S cannot get
the session key shared between the users.

4.7 Replay attack

The attacker can eavesdrop the communication mes-
sages from the public channel, and then may want to
impersonate the users or the server by replaying the

eavesdropped messages. In our presented protocol, in
order to impersonate as the user A, an attacker can
replay user A’s message {ID4, C1} to user B in step 1,
and he/she will receive the reply message {C4, Hpa} in
step 4; however, the attacker cannot decrypt C4 because
he/she does not have the user A’s secret h(ID 4| x),
so the attacker cannot generate the valid reply mes-
sage { Hap}. Therefore, the attacker cannot replay user
A’s message successfully. By the same token, without
knowing the user B’s secret information 2 (IDg||x), the
attacker cannot successfully replay user B’s message
{IDp, C3} because he/she cannot decrypt the message
C3 replied by the server S. Besides, in our protocol, the
user A and user B generate the random numbers a and
b, respectively, and the random numbers are different
for each session; therefore, the attacker cannot imper-
sonate the server S by replaying the message {C3, C4}.

4.8 Man-in-the-middle attack

As shown in Sect. 4.4, the mutual authentication is
achieved between any two parties of the user A, user
B and server S in the authentication and key agree-
ment phase. Furthermore, the messages C1, Ca, C3, C4
contain the identities of user A and user B. Therefore,
our presented protocol is free from man-in-the-middle
attack.

4.9 Impersonation attack

In the proposed protocol, the messages exchanged
between the server and the user are encrypted under
the control of the user’s secret key. The imperson-
ation attack on the user A and user B will not suc-
ceed because the attacker does not have the secret infor-
mation A(ID 4 ||x) and h(IDp| x). Besides, without the
master secret key x of the server S, the attacker has
no way to impersonate as the server S to communicate
with the users.

4.10 Password-related attacks

In a key agreement protocol with password, the server
has to store the password for each user, and the pass-
word table becomes an attractive target. It will lead
to huge security problem if the server is compromised
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Table 2 Performance comparisons

User A User B Server S Total Time cost (ms)
Lai et al. [25] 3Tc + 5Ty 3Tc + 5T 2Tc + 2T + 6Ty 8Tc + 2T + 16Ty 261.7
Zhao et al. [26] 3Tc + 1Tg + 6Ty 3Tc + 1Tg + 5Ty 2Tc +2Tg + 8Ty 8Tc + 4Tk + 19Ty 263.2
Xie et al. [27] 3Tc +2Tg + 5Ty 3Tc +2Tg + 5Ty 2Tc +4Tg + 4Ty 8Tc + 8T + 14Ty 264
Our protocol 2Tc +2Tg + 4Ty 2Tc +2Tg + 4Ty ATg + 3Ty ATc + 8T + 11Ty 134.6

Table 3 Performance comparisons

Lai et al. [25]

Zhao et al. [26] Xie et al. [27] Our protocol

Mutual authentication among three parties Yes
No need of password table No
No need of clock synchronization No
Perfect forward secrecy Yes
Known-key security Yes
Resist insider attack No
Resist password guessing attack No
Resist key-compromise impersonation attack Yes
Resist unknown key-share attack Yes
Resist replay attack Yes
Resist man-in-the-middle attack Yes
Resist impersonation attack Yes
Resist message modification attack Yes
Communication rounds 7

Yes Yes Yes
No No Yes
No Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes No N/A
Yes No N/A
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
Yes Yes Yes
7 5 5

or the password table is leaked. Besides, in password-
based key agreement protocols, the low-entropy pass-
words easily suffer from password-related attacks, such
as online/off-line password guessing attack, and insider
attack. However, our protocol is not based on the pass-
word, the server S just needs to maintain a master secret
key x, and the users just need to hold a secret informa-
tion, and then the users can negotiate a session key
under the assistance of the server S. Therefore, our
presented protocol is free from any password-related
attacks.

5 Comparisons in performance and functionality
aspects

In this part, we evaluate the performance of our pre-
sented protocol, and compare it with other related pro-
tocols for performance and functionality aspects. In
order to facilitate the analysis of the performance, we
define some notations as below:

@ Springer

e Tc: The time consumption for a Chebyshev poly-
nomial computation;

e Tg: The time consumption for a symmetric encryp-
tion/decryption;

e Ty: The time consumption for a one-way hash
function.

Generally, T is far greater than Tr and Ty . Accord-
ing to the reference [19], under the environment of 3.2
GHz CPU and 3.0G RAM, T¢, Tg and Ty are 32.2,
0.45 and 0.2 ms, respectively.

Table 2 demonstrates that our presented protocol has
high computational efficiency as compared with Lai et
al. [25], Zhao et al. [26] and Xie et al.’s [27] proto-
cols, where the computational cost for executing our
protocol once is only half of the time needed for other
related protocol due to our protocol needs less Cheby-
shev polynomial computation.

The functionality comparison among our presented
protocol and other similar chaotic maps-based key
agreement protocols are listed in Table 3. From Table 3,
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we can find that our presented protocol needs less
rounds of communication than Lai et al. [25] and
Zhao et al.’s [26] protocols. Compared with other sim-
ilar protocols [25-27], there are no password table
stored on the server in our presented protocol, and
then our protocol is free from password-related attacks,
such as password guessing attack and insider attack.
Besides, our protocol does not need the clock syn-
chronization. In a word, the proposed protocol is
a secure, communication- and computation-efficient
chaotic maps-based authenticated key agreement pro-
tocol.

6 Conclusions

In this paper, we design a communication- and
computation-efficient three-party authenticated key
agreement protocol without password based on chaotic-
maps, and analyze and compare it with related proto-
cols in the aspects of performance and security. The
proposed protocol does not need clock synchronization
and can be deployed in most of the environments. In our
presented protocol, the server does not need to manage
a password table, which not only reduces the security
burden on the server side, but also make the proposed
protocol free from password-related attacks. Besides,
the server does not need to pre-share the secret key with
the users, and there is no key management in server
side. Furthermore, our presented protocol can achieve
known-key security and perfect forward secrecy, and
can resist most of the known attacks. At the same time,
our presented protocol is the most communication and
computation efficient as compared to other related pro-
tocols due to the fact that it needs fewest communica-
tion rounds and Chebyshev polynomial computation.
Therefore, the proposed protocol meets most of the
requirements of a three-party authenticated key agree-
ment protocol and is more suitable for real applications.
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