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Abstract In this paper, a thorough analysis of a block
cipher with dynamic S-boxes based on tent map is
made, which reveals the existence of some serious
design and security problems. The large number of
weak keys is discovered, and the problem with diffusion
property is indicated. Two chosen plaintext attacks that
exploit the weaknesses in the design of block cipher are
presented. Improved version of the analyzed cryptosys-
tem is proposed, which can eliminate the perceived
shortcomings.
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1 Introduction

A strong block cipher should be resistant to various
attacks, such as linear and differential cryptanalysis.
Cryptographic system must possess basic character-
istics of cryptography such as confusion and diffu-
sion [1], which overlaps with the properties of chaos
such as mixing, random-like behavior, ergodic behav-
ior and sensitivity to initial conditions. In recent years,
the relationship between the science of chaos and cryp-
tography has led to the development of a number of
chaotic cryptosystems. Chaos in these systems is gen-
erally used for the generation of S-boxes, but there are
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also systems in which it has been used in the shuffling
stage [2].

In [3], a block cipher with dynamic S-boxes based
on tent map is proposed which, unfortunately, has cer-
tain drawbacks which can have negative effects on the
safety and functioning of the cryptosystem. It is con-
sidered desirable for a cipher to have no weak keys [4].
Weak keys usually represent a very small part of the
keyspace, so there should be a small likelihood of the
random generated weak key. Inadequate selection of
chaotic map used in [3] has led to a situation where a
significant part of the key space consists of weak keys
which may, depending on the implementation of the
system, lead to a weak security or cessation of function-
ing of cryptographic system. Also, analyzed cryptosys-
tem does not meet the requirement of good diffusion
property because it has low sensitivity to the change of
plaintext.

To break a cipher, attacker must find a weakness
in the cryptosystem which can be exploited with a
complexity lower than a brute-force attack [5]. Weak-
nesses in the design of analyzed cryptosystem allow
two attacks, whose effectiveness depends on the para-
meters used in implementation.

The rest of the paper is organized as follows.
In Sect. 2, the cryptosystem under examination is
described. Design problems causing the large number
of weak keys and problem with diffusion property are
discussed in Sect. 3. In Sect. 4, examples of attacks
against the cryptosystem are presented. In Sect. 5,
improved version of the analyzed cryptosystem which
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can eliminate the perceived shortcomings is proposed.
Finally, in Sect. 6, conclusions are drawn.

2 Description of the encryption scheme

In paper [3], a block encryption scheme based on
dynamic S-boxes is proposed. This cipher is supposed
to encrypt plaintext blocks of arbitrary length of 1 bytes.
In this paper, we analyze a concrete example of the
system, which was also described in [3], that encrypts
blocks of I = 32 bytes by using 328 x 8 S-boxes.
The 32 S-boxes are used to encrypt only g plaintext
blocks, in [3] authors proposed ¢ = 7. S-boxes are
obtained based on the key, consisting of two double
float numbers by, xo and arbitrary permutation K of
integer sequence {0, 1, ..., 255}. The key space is esti-
mated at 248 . 248 . 2561 ~ 21780,

2.1 Preliminary definitions

In [3], the chaotic tent map is defined by the following

equation:

Xi+l = ixi/b’
(I =xi)/(1=b),

where b € (0, 1) and b # 0.5 is a constant, x; (i =

0, 1, ...) is the state value of the chaotic map.

O<x; < b
b<uxi<l

2.2 The method of generating n x n S-boxes

In [3], the authors first defined function OPS(i, j, K)
where i is the number of iterations of the tent map, j is
the number of subintervals and K is one of the arbitrary
permutations of the integer sequence {0, 1, 2, ...,2" —
1}. The function OPS(i, j, K) includes the following
operations:

1. Divide the interval [0, 1] into j subintervals:

[0, ). [3.3)..... 15+ D,

2. Tterate the tent map for i times.

3. Suppose the current state value of the tent map is
in the mth subinterval [’”T._l, %). Denote the values
of elements of K with K[i] = k; for0 < i < j.
Exchange the mth integer k,, with the jthintegerk;
inthe sequence K ,i.e., K[m] = k; and K[j] = ky,.

4. Change the control parameter b of the tent map

according to equation:
bit1 =0.9b; +0.1 -k, /(2" — 1)
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In [3], two methods for generation of S-boxes are
presented. That is why we will assume that the authors
have proposed two versions of their cipher. In version
1., authors seti = 32. The 8 x 8 S-boxes are generated
by executing the function OPS(32, j,K) from j = 28
to 2.

In version 2., 32 identical integer sequences K1,
K>, ..., K3; are defined, which are one of the arbitrary
permutations of the integer sequence {0, 1, 2, ..., 255}.
The 8 x 8 S-boxes are generated by executing the func-
tions OPS(1, j, K1), OPS(1, j, K2), ..., OPS(l, j,
K3p) from j = 28 to 2. The following pseudocode
fragment explains how to implement the above opera-
tions.

for (j=2%j > 1;j ——)
{
for (i =1;i < 32;i 4+ +)OPS(l, j, K;)

}

2.3 Encryption algorithm

Details of studied algorithm are described below.

1. Divide the plaintext message P into blocks B; of
length / bytes (I = 32 in [3]). Pad zeros to P if its
length is not a multiple of / bytes.

2. Iterate tent map from Sect. 2.1 for Ny times (Ng =
30 in [3]), where Ny is a constant. Set K| = Ky =
o=Kp=K

3. Generate 32 8 x 8 S-boxes according to the one of
the methods described in Sect. 2.2.

4. Forthe convenience of description, define K, ps as
the sth S-box and the sth byte in block Bj, respec-
tively. Substitute p; according to K. Then, per-
mute the substituted block B; by left cyclic shift
4bits. Finally, we get the cipher block C; by doing
the substitution and shift operations for / — 1 rounds.

5. Based on the ciphertext, number D is calculated.
After encryption of q blocks, tent map is iterated
D times, and the process continues from the third
step.

3 Design problems
3.1 Weak keys

One of the main problem in chaos-based cryptogra-
phy is problem with the selection of the chaotic sys-
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tem [6]. In some chaos-based cryptosystems, the con-
trol parameters of the underlying chaotic systems are
determined by the secret key. If the link between the
secret key and the control parameters is not established
carefully, then it is possible that the underlying chaotic
system evolves in an non-chaotic way, which further
erodes the confusion and diffusion properties required
by the resulting cryptosystem.

The cryptosystem described in [3] uses chaotic tent
map presented in Sect. 2.1. Problem with this chaotic
map is that the key space for parameters x;, b; contains
alarge number of keys leading to non-chaotic behavior.
In the case x; = b;, we obtain x;+1 = x;/b; = 1 thus
the state of chaotic map goes out from a set of permitted
values. If the implementation of cryptographic system
is precisely defined to allow only permitted values, this
pair of values of x;, b; will cause interruption of the
functioning of the system. Otherwise, for x;+1 = 1 all
subsequent states of chaotic map will be equal to 0,
which causes that all subsequent S-boxes will be equal
to each other. The author of this paper failed to find the
precise implementation of the cipher described in [3],
so the both cases can be considered possible.

Key space for both parameters x;, b; is estimated
at 2*8. so we can say that there are 248 couples x;, b;
such that x; = b; of the total number of couples of
parameters of chaotic map 248 . 2*8 = 2% Also, a
much larger number of keys can lead to this situation
after a certain number of iterations of the chaotic tent
map.

For encryption of g - 256 bits of plaintext, 256-32 =
213 jterations of chaotic maps are required. For a plain-
text of L bits, weneed T = 32L jterations of tent map
for encryption. This means that for the key, we must
choose xq, by so that x; # by forall 0 < ¢ < T. The
probability to choose such pair xq, bg is (1 — #)T. If,
for example, T = 2°° (for ¢ = 7, corresponding plain-
text has 2*° blocks) probability of choosing a good key
is less than 2 %. Bearing in mind that this cipher can
be used for image encryption [3], there is a real possi-
bility that the cipher encounters such a large amount of
data. If we take into account the permutation K, which
is part of the key, number of weak keys is at least 21732
and their number, depending on the amount of data
that needs to be encrypted, (i.e., the number of itera-
tions T of the chaotic map) can go very close to 2780,
Increasing the number of blocks of plaintext ¢ that are
encrypted with the same 32 S-boxes can reduce the
probability that x; comes out of the permitted interval.

Table 1 Influence of plaintext change, when changed bytes in
states have different first and second half from original bytes

P27 S P2 S P29 S P30S P31 C

V'S V'S coM'S eV S e C
027(3) S C28(3) S 629(3) C 630(3) C C31(3) C
@S e® C @ C e C @
¥ C e C 20 C 30 C e C

Table2 Influence of plaintext change, when changed c31 () byte
have same left half as original byte

P27 S P2 S P29 S P30S puC

627(1) S 6'28(1) S 629(1) S 630(1) S C31(1) C
n?S cs? S c9? S c30? S e C
s 'S c20?'S 3@ C e e
@S @S @ C c3® C e
n®S ex® C e C c30® C en®C

3.2 Low sensitivity to the change of plaintext

In some encryption, architectures plaintexts with slight-
est differences are associated with very similar cipher-
texts, which is a clear violation of the diffusion prop-
erty [6]. In Shannon’s original definition, diffusion
refers to dissipating the statistical structure of plaintext
over bulk of ciphertext [1]. In particular, for a randomly
chosen input, if one input bit is changed, then the prob-
ability that some output bit will change should be one
half, and this is termed the strict avalanche criterion [7].

In [3], property of diffusion is achieved by perform-
ing 32 rounds of substitution and left cyclic shift by
4 bits on aplaintext P = pgop1, ..., p31. Inthis way, by
changing single byte of plaintext, for example p31, we
can affect all 32 bytes of ciphertext C = coct, . . ., €31
only under the condition that in each round by substi-
tuting the changed input bytes, we obtain output bytes
that have different first and second half (4 bits) from
original (unchanged) output.

Denote by co@c1@, ..., c31@ state of ciphertext
after a rounds. Then, change of the last byte p3; in
plaintext block can influence just one last byte of the
state c31 () in the first round, in the second round last
two bytes C30(2)C31 @ in ath round last a bytes of the
state c3o_4 @, . .., c30@ ez @ and after the final round
all bytes of ciphertext C (Table 1). In Tables 1 and 2,
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S denotes same bytes as original state and C bytes that
are different from original state.

Suppose that on the basis of the change of the last
byte of plaintext in the round a as a result of sub-
stitution, we get byte ¢34 @ which has the same
left 4bits (for example c32_,@ = 00000000 instead
¢34 = 00001111) as in the original state. Then,
due to shift to the left by only 4 bits, the number of
bytes in the next round, on which the change had the
impact, is reduced by one from the left side (Table 2).

If this situation is repeated d times, the change has
no effect on the first d bytes of ciphertext. A similar
situation happens if as a result of substitution, we get
byte ¢34 @ which has the same right 4bits. Then,
the change has no impact on the bytes at the end of
ciphertext. As a consequence of this occurrence, altered
ciphertext has a number of connected unchanged bytes
(including the ones at the beginning and at the end).

The analyzed cryptosystem uses 8 x 8 S-boxes which
are generated by pseudo-random method. Each S-box
has 256 input and output values, so there is likelihood of
% that for the modified input byte, we get output byte
with the same first or second half of bits. Cryptosystem
has 32 rounds so the likelihood of obtaining the out-
put bytes with a completely different first and second
halves in all rounds is (%)32 ~ 1, 8 %. On the basis
of low sensitivity to the change of plaintext attacker
can find certain regularities related to the functioning
of cryptographic system.

4 Cryptanalysis of the encryption scheme
4.1 Weak key attack

Section 3.1 described that there is a high probability
that after 2°9 iterations, values of chaotic tent map could
get out of the allowed set. If this situation occurs, all
subsequent values of chaotic tent map will be equal to
0, which causes all subsequent S-boxes to be equal to
permutation K cyclically shifted by one position to the
left.

The proposed attack is based on the assumption that
the attacker can choose certain number of the plaintext
blocks that will be encrypted by using secret key. First,
the attacker must determine when the chaotic tent map
will get out of the allowed set of values. This is easiest
to determine, in the case when all the chosen blocks P
are equal, by checking whether the last ¢ + 1 cipher-

@ Springer

text blocks are also equal with each other. The attacker
should, in a worse case, chose ¢ - 237 equal blocks P.
However, it is logical to assume that at the time of the
attack cipher is already functioning for some time. It
means that the chaotic tent map was iterated a certain
number of times, which reduces the required number
of chosen blocks for the attack.

Once the attacker finds that the cipher uses the same
S-boxes for encryption of the plaintext, it is necessary
to choose another 256 different plaintext blocks which
will be encrypted. Each of the selected blocks has to
have all 32 bytes equal, so that block Py has all bytes
equal to 0, P; all bytes equal to 1 and so on. Since
all S-boxes used for encryption are equal with each
other, based on the plaintext Py, Py, ..., Pss, cipher-
texts Co, C1, . .., Cas5 which also have all equal bytes
are obtained. As each of the 32 rounds of the cipher uses
substitution with only one S-Box K (for example) and
then the cyclic shift by 4 bits, it can be considered that
the result of each round is substitution with S-Box K|
which is equal to the S-box K; with permuted halves
of the output values. In this subsection, each byte of
the block P; will be denoted with p;, because all the
bytes of the observed blocks are equal. By permuting
halves of the ¢;, we get bytes ¢; so we can say that
¢} = K{*(p;) forall 0 < i < 256 where K}*? repre-
sent a composition of the S-box K{32 times with itself.

The attacker knows all 256 values of S-box K {32 and
can obtain the values of the S-box K. The attacker
compares the bytes of plaintext and ciphertext and
seeks for p; = c;. In this way, the attacker finds
all cycles p; = K 132" (pi) and can group couples
pi, ci by cycles of lengths r1, 2, ..., r, that satisfy
ri+ra+---4r, = 256. Now, the attacker has all the ele-
ments of the S-box K 132 grouped by cycles of lengths r;
and all elements of the S-box K| grouped by cycles of
lengths r; -32. By dividing numbers 32,64,...,r; - 32 per
module r;, the attacker can easily obtain all elements
of S-box K. By permuting halves of the output val-
ues of S-box K|, S-box K is obtained. By right cyclic
shift of the elements of the S-box K by one position,
permutation K (part of the key) is recovered.

This attack gives complete break of the analyzed
cipher. Attack requires from 256 blocks of chosen
plaintext up to over ¢ - 237 blocks in the worse cases.
The complexity of the attack is equal to the number of
required chosen plaintext blocks and should not exceed
2% If after 2°° blocks, chaotic tent map does not get out
of the set of allowed values, then the key xo, by is ele-
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ment of the cycle, and described attack is not applica-
ble.

4.2 Attack based on poor diffusion property

The previous subsection describes the attack when part
of the key xg, by belongs to one of the trajectories that
lead to one of the 2*8 weak keys. If xg, bp does not
belong to any of the trajectories, then they belong to
a cycle, and values of chaotic map in this case would
never get out of the set of allowed values. The next
attack is applicable when (xg, bg) are not weak keys.

Due to poor diffusion property, attacker can gain
some information aboutrelationships that exist between
the elements of S-boxes used in a cryptosystem and
ciphertext. This cryptanalytic attack aims to find the
elements of S-boxes, based on which permutation K
can be reconstructed.

4.2.1 Reconstruction of permutation K

If all the elements of the S-box K;(0 < i < 32) are
known, then permutation K (part of the key) can be
reconstructed. The attacker not need to know the exact
values of (xq, bp) used as a part of the key, as key space
for these two parameters is only 2°°, which is insignif-
icant compared to the entire key space.

If we consider the first version of the cipher from
Sect. 2.2, then the key K can be reconstructed on the
basis of elements of S-box K as follows. Suppose
that the attacker known parameters (xo, bp). In [3], ele-
ments of S-boxes are obtained by method described in
Sect. 2.2 placing mth element of permutation K, which
corresponds to the current state of tent map, on last
unassigned position in S-box. The last element of the
permutation K is moved to position m. Based on this,
attacker can get the mth element of K on the basis of
lastelement of the K| and parameters (xg, bg). Attacker
at this point still do not know the last element of the
permutation K, because generation of S-box K could
lead to the multiple shifts of the same element of per-
mutation K. The parameters (x, b) are updated by the
procedure from Sect. 2.2, and the process of recon-
struction of key K is repeated with the penultimate
element of S-box. This procedure is repeated until first
element of the S-box is reached, taking into account
the elements that are more than once shifted during the
process of generation.

And when it comes to version 2 of the cryptographic
system, the process of reconstruction of the key is very
similar to the previously described. Instead of all the
elements of one S-box,it is necessary that the attacker
knows the last 8 elements from each of the 32 S-boxes.
This number of known elements must be increased by
the number of repeated elements.

4.2.2 Identification of the elements of S-boxes

The proposed attack is based on the assumption that the
attacker can choose the plaintext that will be encrypted
by using secret key. Based on the chosen plaintext and
the corresponding ciphertext, attacker can gain some
information about relationships that exist between the
elements of S-boxes and ciphertext. The aim of the
attack was to identify any S-box K; if it is version 1
of the cipher, or identification of a certain number of
the last elements of each S-box if it is a version 2, that
would be faster than the search of all possible permu-
tations of K.

Although the analysis showed greater number of pat-
terns and connections between the elements of S-box
and ciphertext, in this paper, we focus on the one most
obvious regularity.

If all the bytes of the plaintext block except the last
byte p3; are constant, then for 256 different values of
p31, we get 256 different ciphertexts. Obtained cipher-
texts are compared (% pairs) and number of con-
nected quadruples of bits that pairs of ciphertexts have
equal at the beginning s; ; and at the end ¢; ; is moni-
tored, where i, j represent different values of p3;. The
analysis of the obtained data, based on multiple encryp-
tion implemented with various open texts and differ-
ent keys, has shown the following regularity. If m =
min (80,1, 0,2, - -, $254,255, €0,1, €0,2; - - -, €254,255),
then pairs of the ciphertexts which have m equal
connected quadruples of bits at the beginning (end),
obtained based on last bytes p5, = i and p§, = j,
point to the fact that K3 (i) and K3;(j) must have dif-
ferent first (second) 4 bits.

This regularity is obtained by observing the influ-
ence of the number m on the relationship of output val-
ues of the observed S-box (K31). Denote by N the num-
ber of pairs (i, j) having m equal connected quadruples
of bits at the beginning or at the end of ciphertext. Num-
ber N can be represented as N = N+ N+ N,., where
Ny is number of pairs of ciphertext for which it has been
observed that the output values of K3 for input values
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i and j have first 4 bits equal, N> number of pairs of
ciphertext for which second four output bits are equal,
and N, pairs for which both halves of output byte are
different. For pairs of input values (i, j) having m equal
connected quadruples of bits at the beginning (end) of
ciphertext was observed that the value N (N3) is in
many cases equal to 0, which means that for these val-
ues of (i, j), we can not obtain output values of K31
with the equal first (second) half of the byte. Previ-
ous regularity is based on poor diffusion property of
observed cryptographic system, because the diffusion
of all bytes of ciphertext can be achieved only if in each
round, based on the changes of the plaintext, we always
have the output values with different first and second
half of the byte.

Based on the previous, when attacker is trying to
identify all the elements of the S-box K31, on basis of
K31 (P0"), it is not required to browse all of the remain-
ing 255 possibilities for K31 (P0"), but the attacker can
focus search on 240 values with first (second) 4 bits dif-
ferent from K31 (P0O").

If the attacker does not have the opportunity to
choose a large number of plaintext blocks, the success
of this attack depends largely on the parameter g. As
after every g blocks of plaintext, S-boxes which are
used for encryption are changed, we can conclude that
we have only g pairs of (P, C) available for the attack
with choosen P. The attacker possesses only g (g — 1)
pairs of ciphertexts. Discrete chaotic tent map, used in
analyzed cipher, has a finite number of values (2%¢) and
every cycle of this map also has a finite number of ele-
ments. Finite number of elements of the cycle causes
that after the chaotic map goes through all elements of
the cycle, the same elements again occur, i.e., after a
certain number of iterations of the tent map the same
S-boxes, which are used for encryption, are used again.

The efficiency of this attack should largely depend
on parameter ¢ ;however, due to repetition of S-boxes
used for encryption, limitations caused by changing
the S-boxes for every g blocks can be overcome if the
attacker has the opportunity to choose a large number
of blocks of plaintext P.

Attacker, with a maximum of 2%¢ chosen plaintext
blocks (equal with each other), can determine the length
of the cycle, after which the same S-boxes occur. Cycle
length o can be much smaller (even o = 1 ifitis a fixed
point), so the same S-boxes can occur very quickly.
Attacker only needs to wait to get the ciphertext C,
which coincides with the ciphertext of the first chosen
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Table 3 Number of connected quadruples of bits that pairs of
ciphertexts have equal at the beginning (end)

p31t 249 250 251 252 253 254 255

249  — 57y 15) 1T 563) 563)  5(7)
250 5(7) - 15 50) 55 1165) 509)
251 1(5) 165 - 15) 165 15) 15
252 1T 509 15) - 55) 5(5) 5(13)
253 55 5(5) 165 5(5) - 55) 605

254 5(5) 11(5) 1(5) 505 505) - 5(5)
255 5(7) 509 1(5)  5(13) 6(5) 5(5 -

block. Once the attacker knows the length of the cycle
to which value of chaotic tent map belong, he can have
u - q blocks encrypted with the same S-boxes instead
of ¢, but only on condition that he can chose another
u - o plaintext blocks.

For the proposed attack that focuses on only one byte
of plaintext, number of pairs P, C where P is chosen
is not required to be greater than 256. This amount of
information the attacker can have if ¢ = 256 or if g is
smaller, but then attacker must choose more than 23—6 -0

plaintext blocks.

4.2.3 Example of attack for ¢ =7

Observe the case when ¢ = 7 as described in [3].
The secret keys are xo = 0, 123456789,b9 =
0, 987654321 and K = {0, 1, ..., 255}. The attacker
then has ¢ = 7 available pairs P, C such that he can
choose P. The attacker assigns all bytes a value 0,
except the last byte p3; to which assigns the largest
seven values (from 255 to 249). On the basis of these
seven values of psj, the attacker gets seven differ-
ent ciphertexts, i.e., 72;6 = 21 ciphertext pairs for
analysis.

The data in Table 3 show that the ciphertext obtained
on the basis of p3; = 251 has only the first 4 bits same
with other ciphertext which is noticeably less than the
other pairs. Then, it is m = 1 = min(s), N = 6.
Based on the above data, the attacker can conclude
that K31(251) has the first 4bits different from the
K31(249), K31(250), K31(252), K31(253), K31(254)
and K3(255).

The attacker first checks all 256 possibilities for the
value of the K31(251). For the remaining 6 output val-
ues of S-box, attacker knows that they do not have the



Block cipher with dynamic S-boxes based on tent map

2537

first 4bits the same as K31(251), so instead of %,
there are % possibilities for these elements. For the
remaining 249 elements, attacker has no data, so the
search is the same as the brute-force attack with com-
plexity of the 249!. This attack is about 2033 faster
than a brute-force attack. If the attacker has the option
to choose another 37 -0(22—6 =~ 36, 57) plaintext blocks,
in order to establish the length of the cycle of the values
X0, bo, then the attacker can obtain the remaining 249
pairs P, C that are needed for this attack. In this case,
this attack is faster than a brute-force attack for around
279 times. Checks required to detect the length of the
cycle are independent from the rest of the attack, and
even the maximal complexity of the checking of about
% - 2% is negligible compared to the complexity of

the attack of about 21701,

4.2.4 Example of attack for g = 256

Observe the case when g = 256. The values of the
X0, bo are the same as in the previous example, while
in permutation K, the first two elements are transposed
(instead of 0, 1 it is 1, 0). The attacker now has 256
pairs of P, C available. The procedure from the pre-
vious example is repeated, but now all 256 values are
assigned to the last byte, and the corresponding cipher-
text is obtained. Based on the analysis of all pairs of
ciphertext, attacker obtains m=3=min(e) (at the end
of the ciphertext), N = 16,384. Obtained data show
that all output values of the S-box K3 are divided into
two groups containing eight 16-tuples, so that elements
from one group have different second 4 bits from ele-
ments from other group.

The attacker knows which 128 input values of K3
are in the first group and which 128 input values are
in the second group, and it is known that there are no
output values from different groups with last four bits
equal. The attacker, having such large quantity of infor-
mation, can perform following attack in order to recon-
struct elements of S-box K3;. The attacker first chooses
eight of sixteen possible values for last 4 output bits of
elements from first group. After that, 128 appropriate
output values are arranged on 128 input values from that
group. At the end, remaining 128 values are arranged.
This attack has complexity of &' - 128! - 128! = 21432
which is compared to 2684 cheks needed to recover all
elements of K3; with the brute-force attack, faster by
about 22°2 times.

5 Improvement of the encryption scheme

In this section, improvements of the analyzed encryp-
tion scheme, which should remove the noticed short-
comings, are presented. Another important issue is the
length of the key which is in [3] 48 + 48 + 256 - 8 =
2,144 bits, sufficient to store the key (K, xo, bg). The
key length is large compared to some other block
cipher, eg. AES (usually between 128 and 512 bits) or
chaotic cipher presented in [8] (216 bits), and also large
compared to the estimated safety of 1,780 bits which the
authors claim that this cryptographic system provides.
A difference of 2,144 — 1,780 = 364 bits between key
length and security of the system is significantly higher
compared to for example AES, which due to biclique
attack [9], provides the security of approximately 22°*
with key of the 256 bits. Due to the above, corrected
cryptosystem will use the keys of variable length, and
its security should correspond to the key length.

The key length L, of the improved cipher, should
be greater or equal to 256 bits and to be multiple of 4.
The cause of the large number of weak keys is selec-
tion of chaotic map. For the aforementioned reasons, it
is necessary to completely change the method for the
generation of S-boxes. The proposed method for the
generation of S-boxes will be described for n x n S-
boxes where n = 8, but it may be applicable for any
other value of n > 1.

For the generation of 32 S-boxes, simple algorithm
based on chaotic map and composition method [10] is
used. The set of 16 fixed bijective starting n x n S-boxes
fo. f1, ..., fis is used. These starting S-boxes are not
part of a secret key, can be public and can be gener-
ated by any known method (by the methods mentioned
in [11-13] for example). Any chaotic map x;4+; =
f(x¢) can be used to generate a chaotic sequence of
m > 1 indexes i1, i3, ...,im € {0, 1, ..., 15}, where
i; = floor(x; - 16) for 1 <t < m. For example, one of
the chaotic maps mentioned in [11] can be used. The
composition & = fg of two permutations f and g of
the same set A is the permutation mapping each y € A
into A(y) = f(g(y)). This S-box generation method
returns the n x n S-box S; = [[/~, fi,

In order to make the process of generation of S-boxes
dependent on the key, first % indexes (i;) are obtained
based on a quadriples of bits from the key, respec-
tively. Thereafter, based on the chaotic map, for every
q blocks, 32 indexes of starting s-boxes are obtained.
For the first ¢ blocks in the process of encryption, we
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use S-boxes St LS. For the initial state of

S LR TS 2N
the chaotic map xo, we can use the first 48 bits of the
key, while the other parameters of chaotic maps can be
made public.

Besides the above changes in [3], it is necessary that
the number of rounds of the system is increased from
32 to at least 64 (it could be more, but would reduce the
speed of encryption) in order to avoid problems with
the diffusion. Previous changes should eliminate short-
comings of the analyzed cipher, which are described in
this paper.

By changing the method for generation of S-boxes,
we eliminated possibility of the occurrence of weak
keys. This change enabled use of shorter key, in a way
that the key length corresponds to the system’s security.
By increasing the number of rounds, poor diffusion
is remedied which prevents the attack based on poor
diffusion property described in this paper.

The method of generation of S-boxes from [10] is
approximately 6 times faster than the method from [3].
Also, by increasing the number of rounds, encryp-
tion process is twice as slow. This leads to a situa-
tion in which encryption process is about 2 times faster
than the process of generation of S-boxes, which is
significantly smaller than the difference of 24 times
in [3].

Increasing the number of rounds affect the speed of
the system, however, bearing in mind that the method
for generation of S-boxes is faster than previously used,
we can say that the whole system does not work sig-
nificantly slower. If we consider the case when ¢ = 7,
the time needed for the system [3] to encrypt g blocks
is7-1-t424-t = 31-1t, while the improved sys-
tem needed 7-2 -t 44 .t = 18 - ¢ time units. For
q < 20, improved system is faster than original one
and is significantly safer.

6 Conclusion

In this paper, security analysis of a block cipher with
dynamic S-boxes based on tent map [3] is presented.
Design problems are identified which significantly
affect the number of weak keys and diffusion property
of the analyzed cipher.

Two chosen plaintext attacks on this cryptographic
system, based on the perceived shortcomings, are pre-
sented. First chosen plaintext attack uses weak keys
and leads to a complete break of the analyzed cipher.

@ Springer

The second attack uses the weak diffusion prop-
erty. This cryptanalytic attack aims to find the elements
of S-boxes on the basis of certain number of chosen-
plaintexts, based on which permutation K can be recon-
structed. This attack can be faster than a brute-force
attack up to 2252 times. Described attack requires more
chosen plaintext blocks when ¢ is smaller, but then the
system itself has a greater chance of not functioning
properly, because with a smaller ¢, the number of weak
keys increases due to a larger number of iterations of
the chaotic map required.

It can be concluded that the observed cryptographic
system has weaknesses which threaten its security and
its performance. As a solution to the identified prob-
lems, corrections of the cipher are proposed, in order
to eliminate the weaknesses. By changing the method
for generation of S-boxes and increasing the number
of rounds, the identified shortcomings are removed,
and the security of the system is significantly increased
without a significant impact on the speed of encryption.
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