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Abstract In this manuscript, an image encryption
based on dynamic S-boxes is presented, in which the
S-boxes are constructed by chaotic systems. An ex-
ternal 256-bit key and the last pixel of plain image are
used to generate the parameters and initial states of the
chaotic systems for the first S-box. The plain image is
divided into groups in which the pixels are substituted
by S-boxes and in order to smash the correlation of ad-
jacent pixels the image is grouped in four directions.
After encrypting previous group, the initial states of
chaotic systems are altered by encrypted image pixels
and the S-box for the next group is generated. This al-
gorithm scheme can make it resist differential attacks
and chosen plain-text attacks. Moreover, because in
the all process we only need to construct less than 50
S-boxes, the progress time is reduced. Superiority in
speed and security is analyzed by applying the algo-
rithm on 256-grey images.
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1 Introduction

Coupled with the development of multimedia technol-
ogy and Internet, encryption of images has become an
emergency research in recent years. Images are clas-
sified by its high correlation between adjacent pix-
els, so traditional encryption by S-box of DES (Data
Encryption Standard) or AES (Advanced Encryption
Standard) is not enough. Figure 1 shows the result of
encryption by a single S-box, which is the core com-
ponent in DES and AES. From the figure, we can see
that the outline of the image is clear, so we must find
a more efficient method for image encryption.
Chaotic systems have good features of sensitive de-
pendence on initial conditions, pseudo-randomness,
periodicity, and reproduction. Lots of image encryp-
tion algorithms based on chaos are proposed [1-22].
The authors presented an image encryption algorithm
based on reversible cellular automata combining chaos
in [1]; in [2, 15, 17] coupled chaotic system was used;
the authors proposed an image encryption algorithm
based on linear hyperbolic chaotic system of partial
differential equations in [3]; the hyperchaotic system
was used in the algorithm proposed in [19]; the authors
in [6, 14] used piecewise linear chaotic map in algo-
rithms; delayed fractional-order chaotic logistic sys-
tem was employed by the authors of [7]; the authors
of [8] used classical chaotic masking technique; the
authors of [11-13] employed chaotic maps and S-box
in their algorithms; in [20], the authors presented a
double optical image encryption, which used discrete
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Fig. 1 Encryption result by
a single S-box

Chirikov standard map and chaos-based fractional ran-
dom transform; the authors presented a method using
self-synchronizing to improve security of image en-
cryption algorithms based on multichaos in [21]; in
[22], the authors analyzed a chaos-base image encryp-
tion and improved the algorithm. In recent years, not
only in image encryption chaotic systems are also used
to construct S-boxes. S-box is one of the core com-
ponents in block cipher and has been widely used in
cryptographic standards such as DES and AES. Re-
cent researches show that it is a novel and promising
direction to utilize the nonlinear property of chaos to
design S-boxes. Lots of S-box construction algorithms
[23-26] based on chaotic systems have been proposed
in recent years. Furthermore, S-box was also used in
image encryption [11-13] and watermarking [27]. In
[28], the authors proved that the algorithms cannot re-
sist chosen plain-text attacks in which the S-boxes are
generated before encryption [11-13].

All above image encryption algorithms were com-
plexly designed, and some of them cost more time
while the others cannot resist certain attacks. In this
paper, we proposed an image encryption algorithm,
which uses dynamic S-boxes, that is, the S-boxes are
generated according to the plain image when the en-
cryption is proposed. In order to obtain a fast and se-
cure image encryption method, we observed that if the
correlation between adjacent pixels could be smashed,
then we could use S-box in image encryption. To
smash the correlation, a method is to shuffle the image
pixels first and another method is to substitute adjacent
pixels by different S-boxes. In the algorithm, the latter
is employed and chaotic systems are used to construct
the S-boxes. Because for only one image pixel con-
structing an S-box is time-consuming and unrealistic,
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(a) Zone.bmp

(b) Cipher image encrypted by S-box

the image pixels are divided to several groups accord-
ing to rows and adjacent rows are in different groups.
For each group, a new S-box is generated and used. By
this way, the corrections between vertical adjacent pix-
els are smashed. And then we use the same method on
columns in order to smash its correction between hor-
izontal adjacent pixels. In order to get higher security,
we do the encryption from four directions. An exter-
nal 256-bit secret key is employed in order to get large
key space. The last pixel of plain image and encrypted
pixel values are going to influence the construction of
S-boxes in order to resist differential attacks and cho-
sen plain-text attacks. It is proved that the algorithm
has better character in encryption speed and security.

The rest of the paper includes: In Sect. 2, chaotic
systems and the construction method of a S-box are
introduced, which is employed in the proposed algo-
rithm; the encryption and decryption algorithm will be
presented in Sect. 3; in Sect. 4, the speed and security
analysis of the algorithm and comparison with other
algorithms are illustrated and the conclusion is given
in Sect. 5. Finally, the references are listed.

2 Chaotic systems and construction of S-box

The logistic map and the Kent map are two of the
frequently-used chaotic maps. They can be presented
as follows:

Xn+1 = puxn (1 —x,), (D
2. 0=x<b, )

Xpgl =

T bexsl,
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where x,, € (0, 1), u € (0,4]and b € (0, 1). When u =
4.0, the data range of x, in Eq. (1) is [0, 1]. In our
algorithm, we use u = 4.0.

The construction algorithm of S-boxes would use
the chaotic maps presented in Egs. (1)-(2) [25].
A brief introduction of the construction method would
be stated in following, and the feathers of the S-boxes
constructed have been proved in [25].

Step 1. Set a sequence ¥ =[0,1,2,...,n — 1] and
an empty sequence Z =[] where n = N x N if we
want to construct a N x N S-box.

Step 2. Divide (0, 1) into n minizones and label
themas7; i =0,1,...,n—1).

Step 3. Iterate Eqs. (1)—(2) several times alternately,
that is, after iterating Eq. (1) use its state as initial state
of Eq. (2), iterate once and then use its state as initial
state of Eq. (1). A state is obtained and if it belongs to
the minizone 7; and i is not in sequence Z, add i to
the end of sequence Z.

Step 4. Repeat Step 3 until there are n elements in
sequence Z.

Step 5. Translate sequence Z toa N x N table, then
the S-box is gotten.

In proposed image encryption algorithm, 16 x 16
S-boxes are used, so n = 256.

3 Encryption and decryption algorithm

In order to resist chosen plain-text attacks, the encryp-
tion S-boxes must be different due to different images,
so we also use the last pixel value of the plain image
as the secret key which is presented by pk. Coupled
with pk an external 256-bit secret key is needed for
calculating the initial state and parameters of chaotic
systems in the proposed algorithm. The image pixels
are divided into groups according to rows or columns
and different groups use different S-boxes constructed
by chaotic maps. Before processing the next group, we
alter the initial state of the chaotic system according to
the encrypted group pixel values in order to make the
algorithm robust to resisting differential attacks and
chosen plain-text attacks. The encryption algorithm
will be stated in detail as follows:

Step 1. Present the external 256-bit secret key, the
plain image and pk as

K =[ki,ko, ..., k32], 3)
I=[v ]G, j=12....,256), (4)

Pk = v256 256, (%)

and calculate the initial state and parameters of chaotic
system according to Egs. (3)-(17).

xsum=pk®k Dk ®--- D k3, (6)
n=4.0, (7)
b= {(ksz + ki +xsum)/2® +0.01}, )
d| = (ke + k7 + xsum) mod 5 + 5, 9)
dy = (ky7 + ke + xsum) mod 5 + 5, (10)
d =1[d, d>], (11
x1 = { (ks + k1o + xsum) /2® +0.01}, (12)
xp = { (ko2 + k11 + xsum) /2° +0.01}, (13)
x3 = { (ka1 + k12 + xsum) /2° +0.01}, (14)
x4 = { (koo + k13 + xsum) /2° +0.01}, (15)
xr =[xy, x2], (16)
xc = [x3, x4], a7
round = 1, (18)

where o and b are parameters of logistic map and the
Kent map, respectively; {x} can get decimal part of x;
d is a vector by which the image pixels are divided into
groups; xr, xc are the initial states of chaotic system
while encrypting groups in rows and columns, respec-
tively, by S-boxes.

Step 2. Do

pace = d(round),
X, = xr(round),
xsum = 0.

And make

group; = [vy ]

and

group; = [vl,jv Ul+pace, j» VI+2pace, j» - - ]

(1=2,3,...,pace+1).

Step 3. Iterate the chaotic maps alternately and con-
struct an S-box.

Step 4. Substitute the pixels of group; by the S-box
constructed in Step 3 and after each substitution xor
the encrypted pixel to xsum.
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(a) Peppers

Fig. 2 Experimental results of the algorithm proposed

Step 5. Alter the x, by
Xp = {x,, +xsum/28}.
Initialize
xsum = 0.

Step 6. Repeat the Steps 3-5 for group;.
Step 7. Do

X, = xc(round),
and

xsum = 0;
make

groupy = [v; 1]

and

group; = [Ui,la Vi, I+paces Vi,I+2paces - J

Step 8. Repeat Steps 3—6. Then reverse the image
pixels and do round = 2.

Step 9. Repeat Steps 2-8.

Now, the cipher image is gotten. The decryption
steps are almost the same with the encryption steps
except that the reverse of image pixels must be done
first and S-boxes must be changed into their inverse
S-boxes. The experimental result is shown in Fig. 2.
Figure 2(a) shows the plain-text image of peppers and
its cipher-text image and decoding image are shown in
Fig. 2(b) and Fig. 2(c), respectively.
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(b) Cipher image

(c) Decoding image

4 Security analysis and speed analysis
4.1 Statistical analysis

It is well known that the statistical property of a ci-
pher image is enormously vital and an ideal image al-
gorithm should be robust against any statistic attacks.
Histogram and correlation of two adjacent pixels are
two important indicators of statistical analysis. To de-
scribe the statistical property of the proposed algo-
rithm, the authors applied the encryption algorithm to
256 x 256 256-grey images.

Histogram: Histograms of plain image and cipher
image are plotted, through which we can intuitively
see the number of pixels of each value. A good image
algorithm should make the histogram of cipher image
as much as possible flat. The histograms of lena and its
cipher image are shown in Fig. 3. Figures 3(a) and (c)
are lena image and its histogram; Figs. 3(b) and (d) are
the cipher image of lena and its histogram.

Correlation of two adjacent pixels: Generally speak-
ing, the two adjacent pixels of a plain image would
come near to each other and a good image encryp-
tion algorithm could smash this relation between
them. 10000 pairs of adjacent pixels from plain im-
age of a bird and its cipher image are selected ran-
domly in horizontal direction, vertical direction, and
diagonal direction, respectively, and the correlation
of them is plotted out. The results are showed in
Fig. 4. Moreover, the correlation coefficients ry, of
each pair are calculated using the following equa-
tions [17]:

cov(x,y) =E{(x — E())(y — E)}. (19)
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(a) Lena

(b) Cipher image of lena

50 100

150

(c) Histogram of lena

Fig. 3 Histograms of plain image and cipher images

50 100 150 200

(d) Histogram of cipher image of lena

Table 1 Correlation coefficients of two adjacent pixels in the plain and cipher images

Name Plain image Cipher image
Horizontal Diagonal Vertical Horizontal Diagonal Vertical
lena 0.9395 0.9286 0.9789 0.0097 0.0178 0.0136
moon 0.9001 0.9001 0.9360 0.0205 0.0105 0.0406
boat 0.9130 0.8862 0.9362 0.0143 0.0072 0.0014
brain 0.9489 0.9293 0.9682 0.0231 0.0045 0.0714
finger 0.9021 0.8379 0.9500 0.0180 0.0036 0.0040
ry = cov(x,y) ’ 20) and
VD(x)v/D(y)
1o >
where x and y are values of the two adjacent pixels in D(x) = N Z(xi - EW)".
the image, i=1
N The correlation coefficients of the plain image and
E(x)= % Z X, cipher images are shown in Table 1. From Fig. 4 and

i=1

Table 1, it could be known that there are no detectable
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Fig. 4 Correlations of two adjacent pixels

correlations exist between the plain image and its cor-
responding cipher images.

4.2 Key space analysis

It is widely known that a good encryption algorithm
should have big key space and be sensitive to its key. In
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pixel gray value on location (x+1 y+1)

pixel gray value on location (x y)

(b) Diagonal direction in cipher image

piuel gray value on location (x.y+1)

pixel gray value on location (x,y)

(d) Horizontal direction in cipher image

pixel gray value on location (x+1,y)

(f) Vertical direction in cipher image

this research, an external 256-bit secret key is designed
and all initial conditions, parameters, and group basis
are generated by the secret key and the last pixel value
of plain image.

Key space: In the proposed algorithm, a 256-bit ex-
ternal key is needed, so that the key space is 22°¢ and
it is big enough to stand up brute force attacks.
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Fig. 5 The plain image,
encoding image, decoding
correctly image and
decoding by a slightly
changed key

(c) decoding correctly

Sensitivity to secret key: the external key “116, 3,
163, 12,213, 82, 4, 130, 56, 112,27, 101, 127, 90, 110,
19,216, 19, 1, 157, 149, 24,223, 68, 1, 30, 41, 65, 23,
64, 19, 16” in which each 8-bit is presented by deci-
malism is used to encrypt the plain image “boat.bmp.”
A slightly changed key “116, 3, 163, 12, 213, 82, 4,
130, 56, 112,27, 101, 127,90, 110, 19, 216, 19, 1, 157,
149, 24, 223, 68, 1, 30, 41, 65, 23, 64, 19, 17” and the
correct key are used to decrypt the cipher image, re-
spectively. The results are shown Fig. 5. The different
rates of cipher images, which are encrypted by the cor-
rect key and the slightly changed key, respectively, are
shown in Table 2.

4.3 Information entropy
The information entropy can be calculated by

M—-1 1
H(m) = ; p(m;)log o 1)

in which m is a set of symbols; M is the total num-
ber of symbols m; € m; p(m;) is the probability of

(b) Encoding image

(d) decoding with a slightly changed key

Table 2 Different rate of the cipher images encrypted by cor-
rect key and the slightly changed key

Name Different rate of the cipher images
house 0.9965
zone 0.9962
plane 0.9960
bird 0.9963
finger 0.9959

m;. In the experiment, 256 gray level images are used,
so the theoretical H (m) should be 8. The informa-
tion entropies of cipher images using our algorithm are
shown in Table 3. From Table 3, it is known that the in-
formation entropies are close to eight, so the algorithm
proposed has good property of information entropy.

4.4 Resisting differential attack analysis
In order to resist differential attacks, a petty change in

plain image must cause amount of differences of pixels
in cipher images. Two quantitative measures, which
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are number of pixels change rate (NPCR) and unified
average changing intensity (UACI), are used to mea-
sure the influences on cipher images of a one-pixel
change in plain image. A cipher image and its plain
image are presented as Cy, I; and another cipher im-
age and its plain image are presented as C,, I, where
there is only one pixel value different between I;
and . A matrix D is created, where if C1(i, j) =
Ca(i, j), D(i, j) = 0; otherwise D(i, j) = 1. NPCR
and UACT are calculated by [18]:

.. DG, j)
NPCR = M x 100 %, (22)
X
1 |C1(i, j) — Ca(i, )
UACI = 100 %,
WxH(Z 255 >X ’

ij
(23)

where W, H are the width and height of the image,
respectively.

A pixel from plain image is changed by adding 1
to it and a new cipher image is got which is com-
pared with the old cipher image to calculate NPCR and
UACIL. In the experiment, for each sample image the
last pixel and 999 randomly selected pixels are taken
to change and 1000 pairs of cipher images are com-
pared, then the average, the minimum, and the max-
imum of NPCRs and UACIs are calculated, respec-

Table 3 Information entropies of cipher image

Name Entropies of cipher image
house 7.9970
zone 7.9970
lena 7.9971
bird 7.9976
finger 7.9972

tively. The experiment results are shown in Table 4
and a conclusion can be inferred that the proposed al-
gorithm has good property in resisting differential at-
tacks. By contrast, the algorithm proposed in [19] can-
not resist differential attacks, because the authors did
not do any diffusion in the encryption progress, the ci-
pher pixels only relating with the hyperchaos and plain
image’s current pixels.

4.5 Resisting known-plaintext and chosen-plaintext
attacks analysis

In [28], the authors proposed a cryptanalysis algorithm
of S-boxes-only cipher images against chosen attacks.
This algorithm can break image encryption algorithms
in which the S-boxes are constructed in advance.

But according to our algorithm, the construction of
S-boxes are doing in the encryption procedure and the
initial conditions of the chaotic system for construct-
ing S-box are influenced by the last pixel of plain
image and encrypted pixel values. So, with different
images, the S-boxes for groups are different. Even if
the attackers get a certain plain image and its cipher
image, they could not use it in other cipher images.
Therefore, the proposed algorithm can well resist the
known- and chosen-plaintext attacks (as described in
[29-31]). And as described above in Sect. 4.4, because
of that the algorithm in [19] also cannot resist known-
and chosen-plaintext attacks.

4.6 Speed analysis

In the proposed algorithm, we desert the traditional
method of doing shuffling and diffusion stage and di-
rectly substitute the image pixels value by S-boxes for
four times. We do not need to construct S-box for each
row or column of image; we divide the image pix-
els into groups and use different S-boxes for different

Table 4 NPCRs and UCAIs between different ciphers while plain images only have only one different pixel

Name Average Minimum Maximum

NPCR UCAI NPCR UCAI NPCR UCAI
plane 0.9961 0.3345 0.9955 0.3321 0.9969 0.3368
lena 0.9961 0.3342 0.9956 0.3319 0.9967 0.3366
bird 0.9961 0.3348 0.9957 0.3323 0.9966 0.3368
house 0.9961 0.3347 0.9955 0.3321 0.9967 0.3365
boat 0.9961 0.3346 0.9956 0.3324 0.9969 0.3369
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Table S Comparison the proposed algorithm with other algorithms on speed

Name Our algorithm Ref. [14] (1 round) Ref. [16] (3 rounds) Ref. [17] (2 rounds) Ref. [19] (1 round)
Boat 1.0460 2.1400 2.4530 35.2650 1.4690
Lena 1.0740 2.1410 2.4540 34.8280 1.4840
Bird 1.0150 2.1410 2.4840 34.7190 1.5160
Finger 1.0520 2.1090 2.4690 34.8750 1.4530
Moon 1.0470 2.1250 2.4690 34.9850 1.5000
Plane 1.0940 2.1090 2.4690 34.8280 1.4840
Brain 1.0350 2.1710 2.4530 34.7190 1.4680
Peppers 1.0820 2.1100 2.4530 34.8280 1.5310
Zone 1.0710 2.1090 2.4070 34.9530 1.4840
House 1.0850 2.1560 2.4530 34.8130 1.4680

groups instead. So we reduce the time in construct-
ing S-boxes. Comparisons with [14, 16, 17] and [19]
are made and the results are shown in Table 5. Our
experimental environments are MATLAB R2012a and
a PC computer with Intel Core 2 Duo CPU E4500@
2.20 GHz, 2.19 GHz, 1.98 G RAM, and Window XP
OS. From experimental results shown in Table 5, it
can be proved that our algorithm has better property
in speed. In order to meet the highest security, we run
the algorithms for different number of rounds accord-
ingly.

In [17], they combine the shuffling and diffusion
stage and reduce the iteration of the chaotic system,
but they do too much logic operation on 64 numbers,
which are used to encrypt a block. This makes the pro-
gram scanning the 64 numbers repeatedly in encryp-
tion of each block, so its encryption speed is slow.

5 Conclusion

In this paper, an image encryption algorithm based
on dynamic S-boxes is proposed and the security of
the algorithm is analyzed. The cipher image is di-
vided into groups and each group uses an S-box. In
the experiment, we divide the image into less than ten
groups, so although we scan the image for four times,
we only need to construct less than 50 S-boxes. Be-
fore the construction of a new S-box the initial state
would be altered by the prior encrypted group. And
comparisons with the encryption algorithms proposed
in [14, 16, 17], and [19] are made for proving that the
proposed algorithm has better property in resisting dif-
ferential attacks and speed. It is also illustrated that

this algorithm has big key space and can stand up to
information entropy analysis, known plaintext attacks,
and chosen plaintext attacks.

Although the proposed algorithm has higher speed
and good secure feature, there is still a lot of work
to do. When an algorithm is complicated, the speed
must be expensed and absolutely a high security will
be obtained. By contrast, when an algorithm is simple,
less time is consumed and the security will be low.
We must find an image encryption algorithm, which
has high security and consume as less time as pos-
sible. Also, the precision of the decimal in different
computers or different OS could affect the decryption
of image and it is important because the proposed al-
gorithm is used in communication in Internet. So, the
next work will be solving the accordance between dif-
ferent environments.
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