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Abstract In this paper, we propose a method for im-
age recovery based on Discrete Cosine Transform
(DCT) and finding the best matched blocks by using a
part of the fractal compression algorithm. At the same
time, we propose a new check algorithm for check-
ing if image blocks are tampered. First, the original
image is divided into small blocks. The best matched
block of each small block is searched in a particu-
lar way. Then the matching information is embedded
as backup into other blocks. For the ones that fail to
find the best matched blocks, DCT is applied on them
and then quantized to be the backup. In order to pre-
vent the backup of the tampered blocks from damag-
ing, we generate 3 backups for each block and embed
them into different quadrants. On the receiving side,
the tampering check bits are extracted to localize the
tampered areas, and the backup bits are used to restore
the contents of the tampered regions. The experimen-
tal results have proved a good restorability of this al-
gorithm, and the lower the tampering rate is, the better
quality of restored content can be obtained.
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1 Introduction

With the development of the Internet and multime-
dia, digital watermarking technology has received ex-
tensive business application as soon as it appeared.
This technique is used for a wide range of applica-
tions, such as: copyright protection, source tracking
(different recipients get differently watermarked con-
tent) and broadcast monitoring (television news often
contains watermarked video from international agen-
cies). It is a method to embed information into a mul-
timedia element (such as: text, audio, image, video, or
3D models) without evident influence on the carrier.
The needed properties of a digital watermark depend
on the use case in which it is applied. According to the
robustness, digital watermarking is typically classified
into three categories: robust [1–5], fragile [6–9], and
semifragile [10–12].

Robust watermarking is used for copyright protec-
tion and ownership verification. In this case, the em-
bedded watermark bits should be robust against var-
ious attacks and can be extracted correctly. A digital
watermark is called fragile if it fails to be extracted
correctly and completely after the slightest modifica-
tion. Detecting malicious tampering and recovering
these locations is the most important characteristic of
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fragile watermarking techniques. In fragile digital wa-
termarking, the extraction algorithm should fail if any
change is made to the signal. Semifragile watermark-
ing technique is also for integrality authentication just
like fragile watermark, but there is obvious difference
between them. Semifragile watermarking is only sen-
sitive to the change of the content characteristics. It
can provide an effective solution for both the authenti-
cation of image content and the detection of malicious
attacks. However, fragile watermarking can detect any
tampering to the media.

In 1999, Fridrich et al. [13] proposed the self-
embedding fragile watermarking scheme, in which the
test image is divided into blocks to apply DCT (Dis-
crete Cosine Transform) transform. Then the DCT co-
efficients were used to generate the authentication in-
formation. These watermarks are embedded for verify-
ing the integrity of image and the recovery of tampered
region. From then on, people began to research water-
mark techniques with self-embedding or self-recovery
methods.

Zhang et al. [14] proposes two self-embedding wa-
termarking schemes called a reference sharing mecha-
nism, in which the watermark is derived from the orig-
inal principal content in different regions and shared
by these regions for content restoration. In the first
scheme, the watermark is derived from the original
data in five most significant bit layers. The second
scheme is the hierarchical self-embedding scheme in
which the host content is decomposed into three lev-
els. Qian and Feng [15] present a method based on
DCT to reduce the embedding data for self-recovery.
The main operation is to encode different types of
blocks with varied number of bits, and use the inpaint-
ing technology to recover the blocks with few details.
Bravo-Solorio and Nandi [16] have combined both a
secure block-wise resilient to cropping and an iterative
pixel-wise mechanism to improve the tampering local-
ization and self-recovery capabilities. The pixel-wise
method can be iteratively repeated, so that a different
bit-plane is watermarked every iteration. The block-
wise method is the improved version of Fridrich’s
scheme where the authentication of each block is not
independent of the others. But most methods cannot
work when the tamper region is very large. Here, we
propose a novel method based on best-matched blocks
[17, 18] to overcome this problem.

Some pixel-wise schemes [19–22] used to detect
tamper can accurately locate the modified pixels when

the tampered area is not too extensive, while block-
wise schemes [23–25] only detect blocks containing
fake contents. Liu et al. [19] proposed a fragile water-
mark scheme based on pixel-value difference image
between the host image and the chaotic matrix pat-
tern. This method breaks completely the unique de-
pendence relationship between LSB and the pixel, and
has good performance to resist vector quantization and
oracle attacks. Zhang and Wang [23] proposed a tam-
pered detection based on hash function. The reference-
bits determined by the host image and the check-bits
derived from the hash of blocks are embedded into the
entire image by using a lossless DE embedding tech-
nique. But generally speaking, the method based on
pixel-wise needs more localization watermark bits to
embed. And the detecting method based hash function
needs massive calculation. We propose a new check-
ing algorithm for detecting tamper location.

In this paper, we propose a method for image recov-
ery based on finding the best matched blocks by using
a part of fractal compression algorithm. At the same
time, we propose a new check algorithm for checking
if image blocks are tampered. First, the original image
is divided into small blocks. The best matched block
of every small block is searched in a particular way.
Then the matching information is embedded as backup
into other blocks. For the ones that fail to find the best
matched blocks, DCT is applied on them and the DCT
coefficients are quantized to be as the backup. In or-
der to prevent the backup of the tampered blocks from
damaging, we generate three backups for each block
and embed them into different quadrants. If the im-
age is tampered, we can extract the backups to recover
it. The organization of the paper is as follows. Sec-
tion 2 describes DCT, quantization, and fractal cod-
ing. The proposed check algorithm for localizing the
tampered location is presented in Sect. 3. Section 4
explains the proposed image recovery scheme. Exper-
imental results are given in Sect. 5. Section 6 offers the
conclusions.

2 Related works

2.1 DCT and quantization

The DCT, particularly the DCT-II, is often used in sig-
nal and image processing, especially for lossy data
compression, because it has a strong energy com-
paction property: Most of the signal information tends
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to be concentrated in a few low-frequency components
of the DCT. The two-dimensional DCT formula is pre-
sented in Eq. (1):
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The inverse transform formula is described as fol-
lows:
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In our proposed method, the blocks size of 8 × 8
are used with two-dimensional DCT, and Eq. (1) can
be changed to Eq. (3):
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f (x, y) is the gray value of a pixel and F(u, v) is the
DCT coefficient.

Table 1 Typical quantization table

16 11 10 16 24 40 51 61

12 12 14 19 26 58 60 55

14 13 16 24 40 57 69 56

14 17 22 29 51 87 80 62

18 22 37 56 68 109 103 77

24 35 55 64 81 104 113 92

49 64 78 87 103 121 120 101

79 92 95 98 112 100 103 99

Quantization in image processing is a lossy com-
pression technique achieved by compressing a range
of values to a single quantum value. When the num-
ber of discrete symbols in a given stream is reduced,
the stream becomes more compressible. Human vision
is much more sensitive to small variations in bright-
ness over large areas than to the strength of high-
frequency brightness variations. Therefore, the mag-
nitudes of the high-frequency components are stored
with a lower accuracy than the low-frequency compo-
nents. The quantization matrix is designed to provide
more resolution to more perceivable frequency com-
ponents over less perceivable components in addition
to transforming as many components to 0, which can
be encoded with greatest efficiency. A typical bright-
ness quantization table is shown in Table 1.

2.2 Fractal coding

Fractal compression is a lossy compression method for
digital image, based on fractals [26–30]. The method
is best suited for textures and natural images, rely-
ing on the fact that parts of an image often resemble
other parts of the same image. Fractal algorithm con-
verts these parts into mathematical data called “fractal
codes,” which are used to recreate the encoded image.
With fractal compression, encoding is extremely com-
putationally expensive because of the search used to
find the self-similarities. Decoding, however, is quite
fast with a partitioned iterated function system (PIFS)
[31, 32].

First, the original image I (the size is M × N ) is
partitioned into non-overlapping r × r blocks called
range blocks Ri (1 ≤ i ≤ (M × N)/(r × r)) and over-
lapping d × d blocks called domain blocks Di . The
size of domain blocks must be greater than the size
of range blocks to assure the transformations are con-
tractive. All the domain blocks can be obtained by a
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Fig. 1 8 kind of affine transforms

sliding window method, and the step length of do-
main blocks is δ. Then search a best-matched domain
block for each range block Ri . We search the domain
block pool to get a best-matched domain block Di ,
an affine transform t and a contractive mapping wi ,
which must assure that wi(Di) has the minimum dif-
ference from Ri . There are 8 affine transforms (shown
in Fig. 1), which contain identity (t = 0), 90◦ clock-
wise rotation (t = 1), 180◦ clockwise rotation (t = 2),
270◦ clockwise rotation (t = 3), x reflection (t = 4),
y reflection (t = 5), y = x reflection (t = 6), and
y = −x reflection (t = 7). The reconstruction process
is a relatively simple iterative process.

3 Tampering check algorithm

Supposing a gray scale image block sized 8×8 (shown
in Fig. 2), we will use 25 bits to be the checking bits.
The proposed check algorithm is described as follows:
view this image block as a cube of 8 × 8 × 8 (8 bit-
planes), and the top side is the presentation of the im-
age content. X, Y and Z axes are shown in Fig. 2.
The checking bits are defined as c(0), c(1), c(2), . . . ,

c(24), c(0), c(1), . . . , c(7) are used for recording the
checking bits along Z axis, c(8), c(9), . . . , c(15) are
for that along X axis and c(16), c(17), . . . , c(23) are
for that along Y axis.

Partition the cube along Z axis into 8 layers
and each layer contains 8 × 8 = 64 elements (‘0’
or ‘1’). Count the number of “1” in every layer and
get 8 results (Z(0),Z(1),Z(2), . . . ,Z(7)), ranging 0
to 64. If Z(0) is an odd number, then c(0) = 1, else
c(0) = 0; If Z(1) is an odd number, then c(1) = 1,
else c(1) = 0. And so on, for c(2), . . . , c(7). Get the
values of c(8), c(9), . . . , c(15) along the X-axis and
c(16), c(17), . . . , c(23) along Y -axis in the same way.

Fig. 2 Grayscale image block sized 8 × 8

The value of c(24) depends on the parity of the num-
ber of “1” in the whole cube. If the number is odd,
then c(24) = 1, else c(24) = 0.

4 Proposed watermarking procedure

A very important step in the fractal compression al-
gorithm is that for each range block, the domain block
pool is searched to find the best matched domain block
which has minimum distortion with the current range
block after transformation. We propose a new method
which uses this step of fractal compression, finding the
best matched domain block and storing the matching
information as backups into other blocks.

In the fractal algorithm, suppose a cover gray scale
image of 512 × 512 to be compressed, block D is the
best matched block of block R. Now the storage infor-
mation is:

x, the X coordinate of D, which takes 8 bits;
y, the Y coordinate of D, which takes 8 bits;
t , the matching mode of D and R, which takes 3 bits;
s, the pixel-value difference between D and R, which
takes 9 bits.

We can see that, if block R and D are very similar
and D is not damaged, the information of D can be
used to recover the tampered block R. That is to say,
D can be a backup of R. At the same time, the length
of backup is relatively short. The length of pixels in R

is 8 × 8 × 8 = 512 bits, while the length of backup is
just 28 bits.
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4.1 Watermarking generation and embedding
procedure

We propose a method for image recovery based on
the above idea. First partition the image into smaller
blocks, and search the image to find the best matched
block for every block. Then embed the matching in-
formation (28 bits) as backup into other blocks. For
the ones without the best matched blocks, DCT is ap-
plied on them and then quantized. The front 28 bits
are extracted to be as the backup. In order to prevent
the backup of the tampered blocks from damaging, we
generate 3 backups for each block and embed them
into different ones. If the image is tampered, we can
extract the backups to recover it. The steps of water-
mark generation process are described as follows:

Step 1. Supposing a cover image sized 512 × 512,
partition it into 4 quadrants and smaller blocks sized
8 × 8.

Step 2. For every block R in each quadrant, search a
best matched block D in other three quadrants, respec-
tively. D is determined by a threshold �. The match-
ing information is described as follows:

x, the X coordinate of D, 8 bits,
y, the Y coordinate of D, 8 bits,
t , the matching mode of D and R, 3 bits,
s, the pixel-value difference between D and R, 9 bits,
v, the effective bits, 2 bits.

So, 8 + 8 + 3 + 9 + 2 = 30, 30 × 3 + 25 = 115, 25 bits
are for tampering check, 30 × 3 represents 3 backups
whose length is 30 bits. When v = 0, the content of
backup is DCT coefficients. Otherwise (v = 1,2 or 3),
the content of backup is the information of the best
matched block. The value of v means the level of sim-
ilarity. When v = 1, the backup is the best matching
information among the three available backups.

Step 3. For the ones that fail to find the best
matched blocks, DCT is applied on them and then
quantized. The front 28 bits (shown in Table 2) are
extracted and add the effective bits v (v = 0) to be as
the backup.

Step 4. Embed the matching information or quan-
tized DCT coefficients into the bitplane 1 and bit-
plane 0 (LSB) of the cover image, to produce the wa-
termarked image.

As shown in Fig. 3, three best-matched blocks of R

in other three quadrants are searched. R is the block
of 8 × 8 whose coordinates are (32, 16) in the second
quadrant. The size of the original image is 512 × 512.

Table 2 Length assigning of quantized DCT coefficients

8 7 0 0 0 0 0 0

7 6 0 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0

Fig. 3 Block R (32,16) and its corresponding blocks

Search the best matched block in the first quad-
rant for R and record the matching bits as the backup,
setting v = 1. If the best matched block can not be
found within the threshold �, set the effective bits as 0
(v = 0), and record the quantized DCT coefficients
as backup. Search the best matched block or quantize
the DCT coefficients to be the matching backup in the
third and fourth quadrants, respectively. The effective
bits are set just as above.

For the backups with the effective bits v = 1, sort
them based on the errors from small to large, and set
the value of v following the description before. The
matching bits in the first quadrant of R are embed-
ded into the corresponding position block in the first
quadrant, that is (32, 16 + 256). The matching bits in
the third quadrant of R are embedded into the corre-
sponding position block in the third quadrant, that is
(32 + 256, 16). The matching bits in the fourth quad-
rant of R are embedded into the corresponding posi-
tion block in the fourth quadrant, that is (32 + 256,
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16 + 256). The bits in the bitplane 1 and bitplane 0 of
watermarked R are shown Fig. 4 and Table 3.

4.2 Tamper detection and content restoration

On the receiving side, the tampering check bits are ex-
tracted to localize the tampered areas, and the backup
bits are used to restore the contents of the tampered
regions.

Step 1. Partition the tampered image into 4 quad-
rants and smaller blocks of 8 × 8.

Step 2. Localize the tampered regions. Compare the
tampering check bits extracted from each block with

Table 3 Bits in the bitplane 1 and bitplane 0 of watermarked R

Shape Length Representation

© 25 Checking bits

� 30 Backup of block (32, 16 + 256)

� 30 Backup of block (32 + 256, 16)

✩ 30 Backup of block (32 + 256, 16 + 256)

the computed check bits from this block based on our
proposed check algorithm. If they are exactly equal
with each other, this block is not tampered, otherwise,
it is damaged. According to the above description, we
can get the tampered location.

Step 3. Based on the tampered blocks, detect the
corresponding blocks in other three quadrants if they
have been tampered. If not, extract the backup bits and
recover the damaged blocks with the best matched in-
formation based on the effective bits v.

5 Experiment results

When using the proposed scheme to embed watermark
into a test image sized 512 × 512, the value of PSNR
due to watermark embedded is about 44 dB (shown
in Fig. 5), which is imperceptible and reasonable. Be-
cause in the watermark embedding procedure, the bit-
plane 1 and bitplane 0 of the cover image are replaced
with the backup bits and checking bits. The size of
small blocks is 8 × 8, the step length of domain blocks
is δ = 4 and the threshold � = 3600.

Fig. 4 Bits in the
bitplane 1 and bitplane 0
of watermarked R

Fig. 5 Watermarked images
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Fig. 6 Tampered location
and recovery test

In Fig. 6, the proportion of tampered area is about
12 %. The PSNR of the restored image with matching
blocks method is 30.3 dB where 216 blocks do not find
the best matched blocks to recover the tampered areas.
While the PSNR of the restored image with matching
blocks method based on DCT is 33.3 dB and all the
damaged blocks are recovered with backup bits and
DCT coefficients. From Fig. 6(c), it is easy to find that
the restored image with the matching blocks method
has obvious blocking effect. But the result will be very
good in the case where every block could find the best
matched blocks. From Fig. 6(d), we can see for the
blocks that could not find the best matched ones, ap-
plying DCT can be a better method to obtain good re-
sults.

Figure 7 shows the restored images recovered by
our proposed method. Figure 7(a) is the first quadrant
restored image, Fig. 7(b) is the second quadrant re-
stored image, and Fig. 7(c) is the third quadrant re-
stored image. Their values of the PSNR are 33.8 dB,
32.1 dB, and 29.0 dB, respectively. Figures 8 and 9
show the recovery effects of our proposed method
when the tampering rates are 75 % and 23 %, respec-
tively. Figure 8(a) is a damaged image whose first, sec-
ond, and third quadrants are tampered. Figure 8(b) is

the tampered location and the percentage of the area
is 75 %. Figure 8(c) is the recovered image, whose
PSNR is 26.4 dB. Figure 9(a) is a tampered image
whose top right corner is tampered. Figure 9(b) is the
tampered location (23.4 %), and Fig. 9(c) is the re-
covered image (36.7 dB). From Figs. 7, 8, and 9, we
can conclude that even though one or more of the four
quadrants is tampered, the other quadrants can offer
backups to recover the tampered areas.

Figure 10 gives the recovery performance of three
tampered images Lena, Zelda, and Goldhill. Where the
X-axis represents the tampering rate and the Y -axis is
the PSNR of recovered images. It is evident that the
quality of recovered image will decrease with the in-
crease of tampering ratio. Even if the tampering rate
is reach to 75 %, the recovered content has reason-
able quality. Because the image is partitioned into four
quadrants and for any block in one quadrant, it can find
3 backups in other quadrants.

In Fig. 11, we give the PSNR of the recovered im-
age using our method and other methods in [7, 14, 20].
All the size of test images is 512 × 512. The image in
our algorithm and method in [20] is Lena and in [14]
is the Couple. The value of PSNR in [7] is the average
of all the test images. From this figure, we can observe
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Fig. 7 Restored images

Fig. 8 Test images (75 %)

Fig. 9 Test images (23.4 %)
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Table 4 Comparison of restoration capability among different schemes

Schemes PSNR of the
watermarked image

PSNR of recovered
image

Condition of restoration

Method 1 in [14] 37.9 dB +∞ Tampering rate <24 %

Method 2 in [14] 37.9 dB [22, 40] dB Tampering rate <66 %

Method in [15] 37.9 dB 35.0 dB Tampering rate <35 %

Method in [20] 37.9 dB [22, 38] dB Tampering rate <54 %

Method in [33] 51.1 dB 32.2 dB Regions storing the original information
of tampered areas must be reserved

Proposed method 44.3 dB [26.4, 51.0] dB Tampering rate <75 %

Fig. 10 Recovery performance of the tampered images

that our algorithm is better than other methods in the
whole tampering rate region, and even the tampering
rate is 75 %; the quality of the recovered image re-
stored by our method is also acceptable.

Table 4 compares several fragile watermarking
schemes with restoration capability. The method in
[33] only works under the circumstances that regions
storing the original information of tampered areas
must be reserved and the first method in [14] does
not work with a large tampering rate. By using the
proposed scheme, the original content in an extensive
area (75 %) can be recovered better than [15] and [20].
Also, the proposed method can get very ideal recov-
ered image when the tampering rate is low.

6 Conclusion

In this paper, we propose a method for image recovery
based on DCT and finding the best matched blocks by

Fig. 11 PSNR of the recovered image using our method and
other methods

using a part of fractal compression algorithm. Also,
we propose a new check algorithm for detecting the
tampered blocks. By partitioning the cover image into
small blocks and searching the image to find the best
matched block for every block, we view the match-
ing information as the backup bits. For the blocks that
fail to find the best matched blocks, DCT is applied
on them and then quantized to be as the backup. In or-
der to prevent the backup of the tampered blocks from
damaging, we generate three backups for each block
and embed them into different quadrants. The experi-
mental results have proved a good restorability of this
algorithm. And the lower the tampering rate is, the bet-
ter quality of restored content can be obtained. That
means the proposed scheme is more flexible than the
previous methods.
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