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Abstract Recently, biometric-based remote user au-
thentication schemes along with passwords have drawn
considerable attention in research. In 2011, Das pro-
posed an improvement on an efficient biometric-based
remote user authentication scheme using smart cards
and claimed his scheme could resist various attacks.
Howeyver, there are some weaknesses in Das’s scheme
such as the privileged insider attack and the off-line
password guessing attack. Besides, Das’s scheme also
cannot provide user anonymity. To overcome these
weaknesses, we shall propose a secure biometric-
based remote user authentication with key agreement
scheme using extended chaotic maps. The proposed
scheme not only can resist the above-mentioned at-
tacks, but also provide user anonymity.

Keywords Anonymity - Biometric - Chaotic maps -
Mutual authentication - Smart cards

1 Introduction

With regard to the client/server system, the password-

based authentication scheme is an essential technique
used in order to identify the validity of a remote
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user [3, 11, 12, 25, 29]. Sun et al. [28] pointed out that
password-based authentication schemes have a ma-
jor problem in that humans are not experts in mem-
orizing text strings. Hence, most users would proba-
bly choose easy-to-remember passwords even if they
know the passwords might be unsafe. In 2005, Hwang
and Liu [7] and Lee and Chiu [14] proposed respec-
tively their traditional remote identity-based authen-
tication schemes. The security of their schemes is
only based on the passwords. Consequently, the ad-
versary can use brute force attacks or dictionary at-
tacks to break the passwords if users select weak pass-
words [13, 15, 16, 26]. In order to solve this prob-
lem, cryptographic secret keys and passwords are used
in remote user authentication schemes. But the cryp-
tographic secret keys and passwords still have some
problems such as the use of long and random keys
which are difficult to memorize so that the keys must
be stored somewhere, and maintaining the long cryp-
tographic keys is expensive. The cryptographic se-
cret keys and passwords also cannot provide non-
repudiation. Because the keys may be forgotten, lost
or they may be shared with other people, there is no
way to know who the actual user is.

Recently, some biometric-based remote user au-
thentication schemes have been proposed by researches
[9, 18, 20]. The biometric system is basically a pattern
recognition system which operates by obtaining bio-
metric data from an individual, extracting a feature set
from the obtained data and comparing this feature set
with the template set in the database [8, 19, 21, 24].
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Das [2] pointed out the following advantages of bio-
metric keys:

Biometric keys cannot be lost or forgotten.
They are very difficult to copy or share.

They are extremely hard to forge or distribute.
They cannot be guessed easily.

They are not easy to break.

As mentioned above, biometric-based remote user
authentication schemes are more reliable and secure
than traditional password-based remote user authen-
tication schemes. In 2010, Li and Hwang [18] pro-
posed an efficient biometric-based remote authentica-
tion scheme using smart cards. Later, Das [2] pointed
out that Li and Hwang’s scheme has some flaws and
proposed an improvement of Li and Hwang’s scheme
to remedy their flaws. Unfortunately, we found that the
Das’s scheme was vulnerable to privileged insider at-
tacks, off-line password guessing attacks and also can-
not provide user anonymity. To overcome these weak-
nesses, we propose a secure biometric-based remote
user authentication with key agreement scheme us-
ing extended chaotic maps. In recent years, cryptog-
raphy based on chaos theory has been studied widely,
such as symmetric encryption schemes [27, 32, 33], S-
boxes [31], and hash functions [34, 35]. The proposed
a scheme based on chaos theory that can allow the user
to anonymously communicate with the server and pro-
vide mutual authentication between user and server.
The security and performance analysis show that the
proposed scheme has low computation and communi-
cation cost and also can resist these attacks, which was
found in the Das’s scheme.

The remainder of this paper is organized as fol-
lows. In Sect. 2 we introduce the definitions of Cheby-
shev chaotic maps and review the Das’s scheme, and
in Sect. 3 we will show the weaknesses of the Das’s
scheme. Then the proposed scheme is presented in
Sect. 4. Next, we analyze the proposed scheme and
show that the scheme can resist several attacks in
Sect. 5. Our conclusion is given in Sect. 6.

2 Preliminaries

In this section, we briefly introduce the Chebyshev
polynomial used in the proposed scheme and review
the Das’s scheme.
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2.1 Chebyshev chaotic maps

From now on, we briefly describe the Chebyshev poly-
nomials [22] as follows. The Chebyshev polynomial
T, (x) is a polynomial in x of degree n. Let n be an
integer, and let x be a variable taking value over the
interval [—1, 1]. The Chebyshev polynomial 7}, (x):
[—1, 1] = [—1, 1] is defined as

T, (x) = cos(n - arccos(x)).

The recurrence relation of the Chebyshev polyno-
mial is defined as

Ty(x) =2xT—1(x) = Th—2(x), n=>2,
To(x) =1,
Ti(x) ==x.

The cos(x) and arccos(x) are the trigonometric
functions [1]. They are defined as cos: R — [—1, 1]
and arccos: [—1, 1] — [0, ].

The Chebyshev polynomials exhibit the following
two important properties [4, 17]: the semigroup prop-
erty and the chaotic property.

(1) The semigroup property:

Tr(Ts (x))
= cos(r cos ™! (cos(s cos ! (x))))
= cos(rscos ' (x)) = Ty (x) = T (T, (x)),

where r and s are positive numbers and x €
[—1, 1].
(2) The chaotic property:

When the degree n > 1, the Chebyshev polyno-
mial map T, (x): [—1, 1] - [—1, 1] of degree n
is a chaotic map with its invariant density f*(x) =
1/(w+/1 — x2), for positive Lyapunov exponent
A=Inn > 0.

In 2008, Zhang [36] proved that the semigroup
property holds for the Chebyshev polynomials defined
on interval (—oo, +00), which can enhance the prop-
erty, as follows:

T,(x)= (2xT,,_1 (x) — Tn_z(x)) mod p

where n > 2, x € (—o00, +00), and p is a large prime
number. Evidently,

Tr(Ts(x)) =T, (x) = Ts(Tr(x)) mod p,
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so the semigroup property still holds and the enhanced
Chebyshev polynomials also commute under compo-
sition.

The Chebyshev polynomials have the following
two problems, which are assumed to be difficult to
handle within polynomial time:

(1) Given two elements x and y, the task of the dis-
crete logarithm problem (DLP) is to find the inte-
ger r, such that 7, (x) = y.

(2) Given three elements x, 7, (x), and T (x), the task
of the Diffie—Hellman problem (DHP) is to com-
pute the element 7,5 (x).

2.2 Review of the Das’s scheme

In this section, we describe the Das’s scheme [2]. The
notation throughout the Das’s scheme is summarized
in Table 1.

There are four phases in the Das’s scheme includ-
ing the registration phase, login phase, authentication
phase, and password change phase. The Das’s scheme

Table 1 The notation used in the Das’s scheme

uses the biometric template pattern matching to per-
form the user’s biometric verification [8]. The user’s
biometric will be matched against the template pattern
stored in the system when the user inputs his/her bio-
metric template. The user will pass the biometric ver-
ification if there is a match. We explain the details of
each phase in the following.

2.2.1 Registration phase

When the remote user C; wants to login into the sys-
tem, as shown in Fig. 1, he/she needs to perform the
following steps:

(1) The user inputs his/her personal biometric B; on
a specific device and offers his/her password PW;
and the identity ID; of the user to the registration
center R; in person.

(2) The registration center R; computes the following:

fi=h(B)),
ri=h(PW;) @ fi,
ei =h(UDj || Xs) ®ri.

X, is a secret information generated by the server

Notation Definition and is not disclosed to any other for all secure fu-
_ ture communications.
Ci client (3) R; embedded (ID;,h(.), f;,ei,ri) in the user’s
R; trusted registration center smart card and sends the card to the user C; via
Si server a secure channel.
PW; password shared between C; and S;
ID; identity of the user C; 2.2.2 Login phase
B; biometric template of the user C; . L.
. In this phase, when a user C; wants to login into the

h(-) a secure one-way hash function R

) i o server S;, as shown in Fig. 2, he/she needs to perform
X a secret information maintained by the server . i

the following steps:
R, a random number chosen by C;
R, a random number chosen by S; 1 G inserts. his/her smart ca}rd into the card .reader
AllB data A concatenates with data B qf a terminal and offers h.1fsl/her personal b};)met-
AGB XOR operation of A and B ric template B; on a specific device to verify the
biometric.
Fig. 1 Registration phase C; R;
of the Das’s scheme
ID;, B;, PW;

»
.

fi=h(B;)

r; = h(PW)® f;

e; = h(ID; || X;)®r;
Smart card (ID;, h(.),f; e;,1;)
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Fig. 2 Login phase of the C;

S;

Das’s scheme

Inserts the smart card and inputs B;

Verifies whether B; matches with the template stored in the system or not

Inputs PW;

r/ = h(PW)O f;

Checks ri?=r1;

Ml = el‘@‘ri’
Mz = M1®RC
M3 = h(R.)

(2) C; verifies whether B; matches with the template
stored in the system or not.

(3) If the above verification does not hold, then C;
does not pass the biometric verification. As a
result, the remote user authentication is termi-
nated. Otherwise, if the above verification holds,
C; passes the biometric verification and inputs
his/her password PW; to perform the following
step 4.

(4) The smart card computes ri/ = h(PW;) & fi. The
client terminates the session if r # r;.

(5) If r =r;, the smart card computes the following:
M =e; @ r], which is equal to A(ID; || Xy),

M, = M| & R., which is equal to h(ID; || X;) &
R. and

M3 = h(R.), where R, is a random number gen-
erated by the user.

(6) Finally, C; sends the message (ID;, M>, M3) to
the remote server ;.

2.2.3 Authentication phase

After receiving the login request messages
(ID;, My, M3), the server S; performs the following
steps, as shown in Fig. 3.

(1) S; first checks the format of C;’s ID;.

(2) If the format is valid, S; then computes the follow-
ing:
My = h(ID; || X;) using the secret value main-
tained by the server.
Ms = M, & My, which needs to be R,.
S; verifies h(Ms)? = M3. If it does not hold, S;
rejects C;’s login request. Otherwise, if the verifi-
cation is successful, S; computes the following:
Me = M4 ® Rs(=h(ID; || Xs) ® R),
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(ID;, M5, M3)

M7 = h(M> || Ms)(= h((h(ID; || X5) ® R.) |
R¢)),
Mg = h(Ry).

(3) S; sends the messages (M7, Mg, Mg) to C;.

(4) After receiving the messages (M7, Mg, Mg), C;
verifies M7? = h(M> || R.). Thus, C; terminates
the session if the verification does not pass. Oth-
erwise, C; computes Mg = Mg @ M) and verifies
h(Mg)? = Mg. If h(My) # Mg, C; terminates the
session. Otherwise, C; computes Mg = h(Mg ||
Mo)(=h((h(ID; | X5) ® Ry) || Ry)) and sends the
message (Mo) to the server S;.

(5) After receiving C;’s message, S; verifies M1p? =
h(Me || Rs).

(6) S; rejects C;’s login request if the above men-
tioned does not hold.

(7) Thus, S; accepts C;’s login request if the verifica-
tion is successful.

2.2.4 Password change phase

In this phase, the smart card always verifies the old
entered password by the user before updating the new
changed password. In order to change the password,
the user performs the following steps:

(1) Inserts the smart card and offers B;.

(2) Verifies whether B; matches with the template
stored in the system or not.

(3) If C; passes the biometric verification, C; enters
his/her old password PW;’ld and a new changed
password PW}e%.

(4) The smart card computes the following:

ri=h(PWM) & f.
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Fig. 3 Authentication C;

phase of the Das’s scheme

Si
Checks ID;
M, = h(ID; || Xy)
Ms =M,®M,
Verifies h(Mg)? = M3
M¢ = M, @R,
M, = h(Mj | Ms)
Mg = h(R;)
(M7, Mg, Mg)
Verifies M;? = h(M, || R,) ™
My = M¢®M,
Verifies h(Mg)? = Mg
My = h(Mg || Mo)
(Myo)

If ri/ # ri, it means that C; enters the wrong old
password and the password change phase is ter-
minated. If rl.’ = r;, then the smart card computes

r =h(PW!™V) @ f;,

1
e; =e¢; @l"l/(zh(lDl “ XS))’

e;/ = el’» (&) rl-”.
(5) Finally, replaces the ¢; with e and r; with /" on
the smart card.

3 Weaknesses of the Das’s scheme

In this section, we analyze the security of the Das’s
scheme. We show that the Das’s scheme is vulnerable
to privileged insider attack and the off-line password
guessing attack. In addition, the Das’s scheme cannot
provide a user anonymity. We now describe the details
in the following.

3.1 Privileged insider attack

In a real environment, it is a common practice that
many users use the same password to access differ-

> Verifies M19? = h(Mg || Ry)
If it doesn’t hold, S; rejects
C;’s login request
Otherwise, S; accepts C;’s

login request

ent applications or servers for convenience in remem-
bering long passwords and ease-of-use whenever re-
quired [6]. However, if a privileged insider of the reg-
istration center knows the password of the user C;,
he/she may try to impersonate C; for accessing other
servers where C; could be a registered user. In the
Das’s scheme, the user C; sends his/her real identity
ID; and password PW; to the registration center R; di-
rectly in the registration phase. Hence, the privileged
insider could get C;’s password and use it to imperson-
ate C; for accessing different applications or servers.
Consequently, the Das’s scheme is vulnerable to the
privileged insider attack.

3.2 Oft-line password guessing attack

Kocher et al. [10] and Messerges et al. [23] have
pointed out that all the information in smart cards
could be extracted by the side channel attack. We as-
sume that an adversary has stolen user C;’s smart card
and extracted the information (ID;, h(.), fj,e;,rj) of
the smart card in the Das’s scheme. Using the ex-
tracted f; and r;, the adversary could find the pass-
word PW of user C; through the following steps.

(1) The adversary uses f; and r; to compute
h(PWj)=f;® r;.
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(2) Then, the adversary chooses a password PW/j and
verifies h(PW’j)? =h(PW;).

3) If h(PWl’/.) = h(PW ), the guess was correct. Oth-
erwise, the adversary can make another guess and
repeat the process.

As mentioned above, we show that an adversary can
get the password of user C; and use it to imperson-
ate C; for accessing different applications or servers.
Hence, the Das’s scheme is vulnerable to off-line pass-
word guessing attack.

3.3 Inability of providing user anonymity

In the Das’s scheme, the user C; sends his/her real
identity ID; to the server S; directly in the login phase.
All other users also send their real identity to the server
S; directly in the login phase. Hence, an adversary can
get the real identity of any user by intercepting the
messages {ID;, M,, M3} transmitted between the user
and the server. Consequently, the Das’s scheme cannot
provide user anonymity.

4 The proposed scheme

In this section, we present our proposed scheme us-
ing extended chaotic maps. The notation used in our
scheme is summarized in Table 2.

In the beginning, the registration center R; selects
a random number s, a random integer X, and com-
putes SPUB = Tx,(s) mod p. The registration center
R; keeps the master secret key X, secretly. There are
four phases in our scheme: the registration phase, lo-
gin phase, authentication phase, and password change
phase. The detailed steps of these phases are described
in the following subsections.

Fig. 4 Registration phase C;

4.1 Registration phase

When the remote user C; wants to register and become
a new legal user in the system, as shown in Fig. 4,
he/she needs to perform the following steps:

(1) The user offers his/her password PW;, the iden-
tity ID;, generates a random number N, and also
inputs his/her personal biometric B; on a specific
device and computes f; = h(B;). C; then sends
{ID;, f; = h(B;), h(PW; || B; || N)} to the regis-
tration center R; via secure channel.

(2) The registration center R; computes the follow-
ing:

Py =h(D; || X;),

Table 2 The notation used in our scheme

Notation  Definition

Ci client

R; trusted registration center

S; server

PW; password shared between C; and S;

ID; identity of the user C;

B; biometric template of the user C;

)4 a large prime number

X arandom integer chosen by the registration center
s a random number chosen by the registration center
SPUB the public key of R;, where SPUB = T, (s) mod p
R., Ry two random integers

ti the time-stamp

h(-) a secure one-way hash function

II the concatenation operation

) the exclusive-or (XOR) operation

of our scheme

Generates a random number N

ID;, fi = h(B;), h(PW; | B; Il N)

-

P; = h(ID; Il X)
ri=h(PW; I B; Il N)® f;
e; = P;®r;

Smart card (ID;, h(.),e; s, SPUB,p)

Inserts N and BPW = B;®h(PW;)
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Fig. 5 Login phase of our C;

scheme

Inserts the smart card and inputs PW;, B;
B, = BPW®h(PW,)

Verifies B;?= B;’

Generates R,

fi=h(By)

r! = h(PW; I B; | N)® f;

Pi’ = e,-GBri'

My =Tg (s) modp

M, =Ty (SPUB) mod p
NID; = ID,®h(M, | M)
a = h(D; | NID; | P,/ | My | My Il t;)

ri=hPW; | B; | N)® fi,
ei =P, Pr;.

R; embedded (ID;,h(.),e;,s,SPUB, p) in the
user’s smart card and sends the card to the user
C; via a secure channel.

(3) After receiving the smart card, C; computes
BPW = B; @ h(PW;) and inserts the random num-
ber N and BPW into the smart card and finishes
the registration.

4.2 Login phase

In this phase, when a legal user C; wants to access the
server S;, as shown in Fig. 5, he/she needs to perform
the following steps:

(1) C; inserts his/her smart card into the card reader
and offers both his/her personal biometric tem-
plate B; and password PW; on a specific device.

(2) The smart card computes Blf = BPW & h(PW;)
and verifies B;? = B]. If B; # B/, the smart card
rejects the request.

(3) The smart card generates a random integer R, and
computes

Ji = h(B;),
ri=h(PW; || Bi || N) ® f;,
Pl-/ =¢; @ri’,

My =Tg.(s) mod p,
M, =Tg (SPUB) mod p,

NID;, M4, a, t,

\

NID; =ID; ® h(M; || M>),
a=h(ID; | NID; || P} || My || Mz || t1).

(4) The user C; sends {NID;, M1, «, t1} to §;.
4.3 Authentication phase

After receiving the login request messages, the server
S; performs the following steps to access mutual au-
thentication, as shown in Fig. 6.

(1) Upon receiving {NID;, M1, a, t1}, S; first checks
the validity of #; by checking whether the equa-
tion ¢’ — t; > At holds, where ¢’ is the time when
the server receives the messages from C;. and At
denotes the predetermined legal time interval of
transmission delay. If the equation holds, S; re-
jects C;.

(2) S; computes M), = Tx, (M) mod p, ID; = NID; &
h(My || M}) and checks the validity of ID!.

(3) S; computes P = h(ID; || X;) and o’ = h(ID;, ||
NID; || P! | My || Mj || 1y).

(4) Then S; verifies whether o’ equals to .. If o’ # «,
S; stops the session.

(5) If @’ = «, S; randomly chooses an integer Ry and
computes M3 = Tg (s) mod p and B = h(ID; |
P! || M} || M3 || t). Then, S; sends {M3, B, 12} to
C;.

(6) After receiving {M3, B, 1}, C; first checks the
validity of #, by checking whether the equation
t' — rp > At holds. If the equation holds, C; re-
jects S;.
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Fig. 6 Authentication C;

Si

phase of our scheme

Checks t' —t, > At

Checks t' —t; > At

M3 =Ty (M) mod p

ID; = NID;®h(My | M;")

Checks ID;

P;" = h(ID;' || X)

a' =h(ID{ I NID; I P{" |
My Il M3' |l t;)

Verifies a'?= a

Generates Rj

M3 = Tg (s) mod p

B =h({D; I P, | M;' |
Mj |l tz)

M, B, t;

-¢

B' = h(ID; I P || Mz || M3 Il t;)

Verifies B'?7= B

My = Tg (M3) = Tgg,(s) mod p

Y =h(D; | P;' | M3 || My Il £3)

(7) Ci computes B’ = h(ID; || P/ || M2 || M3 || t2) and
verifies whether B’? = B. If they are not equal, C;
stops the session. Otherwise, C; computes My =
Tk, (M3) = Tg,g,(s) mod p and y = h(ID; || P! |
My || My || t3). C; then sends {y, 3} to S;.

(8) Upon receiving {y, 3}, S; first checks the valid-
ity of 73 by checking whether the equation ¢ —
t3 > At holds. If the equation holds, S; rejects
C;. Otherwise, S; computes M) = Tg (M) =
Tk.z,(s) mod p and y' = h(Dj || P{' || M} |
M || r3) and checks whether y'? = y.

(9) If it holds, S; accepts C;’s login request and the
verification is successful. Then both C; and S; can
use the session keys My and M) to communicate
with each other by using a symmetric cryptosys-
tem.
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\

Checks t' — t3 > At

My =Tg (M) =
Tg, g, (s) mod p

Y =h{D; I P;" || M3 |l
M, I t3)

Verifies y'?7=y

Since SPUB = Tx, (s) mod p, M| = Tg_(s) mod p,
M> = Tg,.(SPUB) mod p, and M3 = Ty (s) mod p, so
we can derive

M} = Tx, (M) = Tx, (Tr () = Tr.(Tx, (5))
= Tg,(SPUB) = M, mod p

and

M} = Tr, (M3) = Tg.(Tr,(s)) = Tr, (Tr.(5))
=Tg, (M) = M4 mod p.

Therefore, the correctness of the scheme is proved.
4.4 Password change phase

In this phase, the smart card always verifies the old
entered password by the user before updating the new
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changed password. In order to change the password,
the user C; performs the following steps:

(1) Inserts the smart card and offers both the biomet-
ric template B; and old password PW;.

(2) The smart card computes Blf = BPW & h(PW;)
and verifies B;? = B/. If B; # B/, it means that
C; enters the wrong old password or the wrong
biometric template. Then, the smart card rejects
the request.

(3) If C; passes the biometric verification, C; enters
his/her new password PW;".

(4) The smart card computes the following:

Ji =h(Bi),

ri=h(PW; | Bi I N)® fi,
r! =h(PW!V || B; | N) & f;,
P/ =¢; EBri’,

1

/ I "
e, =P ®r;.

(5) Finally, replaces the ¢; with ¢] on the smart card.

5 Analysis of the proposed scheme

In this section, we analyze the security and perfor-
mance of our proposed scheme and show it could over-
come the security weaknesses of the Das’s scheme.
Then, we will describe the details as in the following.

5.1 Security analysis

Here, we describe several security analyses in our pro-
posed scheme.

Privileged insider attack In the registration phase of
our scheme, the remote user C; sends h(PW; || B; ||
N) to the registration center R;. The privileged insider
cannot derive the password PW; without B; and N.
Therefore, our scheme can resist the privileged insider
attack.

Replay attack The attacker may intercept the com-
munication messages from C; and replay them to the
server S; in next run. However, the attacker cannot
pass the verification with the incorrect timestamps.
Hence, our scheme is secure against the replay attack
by using the timestamps #1, f2, and #3.

Off-line password guessing attack The attacker may
intercept the messages {NID;, M1,o,t1} and
{M3, B, t2}. The attacker may also get ¢; stored in the
smart card. Then he/she could try to guess the pass-
word PW;. But the attacker cannot verify the correct-
ness of the password PW/ since he/she does not know
the elements r;, f;, B; and P;. If the attacker wants
to derive the random integers R, and Ry, he/she will
also face the DHP. Therefore, our scheme can resist
the off-line password guessing attack.

User anonymity The attacker may eavesdrop on the
communication between user C; and server §;, and
try to track the user’s real identity to find some in-
formation of the user. In our scheme, the real identity
ID; is protected by M = M} = Tx, (Tg.(s)) mod p
from PUB = Ty, (s) mod p and M = Ty (s) mod p.
In order to compute M, the attacker will face the
DHP. Therefore, our scheme can provide the user
anonymity.

Mutual authentication Our scheme can achieve mu-
tual authentication between user C; and server S;. In
the authentication phase of our scheme, server S; has
to verify the validity of « and y in order to authenti-
cate C;. The user C;’s smart card also has to verify the
validity of § in order to authenticate S;. If there is an
attacker who wants to forge the messages, he/she will
face the DLP and the DHP. Hence, both the user and
the server can authenticate with each other, and mutual
authentication between them is achieved.

Stolen-verifier attack The stolen-verifier attack
means that an attacker steals the security-sensitive ver-
ification table from the server and uses it to masquer-
ade as a legitimate user in the authentication phase.
The server in our scheme does not need to maintain
any security-sensitive verification table. Hence, our
scheme can resist the stolen-verifier attack.

Lost smart card Assume that an attacker can extract
all the information from the smart card by the side
channel attack [10, 23]. The attacker may try to de-
rive the password from the information, but the pass-
word is protected by the elements r;, f;, B; and P;
that the attacker does not know. Besides, the attacker
also cannot pass the biometric verification without the
user’s biometric template B;. Therefore, our scheme is
secure against the smart card loss problem.
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Table 3 Comparison of
security properties

Table 4 Comparison of
performance

Tsengetal’s Das’s Lee etal.’s Heetal’s Our

scheme scheme scheme scheme scheme
Privileged attack No No No No Yes
Replay attack Yes Yes Yes Yes Yes
Off-line guessing Yes No Yes Yes Yes
attack
User anonymity No No No Yes Yes
Mutual No Yes Yes Yes Yes
authentication

Client Server

Tseng et al.’s scheme
Das’s scheme

Lee et al.’s scheme
He et al.’s scheme

Our scheme

2Tx + 5Ty + 1Tg + 1Tp + 11¢
4Tx + 5Ty

6Ty +6Ty +2T¢

2Tx + 5Ty +3T¢

5Tx + 10Ty + 3T¢

1Tx +3Ty + 1Tg + 1Tp +27¢

4Tx + 8Ty

6Tx + 6Ty +2T¢
2Tx + 5Ty + 3T¢
3Tx + 7Ty + 3T¢

5.2 Performance analysis

Here, we discuss the performance of our proposed
scheme. We compare the security properties of our
scheme with Tseng et al.’s scheme [30], Lee et al.’s
scheme [17], He et al.’s scheme [5], and the Das’s
scheme [2] in Table 3. We also define some notation
as follows:

e Tx: time for performing an XOR operation.

e Tp: time for performing a one-way hash function.

e Tg:time for performing a symmetric encryption op-
eration.

e Tp:time for performing a symmetric decryption op-
eration.

e T¢: time for performing a Chebyshev chaotic map
operation.

In Table 3, we can see that our scheme is more se-
cure than other schemes. We also compare the perfor-
mance of our scheme with other schemes in Table 4.
The costs of our scheme are slightly higher than of the
Das’s scheme. However, the Das’s scheme is vulnera-
ble to the privileged insider attack, the off-line pass-
word guessing attack, and also cannot provide user
anonymity. As a result, our proposed scheme can over-
come the weaknesses of the Das’s scheme. Hence, our
scheme is more secure than the Das’s scheme.

@ Springer

6 Conclusions

In this article, we presented a cryptanalysis of the
Das’s scheme and pointed out its security weaknesses.
We have shown that the Das’s scheme is vulnera-
ble to the privileged insider attack, the off-line pass-
word guessing attack, and also cannot provide user
anonymity. To solve these problems, we proposed a se-
cure biometric-based remote user authentication with
key agreement scheme using extended chaotic maps.
The proposed scheme not only can resist the above-
mentioned attacks, but also provide user anonymity.
As a result, our scheme could solve the security prob-
lems found in the Das’s scheme at the cost of increas-
ing the computational costs slightly.
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