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Abstract In this paper, we propose a new algorithm of
generating pseudorandom number generator (PRNG),
which we call (couple map lattice based on discrete
chaotic iteration (CMLDCI)) that combine the cou-
ple map lattice (CML) and chaotic iteration. And we
can prove that this method can be written in a form of
chaos map, which is under the sense of Devaney chaos.
In addition, we test the new algorithm in NIST 800-22
statistical test suits and we use it in image encryption.

Keywords CML - Chaotic iteration - NIST 800-22 -
PRNG

1 Introduction

Since the couple map lattice (CML) has been proposed
[1], it has been considered to be a powerful tool in
many theoretical and practical fields, such as chemical,
population, convection, fluid flow, biology, and com-
puter networks [2—4]. Meanwhile, the conception of
chaotic iteration has been discussed for a long time by
different scientists such as Robert [5] and Chazan [6]
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in different methods. However, their focuses were both
on the conditions of convergence; more wide range of
chaotic iteration has not been discussed. The break-
through happened in the literature of [7]; the author
proved a very useful theorem that as long as the func-
tion f is under the transitivity condition, the chaotic it-
eration can be written in a chaotic map under the sense
of Devaney chaos. We use this theorem to help us de-
sign a new pseudorandom number generator (PRNG).
So that in this term, this new PRNG is chaotic in a
sense of Devaney.

On the other hand, PRNG is widely utilized in the
industry, as simulation, sampling, numerical analysis,
computer programming, decision making, recreation,
cryptographic protocols, and cryptosystems, etc. [8—
14]. It is hard to obtain the truly random numbers,
alternatively, people use PRNG in practical work. So
generally, people use seeds and determinant processes
to generate sequences which has good randomness and
that is PRNG.

In this paper, we are trying to combine those two
technologies of CML and chaotic iteration to get a new
PRNG. And we can prove that this new algorithm can
be reformed into a form of chaotic map under sense
of Devaney chaos. And we do several experiments as
NIST 800-22 statistical test suit [15], draw the auto-
correlation and histogram figures, and we use the new
algorithm in the image encryption. The results we ob-
tained are pretty good and demonstrate that this new
PRNG is suitable for practice.
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2 Basic definition

We know that chaotic iteration is such a map [7]:
x%eBY VneNt Vie{l;N}

o !x;’—‘ if §7 i M
! FOx Y if ST =i

B donates {0, 1}. {1; N} donates {1,2,..., N}. " do-
natse the nth element of a sequence S, which elements
all belong to {1; N}. And f is a chosen function. In
the literature [7], as long as f satisfies the transitivity
condition, this chaotic iteration is chaotic under De-
vaney’s chaotic definition.

And as we know, one of the simplest CML is in the
form

FH = @[ ()] + A =) fi-1 ()]
Je{l; M}

2

Here, we choose o = 0.5. M is the number of raw.
If f:x+ x,then (x,d) is a metric space.

Definition 1 f is said to be topologically transitive if,
for any pair of open sets U, V C x, there exists k > 0
such that fX(U)NV # ¢.

Definition 2 (x, f) is said to be regular if the set pe-
riodic points is dense in x.

Definition 3 f has sensitive dependence on initial
conditions if there exist § > 0 such that, for any x € x
and any neighborhood V of x, there exist y € V and
n > 0 such that | f*(x) — f"(y)| > 0.

Now the definition of Devaney chaotic topological
system is [16]:

Definition 4 f : x > x is said to be chaotic on yx
if (x, f) is regular, topologically transitive, and has
sensitive dependence on initial conditions.

3 New PRNG

The new PRNG we proposed is similar to CML where
its definition is below:

(ST EN) =Gi(S), EYL E))), 3)
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G:[1; N1 xBY x BN i [1; N] x BY
jell; M},
G;(S}. E}. EY_)) @
= (o(S1): Fi(o(s)). B ELL)).
F:[I;N]xBY xBY = BY Vie{l;N},

Fj(o(S) E}. ELL)

= ((£7):3( (7). 1)

+ fi(E] El_)1=8(0 (S]). 7)), &)
o[ NI [I;N], o(s")=s"t, (6)
0, ifk=nh,
‘W"h)z{L if k b, 7
f:BY,BY)— BN
®)

fi(En Er) ==(E} @ B},
St =g;(xj.r)) ©)
Define the new distance as
d((S.E); (S',E")) =d.(E,E") +d,(S. ),
(S.E), (S E")ex

and
N
d.(E.E') = 8(E* E™),
k=1
9 &, ISk — S|
J— / — —_—
d“_(S’S)_NkX:; 10%

(S E ;.L) donate the jth row nth time note, which S;-’ €
[1; N1, E} € BY,B = {0, 1}. S* donates the nth term
of a sequence S, which elements belong to [1; N]. S is
called a strategy. (E ;’)i donates the ith element of the

(a) The original image

(b) The encrypted image

Fig. 1 Result of the encrypted Lena image



A new pseudo-random number generator based on CML and chaotic iteration 1591

Table 1 Result of NIST

800-22 test suits Test p-value Conclusion
Frequency Test 0.852683 random
Frequency Test within a Block 0.383347 random
Runs Test 0.310984 random
Test for the Longest Run of Ones in a Block 0.137473 random
Binary Matrix Rank Test 0.699313 random
Discrete Fourier Transform Test 0.129620 random
Maurer’s “Universal Statistical” Test 0.484733 random
Linear Complexity Test 0.474938 random
Non-overlapping Template Matching Test 0.103441 random
Overlapping Template Matching Test 0.743101 random
Approximate Entropy Test 0.249343 random
Serial Test 0.081106 random
Cumulative Sums Test 0.099462 random
Random Excursions Test 0.642632 random
Random Excursions Variant Test 0.301426 random
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(b) The encrypted image

(a) The original image

Fig. 2 The histogram figure of the original and encrypted image

jth row nth time number sequence, which elements
belong to BN . gk donate go g--- g.
—_— —

k time
Here, by the proof of literature [7], it is easy to find

that the function f is under the condition of transitiv-

ity.

Theorem 1 f;(E", E;?_l) = E;’ ® E;?_l is under the

transitivity condition.

We call our new method a couple map lattice based
on discrete chaotic iteration (CMLDCI). And to more
details of CMLDCI, we use the simple boundary rule:

(ST BV = Ga (ST, BV Ey)

4 Experiment

To specify, we choose

N=8, M=5 x;=[0.1;05] VjeM,

{0.1;0.5) = {0.1,0.2,0.3, 0.4, 0.5},
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Ej1 ={10010011, 01000110, 11010010,
10011100, 00100101},

gi(xj) =rpxj~H(1=xj71),

rj =1[3.91;3.92; 3.93; 3.94; 3.95]

We test it in the NIST 800-22 statistical test suits
and we get the result in Table 1. In the NIST 800-22
tests, if p-value > 0.01, then the PRNG passes this
test, and the larger p-value is the larger randomness
PRNG has. And we use the generated pseudorandom
number (PRN) to encrypt the Lena image. Here, we
use each 8-bit state of each note in our algorithm to
form the 8-bit integer of the image. We obtained the
original and encrypted image in Fig. 1(a) and Fig. 1(b),
respectively. And we get the histogram figure of the
original and encrypted image in Fig. 2(a) and Fig. 2(b),
respectively.

5 Conclusion and future work

In this paper, we propose a new PRNG combining the
technology of CML and chaotic iteration and we prove
it can be transformed into a chaotic map under the
sense of Devaney. We do NIST 800-22 test suits on
it. We use it in an image encryption. And we draw the
histogram of the original and encrypted Lena map. In
the future, we hope to prove the algorithm that can also
be in a form of the Li—York chaotic map and use it in
a parallel condition.
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