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Abstract In this paper, the CML-based spatiotempo-
ral chaos system is used for image blocks encryption,
which gets higher security. The basic idea is to divide
the image into blocks, and then use the block numbers
as the spatial parameter of CML to iterate the chaos
system. Each lattice generates a chaos sequence, and
the number of chaos sequence values is equal to the
pixels number of each block. The chaos sequences and
the former block plaintext codecide the substitution
and diffusion of each block. Simulation results show
that the performance and security of the proposed en-
cryption system can encrypt the image effectively and
resist various typical attacks.

Keywords Image blocks encryption · Spatiotemporal
chaos system · CML

1 Introduction

With the rapid development of computer network tech-
nology, a lot of sensitive information is transmitted
over the network; information security becomes more
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and more important. Image information transmission
has increased rapidly and image encryption technol-
ogy has drawn more attention. Nowadays, image en-
cryption schemes include two processes: substitution
and diffusion [1]. The substitution stage permutes all
the pixels as a whole, without changing their values.
In the diffusion stage, the pixel values are modified
sequentially so that a tiny change in a pixel spreads
out to as many pixels in the cipher-image as possible.
The two processes can achieve a satisfactory level of
security.

Image encryption is different from text encryption
due to some inherent features such as bulk data capac-
ity and high correlation among pixels. Therefore, tra-
ditional cryptographic techniques such as DES, IDES,
and RSA are no longer suitable for image encryption.
The properties of the chaotic maps such as sensitiv-
ity to initial conditions and random-like behavior have
attracted the attention to develop image encryption al-
gorithms. In recent years, some chaos-based image en-
cryption algorithms have been developed, but a low-
dimensional chaotic orbit will eventually become pe-
riodic in computer realizations with a finite precision;
the drawback of small key space and weak security
in one-dimensional chaotic cryptosystem are obvious.
So, high dimensional chaotic systems are more suit-
able for image encryption.

A spatiotemporal chaos system is a complex chaos
system, nonlinear dynamics in both space and time,
not only sensitive to the initial conditions, but also
sensitive to the boundary conditions. It is regarded
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as better properties suitable for data protection than
one-dimensional chaos systems, such as larger para-
meter space, better randomness, and more chaotic se-
quences.

In this paper, we use coupled map lattice (CML) as
a spatiotemporal chaos system. Recently, CML-based
spatiotemporal chaos system was used in pseudo-
random sequence generation [2, 3], stream cipher en-
cryption [4], image encryption [5–7], and hash func-
tion construction [8]. Moreover, in spatiotemporal
chaos systems, many space units can be used for en-
cryption and decryption in parallel, and that makes
highly efficient performance. Therefore, spatiotempo-
ral chaos systems may fully manifest the advantages
of chaotic cryptography.

In this paper, an image blocks encryption algorithm
based on spatiotemporal chaos is proposed. We divide
the image into blocks, and then use the block num-
bers as the spatial parameter of CML to iterate the
chaos system. The number of chaos sequences which
each lattice generated is equal to the pixels number
of each block. The chaos sequences and the former
block plaintext codecide the substitution and diffusion
of each block.

The rest of this paper is organized as follows. Sec-
tion 2 describes the CML system and a block image
encryption algorithm. Section 3 presents the experi-
ments results. The security of the scheme is evaluated
in Sect. 4. Section 5 concludes the paper.

2 An image blocks encryption algorithm

2.1 Coupled map lattice

A coupled map lattice (CML) is used as a spatiotem-
poral chaos system here, which is a dynamical sys-
tem with discrete-time, discrete-space, and continuous
states. It consists of nonlinear maps located on the lat-
tice sites, named as local maps. Each local map is cou-
pled with other local maps in terms of certain coupling
rules. Because of the intrinsic nonlinear dynamics of
each local map and the diffusion due to the spatial cou-
pling among the local maps, a CML can exhibit spa-
tiotemporal chaos. CML was introduced by Kaneko
[9]; it can be described as

xn+1(i) = (1 − ε)f
(
xn(i)

)

+ ε

2

(
f

(
xn(i − 1)

) + f
(
xn(i + 1)

))
, (1)

Fig. 1 Chaotic behavior of CML system when a = 3.9, ε = 0.1

where n is the time index, i (i = 1,2, . . . ,L) is the
lattice site index, ε ∈ (0,1) is a coupling constant;
xn(i) represents the state variable for the ith site at
time n (n = 1,2, . . .). The periodic boundary condi-
tion xn(0) = xn(L) is assumed.

The local mapping function f (x) is chosen to be
the logistic map:

xn+1 = axn(1 − xn), (2)

with parameter a ∈ (3.5699456,4], xn ∈ (0,1), the
system is in chaotic state.

The chaotic behavior of CML system is demon-
strated in Fig. 1.

2.2 Preprocessing of plain-image and chaotic
sequence

Without loss of generality, we assume that the size of
the plain-image A is M × N , and the pixels’ values
range from 0 to 255. A is divided into m×n (m,n > 5)

blocks, the size of each block is M/m × N/n (M,N

are divisible by m,n respectively). Each block is rep-
resented as matrix P i (0 ≤ i < m × n).

The number of CML lattice L is set to m×n which
is equal to the block number of the divided image. Ini-
tialize the system with the parameters a, ε and value
sequences {x0(1), x0(2), . . . , x0(m × n − 1)} to iterate
the chaotic system 500 + M/m × N/n times, discard
the former 500 values to avoid harmful effect. Each
lattice generates M/m × N/n values, so the chaotic
system generates L × M/m × N/n = M × N values
totally.



An image blocks encryption algorithm based on spatiotemporal chaos 367

The output sequences of CML 0 ≤ xn(i) ≤ 1 are
transformed into integer sequences x′

n(i) ∈ [0,255] as
follows:

x′
n(i) = xn(i) × 1014 mod 256. (3)

Then arrange the integer sequence x′
n(i) generated by

each lattice i from left to right, from top to bottom to
consist a matrix Xi (0 ≤ i < m × n) of size M/m ×
N/n.

2.3 Substitutions of image blocks

The last output value xM×N(i) of each lattice i and the
last pixel value of the (i − 1)th block are codeciding
the substitution of the ith block. Use

θ = (
xM×N(i)

+P i−1[M/m − 1][N/n − 1]/256
)

mod 1

as reference, if θ > 0.5, the corresponding block P i is
permuted by row transformation; if θ ≤ 0.5, the corre-
sponding block P i is permuted by column transforma-
tion. After permuted, the block P i is changed to P ′

i .
The row transformation and column transformation

are described as follows:

(1) Row transformation: We take out M/m values
{x501(i), x502(i), . . . , x500+M/m(i)} from the out-
put sequence of the ith lattice, and ordering for
this M/m values and getting {x̄501(i), x̄502(i), . . . ,

x̄500+M/m(i)}. We find the position of values

{x̄501(i), x̄502(i), . . . , x̄500+M/m(i)} in {x501(i),

x502(i), . . . , x500+M/m(i)} and mark down the
transform positions TM = {t1, t2, . . . , tM/m}. Then
rearrange the row of ith image block according
to TM, that is, move the t1 row of to the first row,
t2 row to the second row.

(2) Column transformation: We take out N/n val-
ues {x501(i), x502(i), . . . , x500+N/n(i)} from the
output sequence of the ith lattice, and order for
these N/n values and get {x̄501(i), x̄502(i), . . . ,

x̄500+N/n(i)}. We find the position of values
{x̄501(i), x̄502(i), . . . , x̄500+N/n(i)} in {x501(i),

x502(i), . . . , x500+N/n(i)} and mark down the
transform positions TN = {p1,p2, . . . , pN/n}.
Then rearrange the column of ith image block ac-
cording to TN, that is, move the t1 column of to
the first column, t2 column to the second column.

2.4 Diffusion of image block

Use the transformed integer matrix Xi to diffuse the
permuted block P ′

i ; the corresponding elements of
these matrixes are processed. Ci is the ciphered im-
age block matrix. The encryption transformation is

Ci = (P ′
i + Xi + Ci−1 + P ′

i−1) mod 256,

C−1 = 0, P ′−1 = 0.
(4)

After diffusions, arrange the ciphered image blocks to
consist the encrypted image.

The image encryption scheme is shown in Fig. 2.

Fig. 2 Block diagram
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Fig. 3 Image encryption
and decryption
experimental results

2.5 Image decryption

The decryption procedure is similar to that of the en-
cryption procedure illustrated above.

Divide the encrypted image into blocks as the way
which the plain-image is divided, the CML system is
processed as the encryption process. The decryption
transformation of the block pixels is

P ′
i = (Ci − Xi − Ci−1 − P ′

i−1) mod 256,

C−1 = 0, P ′−1 = 0.
(5)

Use

θ = (
xM×N(i)

+P i−1[M/m − 1][N/n − 1]/256
)

mod 1

as reference, if θ > 0.5, P ′
i is permuted by reversed

row transformation; if θ ≤ 0.5, P ′
i is permuted by re-

versed column transformation. Then arrange the image
blocks to consist of the decrypted image.

3 Experimental results

The plain-image “Lena” with the size 256 × 256 is
shown in Fig. 3(a) and the histogram of the plain-
image is shown in Fig. 3(b). We let m = n = 8,
that is dividing the image into 64 blocks and each
block size is 32 × 32. The initial parameters and
initial values of CML are a = 4, ε = 0.5, x0(i) =
0.23456789876543× i mod 1, L = m×n = 64. The
encrypted image is shown in Fig. 3(c), and Fig. 3(d) is
the histogram of encrypted image. From the figure, we
can see that the histogram of the encrypted image is
fairly uniform and is significantly different from that
of the original image.

4 Security analysis

In this section, the proposed image encryption scheme
is analyzed in detail. We have made several tests to
check the security of the cryptosystem. The results
show that the scheme have higher security, bigger key
space, and can resist various typical attacks, such as
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Fig. 4 Key sensitivity
analysis

brute-force attack, statistical analysis, differential at-
tack, and chosen-plaintext/ciphertext attack.

4.1 Key space analysis

A good encryption scheme should be sensitive to the
secret keys, and the key space should be large enough
to make brute-force attacks infeasible. In this algo-
rithm, the initial values x0(i) and parameters a, ε as
well as the way which plain-image is divided, that
is, the block numbers m,n can be used as keys. If
the precision is 10−14, the key space size can reach
to 1014(L+2), where L is the number of initial values
x0(i) and L > 16. The key space is large enough to
resist the brute-force attacks.

4.2 Key sensitivity analysis

Several key sensitivity tests are performed. Figure 4(a)
shows the encrypted image of Lena with the cor-

rect encryption key a = 4, ε = 0.5. Figures 4(b)
and 4(c) show the encrypted image of Lena with the
wrong encryption key a = 3.99999999999999, ε =
0.50000000000001, respectively. So, it can be con-
cluded that the proposed algorithm is sensitive to the
key; a small change of the key will generate a com-
pletely different decryption result and cannot get the
correct plain-image.

4.3 Correlation analysis of two adjacent pixels

It is well known that adjacent image pixels are highly
correlated in the plain image. In order to resist statis-
tical attack, we must decrease the correlation of two
adjacent pixels in the ciphered image [10]. To test the
correction between two adjacent pixels in plain image
and ciphered image, the following procedure was car-
ried out. First, randomly select 2,000 pairs of two ad-
jacent pixels from an image. Then calculate the cor-
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rection coefficient of each pair by using the following
formulas:

rxy = cov(x, y)√
D(x)

√
D(y)

, (6)

E(x) = 1

N

N∑

i=1

xi, (7)

D(x) = 1

N

N∑

i=1

(
xi − E(x)

)2
, (8)

cov(x, y) = 1

N

N∑

i=1

(
xi − E(x)

)(
yi − E(y)

)
, (9)

where x and y are grey-scale values of two adjacent
pixel in the image, E(x) is expectation of x, and D(x)

the variance. N denotes the total number of samples.
The correlation of two adjacent pixels in plain

image Lena is 0.935832, and in ciphered image is
0.012401. It proves that the chaotic encryption algo-
rithm satisfy zero co-correlation.

4.4 Information entropy analysis

Information theory is a mathematical theory of data
communication and storage founded by Shannon in
1949 [11]. An important theory in information theory
is entropy. The entropy H(m) of a message source m

can be calculated as

H(m) =
2N−1∑

i=0

p(mi) log
1

p(mi)
, (10)

where p(mi) represents the probability of symbol mi

and the entropy is expressed in bits. Actually, given
that a real information source seldom transmits ran-
dom messages, in general, the entropy value of source
is smaller than the ideal one. However, when these
messages are encrypted, their ideal entropy should
be 8. If the output of such a cipher emits symbols
with entropy of less than 8, then there would be a
possibility of predictability which threatens its secu-
rity. The value obtained is very close to the theoret-
ical value 8. This means that information leakage in
the encryption process is negligible and the encryp-
tion system is secure against the entropy attack. Using
the above mentioned formula, we have obtained the
entropy H(m) = 7.995351.

4.5 Classical types of attacks

When cryptanalyzing a cryptosystem, the general as-
sumption made is that the cryptanalyst knows exactly
the design and working of the cryptosystem under
study, he knows everything about the cryptosystem ex-
cept the secret key. This is an evident requirement in
today’s secure communications networks, usually re-
ferred to as Kerckhoff’s principle [12]. There are four
classical types of attacks:

(1) Ciphertext only: the opponent possesses a string
of ciphertext.

(2) Known plaintext: the opponent possesses a string
of plaintext, and the corresponding ciphertext.

(3) Chosen plaintext: the opponent has obtained tem-
porary access to the encryption machinery. Hence,
he can choose a plaintext string, and construct the
corresponding ciphertext string.

(4) Chosen ciphertext: the opponent has obtained
temporary access to the decryption machinery.
Hence, he can choose a ciphertext string, and con-
struct the corresponding plaintext string.

Obviously, chosen plaintext attack is the most pow-
erful attack. If a cryptosystem can resist this attack, it
can resist other types of attack.

In the proposed cryptosystem, the parameter of
chaotic system would be different if the image blocks
are divided in the different way. Moreover, encrypted
image blocks are not only related to plain-image
blocks and the key but also related to the former plain-
image blocks, that is, in the substitution stage, θ is
related to P i−1[M/m − 1][N/n − 1]; in the diffusion
stage, Ci is related to P ′

i . So, the different plain-image
generates totally different θ and Ci . So, the proposed
cryptosystem can effectively resist the chosen plain-
text/ciphertext attack.

5 Conclusions

In this paper, an image blocks encryption algorithm is
presented, which is based on the spatiotemporal chaos
system. Firstly, we divide the image into blocks, and
then use the block numbers as the spatial parameter of
CML system to iterative the chaos system. The chaos
sequences and the former block plaintext codecide the
substitution and diffusion of each plain-image block.
Simulation results show that the performance and se-
curity of the proposed encryption system can encrypt
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image effectively and resist various typical attacks.
The algorithm is also suitable for color image encryp-
tion.
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