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Abstract Anomalies are patterns in data that do not
conform to a well-defined notion of normal behavior.
One-class Support Vector Machines calculate a hyper-
plane in the feature space to distinguish anomalies,
however, it may not identify the ideal hyperplane espe-
cially when the support vectors do not have the overall
characteristics of the target data. So, we propose a new
local density OCSVM by incorporating distance mea-
surements based on local density degree to reflect the
distribution of a given data set. Experimental results
on UCI data sets show that the proposed method can
achieve better performance than other one class learn-
ing schemes.

Keywords One class support vector machine -
Anomaly detection - Local density degree

1 Introduction

Anomaly detection refers to the problem of finding

patterns in data that do not conform to expected behav-
ior. These nonconforming patterns are often referred to
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as anomalies, outliers, discordant observations, excep-
tions, aberrations, surprises, peculiarities, or contam-
inants in different application domains. With the de-
velopment of information technology, vast quantities
of data are captured and stored. The capacity, dimen-
sions, and complexity of database have grown rapidly,
but usually the real data set could not be used directly
for data mining due to ignorance, human errors, round-
ing errors, transcription factor, instrument malfunc-
tion, and biases. Anomaly detection is used to find the
objects that do not comply with the general behavior
of the data and then lead to potentially useful infor-
mation. Anomalies can be translated to significant or
critical actionable information. Anomaly detection can
be applied to many fields, such as credit card fraud de-
tection, security systems, medical diagnosis, network
intrusion detection, and information recovery [1, 2].
One-class classification based anomaly detection
techniques assume that all training instances have only
one class label. Such techniques learn a discriminative
boundary around the normal instances using a one-
class classification algorithm. Any test instance that
does not fall within the learned boundary is declared
as anomalies. Support Vector Machines (SVMs) have
been applied to anomaly detection in the one-class set-
ting, for example, One-class SVMs [3, 4] find a hyper-
plane in feature space which has maximal margin to
the origin and a prespecified fraction of the training
examples lay beyond it. A variant of the basic tech-
nique named support vector data description (SVDD)
[5, 6] finds the smallest hypersphere in the kernel
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space, which contains all training instances, then de-
cides which side of that hypersphere a test instance
lies. They differ slightly in spirit and geometric no-
tion, in particular, the OCSVM uses the margin argu-
ments. Many one-class SVM-based techniques have
been proposed for anomaly detection in medical di-
agnosis [7], novelty detection in power generation
plants [8], seizure analysis from intracranial electroen-
cephalogram [9], protein location prediction [10], and
intrusion detection [11].

The unsupervised SVMs are promising in detecting
new anomalies, however, the conventional OCSVM
has limits to reflect overall characteristics of a target
data set on its density distribution. In the OCSVMs,
the small portion of samples called support vec-
tors fully decide the hyperplane in the feature space,
whereas all the nonsupport vectors have no influence
on the hyperplane, regardless of the density distribu-
tion. But the region around a nonsupport vector with
higher density degree should be included rather than
other regions to more correctly identify the decision
hyperplane. Therefore, the solution solely based on
the support vectors, without considering the density
distribution, can miss the optimal solution. To address
this issue and find a more robust solution, we propose a
new One-class SVM to reflect the different local den-
sity of a target data set by introducing the notion of
a local density for each data point. We refer to the
proposed method as a local density One-class SVM
(LD-OCSVM).

2 Local density OCSVM method
2.1 Local density degree

Lee et al. [10] proposed a method to extract a local
density degree for each data point from a target data
set using a nearest neighborhood approach. Calculate a
local density degree §; for a target data sample x;. Let
d(x;, xiK ) be the distance between x; and xiK , Where
xiK is the Kth nearest neighborhood of x;. Let MX
represents the mean distance of Kth nearest neighbor-
hoods of all target data. The local density §; for x; is
defined by

MK
5,~:exp<—K>, i=1,...,1, €))]
d(xi,x;")

where MX = % > d(xi, xX), £ is the number of data
samples. It is obvious that (1) reports a higher local
density degree §; for a sample in higher density region.

2.2 LD-OCSVM

The conventional OCSVM [3, 4] was proposed for es-
timating the support of a data distribution instead of
the full density. It estimates a hyperplane in feature
space such that a prespecified fraction of the training
examples will lie beyond that hyperplane, while the
hyperplane has maximal margin to the origin. How-
ever, the support vectors fully decide the hyperplane
in the kernel space, whereas all the nonsupport vec-
tors have no influence on the hyperplane. Therefore, to
find the ideal separating hyperplane, the support vec-
tors should be calculated with considering density dis-
tribution of a target data set.

Given training data xq,...,xy € X, where £ € N is
the number of observations, and X is some data set.
After incorporating the local density of a training data
set, we solve the following quadratic problem:

N
min = fw] +ﬁ2ija,-s,-—p, )

subject to

(w-o(x)) =p—&,
& >0.
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Here, v € (0,1] is a parameter controlling this
tradeoff, §; is the density degree in (1), p is the off-
set, nonzero slack variables §;&; are penalized in the
objective function. As described in the former sec-
tion, a sample in higher density region has a higher lo-
cal density degree §;, so the corresponding slack vari-
able is higher. After introducing Lagrange multipliers
o, Bi > 0, we build the Lagrangian:

1 1
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and set the derivatives with respect to the primal vari-
ables w, &, p equal to zero, yielding

w=Y ap(x)
o= < — (5)

Replacing the corresponding terms in (4) by those
in (5), we obtain the dual objective of LD-OCSVM:

1
mlni ZaiajK(xi,xj), (6)
ij
subject to
8.
0<o; <—,
vl
7

Zai =1,
i

where o is the Lagrangian parameter, K (x,y) =
(p(x) - ¢(y)) represents a kernel function, and the
point x; with the corresponding «; > 0 is called a sup-
port vector (SV). After deriving the dual problem, the
decision function can be shown to have a SV explana-
tion:

f(x>=sgn<2a,-1<<xi,x) —p>. ®)

The offset p can be recovered by exploiting that for
any «; which is not at the upper or lower bound, the
corresponding pattern x; satisfies

p=w-px) =) ajk(xj, xi). ®)
j

When we apply the proposed algorithm to anom-
aly detection applications, training examples with de-
cision values greater than zero are considered as nor-
mal, while the others are detected as anomalies.

3 Experiments

3.1 Data sets

We validated our method on five different data sets
from the UCI repository for machine learning. These

Table 1 Five data sets from the UCI repository

Data set Outlier Training  Test samples

class samples  Normal ~Anomalies
Balance B 357 219 49
Glass headlamps 114 71 29
Hypothyroid  Positive 2136 1442 194
Optdigits 6 3023 2039 558
Sick Sick 2105 1436 231

data sets belong to conventional classification prob-
lems with multiple classes. To make them suitable
for anomaly detection applications, the data sets were
converted to binary class problems. We selected one
of the classes to represent the anomalies, while the
remaining classes were gathered to form the normal
class. Table 1 lists the data sets, along with some fitting
statistics. The training data sets include only normal
patterns, while the test data sets include both normal
and anomaly patterns. Because the information about
the UCI data sets is public, we do not report it here.

3.2 Results and discussion

We compared our method with three other One-class
SVM based anomaly detection methods, the conven-
tional OCSVM [4] , SVDD [6], and D-SVDD [10], a
polynomial kernel, and a Gaussian RBF kernel were
used. We used a cross validation strategy to estimate
the optimizing parameters of the one-class classifiers.
Our program was developed based on Libsvm [12].
These methods were compared using respective area
under receiver operating characteristic curves (AUCs)
[13].

To validate the effectiveness of our method, the ex-
periment had been run for ten times, in each cycle the
data sets were separated randomly into two parts. The
average AUCs of different methods are given in Ta-
ble 2. For the balance data set, the AUCs of OCSVM
are 0.762 and 0.785. For the same data set, the AUCs
of SVDD are 0.728 and 0.731, and the AUCs of D-
SVDD are 0.791 and 0.791. The LD-OCSVM method,
however, shows AUCs of 0.811 and 0.893, which are
better than the other classifiers. Of all the results on the
Balance data set, the proposed method with a RBF ker-
nel has the best performance. For the other data sets,
the OCSVM and SVDD show similar performances,
while the proposed LD-OCSVM shows best perfor-
mance. The proposed LD-OCSVM outperforms the
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Table 2 Experimental results
AUC OCSVM SVDD D-SVDD LD-OCSVM

Poly-3 RBF Poly-3 RBF Poly-3 RBF Poly-3 RBF
Balance 0.762 0.785 0.728 0.731 0.755 0.791 0.811 0.893
Glass 0.665 0.710 0.683 0.702 0.698 0.741 0.718 0.766
Hypothyroid 0.775 0.811 0.783 0.822 0.801 0.842 0.821 0.872
Optdigits 0.691 0.706 0.681 0.698 0.689 0.721 0.698 0.734
Sick 0.811 0.852 0.824 0.855 0.832 0.873 0.842 0.879
other methods, which means it may identify the op- References

timal solution of the target description and provide
a best solution for detecting anomalies. Furthermore,
better results are obtained by classifiers with RBF ker-
nels.

From these results, we drew a conclusion that the
proposed method showed better performance than the
OCSVM, SVDD, and D-SVDD for all the data sets
used regardless of the type of kernel functions. More-
over, the best performance was obtained when the LD-
OCSVM with a RBF kernel was used. For our method,
it can be inferred that the anomalies can be effectively
detected by the optimizing hyperplane, which incor-
porating the density distribution of a given data set. In
addition, it is important to mention that we have also
validated our method on data sets using other classes
as anomaly class. The results were similar to those re-
ported in this section.

4 Conclusion

In this study, we proposed a novel One-class SVM
for identifying the anomalies in the feature space. To
reflect the overall characteristics of a target data set
on its density distribution, each data point was associ-
ated with a relative density degree. Using the distance
measurements, we developed a local density OCSVM
whose support vectors could better reflect the overall
characteristics of the target data. Experimental results
showed that the proposed method outperformed the
OCSVM, SVDD and D-SVDD for all test data sets.
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