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Abstract This paper presents an optimal nonlinear
observer for synchronizing the transmitter-receiver
pair with guaranteed optimal performance. In the pro-
posed scheme, a generalized nonlinear state-space
observer via uniform matrix transformations is con-
structed to estimate the transmitter state and the in-
formation signal, simultaneously. A nonlinear optimal
design approach is used to synchronize chaotic sys-
tems. Solving the Hamilton–Jacobi–Bellman (H–J–B)
equations we can obtain a linear optimal feedback
scheme for piecewise-linear chaotic systems. More-
over, a robust scheme derived from the H∞ optimiza-
tion theory improves the synchronization performance
of general nonlinear chaotic systems by suppressing
the influence of their high order residual terms. Fi-
nally, two numerical simulation examples are illus-
trated by the chaotic Chua’s circuit system and the
Lorenz chaotic system to demonstrate the effective-
ness of our scheme.
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1 Introduction

Synchronization of chaotic systems and its applica-
tion to secure communication has attracted increasing
attention over the last decade. Numerous researches
have been proposed for chaos-based secure transmis-
sion of private information signals [1–3]. Maintain-
ing synchronization between the transmitter and re-
ceiver is essential in recovering the message since
chaotic signals are sensitive to variations in initial con-
ditions and parameters. Various methods to synchro-
nize chaotic signals of the drive and response systems
have been investigated, such as adaptive synchroniza-
tion method [4, 5], sliding–mode control method [6, 7]
and impulsive synchronization method [8, 9]. Among
various chaos–based communication schemes, two ba-
sic configurations can be identified. The first one is
chaotic masking [10, 11], which consists of the addi-
tion of the message to the chaotic carrier. The overall
signal is then transmitted to the receiver. Another ap-
proach is chaotic modulation [12, 13], which is based
on the full-state model of the transmitter and receiver
systems. The message is injected into the states of
chaotic generators. The generated chaotic signal thus
internally includes the information of the transmit-
ted message. In [14], a homogeneous synchronization
configuration that uses parameter modulation has been
proposed to extend the capabilities for secure commu-
nication. This scheme enables the message signal to be
merged as a driving signal. Ricardo et al. [15] present
a robust asymptotic feedback scheme for the synchro-

mailto:chao@mail.dyu.edu.tw


624 C.-S. Chen

nization of non-identical chaotic systems and its usage
in secure communication. The response system whose
dynamical model is not similar to the drive system
can reconstruct the message signal. Although being
demonstrated successful in practical implementation,
these methods can not be extended easily to nonlinear
systems in particular when the information signals to
be constructed are injected nonlinearly into the model.

Observer-based approach in secure communication
becomes one of the attractive techniques investigated
in the current researches [16–18]. The observer is
constructed from the transmitter model to yield the
dynamical reconstruction of the transmitter states, in
which only the input and output information of the
transmitter system are used to construct part or all of
the state information of the transmitter system. Chen
et al. [19] presented a sliding mode observer-based re-
sponse system to synchronize the drive system. The
hidden message can be recovered via the concept of
equivalent control. Jiang et al. [20] proposed a state-
observer-based approach for synchronization of com-
plex dynamical networks. Some synchronization cri-
teria are established based on the Lyapunov stabil-
ity theory and the linear matrix inequality technique.
In [21], a nonlinear observer-based scheme was in-
vestigated for both chaos synchronization and secure
communication. Regular matrix transformations were
used to establish conditions for asymptotic conver-
gence of synchronization error. Even though these
observer-based approaches have been shown to be suc-
cessful in many instances, no global synchronization
can be claimed. Furthermore, the algorithms consume
too long time in achieving synchronization and are
only suitable for low-frequency message signals.

Convergence and optimality are the most impor-
tant requirements for the secure communication of
chaotic systems. Most of the existed works only de-
scribed chaotic encryption and decryption algorithms,
but none of them considered the problem of the com-
putational effort required to break the system. The
linear quadratic regulator (LQR) method can cause a
process to satisfy physical constraints and at the same
time minimize some performance measures. Grzy-
bowski et al. [22] addressed the synchronization prob-
lem of the unified chaotic system via optimal linear
feedback control and the application in secure com-
munication. In [23], the design of attacking chaotic
encryption algorithms has been developed through op-
timization processes. The chaotic encryption systems

were broken in very short computer times. Though the
favorable performance was guaranteed, such approach
did not provide insight into what conditions must be
satisfied to ensure convergence. Pertew et al. [24] pro-
posed an observer design method for Lipschitz non-
linear systems via the H∞ optimization theory. Gen-
eralized sufficient conditions are derived to ensure as-
ymptotic convergence of state estimates. However, the
design method requires an undesirable high optimal
feedback gain.

In this paper, a novel observer-based scheme via a
quadratic optimal approach is proposed to address the
synchronization problem of chaotic systems and its us-
age in secure communication. There are two main ob-
jectives to be considered here. The first one is to con-
struct a generalized nonlinear state-space observer for
the chaos-based secure communication through uni-
form matrix transformations. Information signals may
be nonlinearly injected into the chaotic transmitter
system and also are added to output signals so that
the level of security of transmitted chaotic signals is
enhanced. The proposed observer may simultaneously
estimate the transmitter state and the information sig-
nal. The latter objective is related with the quadratic
optimal synchronization between the transmitter and
receiver. The nonlinear optimal design method is for-
mulated to synchronize nonlinear chaotic systems with
continuously differentiable nonlinearities. From the
theoretical results presented in this paper, the sys-
tematic design methodology for observer-based secure
communication of chaotic systems is established to
achieve the optimality and robustness in performance.
Finally, two numerical simulation examples are illus-
trated by the chaotic Chua’s circuit system and the
Lorenz chaotic system to demonstrate the effective-
ness of the proposed approach. The remainder of this
paper is organized as follows. Section 2 introduces
the observer-based secure communication problem of
chaotic systems. Section 3 introduces the design of op-
timal synchronization for piecewise-linear chaotic sys-
tems. Section 4 presents robust synchronization strat-
egy for general chaotic systems via H∞ optimization
approach. Section 5 provides simulation results, while
Sect. 6 offers concluding remarks.

2 Problem formulation

Figure 1 shows the system diagram with message em-
bedded coupling channel of the chaotic transmitter-
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Fig. 1 The chaos-based
secure communication
system

receiver. It is observed that the information signal is
nonlinearly injected into the chaotic transmitter sys-
tem and also is added to the output signal. The chaotic
transmitter system with multiple outputs and multiple
information signals is

ẋ = Ax + f(x, s) + Ls (1)

y = Cx + Ms (2)

where x ∈ Rn is the system state, y ∈ Rp is the sys-
tem output, s ∈ Rm is the information signal, f(x, s) is
a real nonlinear vector field on Rn, and A,L,C and
M are real matrices of appropriate dimensions. The
output y is the signal transmitted to the receiver for se-
cure communication applications. The chaotic receiver
is then used to recover the information signal at the re-
ceiving end of the communication. The main purpose
of this paper lies in building an observer from the out-
put signal y to estimate both x and s. For this purpose,
the following assumptions are made.

Assumption 1 (A,C) is a detectable pair.

Assumption 2 The matrices C and M are of full rank.
For single output systems, this condition turns to be
C,M �= 0.

The following notations are introduced for ease of
presentation:

η = [
xT sT

]T ∈ Rn+m (3)

F = [A L] ∈ Rn×(n+m) (4)

G = [C M] ∈ Rp×(n+m) (5)

A generalized nonlinear state-space observer corre-
sponding to (1) can be constructed in the following
form:

ż = Aoz + Ty + g(z) + K(ŷ − y) + Bov(t) (6)

η̂ = z + Ny (7)

where η̂ and ŷ are the estimation vectors of η and y,
respectively; K is a feedback matrix; v(t) ∈ Rp is a
linear feedback control vector; Ao,T,Bo and N are
all constant matrices; and g(z) is a real nonlinear vec-
tor field on R(n+m). Define a synchronization error as
e = η̂ − η. If the synchronization error e(t) tends to
zero as t tends to infinity, then chaotic transmitter sys-
tem (1) is synchronized and also the information signal
is recovered. Substituting (2) into (7), the synchroniza-
tion error e(t) is rewritten as

e = z + (NG − In+m)η (8)

Since the matrix G is of full rank from the Assump-
tion 2, the following matrices can be build as [21]

[D N] =
([

H
G

]T [
H
G

])−1 [
H
G

]
(9)

where D ∈ R(n+m)×n and H = [In 0] ∈ Rn×(n+m).
This deduces that

DH + NG = In+m (10)

Substituting (10) into (8) yields

e = z − DHη (11)

It follows from (1) and (6) that the error dynamic can
be described by

ė = ż − DHη̇ = ż − Dẋ

= Aoz + TGη + g(z) + KGe + Bov(t)

− D
(
Fη + f(η)

)

= (Ao + KG)e + [AoDH + TG − DF]η + g(z)

− Df(η) + Bov(t) (12)
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If Ao,T and g(z) are chosen to satisfy

AoDH = (DF − TG) (13)

g(z) = Df(η̂) (14)

then the error dynamic becomes

ė = (Ao + KG)e + D
(
f(η̂) − f(η)

) + Bov(t) (15)

The problem considered in this paper is to design a
generalized nonlinear observer in the form of (6) and
(7) with the following properties:

(1) It achieves global asymptotic synchronization of
the chaotic transmitter system (1) and (2).

(2) The linear feedback control v(t) is optimal with
respect to the performance index

J (η, e,v) =
∫ ∞

t0

l(η, e,v)dt (16)

where l(η, e,v) > 0 for all e �= 0. In general, the
optimal control law for linear dynamic systems
can be obtained by solving the Hamilton–Jacobi–
Bellman (H–J–B) equation based on the dynamic
programming approach. However, solving the cor-
responding H–J–B equation by a numerical inte-
gration method becomes intractable since the de-
sign problem considered in this paper is a nonlin-
ear optimization problem. This paper introduces
theoretical criteria to determine v(t) for two typi-
cal classes of chaotic systems.

3 Optimal synchronization for piecewise-linear
chaotic systems

For piecewise-linear chaotic systems, such as the
Chua’s circuit and hyper-Rössler system, the nonlin-
earity can be described by [25]

f(η̂) − f(η) = f (η + e) − f (η) = E (η) e (17)

where E(η) is a matrix dependent on η, but is uni-
formly bounded. Substituting (17) into (15) leads to

ė = [
Ao + KG + DE(η)

]
e + Bov(t) (18)

We have the following theorem.

Theorem 1 Consider the chaotic transmitter system
(1) and (2) and give the quadratic performance index
J (η, e,v) in (16). If f(η̂) − f(η) is a piecewise-linear
function as described by (17) and the following condi-
tions are satisfied:

(1) The gain matrix K is chosen such that Ao + KG
is a Hurwitz matrix;

(2) There exists positive definite matrices Q = QT

and R = RT such that the index function

l(η, e,v) = eT
[
Q − ET (η)DT P − PDE(η)

]
e

+ vT Rv > 0 for all e �= 0 (19)

where the matrix P = PT > 0 satisfying

(Ao + KG)T P + P(Ao + KG) − PBoR−1BT
o P

+ Q = 0 (20)

BT
o P = G (21)

then the linear feedback control v(t) that mini-
mizes (16) subject to (18) is

v(t) = −R−1BT
o Pe = −R−1(ŷ − y) (22)

and the observer (6) and (7) can globally expo-
nentially synchronize the transmitter (1) and (2).

Proof According to the dynamic programming rules,
a necessary and sufficient condition for v(t) to min-
imize (16) subject to (18) is that there exists a value
function V (e, t) satisfying the H–J–B equation [26]:

min
v

[
dV (e, t)

dt
+ l(η, e,v)

]
= 0 (23)

Choose a value function as

V (e, t) = eT Pe (24)

Differentiating V (e, t) with respect to time leads to

V̇ (e, t) = ėT Pe + eT Pė

= eT
[(

Ao + KG + DE(η)
)T P

+ P
(
Ao + KG + DE(η)

)]
e

+ 2eT PBov(t) (25)

Substituting (25) and (22) into the H–J–B equation
(23) yields
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eT
[(

Ao + KG + DE(η)
)T P + P

(
Ao + KG + DE(η)

)

− 2PBoR−1BT
o P

]
e + l(η, e,v) = 0 (26)

eT
[
(Ao + KG)T P + P(Ao + KG)

− PBoR−1BT
o P + Q

]
e

− eT
(
Q − ET (η)DT P − PDE(η)

)
e

− vT Rv + l(η, e,v) = 0 (27)

If l(η, e,v) is chosen as (19), it can be concluded that

eT
[
(Ao + KG)T P + P(Ao + KG) − PBoR−1BT

o P

+ Q
]
e = 0 (28)

This derives the Riccati-like equation (20). Hence, if a
matrix P can be found that satisfies (20) ∀t ∈ (t0,∞),
then the value function V (e, t) in (24) satisfies the
H–J–B equation (23). In this case, the optimal control
v(t) is obtained as (22). Moreover, since the quadratic
function V (e, t) in (26) is positive, it can be chosen as
a Lyapunov function candidate. From the solution of
the H–J–B equation (23) and using (19), we have

dV (e, t)
dt

= −l(η, e,v)

= −[
eT

(
Q − ET (η)DT P − PDE(η)

)
e + vT Rv

]

< 0 (29)

Hence, the globally exponentially stability of the
closed-loop system can be ensured according to the
Lyapunov stability theorem [27]. In turn, this implies
that the observer (6) and (7) can globally exponen-
tially synchronize the transmitter (1) and (2), i.e.,
η̂(t) → η(t) as t → ∞, and thus this completes the
theorem proof. �

Remark 1 The approach proposed in Theorem 1 is ap-
plicable to chaotic systems with nonlinearities satisfy-
ing condition (17), such as the Chua’s circuit, hyper-
Rössler system, and so on. Additionally, some other
nonlinearities [28] can also be described by (17).

Remark 2 Solving the Riccati-like equation (20) can
naturally obtain the optimal control v(t) in (22) that
achieves the optimal performance requirement. How-
ever, once the matrix Ao in (6) is not a Hurwitz ma-
trix, the optimal performance may be destroyed. Thus,

introducing a linear feedback gain matrix K into the
linear quadratic optimal design is aimed to guarantee
the stability of the closed system.

4 Robust Synchronization for general chaotic
systems

For general chaotic systems with continuously differ-
entiable nonlinearities, using Taylor series expansion
of f(η̂) at η yields

f(η̂) − f(η)

=
[

f(η) + ∂f(η̂)

∂η̂

∣∣∣∣
η̂=η

(η̂ − η) + h(e)
]

− f(η)

= F′(η)e + h(e) (30)

were F′(η) = ∂f(η̂)/∂η̂|η̂=η, and h(e) is the high or-
der residual term. Substituting (30) into (15), the error
dynamics becomes

ė = [
Ao + KG + DF′(η)

]
e + Dh(e) + Bov(t) (31)

This leads to the following lemma and theorem.

Lemma 1 Let x and y be real vectors of appropri-
ate dimensions and assuming that A and B are ma-
trices with corresponding dimensions, by choosing a
constant ε > 0, the following inequality hold:

2xT AT By ≤ ε−2xT AT BBT Ax + ε2yT y (32)

Theorem 2 Consider the chaotic transmitter system
(1) and (2) and the observation dynamic system (6)
and (7) where the optimal control v(t) is given by (22).
If the gain matrix K is chosen ensuring that Ao + KG
is a Hurwitz matrix and there exists positive definite
matrices Q = QT and R = RT such that

l(η, e,v) = eT
[
Q − F′T (η)DT P − PDF′(η)

]
e

+ eT Re > 0, for all e �= 0 (33)

where the matrix P = PT > 0 is the solution of the
following Riccati-like equation:

(Ao + KG)T P + P(Ao + KG) − PBoR−1BT
o P

+ ρ−2PDDT P + Q = 0 (34)

BT
o P = G (35)
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then the quadratic optimal synchronization perfor-
mance
∫ ∞

t0

l(η, e,v)dt ≤ ρ2
∫ ∞

t0

∥∥h(e)
∥∥2 dt (36)

is ensured for the attenuation level ρ > 0 and the
synchronization error e(t) asymptotically converge to
zero for h(e) ∈ L2.

Proof Consider the Lyapunov function candidate

V (e, t) = eT (t)Pe(t) (37)

The time derivative of V (e, t) along the error dynamic
equation (31) is

V̇ = eT
[
(Ao + KG)T P + P(Ao + KG)

]
e

+ eT
(
F′T (η)DT P + PDF′(η)

)
e

+ 2eT P
[
Dh(e) + Bov(t)

]
(38)

Using Lemma 1, we have

2eT PDh(e) ≤ ρ−2eT PDDT Pe + ρ2
∥∥h(e)

∥∥2 (39)

Substituting (39) into (38) and based on the design of
v(t) in (22), (38) can be represented as

V̇ ≤ eT
[
(Ao + KG)T P + P(Ao + KG)

− 2PBoR−1BT
o P + ρ−2PDDT P

]
e

+ eT
(
F′T (η)DT P + PDF′(η)

)
e

+ ρ2
∥∥h(e)

∥∥2 (40)

According to the Riccati-like equation in (34) leads to

V̇ ≤ −eT
[
Q + PBoR−1BT

o P
]
e

+ eT
(
F′T (η)DT P + PDF′(η)

)
e + ρ2

∥∥h(e)
∥∥2

= −eT
(
Q − F′T (η)DT P − PDF′(η)

)
e

− vT Rv + ρ2
∥∥h(e)

∥∥2

= −l(η, e,v) + ρ2
∥∥h(e)

∥∥2 (41)

If the condition (33) is hold, then V (t) > 0 and
V̇ (t) < 0 when l(η, e,v) > ρ2‖h(e)‖2; this implies
e(t) is bounded for t > 0. Integrating the inequality

(41) from t = t0 to t = T yields

V (T ) − V (t0) ≤ −
∫ T

t0

l(η, e,v)dt

+ ρ2
∫ T

0

∥∥h(e)
∥∥2 dt (42)

Since V (T ) ≥ 0, and if the system starts with initial
condition e(t0) = 0, this ensures the quadratic opti-
mal synchronization performance (36). In other words,
the error e(t) is attenuated to a prescribed level ρ.
Moreover, ė(t) ∈ L∞ is ensured from the bounded-
ness of all terms on the right-hand side of (31). If
h(e) ∈ L2[0, T ),∀T ∈ [0,∞), then e(t) ∈ L2[0, T ).
Hence, limt→∞ e(t) = 0 is concluded as a result of
ė(t) ∈ L∞ and e(t) ∈ L2 via Barbalat’s Lemma, and
this completes the proof of the theorem. �

Remark 3 The approach proposed in Theorem 2 is ap-
plicable to general chaotic systems with nth-order dif-
ferentiable nonlinearities, such as the Lorenz system,
Duffing system, and so on.

Remark 4 Considering the dynamic of the high order
residual term h(e), a quadratic optimal approach is in-
troduced in this paper to attenuate its effect to a pre-
scribed level. There is a trade-off between the solution
of the Riccati-like equation in (34) and the attenuate
capability because the Riccati-like equation restricts
the choices of the matrix P, which decides the optimal
control v(t) in (22).

Remark 5 There are several merits of the quadratic
optimal design approach. First, the stability design
of the chaos observer is converted into a problem of
quadratic optimal design issue. The proposed observer
can handle a broader class of chaotic systems than
the previous works [20, 21]. Second, the underlying
concept of a robust approach is using variable struc-
ture control (VSC) to compensate the high order resid-
ual term h(e). It would induce a conservative upper-
bounded estimation of the high order residual term
h(e). In the proposed quadratic optimal design ap-
proach, the conservative bound estimation is avoided.

5 Simulation results

First example for Theorem 1 is the chaotic Chua’s cir-
cuit. This oscillator is widely studied as a carrier for
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secure communication schemes. The transmitter sys-
tem is described by [29]

ẋ =
⎡

⎣
0 0− α

0 −β β

δ ς −ς

⎤

⎦x +
⎡

⎣
0

f (x2)

0

⎤

⎦ +
⎡

⎣
1
1
0

⎤

⎦ s

y = [1 0 0] x + s

(43)

where α > 0, β > 0,x = [x1, x2, x3]T is the state vari-
able, and f (x2) is a piecewise-linear function defined
by

f (x2) = bx2 + 1

2
(a − b)

(|x2 + 1| − |x2 − 1|) (44)

with a < −1 < b < 0. If the parameters are chosen
as α = 2.0, β = 1.9, δ = 2.0, ς = 1.5, a = −1.5, and
b = −0.5, then the system exhibits chaotic behavior.
The information signal s is of the form s = sin(πt).
The piecewise-linear function in (44) can be rewritten
in the following form:

f (x̂2) − f (x2) = kx(x̂2 − x2) (45)

where kx is the slope of the linear segment, depending
on both x̂2 and x2. The slope varies within the interval
[a, b] for all t ≥ 0, i.e., a ≤ kx ≤ b < 0. Define η =
[x1, x2, x3, s]T . Therefore

f(η̂) − f(η) =
⎡

⎣
0

f (η̂2) − f (η2)

0

⎤

⎦

=
⎡

⎣
0 0 0 0
0 kx 0 0
0 0 0 0

⎤

⎦ (η̂ − η)

≡ E(η)e (46)

Using (9) and (13) and after calculation, matrices
D,N,Ao and T of the state observer in (6) and (7) are

D =

⎡

⎢
⎢
⎣

1 0 0
0 1 0
0 0 1

−1 0 0

⎤

⎥
⎥
⎦ , N =

⎡

⎢
⎢
⎣

0
0
0
1

⎤

⎥
⎥
⎦

Ao =

⎡

⎢⎢
⎣

−2.0 0 −2.0 −1.0
−2.0 −1.0 1.0 −1.0
3.0 1.5 −1.5 1.0

−1.0 0 2.0 −2.0

⎤

⎥⎥
⎦ (47)

T =

⎡

⎢⎢
⎣

1
1
0

−1

⎤

⎥⎥
⎦

From Theorem 1, we choose Q = 10I4,R = 1, and
the gain vector K = [−10,−10,0,0]T . The matrices
Q and R are chosen so that l(η, e,v) is a positive
function for different initial conditions. The eigenval-
ues of the matrix Ao + KG are −13.0,−0.17 and
−1.7 ± j1.8. Solving the algebraic Riccati equation
(20) and (21), P and Bo are obtained as

P =

⎡

⎢⎢
⎣

25.5 −32.0 −18.1 28.0
−32.0 41.6 24.4 −36.2
−18.1 24.4 18.5 −19.0
28.0 −36.2 −19.0 37.9

⎤

⎥⎥
⎦

Bo =

⎡

⎢⎢
⎣

1.45
1.57

−0.37
0.27

⎤

⎥⎥
⎦

(48)

Figures 2–3 show the simulation results of the pro-
posed scheme with the initial values x(0) = [1,0,−1]T
and x̂(0) = [1,0,0]. From Fig. 2, the estimation of the
transmitter state x is very quick and well. It means
that the proposed observer system achieves the syn-
chronization of the transmitter system. The transmit-
ter signal y includes the information s and the chaotic
signal of the transmitter. Figures 3(a) and 3(b) show
that the recovered signal ŝ(t) can succeed in recover-
ing the emitted signal s(t), and the transmitter signal
y and the estimation signal ŷ are almost identical. The
evaluation of the performance index is indicated in
Fig. 3(c).

Second example for Theorem 2 is the unified
chaotic system described by

ẋ =
⎡

⎣
−(25σ + 10) 25σ + 10 0
(28 − 35σ) 29σ − 1 0

0 0 −σ+8
3

⎤

⎦x

+
⎡

⎣
0

−x1x3

x1x2

⎤

⎦ +
⎡

⎣
10
20
0

⎤

⎦ s

y = [1 1 0] x + s

(49)

The system is chaotic for any σ ∈ [0,1]. We choose
σ = 0 for illustration purposes. The nonlinear function
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Fig. 2 Behavior of the communication of the Chua’s circuit:
observer state x̂ and transmitter state x

Fig. 3 Behavior of the communication of the Chua’s circuit:
(a) ŝ and s; (b) ŷ and y; (c) the evaluation of the performance
index

∫ T

0 l(η, e,v)dt

in (49) can be rewritten as

f(η̂) − f(η) =
⎡

⎣
0

−(η̂1η̂3 − η1η3)

η̂1η̂2 − η1η2

⎤

⎦

=
⎡

⎣
0

−(η3e1 + η1e3 + e1e3)

η2e1 + η1e2 + e1e2

⎤

⎦

=
⎡

⎣
0 0 0 0

−η3 0 −η1 0
η2 η1 0 0

⎤

⎦ e +
⎡

⎣
0

−e1e3

e1e2

⎤

⎦

≡ F′ (η) e + h (e) (50)

The information signal is of the form s = 10 ×
[sign(sin(2πt)) + 1]. From (9) and (13), matrices
D,N,Ao and T of the state observer are obtained as

D =

⎡

⎢
⎢
⎣

1 0 0
0 1 0
0 0 1

−1 −1 0

⎤

⎥
⎥
⎦ , N =

⎡

⎢
⎢
⎣

0
0
0
1

⎤

⎥
⎥
⎦

Ao =

⎡

⎢⎢
⎣

5 25 0 25
−28 −57 0 −36
−9 −9 −8/3 −9
−24 −15 0 −36

⎤

⎥⎥
⎦ (51)

T =

⎡

⎢
⎢
⎣

10
20
0

−30

⎤

⎥
⎥
⎦

For Theorem 2, we choose Q = 2I4,R = 1, ρ = 0.6,
and the gain vector K = [−10,−10,0,0]T . The eigen-
values of the matrix Ao +KG are −2.7,−20,−21 and
−67. Solving the nonlinear algebraic Riccati equation
(34) and (35), P and Bo are obtained as

P =

⎡

⎢⎢
⎣

0.092 0.013 −0.067 0.006
0.013 0.022 −0.067 −0.012

−0.067 −0.067 0.511 −0.067
0.006 −0.012 −0.067 0.049

⎤

⎥⎥
⎦

Bo =

⎡

⎢⎢
⎣

−11
621
126
347

⎤

⎥⎥
⎦

(52)

For the initial states x(0) = [20,−20,0]T and x̂(0) =
[0,0,0], the observer state x̂ and the recovered sig-
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Fig. 4 Behavior of the communication of the Lorenz’s system:
observer state x̂ and transmitter state x

Fig. 5 Behavior of the communication of the Lorenz’s system:
(a) ŝ and s; (b) ŷ and y

nal ŝ(t) versus time are shown in Figs. 4, 5, 6. Note
also that the system (49) is globally synchronized and
the message signal is recovered with good accuracy.
Figure 6 shows the evaluations of the performance in-
dex

∫ T

0 l(η, e,v)dt with different attenuation levels
ρ = 0.6,0.8 and 1.0. It reveals that under lower at-

Fig. 6 Behavior of the communication of the Lorenz’s system:
families of

∫ T

0 l(η, e,v)dt

tenuation level, i.e., ρ = 1.0, the H∞ synchronization
performance is often poor too.

6 Conclusion

This paper proposes an optimal observer-based scheme
for synchronization of chaotic systems and presents its
mathematical proof. It also successfully applies this
scheme to chaos-based secure communication. One of
the main features is that a generalized nonlinear state-
space observer via uniform matrix transformations is
constructed to estimate the state vector and the infor-
mation signals, simultaneously. The nonlinear optimal
design method is formulated to synchronize two typ-
ical classes of chaotic systems. For piecewise-linear
chaotic systems, a linear optimal feedback scheme
can be obtained by solving the H–J–B equation. For
general nonlinear chaotic systems, the robust control
and H∞ optimization approach are integrated to over-
come the effects of the high order residual term on
the synchronization error. The proposed scheme takes
advantage of the quadratic optimal and robust proper-
ties to make the transmitter and receiver synchronous.
This paper also provides simulation results from the
chaotic Chua’s circuit system and the Lorenz chaotic
system to illustrate the excellence of the proposed
approach. The major contributions of this paper are
that it presents a simple and systematic design method
for chaos-based secure communication, and provides
mathematical proof of the optimality and robustness of
the synchronization system using the Lyapunov theo-
rem.
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