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Following attacks on large companies, government
bodies, and political parties, will scientific journals
be the next victims of large-scale and complex
hacks? As far as we know, this has never hap-
pened, and we do not see any reason why it
should happen in the future. Nonetheless, the pub-
lishing race has become increasingly complex and
competitive for many years, with individual cases
of misconduct all over the world. And while
journals equip themselves to prevent the publica-
tion of questionable or unreliable scientific re-
search, some organized networks are one step
ahead.

Indeed, we editors are sadly accustomed to
dealing with plagiarism, manipulated data, fake

reviewers, and duplicate publications [1–5]. How-
ever, very recently, our journal has been attacked
in a new way by a sophisticated and organized
network.

In the hope that other editors can avoid similar hacks
in the future, we will explain and give you a transparent
description of what happened, but before that, we would
like to shortly describe how we work and what we are
looking for at the Journal of Nanoparticle Research. Our
journal was one of the first journals dedicated to
nanoscience and nanotechnology, founded in 1999 by
our editor-in-chief Mihail (Mike) Roco. Since the begin-
ning, it has always been a journal open to contributions
and new initiatives and ideas from everybody working in
the extremely multidisciplinary field of nanoscience and
nanotechnology, with wide international outreach. For
this reason, we receive and accept contributions for sev-
eral disciplines ranging from chemistry, physics, mate-
rials science, and engineering to biology, medicine, com-
puter science, and societal impact. For that matter, we
have always been looking for new ideas for focused
special issues on “transversal” fields; this is a denomina-
tor of nanoscience and nanotechnology.

In September 2019, we received a proposal for a
special issue on the “Role of Nanotechnology and In-
ternet of Things in Healthcare.” We found the proposal
very timely and exactly what we were looking for. The
proposal was very well written and accompanied by a
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long list of possible contributors with affiliations and
email addresses. The special issue was apparently pro-
posed by eminent scientists in the field of computer
science and engineering from well-established institu-
tions in Germany and the UK. So far so good. Pinna still
remembers that as an email expert, he even checked the
headers of the emails we received, which were appar-
ently generated from the university accounts, and also
noted that one more university had moved its email
services from home hosted to Gmail (N.B. in the past
few years almost all the universities in Anglo-Saxon
countries have moved to Google or outlook.com mail
services). We therefore accepted the proposal, created a
special issue entry in our Editorial Manager system, and
gave access to it to the three eminent academics to
handle manuscripts.

Some months later, we started to see a large amount
of manuscripts that were submitted and a part of them
accepted in this special issue. At first, we were quite
happy that the special issue had attracted many submis-
sions and interest from the community. However, when
we started to look at the submissions, we rapidly noted
that most of the manuscripts were of a low quality and/
or did not fit with the topic of the special issue. Of
course, we acted immediately, but it was already too
late because 19 manuscripts among the 80 submissions
had been already accepted and/or published.

We immediately started an internal investigation on
all the submissions and directly found out that the sup-
posed eminent academics who proposed the special
issue had nothing to do with it. The organized group
used these individuals’ names and their email addresses
to hack and manipulate the peer review process. To be
more precise, in August 2019, they bought some very
similar domain names (presently expired) to the ones of
the supposed university addresses. The only differences
were “univ” instead of “uni” in one e-mail suffix and “-
ac.uk” instead of “.ac.uk” in another. Of course, this is a
trivial trick, and if we had checked deeply, we would
have noticed that the domains were faked and that
the emails should have had been generated from
outlook.com (and not Gmail) in one case and
directly from servers of the university network in
the other.

Have we been careless? Probably, but who would
have thought scientists would go to that extent, i.e., to
organize a whole rogue network and propose a sound
and interesting special issue in a scientific journal, just to
get few articles published?

In addition to the problems with the guest editor
identities, we and the Springer Nature Research Integri-
ty Group (RIG) also uncovered abnormalities with re-
gard to the peer review reports and peer reviewer iden-
tities. All of the evidence points to an organized network
that tries—in this case successfully—to infiltrate scien-
tific journals with the objective of easily publishing
manuscripts from pseudo-scientists or less productive
researchers who want to appear in respectable journals.

In the past weeks, we have been carefully checking
all the submissions which were not yet accepted, and we
have rejected those that clearly could be attributed to the
rogue network. Those that seem genuine have been
assigned to our associate editors and handled as regular
submissions. For the accepted publications not yet in
press, their publication has been stopped, and the au-
thors have been contacted. The published articles which
fit the scope of the journal are presently undergoing
post-publication peer review, and the proper action will
be transparently undertaken to preserve the integrity of
the scientific record.

WhenMike Roco founded the journal, his aim was to
promote and disseminate novel results in the field of
nanoscience and nanotechnology. Nicola Pinna joined
to support him as executive editor in 2012, soon follow-
ed by an assistant editor, Guylhaine Clavel, with the
motivation to assist authors to improve their submis-
sions and to help enhance the profile and the visibility of
the journal. It turned out that in recent years, besides
reviewing the good-quality papers, we spend most of
our time in prescreening relatively low-quality manu-
scripts and, as in this extreme case, coping with scien-
tific misconduct under all its facets. We fear that the
present case may be only the tip of the iceberg. In the
face of the growing scale of misconduct in science
publication, we are grateful that Springer Nature sup-
plies their journals with a specialized team (the Research
Integrity Group) dedicated to investigating all
kinds of misconduct, lifting the weight of these
investigations off the scientist editors, but also
providing new tools to prevent, detect, prove, and
stop such wrongdoing [6].

At the Journal of Nanoparticle Research, we have
now implementedmore strict processes for avoiding this
happening again, but this is definitely not enough to
cope with the main problem from which the scientific
literature has been suffering in the last few decades, that
is, the exponential growth of scientific publications
driven by the obligation for scientists in many countries
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to publish more andmore, which leads to the publication
of a huge background noise of useless and low-level
articles. It is indeed a tedious work to extract from the
mass of submissions the scientific research that does
merit the dissemination of its results. States, funding
agencies, and universities should push for high quality
science and should avoid to promote and even discour-
age the exponential increase of the number of publica-
tions. As editors, we are committed since many years to
our journal and will continue to invest much of our time
to work with authors to promote nanoscience and nano-
technology in our journal by applying the highest stan-
dards thanks to the dedicated work of our associate
editors and reviewers, but it is also clear that under the
present circumstances, it is rarely rewarding and fun.
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