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Abstract

In recent years, cyber-attacks have become more frequent and advanced, targeting critical
infrastructure, businesses, homes, and government agencies. Detecting and preventing these
attacks at the earliest stage possible is crucial to avoid serious harm, including data breaches.
Researchers and experts in cybersecurity are looking to Software-Defined Networking
(SDN) technologies as a solution to enhance real-time defense against cyber-attacks. SDN
revolutionizes traditional networking by offering unprecedented flexibility and control over
network resources, making it possible to adapt quickly to emerging threats. SDN provides
logically centralized network control by separating the control plane from the data plane. This
enables network programming and can block network activity when malicious movement is
spotted. This paper presents a comprehensive analysis of threat vectors in SDN. It examines
the various ways in which SDN networks are vulnerable to cyber-attacks, including
network infrastructure, application layer, and SDN controller. The paper also evaluates
the effectiveness of existing security measures and proposes future research directions to
enhance SDN security. Overall, the paper highlights the potential of SDN as a powerful tool
in the fight against cybercrime and emphasizes the importance of continued research and
development to improve SDN security.
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1 Introduction

In the current digital world, networking systems and applications have become an essential
component in everyday life for individuals and organizations. These systems are designed to
meet various needs, such as communication, data storage, and processing [1]. As the number
of users and applications on these systems increases, the need for efficient management and
security also grows. One of the technologies that have been developed to address these con-
cerns is Software-Defined Networking (SDN), which offers a new approach to network man-
agement. SDN is built on the principle of separating the control plane from the data plane.
The control plane is responsible for managing network traffic, while the data plane handles
the transmission of data packets. By separating the two, SDN provides a centralized control
system that can effectively manage network traffic and provide better security. The benefits
of SDN are numerous. For instance, it provides a more flexible and programmable network
infrastructure that can adapt to changing network demands. SDN also allows for more effi-
cient management of network traffic, which can result in faster data transfer and reduced
latency. However, like any other technology, SDN is not without its challenges. Some of the
challenges include scalability, reliability, and security. Since SDN relies on centralized soft-
ware to make decisions regarding packet forwarding, it is vulnerable to security threats such
as DDoS attacks, malware, and network intrusions [2]. To address these security concerns,
researchers have explored various techniques that use the SDN paradigm to improve security.
One of these techniques is Intrusion Detection Systems (IDS), which involves monitoring
network traffic for signs of malicious activity. IDS can detect attacks in their early stages and
alert network administrators, allowing them to take appropriate action to mitigate the attack
[3]. This paper provides a comprehensive review of SDN architecture, comparing it to tra-
ditional networks and discussing its benefits and challenges. The paper also highlights SDN
security threats and explores IDS technologies, methodologies, and approaches [4].
The main contributions of the paper are as follows:

e Identification and Analysis of Important Datasets:

e Identifying and analyzing important datasets for threat, intrusion, or attack detection
in SDN systems.

e Emphasizing each dataset’s concentration on particular attacks and the circumstances
surrounding their creation.

e Thorough Analysis of Performance Metrics:

e Providing a comprehensive analysis of the metrics employed to gauge the performance
of intrusion detection systems in SDN.

¢ Investigation of Immediate Threat Vectors:

e [Investigating immediate threat vectors that present serious challenges for SDN
security.
e Offering suggestions for future research directions to address these threats.

e Critical Review of Existing Systems:

e Identifying open research areas requiring attention by critically reviewing the design
decisions made by existing SDN intrusion detection systems.
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e Advancement of Knowledge and Security Measures:

® Aiming to advance our knowledge and create stronger security measures in SDN.
e Improving data protection methods in this rapidly evolving networking paradigm.

This research is motivated by the rising cases of Advanced Persistent Threats targeting
business entities, homes, and even government installations. It is essential for these
attacks to be identified and halted as early as possible to reduce or eliminate any possible
consequences such as data loss. SDN technologies are being investigated as a potential
strategy to improve real-time protection from cyber threats. SDN is an innovative concept
in networking since it provides the customization and management of resources in a
network to address new threats. SDN’s potential of logically centralizing control through
the separation of the control and data planes can allow more efficient and adaptive
security measures needed against cybercrime. Consequently, the purpose of this research
is to focus on strengthening security mechanisms within the context of the SDN paradigm
to protect networks better.

The paper is organized into followings sections. Section 2 provides an overview of
SDN, including its features, architecture, components, and advantages. Section 3 presents
a systematic mapping of the SDN landscape, discussing the key concepts, methodologies,
and techniques used in the field. Section 4 analyzes the various threat vectors that can
affect SDN and the security implications associated with them. Section 5 presents a
literature survey of the most recent research works related to SDN security. Section 6
discusses the challenges and issues facing SDN, including scalability, interoperability, and
management complexity. Section 7 presents recent trends and observations in the SDN
field, discussing the latest developments and emerging issues. Finally, Sect. 8 summarizes
the conclusions drawn from the study and provides insights into the future research
directions that can be explored in the field.

2 Overview of SDN

SDN is a type of network design that promises to make network management more
straightforward by physically separating the control plane from the data plane. Because
the control plane and data plane are so closely connected in traditional network topolo-
gies, it can be challenging to make changes to the network without negatively affecting
user experience or traffic flow [5]. SDN solves this problem by centralizing control in
a separate software component called the SDN controller. The SDN controller commu-
nicates with the switches in the network to program forwarding rules based on policies
and network conditions. This allows network administrators to configure the network
centrally and automate many tasks that would be difficult or impossible to accomplish
with traditional networks. The data plane, the control plane, and the application layer
are the three primary components that make up the architecture of a SDN network. The
control plane is responsible for programming the rules that will be followed by the data
plane when it comes to the forwarding of packets. The control plane is in charge of
maintaining the network and programming the forwarding rules into the switches. Its
responsibilities also include programming the routing protocols. The application layer
is made up of the various network apps that are able to interface with the network.
These applications run on top of the SDN controller.
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Some of the key features and advantages of SDN include:

e Centralized control: SDN allows for centralized control of the network, making it easier
to manage and automate network tasks.

e Programmability: SDN allows for flexible and dynamic network programming, ena-
bling network administrators to easily modify the behavior of the network.

e Open standards: SDN is based on open standards and protocols, which promotes inter-
operability and avoids vendor lock-in.

e Virtualization: SDN enables network virtualization, allowing multiple logical networks
to run on top of a physical network infrastructure.

e Scalability: SDN can scale to support large and complex networks, making it well-
suited for enterprise and cloud environments.

e Security: By enabling more granular access control and network segmentation, SDN
has the potential to significantly boost network security.

2.1 SDN architecture

The SDN architecture is a crucial component of this technology that has attracted a
substantial amount of attention from researchers as well as industry practitioners. The
control plane and the data plane are kept separate as shown in Fig. 1, which grants net-
work managers the ability to manage network traffic in a more effective and versatile
manner. This method of networking offers a consolidated view of the network, which,
among other potential benefits, can serve to make network management easier and boost
network safety. As the SDN technology continues to advance, there is a pressing need
for a thorough analysis of its architecture, which should include an examination of its
layers. This will allow for a better comprehension of the capabilities and restrictions of

the technology.
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Fig. 1 SDN Architecture
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A Infrastructure layer

The infrastructure layer is the bottom-most layer in the SDN architecture and is
responsible for providing the physical network infrastructure, including routers,
switches, and other network devices. This layer also provides the interfaces required to
communicate with the underlying physical network infrastructure [6]. It is the foundation
of the SDN architecture and enables the separation of the control and data planes. At
this layer, traditional networking devices are replaced by OpenFlow-enabled switches
that can be centrally managed by the SDN controller. The OpenFlow protocol provides
the means for the controller to communicate with the underlying network devices
to manage traffic flow, which allows for centralized control and management of the
network. Additionally, the infrastructure layer provides interfaces for the management
of network devices, including device configuration, monitoring, and status reporting.
One of the key benefits of the infrastructure layer is the ability to simplify network
management and increase network flexibility. With SDN, the network administrator can
easily change network policies, traffic routing, and other network settings without having
to manually configure individual network devices. The infrastructure layer also enables
the dynamic provisioning of network resources, allowing for the allocation of resources
on an as-needed basis. This flexibility and agility make the SDN infrastructure layer an
essential component of modern networking architectures. However, the infrastructure
layer also presents several challenges. First, SDN requires significant investments in
new hardware and software infrastructure to enable OpenFlow-enabled switches and
SDN controllers. Additionally, network administrators must be trained to manage the
new SDN infrastructure, which may require new skills and knowledge. Finally, SDN
infrastructure must be carefully planned and designed to ensure that it is scalable,
secure, and reliable. Overall, the infrastructure layer is critical to the success of the
SDN architecture and requires careful consideration in the design and implementation
of SDN networks.

B Control layer

The Control Layer is responsible for the centralization of network control, which
is a fundamental feature of the SDN architecture. It comprises the components that
manage the network topology, traffic forwarding policies, and network configuration.
The primary element of the Control Layer is the SDN controller, which functions
as the network operating system. It runs a software application responsible for
managing and forwarding network traffic based on predefined policies. The SDN
controller provides a logical view of the network to the applications running on top
of it. The controller communicates with the switches in the Infrastructure Layer
through a standardized protocol, such as OpenFlow. The Control Layer also includes
the network applications that run on top of the SDN controller. These applications
interact with the controller to implement network services and policies. Examples of
SDN applications include load balancers, firewalls, intrusion detection systems, and
traffic engineering modules. One of the significant advantages of the Control Layer
is the separation of the control plane from the data plane. This separation allows for
centralizing network management, which provides better network programmability
and automation. It also enables more granular control of network traffic, which
enhances network security and resiliency. The Control Layer is also responsible
for ensuring network scalability and reliability. SDN controllers can be deployed
in a distributed manner, allowing for redundant and fault-tolerant configurations.
Additionally, the Control Layer provides mechanisms for handling network failures
and recovering from them.
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C Application layer

The Application Layer is the very top layer of the software-defined networking
architecture, and its job is to supply services to the applications that run on networks.
It is made up of a collection of application programming interfaces, or APIs, which
make it possible for network applications to connect with the SDN controller in order
to program the network. Network applications are able to function on an abstracted view
of the network topology thanks to the Application Layer, which offers a centralized
view of the network and exposes this view to users. At the Application Layer, the
SDN controller exposes its northbound application-programming interface (API) to
the various network applications. The northbound application-programming interface
(API) is a collection of interfaces that are made available to network applications so
that they can communicate with the controller and program the network. Because the
northbound application-programming interface (API) is vendor-neutral by design, it
enables the creation of network applications that are not dependent on the underlying
network hardware.

Network applications at the Application Layer can be used to implement a variety of
network functions, including load balancing, traffic engineering, intrusion detection, and
firewalling. These applications can be developed by third-party developers, making it
possible to extend the functionality of the SDN infrastructure beyond what are provided
by the controller vendor. Overall, the Application Layer of the SDN architecture provides
a flexible and extensible platform for network application development, enabling the
creation of innovative and customized network services.

2.2 SDN features

SDN has emerged as a new approach to designing and managing networks. It offers
several unique features that set it apart from traditional networking. Firstly, SDN
decouples the control plane from the data plane. This means that network devices are no
longer responsible for making complex routing decisions; instead, a centralized controller
handles this task [7]. This simplifies network management, allowing for greater flexibility
and control over network behavior. Secondly, SDN relies on flows, rather than source and
destination addresses, to make forwarding decisions. A flow is a collection of packets that
share common characteristics, such as protocol type, source and destination port numbers,
and time interval [8]. By basing forwarding decisions on flows, rather than individual
packets, SDN can achieve more efficient and effective network utilization. Thirdly, SDN
enables a global network perspective and a software encapsulation of network logic. By
moving the control logic to a third-party entity, such as a network operating system or
an SDN controller, SDN allows for greater network programmability and automation.
This enables network operators to write software applications that can communicate
with the underlying data layer hardware, and automate network management tasks,
such as traffic engineering, load balancing, and security. Finally, SDN allows networks
to be programmed using software applications that communicate with the underlying
data layer hardware that runs on top of the network operating system [9]. This software-
defined approach to network management provides greater agility and flexibility, enabling
operators to quickly and easily adapt to changing network conditions and user needs.
Additionally, the network can be set up with SDN’s software/hardware links, allowing
forwarding devices to be changed to execute applications, further increasing the network’s
flexibility and adaptability.
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2.3 Software defined networking controller

In software-defined networking (SDN), the controller serves as the "brain" of the network, as
it determines the routing path for each new flow. Without the controller, the network would
be vulnerable to attacks and potential destruction. There are different types of controllers
that can manage the control plane, including a single controller or multiple controllers as
shown in Fig. 2. However, the architecture of the controller [10] [11]greatly impacts the
performance of the SDN. Recently, three new controller architectures were introduced, which
include distributed, multi-core, and logically centralized controllers. Distributed controllers
synchronize their conditions with other controllers to produce an optimal global solution
and maintain a comprehensive network picture. On the other hand, logically centralized
controllers are composed of multiple distributed controllers, enabling them to respond more
quickly to each flow request and handle more requests per second. Although exchanging data
between controllers using network services is necessary, it can also create a heavy load on
the network. To improve scalability and maintain data consistency, efforts must be made to
lessen the load of state synchronization between controllers.

SDN controllers take the shape of certain traits, functions, and applications. In order to
give a clear understanding of the distinctions between these controllers and how they might
be used to different networking contexts, following are the some of the most well-known
SDN controllers.

Open Daylight Controller: In brief, Open Daylight is a popular open-source SDN
controller framework that supports a wide range of protocols, including Netconf and
OpenFlow. This offers a framework that is modular, scalable, and adaptable for creating
and implementing network management applications.

Controller Floodlight: Written in Java and released under the Apache license, Floodlight is
an enterprise-class OpenFlow controller. Because of its portable and lightweight architecture,
it may be deployed on small and medium-sized networks or utilized as a teaching tool for
novices in SDN.

Open Network Operating System (ONOS): An excellent option for carrier-grade and
mission-critical networks, the controller platform’s outstanding performance and scalability
provide high availability. It prioritizes scalability, performance, and compatibility with
multiple protocols and services.

Ryu Controller: Ryu is a framework for SDN controllers that provides easy-to-use and
adaptable APIs for creating new network control and management applications. It is highly

SDN Controller

Control PLane

r'd ¢ Y
Open Flow Switch Open Flow Switch Open Flow Switch

Fig.2 Controller as Brain of SDN

@ Springer



Multimedia Tools and Applications

perfect for researchers and developers who wish to experiment with novel SDN applica-
tions because it is versatile and easy to use.

Beacon Controller: Beacon is a lightweight, easy-to-use SDN controller and was among
the first. Despite having less features than other controllers, it is still thought to be the best
platform for studying or doing lab experiments on the fundamentals of SDN.

Each of these controllers has a unique set of benefits and may be used with various
networks that have distinct needs. For instance, because Open Daylight and ONOS may
integrate so many features and growth, they are ideally suited for extremely sophisticated
large-scale networks. However, because they are easier to use and less complicated, Flood-
light and Ryu might be favored over ONOS and Open Daylight for smaller projects or
when someone wishes to demonstrate something for educational purposes.

2.4 Benefits of SDN framework

e Operational Saving: SDNs cut operational costs by automating configuration and
management activities, which frees up network administrators to focus on other pri-
orities. Application owners receive pre-packaged network services, which frees up the
networking team to focus on other tasks.

e Flexibility: SDNs make it possible for the network to be utilized and operated in a
number of different manners. Resellers have the ability to design their very own net-
work services by utilizing the standard development tools.

¢ Increased Uptime: SDNs make it possible for resellers to prevent configuration and
deployment problems, which could potentially interrupt the network, by doing away
with the need for manual involvement.

e Improved Management: Managed Service Providers (MSPs), also known as cloud
service providers, are able to manage virtual networking, computing, and storage
resources using a unified point of view and toolkit.

e Planning: With a more complete understanding of their customers’ network, compute,
and storage capabilities, resellers are better able to plan IT efforts on their clients’
behalf.

e Infrastructure Cost Savings: By decoupling, route/switching knowledge from packet
forwarding, routers and switches can compete on price-performance attributes.

3 Systematic mapping

As a part of a systematic mapping study (SMS), which assisted in the development of the
research project, an assessment of the level of security that is now implemented in SDN
was carried out [12]. Since 2007, its use in computers, and more specifically in the field of
software engineering, has seen tremendous expansion. A classification process, a graphical
summary, mapping, and outcomes are all provided by a systematic mapping study, as stated
by Petersen [13]. The literature on software-defined networks is evaluated and analyzed in
this study, which looks at published articles between the years 2010 and the second quar-
ter of 2022. A strategy that is utilized to discover, investigate, and gather pertinent data
from the body of work that is related to the study subject is called a literature review. This
particular literature study was broken up into two sections, which are depicted in Fig. 3.
Phase selects the electronic database to which a search will be applied as well as the search
phrases that will be used in the search. This allows Phase to build an initial list of articles.
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Fig. 3 Phases of Literature Review

3.1 Initial search terms

In this phase, the goal is to select appropriate keywords for our literature review. We will
use the Boolean operator "AND" and the terms "Software-Defined Network" OR "SDN"
OR "SDNs" combined with the terms "SDN Architecture," "SDN Controller," "Security,"
"Threats," or "Vulnerabilities" to create our search string.

3.2 Sources selected

In our study, we examined scholarly journal articles and research papers. We reviewed
several citations from the downloaded articles and added additional relevant publications.
The number of citations varied across different websites. We primarily focused on
archiving sites such as IEEE ACCESS, IEEE EXPLORE, ACM Digital Library, Google

Scholar, Research Gates, and Science Direct.

The inclusion and exclusion criteria for the literature review are summarized in Table 1.

Table 1 Literature Review

Criteria

Rational

Include 1. The preliminary research ought to offer a
programmable network SDN solution

Include 2. Publication Period

Include 3. Attack zones in SDN must be described in
the preliminary study

Exclude 1. Language

Exclude 2. Between 2010 and 2022, the study was
never published

The SDN is the area

2010 to 2022

The study of this requires both academic and pro-
fessional classifications

The publication that did not publish in English is
removed

Following a full-text review, the papers will be
rejected. If the emphasis is not on SDN
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3.3 Research questions (RQ)

The research questions listed in Table 2 are taken into consideration.

Research Q1 reply can be found in Fig. 4. Despite this, research associated with soft-
ware-defined networks (SDN) didn’t begin until 1990; nevertheless, the pace of SDN
research has stepped up significantly after 2017, when the Internet Research Task Force
(IRTF) created the SDNRG (Programming Characterized Organization Exploration
Gathering).

Research Q2 focuses on a well-known and significant author who published studies
that were related to SDN. Even though many authors have contributed to such a subject,
the authors who have had at least ten distributions are few in number and are included in

Tables 3 and 4. These authors are listed in Table 3.

Table 2 Research Question

Research Q1 How are the distributions connected with SDN conveyed
throughout the long term?

Research Q2 Who are the main authors who contributed?

Research Q3 Which prominent SDN conferences are there?

Research Q4 Which top Institutions publishing about SDN?

Research Q5 How SDN is different from traditional networking?

Research Q6 Which are the most used Datasets Specific to SDN Security?

Research Q7

‘What are Evaluation Metrics used in designing IDS in SDN?

1800

Publication

1600

1400

1200

1000

800

600

400

Number of Publications

200

0 A

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022
Years

Fig.4 Time Based Count of SDN Publication
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Table 3 Top Authors in SDN
(2010-2023)

Table 4 Comparisons of SDN
and Conventional Networking

Authors Count
R. Martinez 125
R. Munoz 124
R. Casellas 121
M. Yu 65
A. Guha 27
M. Canini 25
Vassilios G. Vassilakis 21
J. Rexford 20
S. Shenker 17
N. McKeown 12
Characteristics SDN Conventional Network
Network Control Centralized Distributed
Interface Open Close

Cost Low High
Programmability Present Absent

Flexibility of Network Present Absent

Structural Complexity Low High

Complex Control Network Absent Present
Extensibility High Low

Performance Improved Present Absent
Configuration Automatic  Static/Manual
Management Enhanced Present Absent
Configuration Efficiency Present Absent

Easy to use and implement Present Absent
Troubleshooting and Reporting  Easy Difficult

Research Q3 is associated with Important Gatherings That Distribute Papers Related to

SDN in Figs. 5 and 6.

Research Q4 focuses on the involvement of top institutions worldwide in the development
of SDN, as demonstrated in Fig. 5.
In Research Q35, the focus is on differentiating between conventional networking and
software-defined networking.

Figure 7 represents the architecture of conventional networking, while Fig. 8 displays
the planes and switches of SDN architecture. In Table 4, we compared the differences
between conventional networking and SDN based on sources. Conventional networking
refers to an outdated approach that uses specialized hardware devices like switches and
routers to manage network traffic. In contrast, SDN has gained popularity as it offers better
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scalability, performance, and security features, making it a suitable solution for modern
business environments [5]. Unlike conventional networks, SDN architecture is flexible and
dynamic, allowing for easier management of a growing number of devices. Conventional
networks require manual reconfiguration of network devices when new devices are added,
which can lead to scalability and security concerns. Additionally, traditional network
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Fig.8 SDN Architecture Devices/Planes

infrastructures require human controllers to manage the increasing number of devices,
leading to higher operating expenses.

As networks grow larger, it becomes increasingly challenging humans to install and
maintain switches, routers, and other network equipment. This results in scalability and
security issues, as manual configurations can be prone to human errors.

Research Q6 focused on the datasets that utilized to evaluate the effectiveness of the
proposed methodology, and Table 5 provided a detailed overview of the datasets used,
along with the threat types contained in each dataset.

3.4 KDD cup'99

This IDS dataset is widely recognized and frequently used for evaluating intrusion detection
systems. It comprises approximately five million records, with an equal number used for
testing and training purposes. Each record contains 41 distinct attributes or features, which
help to identify whether the record represents an attack or a legitimate network activity.

Table 5 Summary of Datasets available for attack detection

Dataset Reference  Year  Threats

KDD Cup 99 [14] 1998 DoS, R2L, Probe, U2R

Kyoto 2006 [15] 2006  Attacks that are known, Attacks that are unknown

NSL-KDD [16] 2009 R2L, Probe, U2R, DoS

UNSW-NB15 [17] 2015  Exploits, Fuzzers, Port scans, Reconnaissance, Backdoors,
Shellcode, worms, DoS, Generic

CIC-IDS2017 [18] 2017 Infiltration, HeartBleed, Brute Force, Botnet, DoS, DDoS, Web

CSE-CIC-IDS2018  [18] 2018 HeartBleed, DoS, Botnet, DDoS, Brute Force, Infiltration, Web
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3.5 Kyoto 2006 +

The dataset compiled by Kyoto University, which utilized network security technologies
to gather network traffic records over a period of nine years from 2006 to 2015. The most
recent version of the dataset contains records from this time period. Each record in the
dataset contains 24 statistical attributes, of which 14 are sourced directly from the KDD
Cup’99 dataset. The remaining 10 attributes are additional features.

3.6 NSL-KDD

The KDD Cup’99 dataset has improved by removing certain fundamental issues. The
dataset includes 41 attributes that are used to describe various types of attacks. According to
KDD Cup’99, these attributes can be categorized into four distinct types.

3.7 UNSW-NB15

The UNSW-NBI15 dataset, which was generated by the Australian Center for Cyber Security,
consists of over two million records, each of which has a total of 49 parameters.

3.8 CIC-IDS2017

The CIC-IDS2017 dataset developed by the Canadian Institute of Cyber Security (CIC)
in 2017 and contains both real-world attacks and expected flows. The dataset is designed
to be used for intrusion detection research. The network traffic in the dataset is analyzed
by CICFlowMeter, which uses information such as timestamps, source and destination IP
addresses, protocols, and attacks to identify and classify network traffic.

3.9 CSE-CIC-IDS2018

The Canadian Institute of Cyber Security (CIC) and the Communications Security Establishment
(CSE) worked together in 2018 to produce the dataset. This was accomplished through a
collaborative effort.

Research Q7 discusses the evaluation of Al algorithms for intrusion detection systems,
which is assessed using common evaluation metrics provided in Table 6. These
evaluation measures are based on the various attributes employed in the algorithms.

Several typical assessment metrics, such as the true positive (TP) rate, the true nega-
tive (TN) rate, the false positive (FP) rate, and the false negative (FN) rate are used in
the process of evaluating artificial intelligence algorithms for use in intrusion detection
systems. The term "TP rate" refers to the proportion of actual positive events that the
algorithm properly identifies as positive. The TN rate is the proportion of actual negative
instances that the algorithm properly identifies as being negative. It is also abbreviated as
"TN rate." The false positive rate (FP rate) is the proportion of genuine negative cases that
are wrongly identified as positive, while the false negative rate (FN rate) is the proportion
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Multimedia Tools and Applications

of actual positive instances that are incorrectly identified as negative. These metrics are
necessary for determining whether or not Al algorithms are successful in recognizing and
locating potential dangers to a network’s security.

4 SDN threats

Each component or layer that is a part of SDN has the potential to result in either
purposeful or accidental abuse. On occasion, it was utilized to bring attention to faults
in the system or expose previously hidden malevolent actions. As a result, each and
every SDN component or layer that was a part of the architecture suggested a potential
danger vector or attack surface. Attacks were appropriately categorized according to
their effects on network policies, application architecture, and practice architecture. This
was possible due to the fact that the SDN design partitions network policy definitions
from functionality that is generated from technologies and practices [19]. A document
published by the Open Networking Foundation with the title Standards and Practices
for Secure Software-Defined Networks has a set of proposed recommendations for the
protection of SDN. The security requirements for the SDN architecture are outlined
in Table 7, which covers all of its protocols, components, and interface points. The
controller, which serves as the system’s central location for management, is a potential
entry point for an assault on the SDN [20]. Information pertaining to switching, routing,
and access control is contained within the flow tables of the switches. By fooling the
controller into allowing malicious services to join the network and communicate with the
controller as well as the web and its traffic, it is also possible to attack the North—South
connection-point, the South-South point of interaction, and the East—-West point of
interaction. A pertinent real-world instance of an SDN threat is the 2016 cyber-attack
on the domain name system provider Dyn. This Distributed Denial of Service (DDoS)
attack was amplified through a botnet comprising numerous IoT devices, which exploited
the centralized nature of SDN controllers in the network. Attackers orchestrated a
synchronized flood of requests, overwhelming the system and disrupting services for
major platforms across the internet.

The security weaknesses and risks of the SDN network architecture are illustrated in
Fig. 9, which indicates several vulnerabilities and potential breaches across different layers
and interfaces. Despite the fact that SDN technology is intended to provide secure network
operations, topology, flow control, and access mechanisms, this section highlights its
security shortcomings and hazards.

Table 7 Principles for Securing

SDN Characterize security reliance and trust limits obviously

Ensure Strong Entity

Build security using open standards

Safeguard data Availability, Integrity and Confidentiality
Secure Functional Reference Information

Establish secure system by default

Security must Support Responsibility and Detect ability

oIS B N

Characteristics of Reasonable Security Controls
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Fig.9 SDN Layers Attacks

4.1 Application layer/plane attacks
4.1.1 Application manipulation

One of the security risks in SDN architecture is the possibility of application manipulation
attacks in the SDN application plane. These attacks enable attackers to gain access to
an SDN application, allowing them to cause issues and disrupt protocols. Furthermore,
attackers may obtain more rights to exploit SDN applications, increasing the potential
damage they can inflict.

4.1.2 APl exploitation

API exploitation is another type of attack that attackers may employ by exploiting the
Application Programming Interface (API) of specific software components connected to
SDN systems, which can expose sensitive information without proper authorization. This
may lead to a halt in the network’s information flow. To mitigate such threats, it is crucial
to keep the software programs running on SDN nodes up-to-date.

4.1.3 Password guessing and brute force
A brute force attack involves an attacker attempting to gain access to a system by trying
out a wide range of user credentials, including all possible usernames, passwords, and

combination variations. This process of trial and error can lead to the attacker successfully
guessing the password and gaining unauthorized access to the system.
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4.1.4 Access control and accountability

The SDN controller has the capacity to implement a diverse selection of applications in order
to improve the efficiency with which the network and SDN services are utilized. On the other
hand, these applications are given considerable access privileges which leaves the entire SDN
network open to the possibility of security breaches. Therefore, in order to guarantee the safety
of the network environment, it is essential to develop methods of stringent access control and
authority implementation on these applications. The security flaws that are related with the
power and accessibility control of SDN are broken down in Fig. 10, which provides a better
understanding of these flaws. Unauthorized and potentially harmful apps may gain access to the
control layer of the SDN through a gateway that is opened by a hacked SDN application.

4.2 Control layer/plane attacks
4.2.1 Host location hijacking

This type of attack is known as resource depletion, and it targets the resources of the SDN
controller that are used to control the network’s operations. In particular, this type of attack
can be devastating when controlling critical infrastructure such as aircraft via data. Attack-
ers may use the controller’s resources to slow down the entire network or render it unreach-
able to end users as shown in Fig. 11.

4.2.2 Link fabrication
An attacker can add a spoofed connection to the SDN network to gain control over traffic, which

can be a challenging task to detect due to the distributed nature of the network and scalability
issues inherent in SDN. As a result, finding the origin of a link fabrication attack can be difficult.

Social Engincering Attacks
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Fig. 10 SDN threatening situation
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Fig. 11 Host location-based hijacking attack

4.2.3 Port amnesia

To prevent attacks based on port amnesia, various defense techniques are being developed
for SDN networks. One such technique is the Port-Security feature, which helps to prevent
unauthorized access to a network by limiting the number of MAC addresses allowed to
communicate through a specific switch port. Another approach is to use dynamic access
control, which uses a combination of port-based access control and user identity to prevent
unauthorized access. Additionally, SDN controllers can use network monitoring and anom-
aly detection techniques to detect and block malicious traffic. These defense techniques
help to ensure the integrity and security of SDN networks against topology attacks.

4.2.4 Port probing

This attack on the SDN architecture enables attackers to bypass defenses and also causes
confusion in the location of the host, resulting in attempts to hijack the host.

4.2.5 Persona hijacking

It is a type of attack on the SDN architecture that can have severe consequences. This attack
exploits the bindings of the layers in the SDN network and aims to deceive the SDN archi-
tecture into believing that the attacker is the legitimate owner of the network. By doing so,
the attacker gains unauthorized access and permissions to the SDN network.

4.2.6 Reverse loop

A reverse loop attack is a type of network attack in which an attacker exploits the dynamic
nature of the SDN by creating a reverse link that disrupts the network. By creating a fake link
that connects two switches, the attacker tricks the SDN controller into believing that there
is a valid connection between the switches. The controller may then redirect traffic through
this fake link, causing network disruptions and potentially leading to a denial of service. This
attack is accomplished by reversing the inter-switch links within a predetermined timeframe,
thereby disrupting the network and potentially causing widespread damage.
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4.2.7 Topology freezing

Topology freezing is a type of attack that exploits vulnerabilities in the topology
service provisioning modules of the SDN controller. This attack affects how the
controller views the network and prevents it from updating its topology view to reflect
the dynamic changes in the network. As a result, the attacker can hide their malicious
activities in the network and make it difficult for the controller to detect them. This can
cause disruption in the network’s performance and can also compromise the security
of the network.

4.2.8 Network manipulation

This attack on SDN occurs in the control plane, where the attacker compromises the
controller and introduces false information into the network. This type of attack aims to
launch further attacks across the entire communication system [21]. By manipulating the
network’s control plane, the attacker can cause disruption in the flow of data and potentially
gain access to sensitive information. It is essential to implement effective security measures
to prevent such attacks, such as using secure protocols and implementing access control
mechanisms.

4.2.9 Traffic sniffing

It is a type of attack in SDN that involves intercepting network traffic to obtain sensitive
data by capturing and analyzing the communication interface. This type of attack is
particularly effective in networks that have consistent traffic and can provide attackers
with access to valuable information. Attackers who gain access through traffic sniffing
can exploit network circumstances and use unencrypted data to prohibit traffic to and
from the controller. To mitigate the effects of traffic sniffing attacks in SDN, strong
encryption techniques and passwords should be employed to secure the network [21].
This helps to ensure that sensitive information is not transmitted in plaintext, making
it more difficult for attackers to intercept and use the data. Additionally, network
administrators can implement monitoring tools and intrusion detection systems that
can alert them to any suspicious traffic patterns and help to identify potential attacks.

4.2.10 Man-in-middle (MIM) attacks

This attack in Open Flow systems can have more significant consequences compared to
those in traditional networking setups, primarily due to the absence of identity verification
controls in the Open Flow TCP/IP control layer. As depicted in Fig. 12, attackers can
leverage downstream Open v Switch switching devices to carry out sophisticated
eavesdropping attacks in an SDN system. These attacks involve intercepting network
communication between two parties and potentially altering or stealing sensitive data.
Therefore, it is crucial to implement robust identity verification measures in the Open
Flow control layer to mitigate the risk of MIM attacks.
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Fig. 12 Man-in-Middle Attack

4.3 Data layer/plane attacks
4.3.1 Fraudulent flow rules

In SDN networks, attackers can launch fraudulent flow rules attacks by impersonating the
SDN controller and inserting invalid or malicious flow rules into OpenFlow switches. This
type of attack can cause network disruptions or allow attackers to divert network traffic
to malicious destinations. The attackers can also modify the existing flow rules in order
to gain access to sensitive information, such as user credentials or other sensitive data. In
order to prevent fraudulent flow rules attacks, SDN administrators can implement strict
access control policies and ensure that flow rules are properly authenticated before they are
inserted into the network.

4.3.2 Flooding attacks

These attacks are a common type of Distributed Denial of Service (DDoS) and Denial
of Service (DoS) attacks in SDN-based communication systems. These attacks take
advantage of the self-management and diverse access to network operation that are
provided by SDN architectures. When a network packet violates the OpenFlow flow
rules, the OpenFlow switch still sends it to the SDN controller. This can be seen in
Fig. 13. Protocol rules are unsafe, even if data is decoupled from the control plane.
Adversaries can use this vulnerability to interfere with data plane forwarding and
network topology, both of which are crucial to the proper operation of SDN setups.

4.3.3 Traffic diversion

It is a security attack on the data plane of SDN where attackers can exploit vulnerabilities
in network devices to divert network traffic, which allows them to intercept and manipulate
data transmissions. By manipulating network components, attackers can redirect traffic
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Fig. 13 DoS Threat

flows to their own systems where they can snoop on the data or reroute them to other
destinations. This type of attack can result in data breaches, unauthorized access, and a
loss of network availability. To prevent traffic diversion attacks, it is essential to secure
network devices and use encryption techniques to protect the integrity and confidentiality
of network traffic.

4.3.4 ARP spoofing

In local area networks (LANS), it takes advantage of a protocol known as Address Reso-
lution Protocol (ARP). On a network, mapping an IP address to a physical MAC address
is accomplished through the use of the ARP protocol. An attacker uses an ARP spoofing
attack to associate their MAC address with the IP address of a genuine host on the net-
work. This is accomplished by sending bogus ARP signals. This makes it possible for the
attacker to intercept and control network traffic that is destined for that host, which opens
the door to the possibility of Man-in-the-Middle attacks (MITM). Attacks using a spoofing
technique called ARP are mainly restricted to being carried out on local network segments.

4.3.5 Side channel attacks

Side channel attacks are a type of security breach that exploits weaknesses in cryptographic
systems that lack strong mathematical features. These attacks are usually non-invasive and
do not cause any harm. In SDN, side channel attacks take advantage of information leaked
from malicious nodes during regular communication activities to extract data. They often
rely on network delays to infer network configurations. As time goes on, these attacks can
become more efficient. To mitigate these threats, it is important to implement dynamic
workload adjustments in the control plane.
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4.4 Cross-layer attacks
4.4.1 Cross path attack

A cross-path attack refers to an attack on the control channels of an SDN where the attacker
exploits shared routes between data and control signal intersections. The attacker can use
manipulated information to disrupt control traffic, particularly shared connections. This
attack is difficult to detect because the attacker can efficiently mix the manipulated infor-
mation with the control channel signals, making it difficult for the controller to distinguish
between legitimate and malicious traffic. The attacker can also exploit vulnerabilities in the
SDN routing protocols to reroute traffic through malicious paths, bypassing security meas-
ures and increasing the likelihood of a successful attack. To prevent cross-path attacks,
SDN networks need to implement secure routing protocols and establish separate channels
for data and control traffic to avoid the sharing of routes.

4.4.2 Teleportation attacks

It takes advantage of the separation between the control and data planes in SDN. This sepa-
ration creates a reliable and configurable connection, which makes SDN a promising para-
digm for various types of attacks, including attacks on switches and hosts.

4.4.3 Rootkit attack

A rootkit is a malicious software program that can provide an attacker with complete con-
trol over a system. In the context of a software-defined network, rootkits can be used to
infiltrate and gain control over multiple controllers, posing a significant threat to the sys-
tem’s security.

4.4.4 Controller placement threats

In an SDN system, the controller is responsible for implementing security policies. How-
ever, improper or incompatible configuration of multiple controllers in single-domain
and multi-domain scenarios can result in internal conflicts. There is no assurance that all
installed SDN controllers will be aware of network modifications or upgrades and the net-
work’s condition and resources. SDN controllers divide the overall network environment
into multiple controllers, resulting in the creation of sub-networking domains. This can
make it challenging or even impossible to maintain and implement security protocols and
applications in each separate SDN domain, leading to Controller Placement Threats.

5 Intrusion detection system

An IDS is a security tool that monitors network traffic from outside an organization. The
IDS functions as both a management console and a sensor. When the sensors detect an
attack signature that matches a previously identified attack, they send an alert to the control
center. IDS can detect a wide range of security threats, including spyware, critical logs,
unintentional data leaks, security policy violations, unauthorized users and servers, and
even configuration issues. A recent survey by the Barkley Organization and the EEF’s
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2018 Cyber Security for Manufacturing Report found that nearly 48% of manufacturers
have been victims of cyber attacks [19]. The National Centre for Manufacturing Services
(NCMS) in the United States has reported that the cost of such breaches in the manufactur-
ing industry ranges from USD 1 million to USD 10 million. Consequently, companies have
adopted improved security measures, driving the demand for intrusion detection and pre-
vention systems. These systems analyze network traffic to identify intrusions perpetrated
by unauthorized entities.

5.1 Active IDS

An Active Intrusion Detection System (IDS) is a type of IDS that can take action in response
to detected intrusions or attacks. Unlike a passive IDS, which only detects and reports on intru-
sions, an active IDS can take measures to prevent or stop an attack in progress.

Active IDS can be classified into two main categories: reactive and proactive. Reactive
active IDS responds to an intrusion or attack after it has been detected, while proactive
active IDS takes preemptive measures to prevent attacks before they happen. Some com-
mon examples of active IDS actions include blocking traffic from a suspicious source, ter-
minating a suspicious connection, and resetting connections. Active IDS may also use vari-
ous techniques to confuse attackers, such as altering packet contents or delaying responses.
While active IDS can be effective in preventing or stopping attacks, they also come with
some potential downsides. False positives can occur, leading to legitimate traffic being
blocked or disrupted. In addition, attackers may be able to detect and circumvent active
IDS measures, leading to a false sense of security. Overall, active IDS can be a useful tool
in protecting networks and systems from attacks, but they should be used in conjunction
with other security measures and regularly evaluated for effectiveness.

5.2 Passive IDS

It is a type of IDS that monitors network traffic and events without actively interfering
with it. Unlike active IDS, passive IDS do not generate any response or take any action to
prevent or stop an intrusion. Instead, they analyze and report the events to a central man-
agement console or a security analyst. Passive IDS use various techniques such as signa-
ture-based detection, anomaly-based detection, and statistical analysis to identify potential
threats and attacks. Signature-based detection compares network traffic to known patterns
of malicious activity, while anomaly-based detection looks for unusual or abnormal behav-
ior in the network traffic. Statistical analysis identifies patterns of activity that could indi-
cate an attack or a security breach. It is commonly used in large organizations where net-
work performance is critical and active IDS could cause disruptions. They are also suitable
for detecting sophisticated attacks that are designed to evade active IDS. However, passive
IDS have some limitations, such as the inability to prevent an attack or respond to an intru-
sion in real-time.

According to A. Shaghahi et al., the separation of network logic in SDN and its architecture
design pose potential threats to the SDN system. The author proposes securing the data plane
by controlling it through various authentications and by preventing unauthorized data flow. The
author also presents a scenario to limit potential attacks by analyzing available threat vectors.

N. Shone, T. Ngoc, V. Phai, and Q. Shi proposed a system called the Non-Symmetric
Deep Auto Encoder, which was tested on GPU-enabled Tensorflow using KDDCup’99 and
NSL-KDD datasets.
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In their research, T. Ubale and A. K. Jain examined Denial-of-Service attacks in SDN
and conducted a survey to gain insight into the vulnerability of SDN. The authors also pro-
posed a topic for future research in the networking field.

N. Marir et al. proposed using DBN and ensemble SVM to detect abnormal behavior in
a distributed environment. They investigated how reducing the vast amount of network data
can improve the prediction results of distributed ensemble SVM. The authors used tech-
niques based on Apache Spark for their research.

Abbas Yazdinejadna et al. proposed a Kangaroo-based Intrusion Detection System
(KIDS) which detects anomalous behavior in the data plane of SDN. The system uses a
resonant pattern similar to a kangaroo’s sequential hop to identify an attack on the SDN
controller. The KIDS system was designed to be highly scalable and fault-tolerant.

Thomas Girdler et al. developed an SDN-based IDPS which provides protection
against ARP Spoofing attacks and Blacklisted MAC Addresses. OpenvSwitch and the
Python-based SDN Controller POX (OvS) were used by the authors. Their research
showed that the system has a zero false positive rate and is able to recognize every packet
successfully.

Kaur et al. [22] reviewed resource management in the Fog/Edge computing paradigm
in great detail, with an emphasis on how it integrates with IoT applications. They looked
at the difficulties in handling resources in heterogeneous, distributed contexts as well as
the varying demands on computational nodes. In order to investigate Al and non-Al
based solutions for computing resource provision, job offloading, scheduling, service
placement, and load balancing, they examined over 490 publications, shortlisting
223 for analysis. The literature they covered spans the years 2018 to 2023. They also
talked about how combining Fog/Edge computing with cutting-edge technologies like
blockchain and 5G could improve the intelligence and efficiency of IoT applications.

In order to manage resources in fog and edge computing environments, Sundas et al.
[23] conducted a systematic literature review on the use of Al and ML approaches. They
investigated the difficulties in managing resources because of these environments’ unpre-
dictability, heterogeneity, fluctuating workloads, and resource restrictions. Through an
analysis of different AI/ML techniques—particularly those able to make sequential deci-
sions, such as reinforcement learning—the study explored the advantages and disadvan-
tages of these technologies, addressing problems like high variance, explainability, and the
need for online training. The review also evaluated current approaches, suggested a taxon-
omy of AI/ML-based resource management strategies, and suggested future research areas
in AI/ML-based fog/edge computing.

Suman et al. [24] investigated how cloud computing systems could be subject to Distributed
Denial of Service (DDoS) assaults, which are a serious risk to the CIA (confidentiality,
integrity, and availability) of data sent over the internet. Because DDoS attacks can resemble
legal traffic, it can be difficult to detect them. For this reason, the study focuses on implementing
intrusion detection systems (IDS) that are augmented with cutting-edge machine learning (ML)
approaches. Analyzing and enhancing DDoS threat identification and mitigation in cloud
environments was the aim. The purpose of this effort is to further the subject of cloud security
and provide fresh researchers with an avenue of inquiry.

Through optimized task offloading in a cloud-fog environment, the kumar et al. [25]
built an Al-enabled framework to improve the performance of latency-sensitive Industrial
Internet of Things (IloT) applications. They incorporated fog computing to solve latency
difficulties after realizing that regular cloud computing was unable to satisfy the expecta-
tions of IloT applications. The system uses an Al-based Whale Optimization Algorithm
(WOA) to optimally allocate resources with the goal of enhancing Quality-of-Service
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(QoS) parameters. It also incorporates a fuzzy-based offloading controller for real-time
decision-making. Compared to traditional offloading and allocation algorithms, their
experimental results show a considerable improvement in makespan time, energy con-
sumption, and execution cost.

The Fig. 14 organizes the design choices of IDS into three interconnected components.
“Intrusion Technologies’ differentiates between Host-based Intrusion Detection Systems
(HIDS) and Network-based Intrusion Detection Systems (NIDS), indicating the scope of
monitoring each type provides. ’Intrusion Methodologies’ details the detection mecha-
nisms employed by IDS, including Signature, Anomaly, Specification, and Hybrid Based
IDS, which define how the IDS identifies potential threats. Finally, *Intrusion Detection
Approaches’ elaborates on the underlying principles and frameworks used for detection,
such as Statistical, Rule, Heuristic, Pattern, Cloud, Machine Learning (ML), and Deep
Learning (DL) Based approaches, which indicate the analytical and decision-making pro-
cesses of the IDS. Each category builds upon the previous, from the deployment type to the
detection mechanism, and finally, the analytical approach, together forming a comprehen-
sive structure of IDS design choices within SDN.

5.3 IDS technologies

IDS can be broadly classified into two categories: Host-Based IDS (HIDS) and Network-
Based IDS (NIDS). HIDS operates on a specific host or endpoint, analyzing the system’s
events and logs for signs of suspicious activity. NIDS, on the other hand, monitors network
traffic to identify potential security breaches. Both HIDS and NIDS play an essential role
in securing systems and networks, but each has its unique strengths and limitations. Under-
standing the differences between these two types of IDS is essential for selecting the appro-
priate solution to protect against potential security threats.

Statistical Base
Rulc Basc

Intrusion Heuristic Based
Detection Approaches Pattern Based
Cloud Based
ML Based
DL Based

Signaturc Based 1DS
Anomaly Bascd IDS
Specification Based 1DS
Hybrid Based 1DS

Intrusion
Detection Methodologies

Intrusion
Detection Technologies
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Fig. 14 Design Choices of IDS
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5.4 HIDS

Dacier and Wespi introduced the concept of Intrusion Detection in 1999 to monitor system
and related records based on a typical image. Ou et al. designed and implemented a host-
based intrusion detection system with two detection techniques. These techniques include
log file analysis and back propagation neural network technology for abuse and anomaly
detection, respectively. The proposed HIDS aims to enhance the accuracy and efficiency of
intrusion detection by combining both detection methods. The study results indicate that
the suggested approach has increased the effectiveness and accuracy of attack detection.

5.5 NIDS

A Network-Based Intrusion Detection System (NIDS) is primarily utilized to analyze net-
work traffic entering and leaving system nodes to identify any unauthorized access, abnor-
mal behavior, and subsequent network attacks. The challenges that an intrusion detection
system encounters regarding accuracy and false positive alarms were discussed by Z.
Ahmad et al. The authors suggested using a Data Science-based system (DL/ML) in IDS to
identify potential warnings with more precision and fewer false positive alerts. In develop-
ing the NIDS system, the authors proposed an approach to categorize the crucial ML/DL
algorithms.

Chuanlang Yin et al. proposed a Deep Learning (DL) based Intrusion Detection Sys-
tem (IDS) known as RNN-IDS. This model was suggested to enhance the ability to detect
intrusion types and improve the accuracy of intrusion detection.

5.6 IDS detection methods

Above, the different systematic types of IDS Detection Methods are explained, as illus-
trated in Fig. 14 (Wanda, 2020).

5.7 Signature-based detection techniques

It involve matching attack signatures against a database of known threats and evaluating
network traffic against it. When a match is found, an alert is generated for identification.
This method is quite accurate in identifying known attacks but fails to detect zero-day
threats. V. Kumar and O.P. Sangwan conducted signature-based attack detection using
Snort, a popular NIDS that inspects packets on a network and compares them to known
attack signatures. They used the DARPA dataset to analyse the irregular connections
detected by Snort. The Snort attack signature database is updated periodically. This IDS
System is proven to be effective in identifying and evaluating intrusions in live network
traffic.

5.8 Anomaly-based detection technique
It involves sounding an alert when any deviations above the permitted threshold are

detected, without identifying the specific type of attack. To improve the effectiveness of
anomaly-based detection, creating normal profiles was found to be more effective than
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attempting to replicate normal and attack events using machine-learning models as behav-
ior identification equivalents. This technique has proven to be more efficient than signa-
ture-based methods in identifying previously unseen attacks that do not fit known attack
patterns in real-world networks.

S. Dwivedi, V.M., T. S., and S. A. K. proposed the use of Passban, an intelligent intru-
sion detection system based on anomaly detection, which can provide protection to IoT
devices that are directly connected. The system is capable of utilizing edge computing to
detect cyber threats close to the data source. Passban was used in the first instance as an
IDS that was directly installed on the gateway responsible for processing information from
IoT devices and the Internet. Based on the evaluation results, Passban was able to accu-
rately and efficiently detect attacks.

Celyn Birkinshaw et al. designed, experimented, and assessed two connection-based
methods, namely CB-TRW (Credit Based- Threshold Random Walk) and RL (Rate Limit-
ing), as part of their IDPS. They tested the PB (Port-Bingo) technique against port scan-
ning and extended the RL algorithm to include anomaly detection for TCP, UDP, and
ICMP network traffic.

5.9 Specification-based detection techniques

It utilize a database of rules with associated deviation ranges specified by human experts
to accurately record the typical response of a system and contrast it with current system
observations to identify external deviations. While both anomaly identification and spec-
ification-based detection techniques share the same principles, anomaly-oriented solu-
tions integrate normal behavior with machine learning, whereas their specification-ori-
ented counterparts require manual specifications. As a result, the false-positive rates are
reduced in specification-based detection techniques compared to their anomaly-oriented
counterparts.

5.10 Hybrid detection technique

The methods combined various techniques to address shortcomings and optimize the ben-
efits of existing and new attacks. To achieve the required processing and storage balance
for both methods, hybrid intrusion detection techniques were developed by combining
anomaly and signature identification techniques. Similarly, balancing the cost of storing
signature recognition and the cost of estimating the anomaly equivalent price was crucial.

5.11 Intrusion detection approaches

Intrusion detection systems (IDS) are crucial components of any network security infra-
structure. They aim to detect and respond to potential security breaches in a timely and
effective manner. There are several different approaches to IDS that can be used, each with
its own advantages and limitations. These approaches include static-based detection, rule-
based detection, heuristic-based detection, machine learning based detection etc. Each
of these approaches has its own unique strengths and weaknesses, and a successful IDS
implementation will likely incorporate a combination of several different techniques to
achieve optimal performance.
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5.12 Statistical IDS

This approach is a type of intrusion detection system that uses statistical techniques
to detect both known and unknown attacks. Unlike signature-based IDS, which relies
on a database of known attack patterns, statistical IDS relies on statistical analysis
of network traffic to identify patterns of behavior that deviate from normal activity.
This approach is useful in detecting zero-day attacks, which are new and previously
unknown vulnerabilities that have not yet been documented or added to a signature
database. However, it requires a significant amount of time and resources to create
a baseline of normal network activity and to refine the statistical models over time.
Additionally, statistical IDS may produce a high number of false positives if the
statistical models are not fine-tuned correctly. Overall, statistical IDS is a powerful
tool for detecting a wide range of attacks, but it requires careful configuration and
ongoing maintenance to ensure that it is effective and efficient.

5.13 Rule-based IDS

As the name suggests, relies on predefined rules to identify and detect malicious activities. It
uses a set of predefined rules or signatures to identify known attacks. The rules are typically
created based on characteristics of past attacks or by analyzing system vulnerabilities.
Rule-based IDS is simple and effective in identifying a wide range of attacks and is easy to
maintain. This approach requires only a few rules to identify thousands of attacks as slight
modifications in attack scripts cannot evade the detection system. Moreover, it is efficient
in detecting new attack variations, provided there are predefined rules for it. However, this
approach may fail to detect new and unknown attacks as it solely relies on pre-defined
rules. Additionally, a large number of rules are required to identify all potential cyber
threats, which can result in high false positive rates if not maintained properly. Despite
these limitations, rule-based IDS is still a widely used approach due to its simplicity and
effectiveness in detecting known attacks.

5.14 Heuristic-based IDS

It relies on a set of rules or algorithms to identify potential intrusions, making it a useful
approach for detecting both known and unknown attacks. It operates by analyzing the
behavior of network traffic or system activities to identify patterns that may be indicative
of an intrusion. When a new attack is detected, heuristic-based IDS may expand the list
of malicious behaviors to improve its accuracy in detecting future attacks. One of the
challenges of heuristic-based IDS is that some attackers may use evasion strategies to
avoid detection. For example, they may modify their attack scripts or employ techniques
such as fragmentation to hide their activities from the IDS. To overcome this challenge,
heuristic-based IDS may use advanced techniques such as protocol analysis and anomaly
detection to improve its accuracy in detecting such attacks. Overall, heuristic-based IDS
is a useful approach for detecting a wide range of cyber threats, including both known
and unknown attacks.
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5.15 Pattern-based IDS

It is an approach that relies on detecting pre-defined patterns of attacks in network traffic
or system logs. This approach is effective in quickly identifying known attacks and
taking appropriate action to mitigate them. Pattern-based IDS systems can be quickly
and easily implemented because they do not require complex algorithms or machine
learning models to operate. However, one major limitation of pattern-based IDS is that
it can only detect known attacks for which a pattern has already been defined [19]. This
means that it is not effective in detecting new or unknown attacks that have not yet been
discovered or have not yet had their patterns identified. Therefore, pattern-based IDS
systems are often used in conjunction with other detection methods, such as heuristic-
based or anomaly-based IDS systems, to provide comprehensive coverage against both
known and unknown attacks.

Gunduz and Das propose an innovative method for detecting intrusions, using a set
of rules as a form of pattern recognition. They implemented a pattern-based intrusion
detection model to complement the existing statistically-based intrusion detection model.
The model was tested on a dataset created during the study, and achieved a 75% accuracy
rate. However, relying solely on signature-based attack detection may not be sufficient.
Therefore, further work could be done by integrating anomaly-based intrusion detection
into the system.

5.16 Cloud-based IDS

It is an emerging technology that offers numerous benefits over traditional IDS. It provides a
limitless computing capability and scalability, enabling companies to handle large amounts
of data at a lower cost. The 24/7 data availability and enhanced computing capacity allow
for real-time detection and response to network intrusions [26]. Various IDS strategies,
including signature-based, anomaly-based, and hybrid IDS, can be implemented on the
cloud infrastructure. A cloud-based IDS typically consists of a signature database, service
console, and analysis engine, providing a comprehensive security solution for network
intrusion detection. The use of cloud-based IDS improves performance, reduces processing
time, and enables faster detection of network intrusions. The technology is still in its early
stages, but it is expected to become increasingly popular in intrusion detection systems in
the near future. As cloud computing technology continues to evolve and improve, cloud-
based IDS will become an even more essential tool for companies looking to protect their
networks from cyber attacks [27].

Ahmed M. El-Shamy and colleagues proposed a monitoring algorithm that utilises SDN
(Software Defined Networking) and SVM (Support Vector Machine) to detect performance
anomalies and locate bottlenecks in distributed applications within cloud data centres. The
SVM Algorithm performs two steps to achieve this: firstly, it employs OCSVM (One-Class
SVM) to classify the response time performance of the front-end server as either normal or
abnormal. Secondly, it uses MCSVM (Multi-Class SVM) to recognise the type of anomaly
and identify the bottleneck’s source.
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5.17 Machine learning based IDS

It is an approach that automates the analysis procedure to recognize intrusions in computer
networks. It utilizes various supervised, unsupervised, and semi-supervised learning
techniques and a range of algorithms to identify patterns and anomalies in network traffic
[28]. The ML-based IDS has the potential to learn from historical data to predict new
attacks, and this can be particularly useful in detecting zero-day attacks [29].

During the supervised learning process, a model is trained by making use of labelled
data in order to categorize network traffic as either normal or malicious. During the
unsupervised learning process, the algorithm looks for patterns in the data that depart
from the typical pattern of activity, which could point to the presence of an intrusion.
During the training phase of semi-supervised learning, the model is educated with
the assistance of both labelled and unlabeled data. ML-based intrusion detection
systems provide various advantages over traditional intrusion detection systems. These
advantages include the capacity to adapt to new threats without the need for manual
updates, better accuracy in spotting complicated intrusions, and lower false positive
rates. However, the efficacy of the ML-based IDS is contingent on the quality and
quantity of data used for training the model, as well as the model’s capacity to adapt to
shifting attack patterns.

N. Satheesh et al. discussed the use of machine learning algorithms for anomaly detec-
tion in the SDN environment. They also examined the possibility of using the available
network throughput for fault tolerance and fast routing, which could help mitigate security
breaches in the SDN architecture.

G. Karatas, O. Demir, and O. K. Sahingoz applied six different machine learning mod-
els to implement the CSE-CIC-IDS2018 dataset. They tested the system using Keras/Ten-
sorFlow and programmed it using Python.

The MSML (Multilevel Semi-Supervised Machine Learning) framework was intro-
duced by H. Yao et al. as an approach that incorporates multiple levels of semi-supervised
machine learning. The performance of the framework was evaluated using the KDDCUP99
dataset. Additionally, the MSML framework utilizes a combination of supervised and
unsupervised learning techniques to improve the accuracy of intrusion detection systems.
By incorporating both labeled and unlabeled data, the MSML framework can detect known
and unknown attacks, making it an effective approach for enhancing the security of com-
puter systems.

Catania and C. Garino emphasized the importance of automation in identifying network
hazards through signatures. Automation has been a guiding principle in the development
of signature-based intrusion detection systems used by many industry leaders. The
authors presented a perspective to detect attacks by integrating the capabilities of AI/ML
into current practices. The article aims to expand the landscape of current practices by
incorporating machine learning capabilities to make the system more robust.

R. Ravi et al. introduced a new approach named SDN-oriented prevention technique for
detecting phishing attacks in cyberspace. This method involves using DML (Deep Machine
Learning) with the CANTINA strategy, known as DMLCA. The DMLCA technique was
tested with different settings, and it achieved high identification accuracy. By applying an
ML strategy that addresses the challenges of phishing attacks, such as SVM, this approach
effectively resolved the problem of classification complexity.
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In their research, S.K. Dey et al. investigated the potential security threats and vulner-
abilities in network systems when applied directly to SDN. The authors suggested alterna-
tive methods to address these challenges. One such method is the use of a random forest
approach to employ machine learning for feature selection. In addition, they presented the
use of a DNN for feature selection using recursive feature elimination and the ANOVA test.

5.18 Deep learning-based IDS

It is an innovative approach that uses multiple layers to learn and recognize different
types of attacks. With the help of deep learning techniques, it can identify data anomalies,
recognize massive datasets, and efficiently handle time-varying datasets. Marcos V.O.
de Assis, Luiz F. Carvalho, Joel J.P.C. Rodrigues, Jaime Lloret, and Mario L. Proenasa
Jr conducted an experiment to detect DDoS attacks using Convolution Neural Network
(CNN), which is a popular deep learning method. By using CNN, they were able to
accurately identify DDoS attacks with a high level of precision. This approach can be very
effective in detecting various types of attacks in a network, making it an essential tool for
network security professionals.

M. Albahar explained the significance of the SDN framework and how it reduces
networking costs. However, there is a glitch in the framework that compromises the network’s
security. To address this issue, the author conducted an experiment using the RNN-SDR
model to demonstrate its potential in ensuring network security without compromising
performance.

In their work, M. Wang et al. proposed a set of guidelines aimed at encouraging researchers
to integrate machine learning and deep learning techniques into their networking-related work.
They emphasized the importance of adopting a standard framework for developing machine
learning network (MLN) applications, as well as the need to incorporate the latest ML/DL
algorithms and technologies. The authors argued that by leveraging data science, researchers
could unlock new opportunities to advance the field of networking and address some of its
most pressing challenges. For instance, ML/DL can be used to optimize network performance,
enhance security, and reduce costs. By following the proposed guidelines, researchers
can develop more effective MLN applications and contribute to the ongoing evolution of
networking technology.

T.A. Tang et al. explained that the SDN network flow is managed by a central command,
which makes it more secure and resilient. To detect intrusion in the SDN, the authors
recommended a deep learning method based on GRU-RNN. They tested this technique on
data collected from the SDN controller, which included measuring the network’s latency and
throughput. By employing this approach, they aimed to improve the SDN’s security measures
against possible attacks. Tables 8 and 9 is shown summarize comparison of papers with future
direction and evaluation comparison with attacks respectively.

6 SDN limitation and Issues

Despite its potential to enable, create, sustain, and provide automation to network
administration, SDN’s operation and performance in networking organizations may
be restricted by technical obstacles [46]. Currently, only small test beds for research
prototypes are in use for SDN deployments. Figure 15 provides context for our focused
analysis on security within SDN by illustrating how security is intrinsically linked to other
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Fig. 15 SDN Challenges

SDN operational challenges such as reliability and controller placement. These factors
collectively influence the network’s security landscape, justifying the figure’s inclusion
to demonstrate that a comprehensive security strategy must consider the broader array of
SDN challenges. Table 10 presents the SDN issues covered and explored in these research
articles.

6.1 Security

There are various new security challenges that have emerged, including attacks on
traffic flows, switches, management systems, controller recovery, failure diagnosis, and
communication related to the Control plane. These challenges may allow attackers to
take control of the SDN controller and take advantage of shared network services or even
take over the entire network. The use of unsafe codes in new services and applications
can pose security risks to network administrators and programmers that were not
previously present [51]. The virtual nature of SDN may also create multiple network
segments, each with its own set of risks and challenges.

Table 10 Highlight SDN Issues

S. No Authors SDN issues

1 M. et al. Ashton (2013) SDN Reliability

2 Saad H. Hanji et al. (2021) [47] SDN Scalability

3 Priyadarsini M. et al. (2017) [48] Performance

4 Ejaz et al. (2019) [49] Controller Placement
5 Yassive Maleh et al. (2022) [50] SDN Security
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6.2 Scalability

It is a major concern in SDN networks as the central or distributed controllers communicate
with various devices’ data planes. As the network size expands, an excess of network
requests made by the control plane or controller can congest the controller, leading to a
decline in network performance [20]. In large or dynamic networks, controllers must make
quick decisions in the face of numerous and diverse events, such as failures, changes in
traffic, or new incoming flows, which makes scalability a significant challenge.

6.3 Performance

The effectiveness of SDN technology is crucial for a network’s reliability, security,
scalability, and interoperability. Two metrics are used to evaluate the efficiency
of flow-based technology: the time it takes to set up a flow and the number of flows
the controller can switch without disrupting the network. However, as the decision-
making overhead at the controller increases, the system may gradually slow down.
This is especially true if the controller is centralized or distributed. To overcome this
performance limitation, attention should be focused on factors that affect the flow-setup
time and I/O performance of the controller.

7 Future trends and observation

Looking ahead, progress in Al and machine learning will likely propel the growth
of SDN. These improvements will greatly improve the ability to identify intrusions
and respond quickly. When these technologies are combined, they can make security
measures smarter and more predictive, so problems can be stopped before they happen.
Additionally, the growth of quantum computing offers both a chance to make network
security protocols better and a task when it comes to cryptographic protection. With
so many IoT gadgets on the market, we also need scalable security solutions, which
SDN is perfectly suited to provide. As SDN becomes more connected to these new
technologies, it becomes more and more important to create flexible, smart security
systems. A large number of companies are interested in incorporating Al-based security
products, as shown in Fig. 16.

Findings from our study show that even though network technologies have improved,
legacy datasets like NSL-KDD and KDD Cup’99 are still widely used, making up 60% of
all uses in testing and validating network security algorithms (Fig. 17). Their continued
use is due to the large number of comparative data they provide in the literature. There is
an urgent need for up-to-date datasets that represent the current landscape of cybersecurity
threats, though, because network architectures have changed a lot in the last 20 years and
new types of threats are always appearing. The time of "big data" and the focus on sensor
node privacy make it even more important to have datasets that can help with these current
problems.

Figure 18 also shows how the researchers rated the methodology, especially the
performance indicators they used in the study. The most important measures are detection
rate, accuracy, and recall, which shows how important it is to be very precise when
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identifying threats. It is important to think about more than just accuracy and recognition
rates when designing network security systems, especially those that use machine learning
and deep learning. These include recall and F-measure as well. These measures are very
important for figuring out how well a threat detection system works because they make
sure it can find real threats while also reducing the number of false positives. This is very
important in the complicated field of network security.

8 Conclusion and future direction

In our comprehensive examination of SDN, we have traversed through the broad spectrum
of its significant impact on both academic research and industry applications. Our research
includes various SDN applications including data centers, cloud computing, wireless
LAN, Smart Grid, SDN Forensic, and SDN-on-Chip, highlighting the widespread
adoption and versatility of SDN technologies. Central to our investigation was the
identification of key datasets critical for intrusion, threat, and attack detection within SDN
environments. We meticulously detailed the focus of each dataset on specific attacks, the
temporal context of their development, and their origins, addressing our inquiry into the
most utilized datasets specific to SDN security.

Further, our paper delved into the evaluation metrics crucial for the design of IDS in
SDN, spotlighting the evolving threat vectors that pose imminent challenges to network
security. This discussion not only underscored the necessity for ongoing research into
robust attack detection methods but also highlighted the unique advantage of SDN in
providing fine-grained security measures unattainable by traditional network architectures.
Despite the benefits, the centralized control mechanism of SDN underscores a critical
vulnerability, necessitating relentless innovation in attack detection methodologies to
safeguard against potential data breaches.

Looking forward, our finding advocate for the development of contemporary datasets
that reflect the rapidly changing network infrastructures and the sophistication of emerging
security threats. This ensures that IDS capabilities are both relevant and effective in the
face of new challenges. Moreover, there exists an essential demand for advancing machine
learning and deep learning-based threat detection models. Such models promise to
significantly enhance the adaptability and predictive accuracy of SDN security frameworks,
ultimately fortifying the resilience of SDN against the dynamic spectrum of cyber threats.
Our research questions guided this inquiry, laying a foundation for future investigations
that will continue to push the boundaries of SDN technology and security.

Dataset availability Data are available on request from the submitting author.
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