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Abstract
In order to meet the growing needs for wireless communication in dynamic and diverse cir-
cumstances, Cognitive Radio Networks (CRNs) have evolved as a transformational model. 
The important area of intelligent routing in CRNs is examined in this review, along with 
the potential, problems, and developments that have shaped this emerging discipline. A 
close study is done on spectrum-aware routing, machine learning-based methods, game 
theory-inspired strategies, and bio-inspired processes to show how they help solve prob-
lems like changing spectrum access, security issues, and the need to efficiently distribute 
resources. The ever-changing nature of radio settings presents both possibilities and dif-
ficulties for innovation in the fields of signal processing, machine learning, and protocol 
design. The main conclusions of the study highlight how important intelligent routing is 
to changing how CRNs operate in the future. In the face of dynamic situations, it offers 
improved resilience, adaptation, and spectrum efficiency. Security innovations, human-
centered strategies via intelligent interfaces, and fusion with cutting-edge technology like 
blockchain and machine learning all reveal novel perspectives on CRNs. With far-reaching 
ramifications, intelligent routing is positioned as a keystone for reimagining the potential 
of wireless communication. Future navigation offers a paradigm shift as cutting-edge tech-
nology and intelligent routing algorithms combine, opening up previously unimaginable 
possibilities in the constantly changing field of wireless communication. This study acts 
as a compass, pointing practitioners and academics in the direction of intelligent routing’s 
revolutionary potential in the development of CRNs.

Keywords  Cognitive Radio Networks (CRNs) · Routing · Machine learning · Scalability · 
Security · Energy efficiency

1  Introduction

Due to the widespread use of mobile devices, Internet of Things (IoT) devices, and wire-
less networks, wireless communication technologies have grown at an unprecedented rate, 
creating an unprecedented demand for spectrum resources. A valuable resource that has to 
be properly managed in order to meet the varied communication requirements of different 
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services and applications is spectrum, the limited range of frequencies utilized for wire-
less communication [1]. However, it has been shown that the conventional method of fixed 
spectrum allocation in which certain frequency bands are allocated to specific users or ser-
vices is ineffective and has increased to the scarcity of spectrum.

The spectrum is fixed and does not take into consideration changes in demand over time 
or across different geographic regions. It is based on static assumptions about the consump-
tion patterns of various services [2, 3]. It indicates that although certain frequency bands 
encounter congestion and interference, others may remain to be underused in particular 
locations or at particular times. Due to this inefficient use of spectrum, wireless networks 
are unable to fulfil the increasing needs of bandwidth-intensive applications like computer 
casinos, streaming video, and real-time communication. This leads in subpar performance 
and resource waste.

A potential approach to resolving the critical matters of spectrum scarcity and ineffi-
ciency in modern wireless communication networks is the deployment of Cognitive Radio 
Networks (CRNs). The demand for spectrum resources is growing faster than the supply 
due to the widespread use of wireless devices and applications [4, 5]. The conventional 
method of fixed spectrum allocation, which assigns certain frequency bands to some cus-
tomers or services for exclusive usage, exacerbates this mismatch. Huge areas of the spec-
trum are thus underutilized or unused at specific times and places, which leads in ineffi-
ciencies and resource waste.

By proposing intelligent radios that can sense their surroundings on their own, assess 
spectrum utilization, and modify their transmission parameters based on that information, 
Mitola and Maguire’s 1999 concept of cognitive radio completely changed the field. With 
cognitive radios, operating parameters may be dynamically adjusted depending on the real-
time conditions of the radio frequency (RF) environment, in contrast to conventional radios 
that broadcast at constant power levels and on predefined frequencies [6]. Due to their 
adaptive behaviour, cognitive radios can identify and capitalize of spectrum access pos-
sibilities even in congested or underutilized frequency bands.

In CRNs, secondary users equipped with cognitive radios opportunistically access spec-
trum bands that are unoccupied or lightly used by primary users, which are often referred 
to as spectrum white spaces. By dynamically accessing these unused spectrum resources, 
CRNs can significantly improve spectrum utilization efficiency and alleviate congestion in 
crowded frequency bands [7, 8]. Moreover, CRNs are designed to operate in a cooperative 
manner, where secondary users collaborate with primary users to minimize interference 
and ensure coexistence, thereby fostering a more efficient and harmonious spectrum shar-
ing environment.

In order to efficiently manage spectrum resources and provide dependable commu-
nication, CRNs moving from static to dynamic spectrum access require intelligent rout-
ing methods. Due to the dynamic nature of spectrum availability and the need for real-
time adaptability to changing network conditions, traditional routing protocols which are 
designed for static systems with predictable connectivity patterns might not be appropriate 
for CRNs [9, 10]. To determine the best routing decisions, intelligent routing mechanisms 
in CRNs must consider a variety of factors, including network topology, interference limi-
tations, spectrum availability, and Quality of Service (QoS) requirements.

CRNs may dynamically route traffic via available spectrum channels due to these intel-
ligent routing techniques, avoiding congested bands and providing the least of interruption 
to primary users [11]. By the use of efficient algorithms and cognitive abilities, CRNs are 
able to maximize spectrum resource consumption while maintaining continuous communi-
cation and user equity.
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But traditional wireless networks, CRNs have a flexible structure that allows them to 
operate both with and without a fixed network infrastructure. Within CRNs, there are two 
main network configurations: decentralized or dispersed networks, where SUs communi-
cates via multi-hop connections without depending on a fixed infrastructure, and central-
ized networks, which are enabled by a Single-User (SU) Base Station (BS) [21]. In distrib-
uted CRNs where SUs connects with one another via a decentralized system this research 
focuses on the circumstance were accessing the SU base station often involves multi-hop 
communication. Dispersed CRNs are useful in a variety of situations, including emergency 
response operations, rural broadband distribution, and disaster relief activities. The distrib-
uted CRNs’ decentralized structure provides benefits in these kinds of situations, including 
scalability, robustness, and adaptability. But dependable routing algorithms are required 
for efficient communication in dispersed CRNs in order to create pathways between source 
and destination SUs, especially in multi-hop communication scenarios [22, 23]. Compared 
to typical wireless networks, routing in CRNs presents significant difficulties because of 
the structured manner Primary Users use spectrum and the variety of channel configura-
tions that SUs may choose among. The integration of CRNs with Wireless Sensor Net-
works is shown in Fig. 1. It demonstrates decentralized sensor nodes with cognitive radio 
capabilities that allow for intelligent decision-making and dynamic spectrum access. The 
visualization emphasizes cooperative protocols and collaborative spectrum sensing, illus-
trating how distributed CRNs may improve network resilience and spectrum efficiency in 
dynamic conditions.

Due to their incapacity to adapt to dynamic channel conditions and dynamic spectrum 
availability, traditional routing algorithms developed for static wireless networks are not 
directly applicable to CRNs. In CRNs, spectrum-aware routing is essential to assure opti-
mal spectrum resource use while avoiding interference with primary users. Consequently, 
in order to create an effective communication pathway, routing algorithms in CRNs need 
to take spectrum availability into considerations and modify as essential [24, 25]. A dis-
tributed CRN scenario with both PUs and SUs is provided to illustrate the importance of 
spectrum-aware routing. In this case, efficient routing is essential for enabling PUs and SUs 

Fig. 1   Distributed CRNs of Wireless Sensor Networks
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to communicate without interference, ensuring the best possible spectrum use and network 
management. Also, A comprehensive summary of several applications for CRNs can be 
provided in Table 1. It focuses towards how essential CRNs are in a variety of industries, 
such as disaster relief, healthcare, transportation, military and defense, and telecommuni-
cations. This comprehensive review demonstrates how adaptable CRNs are and how they 
may be used to address a diversity of requirements and issues in many industries.

1.1 � Objectives of the survey

This survey’s main goal is to provide people a comprehensive knowledge of the multiple 
routing strategies used in distributed CRNs. The survey specifically aims to:

•	 Examine the fundamental concepts and characteristics of CRNs.
•	 Investigate the importance of routing intelligence in CRNs and the challenges associ-

ated with routing in dynamic spectrum environments.
•	 Review the existing literature on routing techniques in CRNs, including spectrum-

aware routing, cognitive decision-making, game theory-based routing, machine learn-
ing approaches, and hybrid routing techniques.

•	 Analyze the performance metrics and evaluation criteria used to assess the effective-
ness of routing techniques in CRNs.

•	 Provide insights into the strengths, weaknesses, and applicability of different routing 
techniques through a detailed analysis of case studies and real-world deployments.

•	 Identify open research challenges and future directions for advancing routing intelli-
gence in CRNs.

In order to provide the foundation for future study in this field and to provide a strong 
knowledge of the issue, this article aims to provide a comprehensive analysis of the differ-
ent routing techniques used in CRNs. The focus of this research is to improve routing strat-
egies that are specifically designed to meet the needs of CRNs by studying multiple routing 
methods and their application in CRNs.

2 � Fundamentals of Cognitive Radio Networks

The concept of cognitive radio serves as the foundation for CRNs, a novel approach to 
wireless communication. Cognitive radio is essentially the term for intelligent radios that 
are able to detect their environment on their own, assess spectrum utilization, and adapt 
their broadcast conditions in order to maximize spectrum use while residing peacefully 
alongside primary users [26]. Utilizing software-defined radios (SDRs) and complex algo-
rithms, CRNs enable radios to think like humans. It implies that they can dynamically 
adjust their working parameters in response to specific observation of the radio frequency 
(RF) environment.

Key characteristics of CRNs include:

•	 Dynamic Spectrum Access: CRNs, also called as spectrum white spaces, enable sec-
ondary users with opportunistic access to unused spectrum bands by primary users. 
CRNs reduce congestion in congested frequency bands and improve the efficiency of 
spectrum utilization by dynamically accessing unused spectrum resources [27].
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•	 Spectrum Sensing: Cognitive radios are able to identify and detect suitable spectrum 
bands by the use of spectrum sensing techniques. Cognitive radios allow secondary 
users to take use of underutilized spectrum resources for communication by continually 
scanning the radio frequency environment for spectrum possibilities [28].

•	 Spectrum Management: In CRNs, efficient spectrum management is essential to 
ensuring the efficient use of available spectrum resources. CRNs may maximize spec-
trum use while reducing conflicts and interference by utilizing strategies such spectrum 
aggregation, spectrum handoff, and interference management [29].

•	 Spectrum Sharing: Primary and secondary users may coexist in the same frequency 
bands with the assistance of spectrum sharing methods. By use of cooperative spec-
trum sharing protocols and adaptable spectrum access techniques, CRNs ensure effi-
cient and inclusive spectrum usage while reducing interruptions to primary users [30].

•	 Cognitive Capabilities: Cognitive abilities that enable for thoughtful decision-making 
and dynamic spectrum conditions adaptation are built into CRNs. By improving spec-
trum usage efficiency and reducing interference to primary users, cognitive radios are 
able to self-adjust their transmission parameters in real-time based on observations of 
the radio frequency environment [31].

•	 Cooperative Communication: In order to improve the dependability and effectiveness 
of data transfer, CRNs often adopt cooperative communication methods. The perfor-
mance of the network as a whole may be improved by secondary users collaborating to 
relay data packets, increase coverage, and reduce fading effects [32].

•	 Interference Mitigation: In order to reduce interference for primary users and improve 
the QoS for secondary users, CRNs strategic planning interference mitigation tech-
niques. Secondary users are ensured to operate in a manner that complies with trans-
missions from primary users via the use of strategies like power management, interfer-
ence cancellation, and spectrum etiquette protocols [33].

•	 Spectrum Policy and Regulation Compliance: To ensure legal and ethical spectrum 
utilization, CRNs adhere by regulatory requirements and spectrum policy [34]. The 
integrity of the wireless communication ecosystem and the development of stakeholder 
trust depend on compliance to spectrum laws, licensing deals, and spectrum access reg-
ulations.

•	 Security and Privacy: Robust security and privacy systems are in place by CRNs to 
protect sensitive data and communication channels from malevolent intrusions and gain 
unauthorized access [35]. Secure communication in CRNs is ensured by access control, 
authentication, and encryption methods that protect data privacy and network integrity.

•	 Scalability and Resilience: In order to support a high number of users and adjust to 
changing network circumstances, CRNs are built to be durable and scalable. Scalability 
and robustness of CRNs are improved by distributed routing algorithms, fault tolerance 
techniques, and dynamic resource allocation methods, which allow them to function 
well in a variety of circumstances [36].

•	 Energy Efficiency: In CRNs, energy economy is particularly important for battery-
powered devices and situations with limited resources. Sleep modes, power manage-
ment techniques, and energy-efficient transmission protocols all contribute to reducing 
energy use and extending cognitive radio battery life, which improves network sustain-
ability and dependability [37].

The primary attributes of CRNs include, but are not limited to, adaptive spectrum 
access, spectrum sensing, spectrum management, sharing, cognitive capacities, coopera-
tive communication, interference reduction, adherence to spectrum regulations, security 



Multimedia Tools and Applications	

1 3

and privacy, scalability and resilience, and energy efficiency. When combined, these fea-
tures allow CRNs to improve network performance, maximize spectrum use, and provide 
dependable, efficient wireless communication in a variety of dynamic, heterogeneous 
conditions.

2.1 � Spectrum sensing and access techniques

CRNs depend on spectrum sensing, which is a core component that allows them to find and 
detect empty spectrum bands for strategic access. CRNs use a range of spectrum sensing 
methods, such as the following:

•	 Energy Detection: Energy detection is the process of determining the occupancy of 
a specific frequency band by measuring the energy level within it. Cognitive radios 
detect spectrum opportunities by comparing the received energy level to a fixed value 
[38].

•	 Cyclostationary Feature Detection: In order to distinguish between occupied and 
unoccupied spectrum bands, cyclostationary feature detection uses the cyclostationary 
properties of radio frequency transmissions [39]. In order to determine cyclostationary 
patterns indicated of primary user activity, cognitive radios analyze statistical charac-
teristics of the received signals.

•	 Cooperative Sensing: To increase spectrum sensing accuracy and dependability, vari-
ous cognitive radios work together in cooperative sensing [40]. Therefore, cognitive 
radios exchange sensory data and decide how much spectrum to consume.

•	 Machine Learning-Based Spectrum Sensing: Support vector machines (SVM), neu-
ral networks, and deep learning algorithms are examples of machine learning tech-
niques that are increasingly being used in CRNs for spectrum sensing [41]. Using exist-
ing sensing data and signal characteristics, these techniques train classifiers to detect 
specific spectrum opportunities and distinguish between primary user signals and 
noise.

•	 Compressive Sensing: A new approach to signal processing termed compressive sens-
ing makes it possible to recover sparse signals from drastically reduced samples [42]. 
Compressive sensing methods may be used in CRNs to efficiently sample the RF spec-
trum and reconstruct signals of interest, which reduces energy consumption and over-
head while maintaining sensing accuracy.

•	 Spectrum Database-Assisted Sensing: Spectrum databases record data on the availa-
bility and occupancy of spectrum within a particular region, providing cognitive radios 
valuable insights for spectrum sensing [43]. In order to improve the accuracy and effi-
ciency of spectrum sensing, cognitive radios can query spectrum databases to acquire 
real-time information on spectrum availability. This capability supports local sensing 
data.

•	 Hybrid Sensing Techniques: Multiple spectrum sensing approaches are combined 
in hybrid sensing techniques to take advantage of their complementary strengths and 
reduce their individual limitations [44]. Cognitive radios are able to accomplish robust 
and dependable spectrum sensing in a variety of situations and environmental condi-
tions by combining energy detection, cyclostationary feature detection, and other sens-
ing techniques.

•	 Dynamic Sensing Frameworks: Cognitive radios with dynamic sensing frameworks 
can adapt its sensing parameters and techniques to the network’s requirements and the 
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ever-changing environment [45]. Cognitive radios can adjust to changes in spectrum 
occupancy and enhance the accuracy and efficiency of their sensing by dynamically 
adjusting sensing parameters including bandwidth, sensing threshold, and sensing dura-
tion.

2.2 � Challenges and opportunities

2.2.1 � Challenges for CRNs

CRNs have a number of drawbacks despite their considerable benefits in terms of flexibil-
ity and spectrum efficiency, such as:

•	 Spectrum Sensing Reliability: Accurately identifying available spectrum bands 
depends on the precision of spectrum sensing. But noise, fading, and shadowing can all 
decrease spectrum sensing’s accuracy, resulting in false positives or wasted possibili-
ties [46].

•	 Spectrum Handoff: The process of switching between multiple spectrum bands as 
users move throughout a network is known as spectrum handoff [47]. As users shift 
between multiple spectrum bands, effective spectrum handoff methods are crucial to 
maintaining connectivity and ensuring the smooth communication.

•	 Interference Management: The performance of CRNs may be degraded by interfer-
ence from primary users and surrounding users. In order to reduce interference and 
ensure dependable communication in CRNs, effective interference management strate-
gies are needed [48].

•	 Spectrum Mobility: Spectrum mobility is the capacity of CRNs to dynamically adjust 
to variations in user needs and available spectrum as users relocate around the network 
[49]. In order to assure smooth communication and continuous connection when users 
move between various geographical locations or network services, effective spectrum 
mobility management is important.

•	 Regulatory Compliance: Regulatory agencies have established licensing requirements 
and a variety of spectrum rules that CRNs must abide by. In order to prevent infractions 
and ensure the legal functioning of CRNs, regulatory compliance includes adherence 
by spectrum use regulations, licensing agreements, and interference avoidance tech-
niques [50].

•	 Coexistence with Legacy Systems: It is essential that CRNs live in harmony with 
existing users and traditional wireless systems that use the same frequency bands [51]. 
Careful coordination, spectrum sharing protocols, and interference mitigation methods 
are necessary to ensure compatibility and minimum interference with older systems 
while preserving the integrity of modern communication services.

•	 Spectrum Heterogeneity: CRNs function in situations with heterogeneous spectrum, 
which are defined by a variety of frequency ranges, modulation techniques, and propa-
gation properties. Optimizing communication protocols, modulation methods, and 
resource allocation strategies to compensate for variable spectrum characteristics and 
increase efficiencies over a range of frequency bands is known as managing spectrum 
heterogeneity [52].

•	 Resource Allocation and Optimization: To maximize the effectiveness and useful-
ness of CRNs, resource allocation must be accomplished. Dynamic resource allocation 
techniques improve network efficiency and maximize resource utilization by allocating 
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resources according to user demand, channel conditions, and QoS requirements [53]. 
Case studies of these techniques include spectrum auctioning, bandwidth allocation, 
and power control.

•	 Cognitive Radio Security: Cognitive radio security includes measures against mali-
cious attacks, security risks, and unauthorized access to CRNs. Misleading data from 
spectrum sensing, identifying rogue users, difficulties with authorization and authenti-
cation, and privacy concerns are the some of the security challenges that CRNs address. 
Secure and reliable communication is ensured and security vulnerabilities are prevented 
for CRNs via the use of intrusion detection systems, encryption protocols, and strong 
security mechanisms [54].

2.2.2 � Opportunities for CRNs

CRNs provide a variety of possibilities for innovation and growth in wireless communica-
tion in spite of these obstacles:

•	 Enhanced Spectrum Efficiency: CRNs may dramatically increase spectrum usage 
efficiency by dynamically accessing underutilized spectrum resources, allowing for 
more effective use of the existing spectrum [55].

•	 Flexibility and Adaptability: CRNs’ cognitive abilities provide them the flexibil-
ity and agility to adapt to changing communication needs since they can immediately 
adjust to shifting network circumstances and spectrum availability [56].

•	 Coexistence with Legacy Systems: With CRNs, secondary users and primary users 
can coexist while having the least amount of interference and most effective spectrum 
sharing. The incorporation of cognitive radio technology into existing wireless net-
works is made much easier by this capability [57].

•	 Spectrum Sharing and Access: Innovative spectrum sharing and access models that 
encourage user cooperation and maximize spectrum use are made possible by CRNs. 
Dynamic spectrum access methods, such spectrum leasing, trading, and pooling, allow 
for the effective use of available spectrum and promote a thriving wireless application 
and service ecosystem [58].

•	 Cognitive Networking: Cognitive networking concepts that take use of cognitive skills 
to improve user experience, improve network performance, and accommodate a range 
of communication needs may be developed due to CRNs. Cognitive networking tech-
niques enable networks to dynamically adapt to changing environmental conditions and 
user demands, increased efficiency and dependability. Examples of these techniques 
include cognitive routing, cognitive MAC protocols, and cognitive network manage-
ment [59].

•	 Spectrum Innovation: The creation of innovative methods for spectrum sensing, spec-
trum sharing, and interference reduction is encouraged by CRNs, which also stimu-
late innovation in spectrum management protocols, technologies, and methodologies. 
To enable more effective and adaptable spectrum usage in future wireless systems, 
research in spectrum innovation includes dynamic spectrum access, spectrum sensing 
fusion, spectrum database technologies, and spectrum regulatory frameworks [60].

•	 Green Communications: By reducing the ecological impact of wireless networks, 
reducing carbon emissions, and reducing energy usage, CRNs enable the growth of 
ecologically friendly communication solutions [61]. CRNs can operate in a more envi-
ronmentally sustainable way because to energy-efficient transmission protocols, sleep 
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modes, and cognitive power management techniques, which promotes green communi-
cations and sustainable targets.

•	 Cross-Domain Integration: Cross-domain integration and convergence of wireless 
communication technologies are enabled by CRNs, enabling heterogeneous networks 
and devices to cooperate and interoperate smoothly. The combination of CRNs with 
emerging technologies like 5G networks, smart grid systems, and IoT presents novel 
possibilities for innovative applications and services that include a wide range of sec-
tors including healthcare, transportation, and smart cities [62].

•	 Spectrum Policy and Regulation Reform: In order to promote more effective and 
equitable use of spectrum resources, boost competition and innovation in the wireless 
industry, and handle new issues including congestion and scarcity of spectrum, CRNs 
support improvements to spectrum restrictions and policy [63]. In order to encourage 
investment in cognitive radio technology and advance spectrum commons methods for 
the benefit of the public, advocacy activities concentrate on spectrum sharing frame-
works, spectrum licensing models, and regulatory incentives.

To summaries, CRNs enable intelligent spectrum management, efficient spectrum shar-
ing, and dynamic spectrum access, hence transforming wireless communication. Although 
they have to deal with issues like interference control and dependable spectrum sensing, 
CRNs provide a lot of potential to improve spectrum flexibility, efficiency, and coexistence 
with older systems. Researchers and practitioners may fully realize the promise of cogni-
tive radio technologies for next wireless communication systems by tackling these obsta-
cles and turning advantage of the advantages provided by CRNs.

The problems and possibilities associated with CRNs are shown in Fig. 2, which pro-
vides a brief synopsis of the big challenges and possible trends for the area. In the mean-
while, Tables 2 and 3 provide a thorough analysis of the number of studies that has already 
been done in the field by synthesizing the literature review results for opportunities and 

Fig. 2   Challenges and Opportu-
nities of CRNs
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solutions and obstacles in CRNs, respectively. Each author provides an overview of the 
study’s objective, potential drawbacks, and proposed solutions to maximize advantage of 
the opportunities which have been recognized. Furthermore, Table 4 provides an overview 
of the possible benefits and technical developments that may be used to CRNs, providing 
information on the field’s future possibilities and developments. When combined, these 
visuals and tables provide insightful information on the state of CRNs, pointing out both 
the challenges and opportunities for advancement and innovation in the field.

2.3 � Key components

The essential components of CRNs comprise:

1)	 Dynamic Spectrum Access (DSA): Dynamic spectrum access pertains to the capacity 
of cognitive radios to autonomously and dynamically select suitable frequency bands 
for transmission in accordance with the real-time availability of spectrum [82]. DSA 
facilitates the opportunistic access of cognitive radios to unoccupied or underutilised 
spectrum bands, thus maximising the usage of the spectrum and enhancing the overall 
efficiency of the network.

2)	 Intelligent Decision-Making: Cognitive radios adapt their behaviour to enhance perfor-
mance while avoiding interference with primary users [83]. These radios make decisions 
based on information sensed. Intelligent decision-making includes the manipulation of 
spectrum data, assessment of environmental circumstances, and dynamic adaptation of 
transmission parameters in order to optimise spectrum utilisation.

3)	 Network Infrastructure: The network infrastructure comprises elements like as access 
points, base stations, and other network components that provide data interchange and 
enable communication among cognitive radios [84]. This infrastructure facilitates com-
munication between cognitive radios and other network elements in an efficient way, 
providing as the backbone of the CRNs.

4)	 Spectrum Mobility Management: By enabling smooth transitions and handovers 
across various frequency bands, spectrum mobility management ensures uninterrupted 
connectivity for cognitive radios as they transverse various radio environments [85]. 
Allocation and reconfiguration of frequency resources in a dynamic method contribute 
to performance optimization and continuous connectivity.

5)	 Cognitive Network Management: The cognitive network management system is 
responsible for supervising the CRNs’ overall effectiveness. The system incorporates 
various functionalities, including resource allocation, network monitoring, and policy 
enforcement, in order to guarantee optimum performance and compliance with regula-
tory limitations [86]. Effective cognitive network management is critical for preserving 
the efficiency and integrity of the entire network.

6)	 Regulatory Compliance: Spectrum utilisation is regulated by regulatory regulations 
and practices that CRNs must adhere too. By utilising compliance mechanisms such 
as spectrum etiquette protocols and geolocation databases, cognitive radios are able 
to function in compliance with regulatory frameworks and prevent any disruption to 
licenced users. Regulatory compliance ensures that the CRNs function legally and ethi-
cally [87].

7)	 Cognitive Radio Testbeds: The validation of cognitive radio principles in real-world 
scenarios needs experimental platforms and testbeds as essential components. Before 
adopting CRNs, these systems act as testbeds for industry and scholars to assess their 
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performance and sustainability [88]. Algorithms, protocols, and the entire structure of 
a system are improved by testing in realistic environments.

8)	 User Interfaces and Human-in-the-Loop Interaction: The increasing complexity of 
CRNs requires the growing relevance of user interfaces in enabling human-in-the-loop 
interaction [89]. These interfaces enable the development of preferences, transmission 
of feedback, and formulation of high-level decisions by users or network administra-
tors, hence encouraging a collaborative culture between humans and cognitive systems. 
CRNs’ efficiency and user adoption are enhanced by their user interfaces.

The components mentioned in Table  5 are the fundamental aspects of CRNs, ena-
bling them to operate with intelligence and adaptability in wireless surroundings that are 
dynamic and heterogeneous. The cognitive engine is especially responsible for coordinat-
ing the decision-making processes that allow cognitive radios to achieve performance opti-
mization via the use of real-time environmental information.

3 � Routing in Cognitive Radio Networks

In CRNs, routing is essential for enabling dependable and effective communication since 
it decides the routes that data packets travel to go from source to destination nodes. CRNs 
function in dynamic and diverse spectrum environments, in contrast to traditional wired 
or wireless networks, where spectrum availability, channel conditions, and network topol-
ogy may change unexpectedly [90, 91]. Therefore, adaptive mechanisms that can adjust to 
these changing circumstances and maximize spectrum use are needed for routing in CRNs. 
These mechanisms also need to guarantee minimum disturbance to primary users and 
dependable communication for secondary users. A comprehensive review of the literature 
on routing in CRNs is shown in Table 6, along with the objectives, limitations, and solu-
tions proposed by different WSNs authors.

3.1 � Importance of routing intelligence

In CRNs, routing intelligence is important because it allows nodes to make decisions in 
changing spectrum environments, resulting in efficient and dependable communication. 

Table 5   Key Components of CRNs

Component Network Reli-
ability

Security Fea-
tures

Interoper-
ability

Scalability

Dynamic Spectrum Access (DSA) ✔ ✔ ✔ ✔
Intelligent Decision-Making ✔ ✔ ✔ ✔
Network Infrastructure ✔ ✘ ✘ ✘
Spectrum Mobility Management ✔ ✔ ✔ ✔
Cognitive Network Management ✔ ✔ ✔ ✔
Regulatory Compliance ✔ ✔ ✔ ✔
Cognitive Radio Testbeds ✔ ✘ ✘ ✘
User Interfaces and Human-in-the-Loop 

Interaction
✔ ✔ ✔ ✔
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The following important factors demonstrate how important routing intelligence is in 
CRNs:

•	 Spectrum-Aware Routing: Nodes in CRNs can generate well-informed decisions 
depending on the quality and availability of the spectrum due to routing intelligence. 
When determining transmission channels, spectrum-aware routing systems take into 
account the amount of spectrum occupancy and interference [102]. This reduces distur-
bance to primary users and optimizes throughput for secondary users.

•	 Dynamic Adaptation: Routing methods for CRNs must be able to dynamically adapt 
to shifting network circumstances, including variations in the amount of spectrum 
resources, node mobility, and interference [103]. Nodes with intelligent routing mech-
anisms may dynamically update transmission variables and reconfigure routing path-
ways to preserve optimum performance in ever-changing environments.

•	 QoS Support: In CRNs, as numerous applications may have differing requirements in 
terms of latency, dependability, and throughput, routing intelligence plays an important 
role in providing QoS guarantees [104]. Using QoS parameters to prioritized traffic, 
intelligent routing algorithms select pathways that optimize spectrum use while fulfill-
ing the needs of the application.

•	 Interference Mitigation: Reducing interference to primary users and nearby second-
ary users is one way that efficient routing intelligence reduces interference in CRNs 
[105]. Intelligent routing protocols may improve the overall performance and reliability 
of CRNs by taking interference limits into account while selecting a path.

•	 Energy Efficiency: By optimizing the routing pathways and transmission parameters 
to reduce energy consumption, routing intelligence may make a substantial contribu-
tion to energy efficiency in CRNs. In order to save energy and preserve communication 
reliability, intelligent routing protocols may choose pathways with reduced energy con-
sumption, improve transmission power levels, and take into consideration the energy 
restrictions of nodes [106, 107]. CRNs may improve network sustainability, lower total 
energy consumption, and increase the battery life of mobile devices by taking energy-
efficient routing algorithms into consideration.

•	 Scalability and Resilience: In large-scale networks with a high degree of node mobil-
ity and dynamic topology changes, routing intelligence plays an important role in 
ensuring the scalability and robustness of CRNs. By facilitating effective route main-
tenance, discovery, and adaptation, intelligent routing methods enable CRNs to grow 
to support a high number of nodes and efficiently respond to network dynamics. By the 
use of fault tolerance techniques, dynamic resource allocation methods, and distributed 
routing algorithms, CRNs may improve scalability and resilience to network failures, 
congestion, and disturbances [108, 109].

•	 Cross-Layer Optimization: By combining routing decisions with other layers of the 
protocol stack, especially as the physical layer, application layer, and medium access 
control (MAC), routing intelligence allows cross-layer optimization in CRNs. Intelli-
gent routing protocols may increase resource utilization, improve end-to-end communi-
cation quality, and optimize overall network performance by taking into account inter-
actions and dependencies across various protocol levels. With cross-layer optimization, 
CRNs may perform conventional layered techniques by using all of synergies across 
various protocol stack layers [110].

•	 Spectrum Mobility Management: By enabling smooth handover and transition 
between multiple spectrum bands as users move within the network, routing data ena-
bles with spectrum mobility management in CRNs. Depending on the availability of 
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spectrum resources and user mobility patterns, intelligent routing protocols may mod-
ify routing pathways and spectrum distribution. CRNs may guarantee continuous com-
munication and sustain connection while users move between multiple frequency bands 
and network settings by organizing spectrum handoff processes and optimizing spec-
trum allocation [111].

•	 Security and Privacy: By integrating secure routing methods, authentication, and 
encryption techniques into routing protocols, routing intelligence plays an important 
role in resolving security and privacy problems in CRNs. To protect against malicious 
attacks, unauthorized access, and information leakage, intelligent routing protocols may 
encrypt routing messages, impose access control regulations, and authenticate commu-
nication partners [112]. CRNs may improve network security, protect user privacy, and 
reduce security concerns associated with cognitive radio technology by including secu-
rity and privacy elements into routing decisions.

Intelligent routing in CRNs in Table 7 is more essential than only path selection. QoS 
optimization, resource usage, regulatory compliance, flexibility, security resilience, coop-
eration, efficiency, and capabilities are just a few of the characteristics that are explored 
with each component. It has a variety of functions that provide flexibility, effectiveness, 
and security. Intelligent routing will be essential to solving the complex problems and 
achieving the maximum capabilities of dynamic and opportunistic spectrum access as 
CRNs improve more.

3.2 � Traditional routing protocols vs. cognitive routing

Due to their lack of spectrum awareness and ability to adapt to dynamic spectrum condi-
tions, traditional routing protocols like distance-vector and link-state routing are not well 
suited for CRNs. In contrast to these traditional protocols, CRNs’ cognitive routing proto-
cols utilize spectrum awareness and cognitive ability to make intelligent routing decisions. 
Cognitive routing systems dynamically adjust routing pathways depending on real-time 
spectrum circumstances, maximizing performance and reliability by considering vari-
ables including spectrum availability, utilization, and interference levels [113, 114]. These 
protocols provide major benefits over conventional routing protocols in CRNs by ensur-
ing effective spectrum usage, mitigating interference, and prioritizing traffic based on QoS 
parameters.

3.3 � Requirements and challenges in routing for CRNs

The main difficulties and problems with CRNs are briefly described in Fig. 3. In order to 
facilitate a rapid grasp of the major challenges such spectrum scarcity, interference man-
agement, security issues, and dynamic spectrum access, it offers a succinct visual represen-
tation of the challenges encountered in CRNs. To achieve consistent and dependable com-
munication, CRNs must overcome developmental issues and routing issues in comparison 
to the regular before mentioned:

•	 Spectrum Mobility Management: Routing systems that can efficiently manage spec-
trum mobility as users move across the network are essential for CRNs. In order to 
preserve connection and maximize spectrum utilization, this involves an involved in 
the control and transition across various frequency bands. In order to assure continuous 
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communication when users move between various spectrum bands and network envi-
ronments, routing protocols need to adaptively distribute spectrum resources to manage 
spectrum handoff procedures [115, 116].

•	 Energy Efficiency: In CRNs, routing protocols are essential for maximizing energy 
efficiency and extending the battery life of mobile devices. Energy-efficient routing 
techniques, such trying to reduce on transmission distances, finding the best routing 
pathways, and setting up sleep modes for inactive nodes, should be used by these proto-
cols. Routing protocols have the potential to improve the sustainability and endurance 
of CRNs by lowering energy consumption and preserving battery power, especially 
in situations with limited resources [117].

•	 Spectrum Awareness: In CRNs, routing protocols need to be spectrum-aware, able to 
detect and adapt dynamically to variations in the quality and availability of the spec-
trum. Nodes may choose routes that reduce interference to primary users and maximize 
spectrum use for secondary users by using spectrum-aware routing [118].

•	 Dynamic Adaptation: For CRNs, routing protocols need to be able to adjust dynami-
cally to variations in spectrum conditions, traffic patterns, and network architecture. 
This requires for sophisticated route identification, maintenance, and optimization sys-
tems that can adapt quickly to environmental changes [119].

•	 Interference Mitigation: Interference from neighboring secondary users and primary 
users is a problem for CRNs. In the presence of spectrum-sharing restrictions, rout-
ing protocols must include interference mitigation strategies to reduce interference and 
ensure dependable communication [120].

•	 QoS Support: In CRNs, routing protocols have to provide QoS requirements for 
various services and applications. This involves routing traffic in a priority approach, 
ensuring that latency and reliability standards are maintained, and allocating resources 
optimally to meet application-specific QoS criteria [121].
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•	 Security and Privacy: Secure routing protocols, such as encryption, authentication, 
and secure routing methods, are essential components of CRN routing protocols that 
protect against malicious attacks and unauthorized access to network resources [122].

Intelligent routing protocols have the ability to improve communication performance, 
reliability, and efficiency in CRNs by tackling these objectives and obstacles. This may let 
future wireless networks realize the full benefits of dynamic spectrum access.

4 � Classification of routing techniques

Routing strategies play a significant role in CRNs since they provide efficient and relia-
ble communication through the process of directing data packets across the network [123, 
124]. The above routing techniques may be classified into different categories based on the 
underlying ideas and methodology that control them. Descriptions of each classification 
include the following:

4.1 � Spectrum‑aware routing

Spectrum-aware routing is an essential component of CRNs that ensures dependable com-
munication while maximizing spectrum consumption [125]. These methodologies depend 
on the capacity of cognitive radios to detect the surrounding spectrum and modify their 
routing decisions accordingly. Detailed expansion follows:

1)	 Dynamic Spectrum Availability: Spectrum-aware routing algorithms accept that spec-
trum capacity in CRNs is dynamic. In contrast to conventional networks that distribute 
spectrum bands statically, CRNs provide opportunistic access to bands of spectrum that 
are not in use by primary users [126]. In order to detect accessible spectrum bands, also 
as white spaces, routing protocols must continuously monitor the spectrum environment 
due to its geographical and historical volatility of spectrum availability.

2)	 Interference Minimization: Maximizing spectrum utilisation for secondary users while 
minimising interference to primary users is one of the principal goals of spectrum-aware 
routing. Dynamic route adjustments are implemented by these routing methods in order 
to prevent interference to primary users and avoid occupied frequencies, factoring inter-
ference levels and spectrum occupancy [127]. This promotes spectrum coexistence by 
ensuring that secondary users operate within regulatory constraints and do not cause 
adverse interference to authorized users.

3)	 Spectrum Sensing and Adaptation: Spectrum-aware routing protocols use spectrum 
sensing functionalities in order to identify accessible spectrum bands and analyse their 
suitability for the transmission of data. Cognitive radios use cooperative sensing, energy 
detection, and cyclostationary feature detection to regularly review the spectrum area 
[128]. Routing choices are determined using sensed spectrum details in order to select 
paths that pass across vacant or overused spectrum bands, hence improving the effi-
ciency of spectrum utilisation.

4)	 Dynamic Path Adjustment: Spectrum conditions in CRNs are susceptible to significant 
variation due to environmental factors, fluctuating user activity, and the movement of 
nodes. In order to accommodate these fluctuations, spectrum-aware routing protocols 
dynamically update routing pathways in response to actual spectrum conditions [129]. 
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In the occurrence that a previously accessible spectrum band becomes occupied or 
encounters increased interference, the routing protocol proceeds to reroute traffic via 
alternative routes that acquire more available spectrum. The above existing network 
consistent communication and maximises the utilisation of the spectrum.

5)	 Efficient Spectrum Utilization: The objective of spectrum-aware routing algorithms is 
to maximise the usage of available spectrum resources via intelligent deployment. These 
methods improve the efficiency and dependability of communication for secondary users 
while reducing the disturbance to primary users by choosing routing pathways that pass-
through interference-free or hardly congested spectrum bands [130]. By optimising the 
consumption of spectrum, CRNs are able to increase their overall capacity and perfor-
mance, hence facilitating the support of a greater quantity of users and applications.

In CRNs, dynamic spectrum access and effective spectrum utilization are made possible 
in significant part by spectrum-aware routing. The full potential of CRNs in addressing 
the issues of spectrum scarcity and inefficiency in wireless networks is actually realized 
by taking into consideration spectrum availability, reducing interference, and dynamically 
adapting routing paths [131]. These techniques ensure reliable communication while maxi-
mizing the utilization of available spectrum resources.

4.2 � Cognitive decision‑making in routing

In CRNs, where nodes with cognitive capabilities method was designed routing decisions, 
cognitive decision-making in routing constitutes a paradigm shift [132, 133]. A compre-
hensive description of cognitive decision-making in routing is described below:

1)	 Integration of Cognitive Capabilities: Cognitive abilities such as learning, reasoning, 
and adaptability are integrated into the routing process utilizing cognitive decision-
making techniques. Nodes in CRNs may analyze complex data, gain insights, and to 
choose optimal routing pathways by simulating human-like cognitive processes [134]. 
Nodes can anticipate network behaviour, adapt to changing environmental conditions, 
and dynamically optimize routing strategies due to their cognitive abilities.

2)	 Autonomous Routing Decisions: Nodes that collaborate in cognitive decision-making 
are allowed to use their own routes depending on their capacity for cognitive process-
ing. Nodes use cognitive algorithms and decision-making frameworks to analyze the 
spectrum environment, forecast network conditions, select routing pathways rather than 
depending on centralized control or predetermined routing Table [135]. Because of their 
autonomy, nodes are able to adjust their routing pathways in real time to the changing 
conditions of the network.

3)	 Analysis of Spectrum Data: In order to make intelligent routing decisions, cognitive 
routing protocols utilize spectrum data that is obtained by spectrum sensing techniques. 
Nodes are always the spectrum for available bands, identify if they are essential for data 
transmission, and monitor the spectrum environment [136]. Nodes may ensure effective 
spectrum utilization and reliable communication by analyzing spectrum data to identify 
the best routing paths that move between spectrum bands with the minimal possible of 
interference and maximum throughput.

4)	 Prediction of Network Behavior: Nodes can forecast network activity utilizing cogni-
tive decision-making techniques by using past data, noticed trends, and outside inputs. 
Nodes are able to proactively adjust routing patterns in order to prevent congestion, 
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reduce interference, and maximize resource efficiency by learning from previous expe-
riences and projecting future occurrences [137]. Predictive routing techniques improve 
CRNs’ flexibility and reactivity, allowing them to continue high-performance commu-
nication in turbulent and uncertain circumstances.

5)	 Dynamic Optimization of Routing Paths: Using observations and future predictions in 
real time, cognitive routing systems dynamically optimize routing paths. Nodes monitor 
changes in network circumstances, continuously assess how well the routing pathways 
are performing, and make necessary adjustments to the routing decisions [138]. Nodes 
can react in spectrum availability, traffic patterns, and interference levels by dynamically 
adjusting their routing pathways, which ensures effective and reliable communication 
in CRNs.

Therefore, by enabling nodes to create strategic, adaptive, and autonomous routing deci-
sions, cognitive decision-making techniques revolutionize routing in CRNs. These strate-
gies unlock the full potential of CRNs for future wireless networks by incorporating cogni-
tive capabilities into the routing process, improving communication’s flexibility, efficiency, 
and reliability.

4.3 � Game theory‑based routing

Game theory-based routing is an advanced approach in CRNs whereby routing choices 
are made by taking into account the strategic interactions between network nodes [139, 
140]. Through the use of game theory ideas, Fig. 4 shows how network nodes strategi-
cally cooperate to maximize routing techniques. This representation shows how game 
theory-based routing protocols operate in CRNs and how they may guide strategic 
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choices to enhance network efficiency and performance. Below is a detailed explanation 
of game theory-based routing:

1)	 Non-cooperative Games: Cognitive radios compete for availability to the spectrum 
resources in non-cooperative games, acting independently from each other. Individual 
utilities are improved by routing decisions which consider interference, signal quality, 
and data rate into consideration. A decentralised strategy is shown in the way each radio 
operates in its own self-interest without directly communicating with others [141]. In 
circumstances where radios have conflicting objectives and must operate independently 
to improve spectrum utilisation, non-cooperative games are effective.

2)	 Modeling Strategic Interactions: Routing techniques based on game theory approach 
network nodes as rational individuals who deliberately select their routing strategies 
in order to maximize their utility. These methods simulate node-to-node interactions 
as games in which node-to-node strategic routing route selection is dependent on node 
capabilities, objectives, and predicted node behaviour [142]. Game theory-based rout-
ing protocols strive to optimize throughput, reduce latency, or minimize interference by 
improving routing techniques by considering the strategic behaviour of nodes.

3)	 Formulation of Routing Games: Game theory-based routing formulates routing deci-
sions as games in which nodes represent players and routing pathways indicate strate-
gies. Nodes consider their preferences, resource availability, and the expected outcomes 
of other nodes while choosing their routing pathways. Depending on the degree of 
coordination and rivalry among nodes, routing games may feature a variety of game 
types, including non-cooperative, cooperative, and mixed-strategy games [143]. These 
strategies allow nodes to make strategic routing decisions that maximize their utility 
while taking other nodes’ behaviour into account by structuring routing decisions as 
games.

4)	 Cooperative Games: Cognitive radios collaborate with each other in cooperative game 
theory to improve network performance as a whole. Radios communicate to decide on 
combined routing that is advantageous to the whole group and communicate informa-
tion. When cooperation may result in improved efficiency, reduced interference, and 
better spectrum utilisation, cooperative games are advantageous [144]. By enabling 
radios to work together to accomplish shared objectives, this approach promotes a more 
peaceful and efficient network environment.

5)	 Stackelberg Games: Stackelberg games simulate interactions between superiors and 
subordinates in CRNs. Followers’ routing decisions are influenced by a leader, who is 
also represented as a primary user or an authority. The supporters follow the leader’s 
strategic routing decisions, as chosen by the leader [145]. A balance between decentral-
ised decision-making and centralised control is facilitated by this hierarchical structure. 
Stackelberg games are suitable for situations when a leading entity is needed to impact 
cognitive radio behaviour and ensure that it matches with larger network objectives.

6)	 Optimization of Routing Strategies: Routing protocols that are based on game theory 
aim to maximize routing techniques in order to accomplish ultimate objectives while 
taking into account nodes’ strategic interactions. Nodes carefully consider variables 
including network structure, interference levels, and spectrum availability while choos-
ing routing pathways that optimize their utility function. Stackelberg equilibrium, evo-
lutionary game theory, and Nash equilibrium are types of game theory-based optimiza-
tion methods that are used to develop stable routing systems in which no node has an 
incentive to unilaterally diverge from its chosen path [146].
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7)	 Adaptation to Dynamic Environments: Routing strategies based on game theory per-
form well in the dynamic and unpredictable conditions shown in CRNs. Nodes regularly 
modify their routing strategies in response to changes in user behaviour, spectrum avail-
ability, and network conditions. Game theory-based routing algorithms ensure resilient 
and efficient communication in CRNs even in the presence of adversarial behaviours 
and uncertainty by dynamically modifying routing strategies based on game theory pro-
vide reliable and effective solutions by considering the strategic relationships between 
nodes [147, 148]. With the use of these strategies, nodes can maximize their utility via 
logical routing decisions that preserve the stability and equity of the whole network. 
Game theory-based routing methods improve the overall effectiveness, consistency, and 
fairness of communication in CRNs, which improves wireless network performance by 
making a distinction between node cooperation and competition.

In conclusion, game theory-based routing methods provide an effective foundation for 
maximizing routing strategies in CRNs by considering nodes’ strategic interactions with 
each other. The aforementioned techniques facilitate the development of efficient, resilient, 
and adaptable routing protocols that optimize network node utility and guarantee depend-
able communication in fluctuating and unpredictable settings. Routing decisions are for-
mulated as games, and routing strategies are refined accordingly.

4.4 � Machine learning approaches

CRNs depend heavily on machine learning techniques for routing, which enable nodes to 
make intelligent and flexible routing decisions based on data-driven insights [149, 150]. 
The use of machine learning algorithms to analyses network data and draw lessons from 
the past is shown in Fig. 5 as an optimization of routing choices. The potential of machine 
learning techniques in CRNs to adaptively optimize routing patterns, improve network effi-
ciency, and make intelligent decisions in response to dynamic spectrum circumstances is 
summed up in this image. The machine learning techniques used in CRN routing are elabo-
rated upon in depth below:

1)	 Supervised Learning: Training routing algorithms using labelled datasets—where the 
optimal routes are predetermined analysis of historical supervised learning. By extrapo-
lating from this training set, the routing algorithm obtains the ability to forecast the best 
routes in novel situations. When historical data is available, supervised learning may be 
utilised to inform routing choices and is successful [151]. It is appropriate for situations 
with well stated routing goals and historical trends since it provides an organised method 
for learning optimum routing pathways.

2)	 Learning from Data: In order to identify patterns and trends in the network environ-
ment, machine learning techniques in CRN routing make use of feedback mechanisms, 
historical data, and network observations. Through the analysis of historical routing 
decisions, network performance indicators, and contextual factors, machine learning 
algorithms extract significant knowledge that can inform future routing decisions [152]. 
These algorithms enable nodes to make reasonable decisions based on acquired knowl-
edge by learning to spot patterns in the data and develop correlations between various 
routing parameters.

3)	 Prediction of Network Behavior: CRN routing machine learning techniques use 
observed patterns and previous data to forecast network performance and behaviour. 



	 Multimedia Tools and Applications

1 3

These algorithms assess network circumstances in the future, foresee possible interfer-
ence or congestion, and proactively adjust routing choices to minimize any problems 
and determine past trends and patterns [153]. By allowing nodes to optimize routing 
pathways in ahead, predictive routing algorithms improve network performance and 
efficiency as well as the basic communication dependability of CRNs.

4)	 Autonomous Optimization: Routing protocols that are based on machine learning 
allow routing variables and strategies to be automatically optimized based on observed 
data and recently acquired knowledge. To optimize network performance and efficiency, 
these protocols automatically modify routing parameters such route selection, transmis-
sion power, and spectrum allocation [154]. Machine learning-based routing protocols 
may optimize routing patterns in real-time, adapt to changing network conditions, and 
enhance overall network performance without the need for human intervention since 
they are constantly learning from observations and responses from the network.

5)	 Reinforcement Learning: Cognitive radio agents use trial-and-error interactions with 
their surroundings to select the optimal routing strategies via reinforcement learning. 
Based on the success or failure of their routing decisions, agents get feedback in the form 
of incentives or penalties [155]. As time passes, the agents modify their routing plans 
to bring network conditions and accessible spectrum into consideration. Reinforcement 
learning allows cognitive radios to modify their routing behaviour according to their 
own to accomplish long-term objectives, which considers them suitable for dynamic 
and unstable network configuration.

To sum up, by utilizing data-driven insights, predictive abilities, and autonomous opti-
mization, machine learning techniques provide a powerful tool for routing decision opti-
mization in CRNs. These methods improve network performance, efficiency, and reliabil-
ity in dynamic and unpredictable CRN situations by allowing nodes to adjust to changing 
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network conditions, forecast network information, and optimize routing techniques in 
real-time.

4.5 � Hybrid routing techniques

Hybrid routing approaches are an adaptable and multifaceted method for routing in CRNs 
[156, 157]. They achieve this by integrating several routing algorithms in order to enhance 
performance and flexibility. In order to maximize routing choices and improve network 
performance, Fig.  6 illustrates the integration of many routing methodologies, including 
machine learning techniques, game theory-based routing, cognitive decision-making, and 
spectrum-aware routing. Figure 6 highlights the adaptability of hybrid routing strategies in 
CRNs, demonstrating their capacity to successfully handle a variety of network issues and 
needs by using the advantages of many routing paradigms. The following is a comprehen-
sive analysis of hybrid routing techniques:

1)	 Integration of Multiple Approaches: Hybrid routing techniques combine a variety of 
routing methodologies into a place effective, including spectrum-aware routing, cogni-
tive decision-making, game theory-based routing, and machine learning. Hybrid routing 
protocols maximize on the benefits of different methodologies by integrating various 
routing mechanisms and algorithms, while minimizing the limitations of each [158]. 
The integration enables the implementation of a dynamic and all-encompassing routing 
critical aspects of efficiently managing the variable and diverse features of CRNs.

2)	 Synergistic Effects: Hybrid routing strategies strive to attain synergistic outcomes by 
the use of the combined features provided by various routing methodologies. An exam-
ple about how spectrum-aware routing could provide important insights into interference 
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levels and spectrum availability is via the deployment of cognitive decision-making, that 
can enhance the flexibility and effectiveness of routing decisions [159]. Hybrid routing 
protocols have the capability to optimize routing patterns in order to enhance spectrum 
usage, minimize interference, and provide dependable communication in CRNs thru 
combination of these methodologies.

3)	 Dynamic Routing Strategy Selection: Hybrid routing protocols possess the capabil-
ity to transfer dynamically between various routing algorithms in response to applica-
tion priorities, network conditions, and user demands. For example, when exposed to 
severe levels of interference, the protocol may provide priority to routing techniques 
based on game theory in order to reduce interference and improve throughput. On the 
other, in conditions where spectrum availability is dynamic, the protocol can empha-
size spectrum-aware routing, which involves modifying route topologies in keeping 
with spectrum quality and availability [160]. The capacity of hybrid routing protocols 
to dynamically adapt routing methods enables them to effectively respond to evolving 
network conditions and continuously enhance performance.

4)	 Flexibility and Adaptability: Hybrid routing methods have the capacity to adjust and 
handle a wide range of CRN situations and requirements. These methods have the abil-
ity to modify routing strategies in accordance with particular network circumstances, 
user preferences, and application requirements by integrating several routing algorithms 
[161]. Moreover, hybrid routing protocols have the capacity to progress by integrating 
new methodologies or modifying parameters in response to developing technologies 
and scientific developments. This ensures that continuous optimization and performance 
improvement in CRNs are achieved.

5)	 Robustness and Resilience: Hybrid routing protocols enhance the resilience and robust-
ness of CRNs via the use of fallback and redundancy methods. When one routing tech-
nique has errors or inadequate performance, the protocol represents the ability to effort-
lessly shift to different approaches in order to preserve connectivity and dependability 
[162]. The ability of CRNs to endure failures and meet challenges enhances its overall 
resilience, guaranteeing continuous communication despite the presence of difficult 
situations.

By merging several routing approaches and maximizing on their unique strengths 
to enhance performance, flexibility, and resilience, hybrid routing techniques provide 
a flexible and efficient method for routing in CRNs. Hybrid routing protocols have the 
capability to improve communication dependability, flexibility, and efficiency over 
a wide range of CRN circumstances by dynamically selecting routing techniques in 
accordance with network dynamics and application requirements.

4.6 � Bio‑inspired routing

Biometric routing solutions have surfaced as inventive strategies to tackle the intrin-
sic limitations of CRNs, gaining inspiration from the complicated and streamlined 
processes of biological systems [163, 164]. By using natural concepts, these meth-
ods enhance routing decisions, hence boosting the intelligence, flexibility, and overall 
efficiency of these dynamic wireless communication networks. The discussion of bio-
inspired routing in CRNs is covered in Fig. 7.
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1)	 Genetic Algorithms (GA): Genetic Algorithms (GA) improve routing solutions in 
dynamic network conditions by taking inspiration from the concepts of natural selection 
and evolution. In order to simulate the process of genetic evolution, GA uses “genes” to 
encode potential routing solutions within a population. Simulate the processes of genetic 
variation and natural selection by introducing these solutions to selection, crossover, 
and mutation operations. Within the area of cognitive radio routing, GAs continuously 
improves routing solutions by adapting them to the dynamic conditions of the network 
[165, 166]. Similar to the survival of most adaptable in biological evolution, favoured 
routes are those that demonstrate greater efficiency or adaptability to changes in the 
spectrum. GA enhances the intelligence of CRNs by enabling the self-adaptation of 
routing techniques throughout the span of evolution.

2)	 Swarm Intelligence: Swarm Intelligence is inspired by the decentralised and self-
organizing features of biological swarms, including those found in fish, birds, and bees. 
Swarm Intelligence conceptualises a network within the area of CRNs whereby cog-
nitive radios combine to enhance routing decisions by using local interactions. Each 
cognitive radio functions as an autonomous organization, responding to its immediate 
surroundings and changing its routing decisions in relation to the data sent among 
swarm’s components [167, 168]. The use of this decentralised methodology empowers 
the network to promptly adapt to fluctuations in interference, spectrum conditions, and 
network topology. Swarm intelligence improves efficiency and flexibility by enabling 
the network to adapt collectively to proposed change via decentralised decision-making.

3)	 Particle Swarm Optimization (PSO): Particle Swarm Optimization (PSO) is a method-
ology that is inspired by the synergistic functions of fish schools and flocks of birds. PSO 
portrays cognitive radios as particles within a multidimensional search space, where 
each particle represents a potential routing solution, as applicable to CRNs [169, 170]. 
As they explore the search space, these particles dynamically modify their positions 

Bio-
Inspired 
Rou�ng

Par�cle Swarm 
Op�miza�on 

(PSO)

Bee 
Algorithm 

(BA)

Gene�c 
Algorithms 

(GA)

Swarm 
Intelligence

Fig. 7   Bio-Inspired Routing of CRNs



	 Multimedia Tools and Applications

1 3

in relation to their individual experiences and the swarm’s collective knowledge. PSO 
facilitates the investigation and convergence of cognitive radios to optimum pathways 
in response to fluctuating spectrum circumstances, with respect to routing choices. PSO 
is adaptable due to the decentralized framework; as the swarm continuously improves 
its routing techniques, it automatically adjusts to the changing network condition.

4)	 Bee Algorithm (BA): A bio-inspired method to routing in CRNs is introduced by Bee 
Algorithm (BA), which features characters from the foraging behaviour of honeybees. 
Bees within a honeybee colony communicate information on food sources by compli-
cated synchronized movements. Cognitive radios communicate information on spectrum 
conditions and routing decisions in CRNs employing BA. The network continuously 
improves its routing methods by means of various interactions, with a particular empha-
sis on pathways that lead in more advantageous usage of spectrum [171, 172]. BA 
enhances the flexibility of CRNs even by enabling of collaboration and communication 
between radios, empowering them to improve routing decisions collectively.

The integration of these bio-inspired routing strategies into CRNs enhances their intel-
ligence, efficiency, and flexibility in the presence of the different challenges provided by 
dynamic spectrum access and nuanced network dynamics [173]. By modelling behavioural 
patterns, these methodologies provide novel approaches to improve routing decisions 
within environment characterised by uncertainty and unpredictability. In conclusion, PSO, 
BA, GA, and Swarm Intelligence provide CRNs with a framework inspired by nature, pro-
viding them to implement more intelligent and adaptable routing based on natural princi-
ples [174, 175]. The current routing systems show potential in optimizing connectivity, 
effectively managing spectrum resources, and improving the overall performance of CRNs 
in wireless conditions distinguished by unpredictability and predictability.

Strengthening of reliable and efficient routing solutions for future wireless communica-
tion networks, each classification of routing techniques in CRNs has different advantages 
and addresses different challenges [176]. Practitioners and researchers can uncover the 
complete potential of dynamic spectrum access for next-generation wireless networks by 
understanding and investigating these strategies, hence accelerating the state-of-the-art in 
CRN routing ahead.

5 � Performance evaluation of CRNs

Various metrics and criteria are used to evaluate the efficacy and suitability of routing 
methods in CRNs in order to determine their performance. Commonly used for the evalu-
ation of routing protocols in CRNs are the following evaluation metrics, comparison crite-
ria, and evaluation metrics:

5.1 � Evaluation metrics

In order to evaluate the efficacy, efficiency, and performance of routing strategies in 
CRNs, evaluation metrics are crucial components. These metrics provide researchers 
and practitioners precise measurements that let them compare various routing proto-
cols in Table  8, identify their advantages and disadvantages, and determine that how 
adapted these are for individual application scenarios. The assessment results are shown 
as High, Medium, or Low based on how each technique should perform according to 
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the appropriate metric. When evaluating routing algorithms in the context of CRNs, a 
variety of evaluation metrics are used. An overview of several important evaluations is 
provided below:

1)	 Throughput: the amount of data successfully transmitted over the network within a 
given time frame.

2)	 End-to-End Delay: The time taken for a packet to travel from the source node to the 
destination node.

3)	 Packet Delivery Ratio: The ratio of successfully delivered packets to the total number 
of packets transmitted.

4)	 Routing overhead: the amount of control overhead generated by routing protocols for 
managing routing information.

5)	 Network Scalability: The ability of the routing protocol to maintain performance as 
the network size increases.

6)	 Energy efficiency: the energy consumption required for routing operations in the net-
work.

7)	 Fairness: the equitable distribution of network resources among different users or flows.

Based on evaluation metrics, Fig. 8 compares the effectiveness of many routing tech-
niques in CRNs. It provides a visual representation of how different routing systems 
perform in relation to important criteria including security, QoS provisioning, interfer-
ence reduction, spectrum consumption, and adaptation to changing conditions.

A comprehensive analysis of the various routing techniques used in CRNs is given 
in Table 8. Also provide an overview of the efficacy and performance of various rout-
ing techniques, it also provides information on their drawbacks and suitability for use in 
CRN contexts. This evaluation will help gain the knowledge about the deployment and 
use of routing strategies in CRNs by providing information about the relative perfor-
mance of these approaches.

Fig. 8   Performance based on Evaluation Metrics for Different Routing Techniques
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5.2 � Performance metrics for routing in CRNs

Based on important performance indicators often used in CRNs in Table 9, each rout-
ing method is evaluated. Compared to the expected performance of each approach in 
the corresponding metric, the assessment values are shown as High, Medium, or Low. 
These are relative values which could vary depending on some network adapters as well 
as outside factors.

1)	 Spectrum Utilization: The routing protocol’s effectiveness in using spectrum, based 
on actual variables like spectrum fragmentation and spectrum handoff frequency.

2)	 Interference Mitigation: The routing protocol’s capacity to reduce interference for both 
primary users and neighbouring secondary users.

3)	 Adaptability to Dynamic Spectrum Conditions: The routing protocol’s capacity to 
dynamically modify routing pathways in response to variations in channel conditions 
and spectrum availability.

4)	 QoS Provisioning: The routing protocol’s capacity to satisfy QoS demands for various 
applications, including throughput, latency, and dependability.

5)	 Robustness to Node Failures: The routing protocol’s strength to tolerate node failures 
and network splits while preserving communication.

6)	 Security: The efficacy of the routing protocol in safeguarding data security and integrity 
and thwarting assaults like spoofing, jamming, or eavesdropping.

A visual representation of performance metrics for the various routing strategies used 
in CRNs can be seen in Fig. 9. Sponsors can compare and evaluate the efficacy of each 
routing strategy thanks to its visualisation of important metrics such as spectrum usage, 
interference mitigation, adaptability to dynamic spectrum conditions, QoS provisioning, 
robustness to node failures, and security. This figure helps to choose best routing strat-
egy for CRN deployments by providing a comprehensive knowledge of the performance 
characteristics of different routing approaches.

Fig. 9   Performance Metrics for Different Routing Techniques
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5.3 � Comparison criteria

The comparative criteria-based analysis of routing algorithms in CRNs is shown in 
Table  10. Every routing method is evaluated based on its compatibility, scalability, 
overhead, complexity, flexibility, and deployment issues. Based on each technique’s 
predicted performance for each condition, the assessment results are shown as High, 
Medium, or Low. These are relative values that might change based on certain network 
adapters as well as outside factors.

1)	 Scalability: The routing protocol’s capacity to sustain performance as the size of the 
network or the number of users rises.

2)	 Overhead: the amount of controller traffic that the routing protocol generates in order 
to transfer routing information and maintain routing tables.

3)	 Complexity: the implementation of the routing protocol’s memory and computational 
requirements.

4)	 Flexibility: the routing protocol’s flexibility in accommodating varying network topolo-
gies, traffic patterns, and allocate resources.

5)	  Compatibility: the routing protocol’s interoperability with the protocols, standards, 
and network infrastructure already in existence

6)	 Deployment Considerations: practical aspects including routing protocol configuration, 
maintenance, and deployment efficiency in actual CRN deployments.

The comparative criteria used to analyse different routing strategies in CRNs are 
shown in Fig.  10. The visual representation of various factors, including scalability, 
overhead, complexity, flexibility, compatibility, and deployment issues, facilitates the 
evaluation and comparison of the attributes of different routing approaches by stake-
holders. In order to help with decision-making and the selection of the best routing 
method for CRN deployments, this illustration gives a systematic summary of the major 
evaluation criteria for routing techniques. Through the use of these metrics and crite-
ria, researchers and practitioners may evaluate routing protocols and understand about 
their advantages, disadvantages, and appropriateness for different CRN applications 

Table 10   CRN Routing Techniques Comparison Matrix

Routing Technique Scalability Overhead Complexity Flexibility Compatibility Deployment 
Considera-
tions

Spectrum-Aware Routing High Low Medium High High Medium
Cognitive Decision-

Making
High Low High High High Medium

Game Theory-Based 
Routing

Medium Medium Medium Medium Medium Medium

Machine Learning 
Approaches

High Low High High Medium Medium

Bio-Inspired Routing Medium Medium Medium High Medium High
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and deployment conditions. The selection of the best routing strategies to successfully 
address the needs and challenges of CRNs is facilitated by this review procedure.

5.4 � Case studies

Case studies based on real-world scenarios are very essential for enhancing basic 
knowledge of how routing approaches operate in surroundings that are both diverse and 
dynamic. Evaluations that are particular to the environment are provided by these stud-
ies. These evaluations accept a variety of characteristics, including network architecture, 
user mobility, and spectrum availability. This article delves into three interesting sce-
nario examples that provide information on the practical application and performance 
of selected routing algorithms in CRNs. These case studies are presented in this article.

5.4.1 � Smart grid communication infrastructure

Scenario  In order to provide real-time power distribution network monitoring, control, 
and administration, smart grids need a good communication infrastructure. CRNs are a 
potential way to improve smart grid communication efficiency and dependability.

Evaluation  The deployment of CRNs in smart grid scenarios is studied in this case study, 
with an emphasis on routing strategy optimization for monitoring and power distribution 
applications. The research assesses how well routing algorithms work inside the smart grid 
infrastructure to provide defect detection, load balancing, and timely data transmission. 
The objective of the research is to find routing methods that increase the responsiveness 
and robustness of smart grid communication systems by evaluating the performance of 
routing protocols under various demand scenarios and grid circumstances.

Fig. 10    Comparison Criteria for Different Routing Techniques
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5.4.2 � Healthcare IoT and telemedicine

Scenario  In order to provide remote patient monitoring, medical data transmission, and 
teleconsultation, healthcare IoT applications and telemedicine services depend on smooth 
and secure communication networks. In healthcare settings, CRNs provide an opportunity 
to improve communication and data transfer.

Evaluation  The integration of CRNs in IoT and telemedicine applications for healthcare is 
studied in this case study, which highlights the significance of dependable and low-latency 
communication for patient care and medical data management. In healthcare situations, 
routing algorithms are assessed based on their capacity to prioritise important healthcare 
data, protect patient privacy and confidentiality, and adjust to changing network conditions. 
In order to obtain routing solutions that improve healthcare delivery and accessibility, the 
research evaluates the effect of routing algorithms on the calibre of telemedicine services 
and patient outcomes.

5.4.3 � Environmental monitoring and conservation

Scenario  Sensor networks are used by environmental monitoring systems to collect data 
on habitat conditions, biodiversity, and environmental characteristics. To assist with envi-
ronmental monitoring and conservation initiatives, CRNs provide a versatile and energy-
efficient communication platform.

Evaluation  The use of CRNs in environmental monitoring and conservation applica-
tions is examined in this case study, with an emphasis on routing strategy optimization for 
data collection, analysis, and distribution. In distant and ecologically sensitive places, the 
research assesses how well routing algorithms perform in terms of balancing energy usage, 
increasing network lifespan, and guaranteeing data integrity. The study seeks to develop 
routing techniques that assist conservation and sustainable environmental management by 
evaluating the usefulness of routing protocols in supporting ecological monitoring, habitat 
protection, and biodiversity research.

5.4.4 � Smart city infrastructure and services

Scenario  Smart city projects use technology to improve public involvement, infrastruc-
tural efficiency, and urban services. Applications for smart cities, such traffic control, envi-
ronmental monitoring, and smart lighting, may greatly benefit from the support of CRNs.

Evaluation  The implementation of CRNs in smart city services and infrastructure is stud-
ied in this case study, with an emphasis on routing strategy optimization for a range of 
urban applications. The research aims to analyze how well routing algorithms function in 
fulfilling the communication needs of environmental sensing platforms, intelligent trans-
portation networks, and smart lighting systems. The project intends to discover routing 
solutions that promotes the growth of resilient and sustainable smart cities by evaluating 
the effects of routing protocols on resource optimization, citizen welfare, and urban service 
delivery.
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5.4.5 � Educational campus networking

Scenario  Effective interpersonal networks are essential for academic activity, campus-
wide internet access, and administrative functions on educational campuses. In educa-
tional contexts, CRNs provide a novel way to improve connection and maximise network 
resources.

Evaluation  The introduction of CRNs in school environments is studied in this case study, 
with particular attention given to the optimization of routing strategies for online learning 
environments, faculty and student communication, and campus-wide Wi-Fi connectivity. 
The research assesses how well routing algorithms perform in controlling network conges-
tion, ensuring fair access to resources, and upholding data security and privacy in educa-
tional settings. The research intends to develop routing solutions that improve educational 
experience and promote digital learning efforts by evaluating the effects of routing proto-
cols on user experience, network reliability, and administrative efficiency.

5.4.6 � Smart home automation and IoT

Scenario  IoT devices are integrated by smart home automation systems to automate 
domestic chores, increase energy efficiency, and enhance user convenience. In order to 
connect smart home devices and enable intelligent automation features, CRNs provide a 
dynamic communication architecture.

Evaluation  The integration of CRNs in IoT and smart home automation systems is exam-
ined in this case study, with an emphasis on optimising routing strategies for data inter-
change, device connection, and remote-control features. The research assesses how well 
routing algorithms work in terms of reducing latency, increasing throughput, and ensuring 
smooth communication between central control systems and smart home appliances. The 
objective of the study is to identify routing solutions that improve the functionality and 
effectiveness of smart home automation systems by evaluating the effects of routing proto-
cols on energy consumption, user experience, and system dependability.

5.4.7 � Agricultural Monitoring and Precision Farming

Scenario  IoT sensors and data analytics are used in precision farming methods to moni-
tor crop conditions, increase crop production, and optimise agricultural operations. For the 
purpose of implementing agricultural monitoring systems in isolated and rural locations, 
CRNs provide a scalable and flexible communication platform.

Evaluation  The deployment of CRNs in precision farming and agricultural monitoring 
applications is studied in this case study, with an emphasis on routing strategy optimiza-
tion for data collection, analysis, and decision support. In agricultural sensor networks, the 
research assesses how well routing algorithms perform in terms of lowering energy con-
sumption, optimising data accuracy, and ensuring dependable connection. The study aims 
to identify routing solutions that promote sustainable and efficient agricultural operations 
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by evaluating the effects of routing protocols on resource utilisation, productivity on farms, 
and crop management methods.

The performance metrics for several case studies in CRNs are shown in Fig. 11. Every 
case study focuses on a particular application domain where CRNs are used to address 
particular needs and communication challenges. The performance metrics shown in the 
graph provide light on how well CRN solutions work in diverse situations. Through-
put, packet delivery ratio, later part delay, routing overhead, network scalability, 
energy efficiency, and fairness are some of these metrics. Decision makers can review 
the efficiency and suitability of CRN solutions in a range of real-world applications 
by examining these metrics across a variety of case studies, including smart grid com-
munication infrastructure, healthcare IoT and telemedicine, environmental monitoring, 
smart city infrastructure, educational campus networking, smart home automation, and 
agricultural monitoring. The Fig. 11 provides a thorough overview of the performance 
of CRNs in various use cases, assisting in the formulation of well-informed decisions 
and directing the design of CRN solutions that are optimised for particular application 
domains.

6 � Future directions

In the field of CRNs, each of the research issues presented in Table 11 provides a poten-
tial area for some more research and application for the field. The purpose of these future 
directions is to address new obstacles, make use of emerging technologies, and realize the 
full potential of CRNs for wireless communication systems of the next generation. We 
delve into the potential future directions that may impact the landscape of routing in CRNs 
here. These possibilities may be future directions.

The research issues that are being addressed above shed new light on the various chal-
lenges and opportunities that are associated with CRNs. These challenges and opportuni-
ties vary from spectrum management and security to applications in a variety of fields, 
including smart cities, public safety, and rural connectivity. Bringing these potential future 

Fig. 11   Performance Metrics for Different Case Studies
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Table 11   Emerging Research Areas in Cognitive Radio Networks

Research Issue Description

Spectrum-Aware Machine Learning Investigation of machine learning methods for spectrum 
sensing, resource allocation, and decision-making in 
CRNs.

Dynamic Spectrum Sharing Studying strategies for dynamic spectrum sharing to 
improve spectrum use and support a variety of users.

Cognitive Network Optimization Creation of optimization methods to improve CRNs’ 
energy efficiency, scalability, and network perfor-
mance.

Secure and Resilient Routing Studying strong and secure routing strategies to counter 
security risks and guarantee continuous communica-
tion in CRNs.

Cooperative Spectrum Sensing Progress in cooperative spectrum sensing methods to 
reduce sensing mistakes and increase sensing depend-
ability.

Multi-Objective Routing Investigating methods for multi-objective routing in 
order to balance competing goals like fairness and 
throughput.

Edge Computing Integration Enhance CRN capabilities for real-time data processing 
and analytics with the integration of edge computing 
concepts.

Standardization and Interoperability Initiatives to standardize common interfaces and 
protocols to enable interoperability among CRN 
implementations.

Cognitive Radio for IoT Edge Computing Connectivity and spectrum efficiency are increased by 
integrating cognitive radio capabilities into IoT edge 
computing settings.

Spectrum Management Policies Study of structures and regulations to support trading, 
sharing, and dynamic spectrum access.

Cognitive Radio for Vehicular Networks Implementation of CRNs in automobile contexts to 
facilitate communication between vehicles and intel-
ligent transportation systems.

Bio-Inspired CRNs Construction of effective and flexible cognitive radio 
network designs by the use of bioinspired algorithms 
and concepts.

Cognitive Radio for 6G Networks Expectations on the use of cognitive radio in upcoming 
6G networks, such as intelligent routing and better 
spectrum management.

Cognitive Radio for IoT Edge Computing Connectivity and spectrum efficiency are increased by 
integrating cognitive radio capabilities into IoT edge 
computing settings.

Spectrum Management Policies Study of structures and regulations to support trading, 
sharing, and dynamic spectrum access.

Machine Learning-Driven Spectrum Management Machine learning algorithms are used to optimize 
spectrum management activities, including allocation 
and handoff.

Energy-Efficient Routing Study of routing methods intended to reduce energy use 
and increase CRN node battery life.

Dynamic Channel Bonding Investigating methods for dynamically bonding chan-
nels to combine fragmented spectrum bands and 
improve data transfer speeds.
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Table 11   (continued)

Research Issue Description

Security in Dynamic Environments Investigation into adaptable security systems that may 
dynamically change to counteract evolving threats 
and network circumstances.

Federated Learning for CRNs Federated learning frameworks are used to facilitate 
cooperative model training between dispersed CRN 
nodes.

Spectrum Marketplaces The creation of decentralized spectrum markets to 
facilitate effective spectrum trade and distribution 
across CRN users.

Cognitive Radio Resource Management Create resource management algorithms that maximize 
the distribution of communication, storage, and 
processing resources inside CRNs.

Predictive Network Analytics Predictive analytics approaches are integrated to avoid 
network congestion, improve routing choices, and 
forecast network behaviour.

Spectrum Blockchain Investigates blockchain-based methods for transaction 
logging, access control, and spectrum management 
that are transparent and safe.

Cross-Layer Optimization Examining methods for cross-layer optimization 
to improve physical layer characteristics, routing 
choices, and application performance in CRNs all at 
once.

Cognitive Radio for IoT Modification of cognitive radio concepts and method-
ologies to facilitate integration with IoT networks and 
devices.

Reinforcement Learning for CRNs By using algorithms for reinforcement learning, CRN 
nodes may learn on their own and modify their 
behaviour in response to environmental input.

Edge Intelligence in CRNs Implementation of edge intelligence technologies in 
CRNs to facilitate localized data processing, analyt-
ics, and decision-making.

Privacy-Preserving Techniques Investigation into privacy-preserving techniques to 
safeguard user information, identities, and communi-
cation styles in CRNs.

Cognitive Radio Testbeds Creation of realistic testbeds and simulation platforms 
to facilitate the practical assessment and verification 
of CRN algorithms and protocols.

Cognitive Satellite Networks Cognitive radio concepts are extended to satellite com-
munication networks to enhance connectivity and 
spectrum efficiency.

Self-Organizing Networks Investigating self-organizing network topologies and 
protocols to allow for the independent setup, adminis-
tration, and optimization of CRNs.

Cognitive Radio for 5G and beyond 5G and next-generation wireless networks will use 
cognitive radio capabilities to improve scalability, 
efficiency, and flexibility.

Quantum-Inspired CRNs Examining quantum-inspired computing methods to 
address optimization and decision-making issues in 
CRNs.

Environmental Sensing Networks The use of CRNs in environmental monitoring applica-
tions, including tracking animals, pollution detection, 
and disaster relief.
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research directions into consideration has the potential to stimulate innovation process as 
feasible to design wireless communication networks that are more intelligent, adaptable, 
and inefficient.

Table 11   (continued)

Research Issue Description

Context-Aware Routing Creation of routing algorithms that take into account 
network structure, user mobility, and contextual data 
like location.

Spectrum Mobility Management Examination of spectrum mobility management meth-
ods, such as spectrum handoff schemes and dynamic 
spectrum access.

Intelligent Spectrum Sensing Investigation of cutting-edge spectrum sensing methods 
based on AI and signal processing technologies.

Cognitive Radio Resource Allocation Creation of resource allocation systems that maximize 
the CRNs’ use of bandwidth, power, and spectrum 
resources.

Heterogeneous CRN Integration Combining various CRNs, such as multi-tier networks 
and cognitive radio sensor networks, into one cohe-
sive system.

Cognitive Radar Systems Cognitive radio ideas used to radar systems for better 
radar performance and adaptive spectrum utilization.

Dynamic Spectrum Allocation Studying techniques for dynamic spectrum allocation 
in order to allocate spectrum resources in real time 
according to demand.

Secure Multi-User Spectrum Access Examining safe multi-user access strategies to guaran-
tee equitable and safe spectrum distribution among 
heterogeneous users in CRNs.

Cognitive Radio for Public Safety Implementation of CRNs in public safety domains, 
including emergency communication and catastrophe 
response.

Autonomous Spectrum Management Creation of autonomous spectrum management frame-
works to allow CRNs to self-optimize, self-organize, 
and self-repair.

Cognitive Radio for Rural Connectivity Smart radio technology modified to solve underprivi-
leged and rural regions’ connection issues.

Spectrum-Aware Traffic Engineering Traffic engineering procedures are optimized with 
network circumstances, traffic patterns, and spectrum 
availability taken into account.

Cognitive Radio for Smart Cities Using CRNs to facilitate the use of smart city applica-
tions, such as intelligent utilities and transportation.

Green CRNs Research is being done on energy-efficient cognitive 
radio protocols and strategies to lessen wireless 
networks’ carbon impact.

Cross-Domain CRNs Research on CRNs in many domains: space, undersea, 
aerial, and terrestrial networks.
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7 � Conclusion

In summary, this survey has meticulously examined the landscape of intelligent routing 
in CRNs, unravelling the intricate dynamics of adaptive communication environments. 
The important outcomes underscore the pivotal role of intelligent routing in overcoming 
challenges posed by dynamic spectrum access, security concerns, and the imperative 
for resource efficiency. Spectrum-aware, machine learning-based, game theory-inspired, 
and bio-inspired routing strategies have emerged as crucial components in address-
ing these challenges. While the dynamic nature of the radio environment introduces 
complexities, it also unveils opportunities for innovation in machine learning, signal 
processing, and protocol design. The implications of intelligent routing are poised to 
reshape the future of CRNs. As networks evolve, intelligent routing promises enhanced 
spectrum efficiency through optimized spectrum utilization and reduced interference. Its 
adaptability contributes to the resilience of networks in dynamic environments, ensur-
ing robust communication even in challenging conditions. Furthermore, advancements 
in security, such as secure cooperative spectrum sensing and privacy-preserving tech-
niques, fortify the foundations of trustworthy communication frameworks. The human-
centric approach, facilitated by interfaces enabling user engagement and high-level 
decision-making, opens new dimensions in cognitive networks. Integrating intelligent 
routing with emerging technologies like machine learning, blockchain, and edge com-
puting paves the way for seamless integration with 6G and beyond. In the years ahead, 
ongoing research and development are expected to catalyse transformative changes, pro-
pelling CRNs toward increased efficiency, adaptability, and resilience. In essence, intel-
ligent routing stands as a cornerstone in the advancement of CRNs, ushering in an era 
where wireless communication capabilities are redefined. As we navigate the future, the 
fusion of intelligent routing strategies with cutting-edge technologies promises a para-
digm shift, unlocking new possibilities and potential applications in the realm of wire-
less communication.
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