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Abstract
With the widespread adoption of smart devices and high-speed networks, investigators
are focusing on securing digital image applications, such as those on social media, in
healthcare, education, business and defence, from unauthorised use. The aim of this paper
is to outline various encryption techniques, especially for digital images, and their merits
and limitations. Along with the study, a brief overview, notable applications and evalu-
ation metrics of encryption techniques are provided. Then, the contribution of surveyed
techniques is also summarised and compared from different technical perspectives.
Finally, the significant challenges are highlighted and a few directions of possible
research are proposed that could fill gaps in these domains for researchers and developers.
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1 Introduction

The widespread adoption of smart devices and high-speed networks has made it convenient to
share or upload digital images on websites and social media networks [55]. Furthermore, every
hour, more than 81,60,000 photos are uploaded to Facebook [54], while another 38,66,400
photos are uploaded to Instagram [72]. Additionally, the number of images uploaded on Flickr
during a very high-traffic day can reach 25 million [66]. However, these images may be
downloaded and illegally shared without preserving the copyright and privacy of the content
owner or producer. Encryption is one of the key techniques that has been established to secure
digital images by transforming an original/plain image into a cipher image using a public or
private key [26]. Recent applications of image encryption are depicted in Fig. 1 [20, 31, 53].
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Encryption can be performed in three different ways. One is symmetric encryption, for
example, the Data Encryption Standard (DES), Triple DES, Advanced Encryption Standard
(AES) and Blowfish, in which the same secret key is used by two parties for the complete
process of encryption and decryption. The main limitation of such a type of encryption is key
exchange [82]. Another method is asymmetric encryption, for example, the Digital Signature
Algorithm, elliptic curve, Diffie–Hellman and Rivest–Shamir–Adleman (RSA) cryptosystem,
where two different but mathematically related keys (public and private keys) are utilised [82].
The main limitation of such a type of encryption is the requirement of more processing power
for computation [82]. Figure 2 demonstrates the general workflow of image encryption
process.

Assume a plain image, ‘Pi’, and its ciphered image, denoted by ‘Ci’, the encryption and
decryption process of an image are shown in Eqs. 1 and 2, respectively.

Ci ¼ EAKey1 Pið Þ ð1Þ

Pi ¼ DAKey2 Cið Þ ð2Þ
Where ‘EA ()’ and ‘DA ()’ are the encryption and decryption function, respectively. For the
symmetric encryption key1 = key2. However, in case of asymmetric encryption, key1 ≠ key2.

Hashing is another encryption technique that is used to maintain the integrity of an
image [43]. A one-way hash function is applied on input data (variable length), which
produces a message digest of a unique size independent of the size of the input data. A
successful hash function is one that cannot be reversed, does not reveal any information
about the input and produces the same message digest for the same input. Using the
hashing technique, one can verify the integrity of the received message. The main
limitation of such a type of encryption is a collision of hash values. The cryptographic
hash function is given in Eq. (3):

MD ¼ H f IMð Þ ð3Þ
Where MD= Hash value or message digest (fixed length), Hf = Cryptographic hash
function, and IM = Input message (variable length).

Fig. 1 Recent applications of image encryption

11156 Multimedia Tools and Applications (2023) 82:11155–11187



Researchers developed various encryption techniques that use symmetric [4–7, 11, 13, 17–19,
22–24, 26, 32, 38, 39, 44, 45, 47, 49, 50, 52, 55, 58, 59, 69, 74, 79–81, 83, 87, 89], asymmetric [2,
8, 15, 16, 25, 34, 36, 37, 41, 42, 70, 78, 88], hashing [9, 14, 33, 48, 51, 61, 63, 64, 67, 71, 76, 86,
91] and other techniques [1, 3, 10, 12, 20, 21, 29–31, 35, 40, 46, 56, 57, 60, 62, 65, 68, 73, 75, 77,
84, 90] to resolve the security and other equally important issues related to the digital images.

Therefore, this article aims to provide a comprehensive review of current studies related to
images and analysis of encryption methods, their merits and limitations. Along with the study, a
brief overview, notable applications and evaluationmetrics of encryption techniques are provided.
Then, the contribution of surveyed techniques is also summarised and compared in different
technical perspectives. Finally, we highlight the significant challenges along with a few directions
for possible research that could fill the gaps in these domains for researchers and developers.

The rest of the paper is arranged as follows. Various common attacks on images in the
domain of encryption and related performance metrics are discussed in Section 2. Section 3
describes the methodologies that comprise the literature corpus. Significant challenges and a
few directions of possible research are discussed in Section 4. Finally, Section 5 provides some
final remarks and future perspectives related to our survey.

2 Common attacks and related performance evaluation metric

This section outlines the possible attacks on images in the domain of encryption and related
metrics [27, 28, 85] to evaluate the performance of any encryption scheme, as shown in Fig. 3.
Furthermore, quick summaries of all these measures are given in Table 1.

& Differential attack: This is used to analyse the sensitivity of an encryption method to
small changes in the original image. The attacker makes a small modification to the plain
image and then the same encryption method is used to encode the image before and after
modification to find the relationship between the new plain image and the cipher image.

& Statistical attack: This attack is carried out to check the statistical resemblance between the
encoded and plain images. A histogram and correlation coefficient are used for this analysis.

& Brute-force attack: All possible combinations of keys are attempted to crack the secret
key used for encryption until it is attained.

Fig. 2 General workflow of image encryption process
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& Ciphertext-only attack: In this attack, only some sets of ciphertexts are known to
cryptanalysts, who then try to decrypt ciphertext to have access to the secret key or
plaintext.

& Noise attack: Here, the attacker tries to insert noise into an encrypted image to destroy the
usable information of the plain image. This makes it impossible for the intended user to
recover the original image after the decryption procedure.

3 Encryption approaches for digital images

Several image encryption approaches have been introduced using symmetric, asymmetric and
hashing schemes. In the following subsection, we elaborate on different image encryption
approaches, including a comparison of the discussed technique in tabular form.

3.1 Symmetric encryption-based approaches

In [4], the author developed an image encryption scheme that aimed to achieve higher security
via pixel permutation using a chaotic map. The method uses pixel permutation to obtain the
normalised image. Next, a key is obtained from the normalised image and the new matrix of
the same size as the original image is created and initialised by the key. Finally, the
combination of the normalized and newly created images is utilised to obtain the encrypted
image. Simulation results suggested that the proposed method is secure for a chosen-plaintext
attack. Although the method outperforms the Arnold technique, security analysis of the
scheme needs to be investigated for other attacks. Additionally, complexity analysis of any
encryption method is also very significant for practical applications and needs to be investi-
gated for the suggested method.

Kamal et al. [26] proposed an encryption scheme for health images, which has four main
steps: first, the digital image is split into image blocks. Second, these image blocks are
scrambled. Then, in the third step, random permutation is carried out to achieve confusion.
A key is also generated in the third stage based on a logistic map, which is utilised in the final

Fig. 3 Common attacks and related performance evaluation metric
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stage to change the value of image pixels. Hence, a scrambled image is diffused in the last
stage. The receiver applies the decryption process to obtain the original image. Simulation
results suggested that this method is robust against common attacks. However, its performance
needs to be investigated further in terms of encryption speed.

Ibrahim et al. [23] developed a method for encrypting medical images using key-dependent
S-boxes and chaotic maps. The proposed method works in two phases. The first phase is the
preparation phase, which generates two nonces. A dynamic S-box (S) is prepared based on a
generated nonce. A chaos initialisation vector is used to produce the byte stream. The S-box
and produced byte stream are utilised to encrypt the source image in the second phase, i.e. the
development phase. To additionally facilitate the decryption process, two nonces are kept in
the cipher image header. Simulation results showed that higher values of throughput and
sensitivity result in a more efficient encryption method. However, its performance needs to be
analysed against other equally important attacks. Furthermore, the encryption time is highly
dependent on the image size.

A cryptosystem for securing images based on a colour byte scrambling technique and
logistic and Ikeda maps is proposed by Parvees et al. [55]. The logistic map generates a
permutation sequence that causes confusion. The Ikeda map is used to create diffusion by
creating masking sequences from a 24-bit colour image. The scheme is secured against many
attacks, but its performance needs to be analysed further in terms of encryption speed.

Somaraj and Hussain [69] proposed an encryption scheme for colour images using red,
green and blue (RGB) pixel displacement and scrambling. In this scheme, an original image is
first split into three RGB components. Another image of the same size is used as a key, and the
key image is split down into RGB components. Afterwards, an XOR operation is performed
on selected bit planes of the original image and RGB components of the key image. Then, the
resultant image is scrambled to obtain the encrypted image. Simulation results suggested that
the proposed scheme is safe against statistical attacks. Security analysis of the proposed
scheme needs to be further conducted for other attacks.

Liu and Miao [39] suggested a 1D chaotic map to ensure the security of encrypted
images. 1D chaotic maps are easy to implement and have acceptable chaotic characteristics,
but they are prone to attacks because of their limited control parameters, non-uniformly
distributed sequences and small key space. To generate the chaotic sequences, this encryption
technique uses the aforementioned map. Then, it carries out the shuffling and substitution on
the plain image using these iterative sequences to obtain the ciphered image. The algorithm
shows good security performance, but its encryption speed needs to be investigated. According
to the simulation findings, this method has a wide key space and is resistant to brute-force
attacks. Furthermore, it is extremely sensitive to both key and plain images. As a result, this
method is not vulnerable to differential attacks. However, its computational complexity should
be explored further since, aside from security, it is an important characteristic for an effective
encryption technique.

Prasetyo [59] designed an encryption algorithm using a simple chaotic number approach.
Image encryption is achieved by first applying the confusion technique and then the pixel
values are changed by chaotic keys. According to the simulation results, the proposed scheme
is able to resist statistical and differential attacks. However, its performance needs to be
investigated further for other attacks.

Diab [17] introduced a cryptosystem based on simultaneous permutation and diffusion.
Here, a key stream is generated first using a Chebyshev chaotic map to mix the image pixels in
horizontal and vertical directions. After that, a modified logistic map is exploited to generate

11161Multimedia Tools and Applications (2023) 82:11155–11187



the diffusion key and dynamic pixel order, which are used to simultaneously permute and
change the pixels of image. The simulation results show that this approach performs well
against common attacks. Further investigation is required on computational complexity and
other possible attacks.

In [87], image-ciphering employing bit-level pixel permutation and diffusion architecture
was presented. Here, the original image is decomposed into multiple distinct components by
pixel columns. As a result, several groups are formed depending on the number of bits in a
pixel. Then, permutation is applied on each group by employing Arnold’s cat map. Later, a
permuted image is diffused using a non-adjacent coupled map lattice. Finally, to achieve
higher security, permutation and diffusion phases are encrypted in several rounds. The
suggested cryptosystem has a decent key space and key sensitivity for brute-force attack
resistance. However, this method has a high computational cost due to its multiple rounds and
also requires additional hardware and specialised circuits.

In [19], a simple, fast and robust cryptosystem based on chaos was presented. It uses a bit-
permutation layer to change the locations of image pixels along with the diffusion layer. A
modified 2D cat map is employed for permutation, instead of the original 2D cat map, to
achieve a better performance. Here, the author claims that in the single iteration of bit-
permutation, it provides superior sensitivity to a single bit change in the original image and
the secret key. This claim is examined by Noura et al. [52], who found that this cipher can be
compromised by a chosen-plaintext/ciphertext attack. Furthermore, it also requires additional
memory space, which limits its application to devices with limited resources.

Noura et al. [52], evaluated the NCIES cipher’s [19] performance and found that it can be
compromised by a chosen-plaintext/ciphertext attack. A lightweight encryption method is
suggested to overcome the problems identified in the NCIES cipher. It is based on round
function, a p-box and S-boxes. There are two primary levels in this scheme. First, the round
function is repeated twice, which is enough to ensure that the avalanche effect is maintained at
the block level. This round function itself consists of three basic operations: the addition of a
round key, substitution and diffusion. Finally, to find the encryption copy, the block permu-
tation procedure is used to randomise the serial order of blocks. The proposed scheme
overcomes the limitations of the NCIES cipher. In addition, the randomness and error
propagation test results show that this method is resistant to noise and statistical attacks. Its
performance needs to be analysed further in terms of encryption speed.

Zhang et al. [89] proposed a spatiotemporal chaotic system-based scheme. To set the initial
states and parameters of chaotic maps, the original image and an external key are utilised. A
pseudo-random number generator is used to produce random numbers. This algorithm is made
up of two processes: substitution and diffusion. A circular S-box is used in the substitution
process, and a key stream buffer is used in the diffusion process to encipher the pixels of the
image. The proposed scheme is computationally fast and secure for statistical, differential and
brute-force attacks. However, security analysis of this approach needs to be investigated
further for other attacks, such as noise and data loss. Furthermore, the results need to be
investigated further since chaotic maps are vulnerable to known/chosen-plaintext attacks [32].

In [13], Author designed an encryption scheme for grey scale medical images using a
discrete wavelet transform (DWT). To minimise the correlation and redundancy in image
pixels, a DWT property is first exploited. Afterwards, the image is decomposed into subparts,
and random permutation is applied on subimages, which are used to generate the subkeys for
each part using entropy and the arithmetic mean. Then, the full image is composed, and again,
the random permutation, along with the encryption key (64-bit), is employed to achieve
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confusion and diffusion. This scheme is simple and provides good encryption speed, but its
performance needs to be analysed further, as the author has not discussed its security strength,
key space and key sensitivity in depth. Moreover, some research has proven that the
permutation-based techniques are vulnerable to ciphertext and known-plaintext attacks [11].

Ashtiyani and Birgani [5] designed an encryption scheme based on Arnold’s cat map and
simplified-AES (S-AES). Arnold’s cat map is utilised for scrambling the locations of image
pixels, and S-AES is used for substitution. In S-AES, a chaotic S-box is used for better security
of the proposed design. Based on the simulation findings, this scheme appears to have good
encryption speed. However, because the histogram of the enciphered image is non-uniform,
this method might be vulnerable to statistical attacks. Furthermore, its performance needs to be
analysed for other attacks.

A cryptosystem [58] based on chaotic compressing sensing was proposed by Ponuma and
Amutha to achieve simultaneous compression and encryption by generating a sparse repre-
sentation of an input image using DWT. Then, by using measurement and a masking matrix,
the sparse coefficients are compressively scrambled and encrypted simultaneously. These two
matrices are generated by employing a logistic map and a new proposed 1D chaotic map. This
parallel compressive sensing architecture improves the performance of the proposed scheme.
Further investigation is needed in terms of security analysis, as some research [22] has proved
that sequences created by a logistic map are insecure and vulnerable to attacks.

In [7], the suggested cryptosystem uses chaotic coupled maps in addition to a single chaotic
map. The plain image is first converted into a matrix. Then, this matrix is encrypted using the
results of the chaotic coupled map iteration and the chaotic map. The coupled map is iterated
using the starting condition and control parameters of the coupled map. Later, the chaotic map
is created using a function of the new initial condition. The chaotic map is then iterated once
again to generate the ciphered image. The suggested scheme is secure against common attacks.
However, its complexity needs to be analysed further. Moreover, security analysis needs to be
conducted on it for other attacks.

Tedmori and Al-Najdawi [74] designed a lossless image encryption based on a discrete
cosine transform (DCT). In this method, the original image is transformed from spatial domain
to a frequency domain using block-based DCT. Low and high frequencies are handled in such
a way that they are secure and unbreakable. The encryption process then includes dispersing
the recognisable discrete cosine value across the other frequencies using a reversible weighting
factor. The proposed scheme is designed to scramble and invert the sign of each frequency in
the transformed block. Simulation results suggested that this approach can withstand a noise
attack. The given analysis is inadequate to employ it for secure applications. Further investi-
gation is required for analysis of its security and encryption speed. In addition, DCT is a lossy
technique, whereas authors claimed that it a lossless technique. A simple encryption algorithm
using a logistic map and DNA is proposed by Mondal and Mandal [45]. Here, two random
numbers are randomly generated for different purposes. The permuted image is first converted
to a DNA sequence, then, it is encrypted using DNA computation, and finally, each pixel is
XORed with a previous pixel. As the computational overhead is less in the case of a logistic
map, and DNA computation is also undertaken on a bit level, the proposed scheme is
lightweight. To address the limitations of the logistic map, a cross-coupled logistic map is
used for generating a pseudo number. This scheme is fast and robust against common attacks.
However, robustness analysis against some equally important attacks still needs to be
investigated.
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To overcome the weakness of traditional permutation and diffusion architecture (PDA)
[79], Ye [83] designed a pixel-level encryption technique using a two-dimensional Sine
Logistic modulation map (2D-SLMM). The separation attack found in the traditional PDA
is removed using permutation–rewriting–diffusion architecture. It provides double diffusion to
improve the security. Keys generated for the confusion and diffusion process are able to resist
different attacks. The proposed scheme is safe against brute-force, statistical and differential
attacks, but its performance need to be analysed further against noise and data loss attacks.

Jarin et al. [24] used self-adaptive permutation and DNA encoding to propose an image
encryption technique. In this scheme, DNA encoding is applied to transform a plain image into
a DNA sequence. Both a linear feedback shift register and chaotic map are employed to
generate the key stream. Then, the addition operation and key stream are utilised to mask the
encoded image. Afterwards, the DNA complement rule is employed. To obtain the final
encrypted image, self-adaptive permutation is exploited on the previously encoded image.
The suggested technique resists statistical attacks but seems vulnerable to brute-force attacks
due to the small key space.

Munir [47] proposed an encryption scheme based on chaotic permutation. First, the plain
image is scrambled by an Arnold map. Then, it is divided into different blocks. After splitting,
DCT is employed on each block. Arnold’s cat map is employed again to permute the AC
coefficients. Finally, an inverse operation of DCT is employed on each block to create an
encrypted image. Simulation results show that the quality of the ciphered image is not of the
required standard. It is also not applicable when each pixel of an image is important, such as in
healthcare systems, because DCT transformation is lossy.

Yang [80] proposed a cryptosystem using the Fractional Fourier transform (FFT) to remove
the limitations of using DCT transformation. Here, a scrambling matrix is obtained by a
logistic map to adapt the plain image with a sine chaotic map. Then, FFT provides a function
for the phase mask. This function also utilises a logistic map. This scheme resists brute-force,
statistical and differential attacks, but its performance needs to be analysed further for ciphered
image quality.

To protect information [44], Mokhtar et al. proposed a method using a different chaotic
algorithm. In this work, a plain image is divided into blocks and then distinct chaotic maps are
applied in five different phases. First, the cubic map is used to permute the pixels that make up
the blocks. Second, the permuted pixels are diffused using the Henon map. Third, the blocks
are permuted using a quadratic map. Fourth, to permute all of the pixels, a logistic map is
utilised. Finally, the permuted picture is diffused using the XOR Henon map to produce an
encrypted image. Simulation results showed that the proposed scheme outperforms noise,
statistical and differential attacks. However, the complexity of the suggested method needs to
be investigated since there are so many rounds in each phase.

The method suggested by Duseja and Deshmukh [18] not only enhances the randomness of
an encrypted image but also compresses it, making it easier to store and send. This scheme is
based on a hash map and the Chinese remainder theorem. Participants are given secret co-
prime keys that are generated and distributed via a hash map. This achieves compression and
encryption by solving various distinct congruent equations, which are then utilised to simul-
taneously encrypt and compress numerous image pixels. This scheme requires prime modulus
values, otherwise we may not be able to find a unique solution, and every co-prime integer’s
value must be larger than 255. There is a requirement for an efficient method to store huge
quantities.
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Yang and Liao [81] proposed a secure and efficient symmetric encryption scheme for
colour images using a generalised logistic map. Most of the encryption schemes utilise chaotic
systems, which work on a real domain. As a result, there is a significant disadvantage in terms
of practical applicability. The authors expand the chaotic logistic map to the finite field in this
work to successfully solve this problem. Across the finite field, there exists an automorphic
mapping between two logistic maps with distinct control parameters. Furthermore, the
automorphic mapping sequences are employed for encrypting colour images. A random
sequence produced by a logistic map over a finite field is used to encrypt the plain image.
Then, the resultant ciphered image is again encrypted by using the random sequence produced
by automorphic logistic mapping to obtain the ciphered image. Simulation results showed that
the proposed scheme is highly sensitive to change and offers a good encryption speed.
However, its performance needs to be analysed against other equally important attacks.

A fast and secure cryptosystem [49] proposed by Nkandeu and Tiedeu is based on a 1D
chaotic map and substitution technique. Here, a chaotic map is produced by mixing Gaussian,
logistic, May and Gompertz maps to overcome the major limitations of a simple 1D chaotic
map, such as inadequate sensitivity and poor randomness [6, 38]. This encryption scheme
employs three stages: first, the plain image substitution method is performed on a plain image
for enhancing sensitivity. Second, S-boxes are generated using a pseudo-random number
sequence (PRNS) produced by a chaotic system. Third, a scrambling-masking approach is
adopted, which employs S-boxes to diffuse and permute image pixels in a single operation.
Simulation results showed that the proposed scheme is fast and safe against statistical,
differential and chosen plain/cipher image attacks. However, its performance needs to be
analysed further against noise and data loss attacks.

Nkandeu et al. [50] mixed the outputs of logistic, Sin and Gampertz maps to establish better
chaotic properties and PRNS. An encryption method with diffusion-permutation architecture
has been developed. The generated PRNS and plain image are both used to derive the
encryption keys for the diffusion and permutation process. The diffusion procedure occurred
in multiple distinct block arrays of pixels of the plain image and in CBC mode with pixel
shuffling, in a synchronised manner. Simulation results suggested that this scheme is faster
than that proposed in [49]. Furthermore, it has the ability to stand against statistical, differential
and chosen-plain/cipher image attacks. However, its performance needs be investigated further
for other common attacks, such as noise and occlusion.

The contribution made by symmetric encryption based approaches is summarised and
compared in Table 2.

3.2 Asymmetric encryption-based approaches

An efficient asymmetric encryption scheme is proposed by Jiao and Ye [25] based on RSA
and generalised Arnold’s map. The initial parameters for Arnold’s map are constructed using
RSA and iteratively generate a key stream. Three different layers are applied to hide the image
data. The first layer of hiding is completed by XOR diffusion on a plain image. In the second
layer, to hide the data again, the rows and columns of the image are confused cyclically. To
apply a third layer of hiding, additive mode diffusion is used. After this the final cipher image
is generated. However, the suggested scheme is secure for statistical, differential and
ciphertext-only attacks. Its performance needs to be investigated further for other common
attacks and encryption speed.
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To satisfy the security needs during the transmission of medical data, Ali and Ali [2]
proposed a signcryption scheme based on public-key cryptography equipped with an elliptic
curve. In this method, an elliptic curve and chaotic maps are used for signcryption and
encryption of the image, respectively. This provides a method of digital signature, key
exchange and chaotic map image encryption. This scheme has integrity, authentication,
confidentiality and non-repudiation, whereas chaos-based encryption is verified against per-
formance matrices. However, the decrypted image is suitable, but its computational cost is
very high, and it is not suitable for Internet of Things devices, which are resource constrained.

Lin and Li [36] proposed an effective encryption algorithm based on an RSA algorithm and
hyperchaotic system. An RSA algorithm is used to generate the initial values for a
hyperchaotic system, which is responsible for producing a key stream iteratively. Several
rounds are performed to hide the image data. Additive mode diffusion is employed twice to
change the positions and values of pixels of the image. To again hide the image data, a
diffusion image matrix is transformed to a 1D image matrix. In the third round of hiding the
image data, a finite field diffusion process is employed. Finally, the encrypted image is
obtained. Simulation results revealed that this method is secure against statistical, differential
and chosen-plaintext/ciphertext attacks. This method, however, is susceptible to noise and data
loss attacks.

In [41], to overcome the limitations of symmetric image encryption, i.e. key management
and distribution, an asymmetric image encryption approach based on elliptic curve ElGamal
and chaotic theory is suggested by Luo et al. In this work, the secure hash algorithm (SHA)-
512 is utilised to produce the chaotic system’s starting values, and the plain image is scrambled
using a crossover permutation. Furthermore, the scrambled image is incorporated inside the
elliptic curve. Finally, the diffusion coupled chaos game using a DNA sequence is performed
to obtain the cipher image. However, the suggested algorithm is robust against different
possible attacks. It takes longer to compute, making it inappropriate for real-time applications.

In [37], Liu and Kadir proposed an asymmetric colour image encryption technique based on
a 2D discrete-time map. Here, the encryption process starts with calculating the hash value of a
plain image using SHA-256. The initial values of the Hanon map are then created using this
hash value. Then, the pixels of the image are circularly shifted by row and column using the
random sequences generated by the Hanon map. Finally, using the XOR operation, three
colour components (RGB) of the scrambled image are diffused. Overall, the proposed scheme
is safe against common attacks. Its encryption complexity needs to be investigated. Further-
more, it resists noise and data loss to a limited level.

Benssalah et al. [8] introduced an improved image encryption scheme to fix the flaws found
in [15]. This scheme is based on improved elliptic-curves cryptography with a Hill cipher. In
this, communicating parties first generate their private keys and self-invertible matrices (Km).
The image obtained after applying Arnold’s cat map on the plain image is then multiplied with
self-invertible matrices. The resultant matrix obtained after multiplication is then XORed with
a hyperchaotic Lorenz to produce a ciphered image. Simulation results suggested that the
proposed scheme is robust against common attacks. However, its time complexity is increased
due to modifications by elliptic-curve cryptography (ECC). Moreover, compared to the
methods proposed in [16, 34], its encryption speed is slower.

Wu et al. [78] developed an eight-dimensional generalised chaos synchronisation (8D-
GCS) system using a 4D chaotic system, which meets all the requirements specified for a new
chaotic system [70]. Based on this proposed generalised chaos synchronisation (GCS) system,
an encryption approach for colour images is developed. In this work, a diffeomorphism
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function is used to generate the parameters for transfer function. This transfer function and the
4D chaotic system are utilised to develop an 8D-GCS system. Then, a chaotic sequence is
produced by this GCS system. This chaotic sequence and plain image are fused together to
obtain the cipher image (48-bit RGB colour image) along with a data validation tag, which is
used to validate the data at the receiver end. If verifications fail, the receiver will stop the
decryption process. Simulation results revealed that this work is highly sensitive to both the
plain image and the key. However, its time complexity needs to be investigated.

An efficient asymmetric encryption scheme [88] is proposed based on ECC, which offers a
similar level of authentication to that provided by RSA with a smaller key [42]. Initially, to
reduce the encryption time, pixels of a plain image are grouped together to generated large
integers. A piece-wise linear chaotic map (PWLCM) is utilised to produce the chaotic
sequence. Furthermore, the XOR operation is carried out on plain image pixels using the
public key and chaotic big integers, which produce an encrypted big integer. Afterwards, the
ciphered image is obtained by recovering the pixels’ values from the encrypted big integer.
The simulation result suggested that the proposed scheme has good anti-attack capabilities.
Furthermore, its encryption speed is also good. However, its performance needs to be
investigated further in terms of quality of recovered image.

The contribution made by asymmetric encryption based approaches is summarised and
compared in Table 3.

3.3 Hashing-based approaches

In this work [71], Sreelakshmi and Ravi designed an encryption algorithm for colour images
based on bidirectional diffusion. The encryption process begins by separating the RGB
components of the input image and then splitting them into small blocks. Encryption keys
are generated using SHA-256. The following operations are employed on each block, one after
another, to obtain the cipher image: scrambling, rotation, inversion, negative-to-positive
transformation, integration and forward and reverse diffusion. In each operation completed
on a block, a different key is used. Simulation results suggested that this method is safe against
brute-force, statistical and differential attacks. However, the security analysis of the scheme
needs to be investigated for other attacks, such as noise and data loss attacks.

To overcome the limitation of the ‘one-time pad’ (OTP) encryption scheme and resist a
chosen-plaintext attack, Zhu et al. [91] proposed an encryption scheme using chaos theory and
SHA-256. It consists of three main parts: adding pseudo-random sequences (PRS) around the
image, image scrambling and image diffusion. The hash value obtained from the plain image is
converted into an integer in the [0,255] range and then this number is added around the image
instead of using it as a part of the key in the encryption process. Only the initial values of
chaotic systems are used as a key in the encryption process, which overcomes the problem of
key management of an OTP. The random number sequence in scrambling and diffusion
processes is dependent on intermediate ciphertext. Simulation results revealed that the sug-
gested work is highly secure against a chosen-plaintext attack. However, its encryption speed
needs to be investigated further.

Chai et al. [9] suggested an encryption approach for grey images based on chaos and a
DNA sequence. In this algorithm, the key via SHA-256 is generated first and then DNA
encoding, along with the key (hash value), is utilised to create a DNA matrix. On this DNA
matrix, DNA-level wave-based permutation is conducted using the random number sequence
generated by a logistic map. The characteristics of the wave transmission are exploited to
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create this wave-based permutation at the DNA level. The chaotic map is utilised to produce a
key matrix, which is then used to alter the components of the confused DNAmatrix. After that,
by making use of decoding rules, the diffused DNA matrix is decoded to produce the cipher
image. However, the proposed algorithm is fruitful against most security attacks and highly
sensitive to secret keys and plain images. Its performance needs to be analysed further in terms
of encryption speed.

Dagdu et al. [14] suggested a cryptosystem based on di-chaotic diffusion for medical
images. This method utilised two chaotic maps, a PWLCM and Bernoulli shift map, to
generate two encryption keys matrices. Two rounds of diffusion are carried out using these
matrices to produce an encrypted image via a bitwise XOR operation. A message-digest
algorithm (MD5) is utilised to generate the initial values of the PWLCM from the semi-
ciphered image obtained after the first round of diffusion. The proposed technique is efficient
to resist differential and statistical attacks. However, this scheme has low sensitivity to the
input image, as the initial value and parameters of the Bernoulli shift map are independent of
the original image. Therefore, it may be vulnerable to chosen-plaintext/ciphertext attacks.
Furthermore, security analysis of this scheme needs to be investigated for other attacks.

Rao and Suma [63] proposed a security scheme for securing images and keys. It is also able
to detect the modifications in an image being transmitted. Initially, the input image is
converted into a string by passing it through a Base64 encoder. SHA-256 is applied on the
key to generate a secret key. Then, the secret key and string generated from the input image are
given to the AES algorithm to produce an encrypted image. To protect the secret key from an
attacker, it is transformed into an image by using the American Standard Code for Information
Exchange’s encoding scheme. Then visual cryptography is utilised to split the encoded image
into two shares. The hash value is calculated by applying MD5 to the ciphertext. The image
splits, ciphertext and generated hash value are required to share for the decryption process.
Using this scheme, modifications in the image being transmitted can be detected. For an
efficient encryption algorithm, security analysis and complexity parameters are also equally
important. Therefore, the performance of this algorithm needs to be analysed further.

Ying and Zhang [48] applied modified Josephus traversing the image scramble (row and
column-wise), and they considered the pixel permutation and diffusion to encrypt the image.
Specifically, SHA-3 is applied to the original image to obtain the binary sequence. Subse-
quently, a chaotic system in terms of a piecewise linear chaotic map and the hyperchaotic Chen
system, along with the diffusion process, are used to encrypt the image. The simulation results
showed that the scheme is secure against plaintext and differential attacks. However, the major
drawback of this scheme is high computational complexity.

To overcome the shortcomings of classic Baptista algorithms [33, 64], Wang et al. [76]
offer an encryption scheme based on SHA-1 and MD5. The initial parameters for the logistic
map and PWLCM are obtained using hash functions. To employ scrambling, the authors
utilised two logistic maps to produce chaotic coordinates and coupled them with nonlinear
equations. Then, diffusion was achieved by applying an upgraded Baptista system and a
cyclic-shift function to the scrambled image. The proposed scheme is robust against common
attacks. However, for a good encryption algorithm and security, speed is also an important
factor. Therefore, its encryption speed needs to be optimised to make it suitable for real-time
application.

Zefreh [86] introduced an efficient encryption scheme based on the hash function, chaotic
system and DNA operations. To ensure sensitivity to the plain image and key, a combined
SHA-256 and MD5 method is applied on the plain image with an external key. SHA-256 is
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more secure than MD5 when it comes to collision attacks [61]. Both the permutation and
diffusion are carried out at the DNA level. Permutation at the DNA level is achieved by
employing a function based on the logistic map. Several DNA operators are employed to
achieve diffusion of the permutated image with the key DNA image. However, the scheme is
robust against different common attacks and fast enough for grayscale images. It can be further
investigated for colour images, too.

In [67], based on SHA-2(512) and an S-box of AES, an encryption algorithm for grayscale
and colour images has been designed by Seyedzade et al. The fundamental idea behind this
work is to utilise one half of the image to encrypt the other half in a reciprocal manner. This
algorithm is divided into two sections: the first performs a pre-processing procedure to shuffle
half of the image using an S-box. The hash function SHA-2(512) is used to produce a random
no. mask. Then, the image is divided into subimages. The information from the bottom half of
the subimage and the random no. mask are then used to encrypt the upper portion of the
subimage. In the same way, the information from the upper portion will be used to encrypt the
bottom half. The proposed scheme is secure for statistical and brute-force attacks. However,
security analysis needs to be conducted for other attacks. Furthermore, its complexity also
needs to be analysed.

Norouzi et al. [51] proposed an encryption algorithm aimed at achieving a high security and
sensitivity to the key by introducing a hash function (Salsa20) and high complexity by utilising
only two iterations of the diffusion process. This hash function generates a secret key based on
an external key chosen by the user. Then, the plain image is horizontally segmented into an
array in the first round of the diffusion process. After that, it is XORed with the binary
sequence produced by the hash function. The identical procedure is performed vertically on the
transpose of the array produced in the subsequent round. The simulation results suggested that
this method has good anti-attack capabilities. However, its performance needs to be analysed
further in terms of time complexity for larger images and for colour images, too.

The contribution made by hashing based approaches is summarised and compared in
Table 4.

3.4 Other prospective approaches

The work proposed by Lakshami et al. [31] fully utilised the discrete Hopfield attractor’s
learning capabilities for encrypting grey images without introducing chaos. This encryption
scheme consists of four stages. In the first stage, an adaptive key is created based on a plain
image. The second stage is responsible for producing a random sequence. Permutation and
substitution are performed in the third and fourth stages, respectively, by incorporating random
sequences generated using a Hopfield attractor. The simulation results suggested that the
scheme is robust against common attacks and has good encryption speed. Furthermore, a
higher throughput, entropy and sensitivity value indicate that the encryption technique is more
efficient. However, its encryption speed needs to be analysed against images of a larger size.

Faragallah et al. [20] implemented an efficient colour image encryption technique for
cybersecurity applications using RC6 and various operation modes. The encryption process
begins by reading and extracting the RGB components of a colour image with some details.
Each RGB component is divided into 128-bit blocks, which are then encrypted by RC6 using
the different operating modes. The encoded RGB components are then built by assembling the
respective ciphertext blocks of RGB components. Then, the resulting RGB components are
finally put together to obtain the ciphered image. The simulation results revealed that the
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proposed cryptosystem with the CBC, CFB and OFB operating modes effectively hides all
information inside the examined colour images. However, the findings also indicated that
using the ECB mode is not recommended. Moreover, its time complexity needs to be
investigated.

Based on cellular automata and an S-box, Contreras et al. [12] designed a cipher scheme. In
this, the authors extended the pre-processing function suggested by Ramirez-Torres et al. [62]
to break the strong correlation between the plain image and its ciphered image. This work
begins by selecting a block (24-bits) of the original image. Then, the proposed extended
processing function is employed on this block. This pre-processed block is further divided into
eight-bit blocks, and the value of each block is replaced using a substitution box. Subsequent-
ly, each coordinate’s complement can be computed to invert the rows and columns of the pre-
processed image in such a way that the pixel, (n, n), occupies the position formerly occupied
by the pixel, (0, 0). Finally, the extended pre-processing function is applied once more to the
transformed image. The suggested scheme can protect against statistical and differential
attacks, but it should be further analysed for other security parameters, too.

In [90], Zhang et al. proposed a multi-image encryption scheme to enhance the transmission
speed while taking care of security based on the image hash, dynamic DNA coding and bit-
plane decomposition. First, the hash value of multiple grey images is obtained. Then, the
multiple images are divided onto a bit plane. To increase the key space and produce a highly
unsure chaotic sequence, an enhanced 4D-hyper chaotic system and 3D-chaotic mapping are
utilised by the authors. The initial values of these chaotic maps are based on the generated hash
value. This chaotic sequence is utilised to replace pixels in the images decomposed on the bit-
plane, resulting in a merged image. After that, DNA coding is run on merged images, along
with the chaotic sequence. Then DNA calculations are conducted on the generated coding
matrix using the operation rules of the chaotic sequence. DNA decoding is performed on the
matrix produced after DNA computation. The final encrypted image is obtained when the
DNA-decoded binary image is transformed to a decimal. The proposed approach is secure and
may be used to detect image tampering. However, this method has high computational
complexity.

To provide a secure transmission of digital images, Wang et al. [75] proposed a scheme
based on Arnold’s cat map and laser chaos synchronisation. In this method, a parameter is
produced to impact the secret key based on the original image’s pixel values. Then, the plain
image is transformed using the reshape function. Later, the transformed image is diffused
using an XOR operation. Finally, the general Arnold transformation scrambles the pixels’
positions in the diffused image. Simulation results revealed that this method is secured against
statistical and noise attacks. Security analysis of this approach needs to be investigated further
for other common attacks. Moreover, its computational complexity depends on the image’s
size.

Li et al. [35] proposed an encryption scheme for medical images based on zigzag confusion
and dynamic diffusion. In this approach, PRS are generated using a 2D-SLMM and a two-
dimensional Henon-Sine map. The 2D-SLMM was created by Hua et al. [21] to overcome the
limitations of a 1D chaotic map. The PRS are utilised to produce the cat mapping coefficient
matrix. The plain image is first scrambled by employing a zigzag scan. Furthermore, an
improved 2D cat map, along with the PRS, is employed on the scrambled image to carry
out the diffusion process. The password feedback mechanism and chaotic iteration are added
in the diffusion process to improve the relationship between the key and the password. The
simulation results showed that the proposed scheme is lossless and also able to resist common
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attacks. However, to make it suitable for real-time applications, its encryption speed needs to
be improved.

A fast and robust image encryption scheme is introduced by Yepdia et al. [84] based on the
mixing technique. This approach fundamentally consists of three stages. Two are permutation
stages, while one is a mixing stage. First, the plain image is divided into multiple equal-sized
subimages. The May Gompertz map is used to undertake a block permutation on the
subimages. After that, the PWLCM is utilised to perform the pixel-based transposition. The
output of the two prior permutations is split into four subimages. Furthermore, these subimages
are combined using pseudo-random matrices created from the above two maps to get the
ciphered image. This method can be used to encrypt a single image or multiple images, too.
The simulation results show that this approach is appropriate for images that are sensitive to
noise propagation, such as those used by the military and in medical fields. Further investi-
gation is required on security analysis of this scheme, as low-dimensional chaotic maps are
weak in providing security [3].

In [40], a secure image encryption mechanism is provided by Loukhaoukha et al. based on
the Rubik’s cube principle. Initially, the plain image pixels are scrambled using the Rubik’s
cube concept. Then, this scrambled image is XORed using two different random secret keys.
The proposed scheme is simple and robust against common attacks. Alongside security, the
execution speed is also an essential factor in the design of image encryption methods,
especially for real-time applications. Therefore, its computational complexity needs to be
improved.

In this work [57], the authors aimed to present a fast and secure chaotic map-based multiple
grayscale image encryption method. Both equal and unequal-sized images can be encrypted
using this scheme, unlike other existing methods, which necessitate the use of identical-sized
images [30, 56, 68]. Here, a set of given images is split into non-intersecting blocks. The
produced blocks and any leftover pixels (if any) are then separated into different arrays. After
that, permutation and diffusion are carried out using a distinct PWLCM system, which makes
this algorithm effective for both hardware and software platforms and secure, too. A PWLCM
system utilises SHA-256 to produce initial iteration values to resist known/chosen-plaintext
attacks. The simulation results suggested that the proposed cryptosystem is secure against most
common attacks. However, the performance of this method needs to be analysed further to
establish its effectiveness against other attacks and its speed of encryption.

In [46], the authors presented an encryption method based on genetic operators and a hybrid
pseudo-random number generator (HPRNG). This proposed HPRNG is based on a linear-
feedback shift register (LFSR) and uses a chaotic asymmetric-tent map and logistic map to
produce the LFSR’s initial vector. Initially, with the aid of a PRS produced by an HPRNG, the
first block of the original image is encrypted. Later, the preceding encrypted block and XOR
operations are used to create subsequent blocks. This method may also be used to encrypt text
and colour images. The simulation results suggested that the proposed technique is lightweight
and suitable to resist common attacks. Its computational complexity is too high, which needs
to be improved to make it suitable for real-time applications.

To reduce energy consumption, time and space complexity, an encryption scheme based on
2D-Von-Neumann cellular automata was suggested by Roy et al. [65]. It uses 2D-cellular
automata rule vectors (2D-CARVS) with a GCA property to achieve encryption by pixel
substitution. First, the RGB components of an input image are extracted and transformed into
binary matrices. Then, a rule scheduler is applied to choose three cellular automata rule vectors
(CARVs) randomly from the 2D-CARV list. Then, these chosen CARVs are used to encrypt
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RGB channels. The encryption module is also responsible for deciding the number of rounds
to execute for encryption at random. Finally, the cipher image for the given image is created by
combining the encrypted matrices for RGB channels. Although the proposed scheme outper-
forms in the National Institute of Standards and Technology and diehard randomness tests and
is fast enough, its key space is vulnerable to exhaustive attacks.

A lightweight cryptosystem is proposed in [29] by Khashan and AlShaikh for digital medical
images. There are three primary phases in the suggested scheme. The given image is first divided
into uncorrelated blocks of pixels of a predetermined size. Then, using a specific threshold value, a
Prewitt edge detection method [60] is employed to distinguish the significant image blocks. In the
second phase, a chaotic map is utilised to create encryption keys that correspond to the significant
image blocks. In the last stage, anOTP technique is used to encrypt the selected significant blocks in
succession, and the non-significant blocks are left unencrypted. Simulation results suggested that the
proposed method is secure against common attacks and also has less computing complexity.
However, its performance needs to be analysed further in terms of security analysis, as some of
the pixels of the plain image are left unencrypted. Therefore, this scheme might be vulnerable to
chosen-plaintext/ciphertext attacks.

Alawida et al. [77] presented a technique for image encryption that included hybrid digital
chaotic maps (TLTS and TSTS). In this technique, permutation and diffusion are performed
twice. Permutation is used on the plain image in the first round, employing both TLTS and
TSTS maps, as well as the secret key. The diffusion method is then applied to the permuted
picture using the aforementioned chaotic maps. After being divided into two halves, the
resultant image is used as input for the second round. TLTS, TSTS and the secret key are
used to conduct permutation on both halves. In the permutation step, both halves are
combined. Finally, the ciphered image is obtained by diffusing the permuted image. The
simulation results revealed that this scheme is extremely sensitive to the change in the original
or ciphered image. Therefore, it is vulnerable to noise and cropping attacks. However, this
scheme is highly resistant to statistical, differential and known/chosen-plaintext attacks.

An encryption method capable of encrypting various grayscale images simultaneously is
suggested by Tang et al. [10]. There are four phases in this scheme. In the first phase, four
grayscale images are divided into bit planes, which are then randomly split into bit blocks
governed by the Henon map in the second phase. As a result, bit blocks from various bit planes
are exchanged at random. In the last phase, four chaotic images are generated by performing an
XOR operation between four scrambled images and a secret matrix governed by a logistic map.
The resultant four processed images are represented by the RGB and alpha components of a
portable network graphics image, respectively. Simulation results showed that the proposed
scheme can withstand brute-force, statistical and known/chosen-plaintext attacks. However, the
security analysis of this scheme needs to be investigated for other attacks. Furthermore, it is a
lossy algorithm, as well, as it has a limited capability to bare noise containment and data loss.

The contribution made by other encryption based approaches is summarised and compared
in Table 5.

4 Potential gaps

This review indicates that improvements can still be made to image encryption schemes to
achieve better efficiency. The major issues with the important encryption methods are
summarised in Fig. 4.

11182 Multimedia Tools and Applications (2023) 82:11155–11187



Based on the techniques discussed here, we identify the following issues:

& Most of the encryption techniques have focused on one or two performance measures and
have not addressed the issue of how to achieve a balance trade-off between competing
parameters, such as security and complexity.

& Ordinary encryption may seriously damage the availability of data, as the original data is
only available to the user encrypting it.

& When developing new encryption schemes or improving an existing technique, different
types of possible attacks (i.e. differential, statistical, brute-force, chosen/known-plaintext,
noise and occlusion attacks) should be considered.

& Although symmetric encryption is fast, it puts a burden of key management and exchange
on communication parties, whereas asymmetric encryption removes the limitations of
symmetric encryption, but computational complexity is high in this case.

& Chaos theory is appropriate for application in cryptography due to its dynamic character.
However, compared to DES and AES, it has a higher computational cost.

& Hashing-based techniques suffer from a collision of hash values.
& In DCT-based encryption schemes, quantisation may introduce random noise, which can

damage the quality of the recovered image.
& Cryptosystems based on reversible cellular automata require keys to be hidden, as the same

is used for encryption and decryption.
& The image encryption techniques based on evolutionary algorithms are vulnerable to

known plaintext attacks [56].
& The chosen-plaintext attack made a DNA-based image cipher unsafe [30].

5 Conclusion

In the present era, demand for the security of multimedia content being transmitted over the
internet is increasing every day. Encryption is one of the key techniques that has been
established to secure digital images. In this work, we have studied various image encryption
techniques, their merits and limitations. Along with the study, a brief overview, notable
applications and evaluation metrics of encryption techniques are provided. Then, the contri-
butions of surveyed techniques are also summarised and compared in different technical
perspectives. Finally, we highlighted the significant challenges and a few directions of possible
research that could fill the gaps in these domains for researchers and developers. It has been
observed that security flaws, parameter tuning and computational speed are still open areas of
research in the field of image encryption. From a comprehensive review of existing image

Fig. 4 Issues with encryption methods
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encryption techniques, it can be concluded that image encryption is still an underdeveloped
field. We need to investigate approaches that will manage the multiple performance parame-
ters, i.e. high security and low cost.
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