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Abstract

To solve the problems of low efficiency and poor resistance to attack, this paper proposes
the multi-image encryption algorithm based on Haar wavelet transform and 3D shuffling
scrambling. Taking advantage of the high computational efficiency of low-dimensional
chaotic maps, this paper designs the dynamic pseudo-random sequence generator based on
a dynamic chaotic library with three one-dimension chaotic maps and the roulette algo-
rithm, which is highly associated with the plaintext image. To better scramble the image
cube, this paper proposes a 3D shuffling scrambling algorithm, which divides the cube into
one-dimensional vectors and scrambles the order of the one-dimensional vectors, then
reorganizes the cube. To encrypt multiple images, first, reconstruct the images into an
image cube and perform wavelet transformation on each layer of the cube. Then, use the
3D shuffling algorithm to scramble the low-frequency coefficient and reconstruct the cube
with the scrambled low-frequency coefficient and high-frequency parts. Last, the chaotic
matrix is XOR with each layer of the image cube. The algorithm can encrypt grayscale or
color images of any size, which is flexible. In the simulation experiments, the algorithm
has ideal ciphertext statistical characteristics, high running speed, and the ability of anti-
attack, which is better than encryption algorithm in other references.

Keywords Multi-image encryption - Wavelet transform - 3D shuffling scrambling - Dynamic
chaos library
1 Introduction

With the development of computer techniques, massive amounts of information are being
transmitted, stored and shared every day. In recent years, people have paid more and more
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attention to information security. Many fields produce a large number of images carrying
confidential information every day. To ensure the security of image content, the mainstream
methods are image encryption and digital steganography. Image encryption uses pixel scram-
bling and diffusion to turn images into meaningless snowflake images [2—8, 10-12, 14-30],
while digital steganography protects image security by hiding images [1, 9, 13]. This article
mainly studies image encryption.

In image encryption algorithms, chaotic systems are usually used for encryption due to their
unpredictability and sensitivity [2, 3, 5-8, 10-12, 14-27]. Some scholars study the encryption
of images in the time domain [2, 4, 7, 16, 17, 19-21, 25-27]. Guodong Li et al. used 5-D
Cellular Neural Networks and Logistics chaos to scramble and diffuse the image [16]. Some
scholars study image encryption in the frequency domain [3, 5, 12, 14, 15, 18, 22, 24]. Fourier
transform, wavelet transform, Fresnel transform and other transformations are used to trans-
form the image and the encryption is carried out in the frequency domain. Feng et al. proposed
the encryption algorithm based on adaptive wavelet chaos, which used the convex
optimization-particle swarm optimisation algorithm to enhance the adaptive ability of wavelet
transform and scramble low-frequency coefficients. This algorithm has a stronger ability to
resist attacks, but the decrypted image is a little distorted [3]. Guodong Li et al. used fractional
Fourier transform to transform the image to the frequency domain, and used double chaos
systems to scramble and diffuse pixels in the frequency domain [15]. Shakir H. R et al.
proposed an encryption algorithm based on selective AES and wavelet transform. First, the
plaintext image was decomposed by wavelet, and then the low-frequency coefficients were
encrypted by the AES algorithm. After the image was reconstructed, the image was scrambled
by chaos [22]. However, the encryption algorithms only aim at a single image, which is low
efficient when encrypting multiple images.

With the increase of image data, the traditional single-image encryption algorithm has the
problem of low efficiency in practice. Multi-image encryption has attracted the attention of
scholars [11, 12, 17, 20, 21, 24, 25]. Sahasrabuddh A et al. proposed a multi-image encryption
algorithm based on 3D scrambling and hyperchaotic systems, which let multiple ordinary images
generate a 3D image, and use chaos theory and the concept of elliptic curve Elgamar crypto-
graphic system to generate cryptographic images and shared keys. This algorithm has ideal
cryptographic statistics and is highly efficient [21]. Lei Zhang et al. proposed a multi-image
encryption algorithm based on bit plane. The algorithm decomposed k images into 8 k bit plane,
scrambled the high pixel bit and performed XOR on the low pixel bit [25]. K. Patro et al. proposed
an algorithm for multiple grey image encryption using cross-coupled chaotic mapping. This
algorithm uses the cross-coupled chaotic sequence to improve the security level and has high
efficiency [20]. Some scholars have studied multi-image encryption in the frequency domain.
Chun-Lai Li proposed a robust chaotic mapping multi-image encryption algorithm in the wavelet
domain. Multiple ciphertexts are pieced together into an image, then the image is decomposed by
the discrete wavelet. The low-frequency coefficients are scrambled by cat mapping, and the image
is reconstructed. The algorithm has a certain degree of anti-attack ability, but the article does not
test the efficiency of the algorithm [17]. However, the existing multi-image encryption algorithms
rarely transform 3D images into the frequency domain for encryption.

Inspired by the work of predecessors, for the problems of low efficiency of multi-image
encryption algorithm, poor anti-attack, distortion of decrypted images, limited image shape
and so on, this paper proposes an efficient multi-image encryption algorithm based on wavelet
transform and three-dimensional shuffling scrambling. First, design the dynamic pseudo-
random sequence generator based on a dynamic chaotic library with three one-dimension

@ Springer



Multimedia Tools and Applications (2022) 81:24757-24776 24759

chaotic maps and the roulette algorithm, which is highly associated with the plaintext image.
Then, the multiple images are divided into blocks and then reconstructed into an image cube.
The wavelet transform is performed on each layer of the image cube and the low-frequency
coefficients are scrambled by the 3D shuffle algorithm. Finally, use the scrambled low-
frequency coefficients and high-frequency parts to reconstruct the cube. After reconstruction,
the chaotic matrix is used to perform the bitwise XOR operation with each layer of the image
cube to obtain the final encrypted image. The algorithm has ideal ciphertext statistical
characteristics, high running speed, and anti-attack.

Section 2 of this paper will mainly explain the design of the multi-image encryption algorithm
based on wavelet transform and how to construct an image cube. Section 3 explains the design of
the dynamic pseudo-random sequence generator based on roulette algorithm. Section 4 explains
the design of the 3D scrambling algorithm based on the shuffling algorithm. Section 5 gives the
specific steps of the encryption algorithm. Section 6 performs simulation experiments, analyzes
the proposed image encryption algorithm and compares it with the mainstream encryption
algorithms. Finally, the last section summarizes and discusses the full text.

2 Preliminaries
2.1 Haar wavelet transform

Wavelet transform is a transform analysis method, which is developed from Fourier transform.
It improves the limitation that Fourier transform cannot change the window size and has no
adaptive ability. Therefore, it is favoured by many scholars and is widely used in various
fields. After the image is subjected to the two-dimensional discrete wavelet transform, four
sub-images are obtained. LL is the low-frequency part that contains the most information of
the original image, while HL, LH and HH are detail parts in horizontal, vertical and diagonal
directions respectively.

The proposed encryption algorithm uses discrete two-dimensional Haar wavelet transform
on the image. As shown in Fig. 1, the 4 x 4 matrix A is decomposed by Haar wavelet. First,
the average between the adjacent elements in each row is placed to the left of each row in
order. Then, the adjacent elements in each row are differentiated and divided by two and the
resulting values are placed on the left side of each row in order. Each row is treated in this way
to obtain matrix A1. The red part on the left side of A7 is the low-frequency part L, and the
blue part on the right side is the high-frequency detail part H. Perform corresponding
calculations on each column of Al to obtain the wavelet two-level decomposition matrix
A2. The red part in the upper left corner of A2 is the low-frequency part LL and the remaining
parts are the high-frequency detail parts LH, HL, LL.

2.2 Construct image cube

The proposed algorithm requires preprocessing of the image shape. Namely, it reconstitutes
multiple images to be encrypted into an image cube. In this step, the images need to be divided
into blocks and overlapped. Suppose the images to be encrypted are Py, P, ..., P,, and the size
are my X ny, mp X ny, ..., m, % n,respectively. The amount of data is M = (m; x n)(m, x
ny) (m, x n,). Set the size of the cube is @ x a % b. Calculate a, b suchthat M =~ a X a x b.
Since the proposed encryption algorithm encrypts the low-frequency coefficients of the image
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Fig. 1 Discrete two-dimensional Haar wavelet transform

cube, if the image block is too small, it will cause image information loss, so set @, b to make a
as large as possible and | §—b| as small as possible. If a x a x b # M, it can be filled with 0 to
construct a cube. The constructed image cube is shown in Fig. 2.

Construct image cube

Fig. 2 Image cube
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3 The design of dynamic pseudo-random sequence generator based
on roulette algorithm

This section explains the design of the dynamic pseudo-random sequence generator based on
the roulette algorithm and a dynamic chaotic library with three kinds of one-dimension chaotic
maps that are highly efficient and have good complexity. And the pseudo-random sequence is
highly associated with the plaintext image.

3.1 The design of dynamic chaos library

Chaotic sequences that are used for image encryption are required to have sufficient complex-
ity and ergodicity, and at the same time, computation efficiency must be taken into consider-
ation. Based on these considerations, select three new types of one-dimensional chaos to
construct the dynamic chaos library, improved Henon map [26], Hybrid map [6] and L-F
cascade map [18].

The optimised Henon mapping has higher complexity and larger parameter space than the
traditional Henon mapping, as shown in formula (1).

{x,,+1 = l—acosxg +y, (1)
yn+1 = bxn

When a € [0,1.4], b € [0,0.3], the system is in chaos.

Hybrid mapping is a chaotic mapping composed of Logistic mapping, Tent mapping, and
Sin mapping. It has good complexity and uniformity. The formula is shown in Eq. (2).

{ Xppl = (r11/4*sin(7rr2/2) (1=x,))mod1, rx,(1-x,)<1/2
Xn+1

= <r11/4*sin(ﬂrZ/Z*(l—rxn(l—xn))modl,rx,,(l—x,,) >1/2 @)

Where, when r € [1.4,4], the system is in chaos.
L-F cascade chaos overcomes the blank area of traditional Logistic mapping and it makes
the distribution of parameters more uniform. The formula is as Eq. (3) follows.

Xnt1 = ,u*xn(l_xn) (3)
F,= (xn—l Fu1 +xp2Fp2 +xn—3Fn—3)m0dl

i ‘ ,
M | ' ” i

0
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When g € [1.5,4], the system is in chaos.
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(a) Optimize Henon chaotic sequence (b) Hybrid mapping sequence (c) L-F cascade chaotic sequence

Fig. 3 Chaotic sequence. a Optimize Henon chaotic sequence, b Hybrid mapping sequence, ¢ L-F cascade
chaotic sequence
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It can be observed from Fig. 3 that these three chaotic systems have good ergodicity and
randomness.

Chaos library is composed of the above three types of chaos. Each chaotic mapping theory
generates three chaos systems with different parameters. The initial values of all chaos systems
are determined by the hash value of plaintext. There are twelve chaotic systems in total, as
shown in formula (4).

Cy i Xy = 1-4.7c08x8 + 3, v,41 = 0.3x,
Cs : Xpy1 = 1-4.8cosx® +3,,v,.1 = 0.28x,
Cs i Xy = 1-4.9cosx® + y,,v,.1 = 0.27x,
Cy Xyl = 1—5.0cosx2 + Vs Vuyr = 0.26x,
Xyi1 = (3.4"" /47 sin(7 3.4%/2) (1-x,))mod 1,3.4, (1-x,)<1/2

Cs: Xpp1 = (3.4"" /4%sin (7 3.4%/2%(1-3.4,, (1=x,)))mod 1,3.4, (1-x,) >%
Xpe1 = (3.6" /4%sin(7 3.6%/2) (1-x,)) mod 1,3.6, (1-x,)<1/2

Co: Xpr1 = (3.6"" /4%sin( 3.6% /2%(1-3.6,, (1-x,) )mod 1, 3.6, (1-x,) >%
Xpe1 = (3.8""/4%sin(7 3.8%/2) (1-x,)) mod 1,3.8, (1-x,)<1/2

o Xpe1 = (3.8"" /4%sin (7 3.8% /2%(1-3.8,, (1-x,) )mod 1,3.8, (1-x,) >%

Cy:d Frt = (3.9'" /4%sin(7 3.97/2)(1-x,)) mod 173.9%(11")5%

Xop1 = (3.9" /4%sin(m 3.9% /2%(1-rx, (1-x,)) mod 1,3.9x, = (1-x, ) > 1/2
C9 : Fn - (xnlen*l +xn*2Fn*2 +xn*3Fn*3) mod l’xn+l - 3-7xn(1_xn)
Cio: Fn= (xp1Fn1 +x02Fu2+x,3F,3) mod I,x,,1 = 3.8x,(1—x, )
Cn:F,= (xn—l Fu1 +xp2Fp2 +xn—3Fn—3) mod 1,x,11 = 3-9xn(1_xn )
Cp:F,= (ananfl + x,2F +Xn73F,773) mod 1,x,,1 = 3.99)6,,(1—)6,, )

3.2 Roulette algorithm

Roulette algorithm is an algorithm based on the probability of individual choice. This paper
uses the roulette algorithm to select the chaotic system from the chaos library that generates the
pseudo-random sequence for encryption. Suppose k chaos systems are selected from n chaos
systems (C;, C,, -+, C,). Set their individual fitness as (sq, 55, ***, s,). Specific steps are as
follows:

Step 1 Calculate the probabilities of each chaos system: p; = s,/ i sk i€[l, n].

Step 2 Calculate the cumulative probabilities of each chaos systefiti'q, = 3 p,, i€[1, n].

Step 3 Generate a random sequence in the range (v, 72, “**, 7). k=1

Step 4 Judge the interval of the cumulative probability of the random number r, and output
the selected individual C;. The rules are as formula (5) shows.

= 1,}”,‘< q
i=Jj,9; <ri<{qj

(5)
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3.3 The design of the dynamic pseudo-random sequence generator based on roulette
algorithm

The specific steps are as follows. Suppose the plaintext image is P.

Step 1  Calculate the hash values of the plaintext image by the SHA-256 algorithm, and get a
hexadecimal string of length 64. The two adjacent hexadecimal characters are
converted into a decimal number, and a sequence of 32 is obtained, denoted as H.

Step 2 Calculate the sequence x, by the first 20 digits of H, H(1 : 20), the specific
calculation formula is as formula (6).

xo = mod(H(1:20)¥107,1). (6)

Step 3 Calculate the fitness of the individual (sy, sp, -, s1p) in the roulette algorithm
through the middle 12 digits of the sequence H, H(12 : 23).

Step4  Suppose n chaotic sequences need to be generated. Calculate n; = n/32,R = 1/n. The
random number (r, 7, -, r,) used for selection in the roulette algorithm is
calculated as formula (7).

r; = mod(sum(H ((i—1)-n; : i-m))-(i-1)R, 1),i€[1,2, - *n]. (7

Where, sum() is the sum function.

Step 5 Input individual fitness (s, 55, ***, $12) and selection random number (7, 75, ***, ;)
to the roulette algorithm and get the chaos systems (Cy, C, ‘-, C,). Generate n
chaotic sequences by n chaotic systems respectively.

4 The design of 3D scrambling algorithm based on shuffling algorithm
4.1 Knuth-Durstenfeld shuffling algorithm

The Knuth—Durstenfeld shuffle algorithm is improved from the Fisher-Yates shuffle algo-
rithm, which uses a random sequence to sort an array. Suppose the array to be sorted is X and
the length is n. The specific steps are as follows.

Step 1  The length of the array X is n. Set k = n;

Step 2 Generate a random number p from [0,k-1] and exchange the value of subscript p with
the value of subscript k in the array X.

Step 3 Set k = k-1. Repeat steps 2 and 3;

Step 4 Until all the elements in X are processed, a new array X is obtained.
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4.2 The design of 3D shuffling scrambling algorithm based on the Knuth-Durstenfeld
shuffling algorithm

The 3D shuffling scrambling algorithm uses the Knuth—Durstenfeld shuffling algorithm to
scramble the pixels in the image cube. The specific steps are as follows:

(D

@

3)

The image cube A was cut into a series of one-dimensional vectors according to the
cutting method in Fig. 4a. The one-dimensional vectors were arranged into matrices in
order. Then chaotic sequence CI and Knuth-Durstenfeld shuffling algorithm were used
to scramble the matrix by column, and the scrambled matrices were then stacked into
cube A! in order.

The image cube AI was cut into a series of one-dimensional vectors according to the
cutting method in Fig. 4b. The one-dimensional vectors were arranged into matrices in
order. Then chaotic sequence C2 and Knuth-Durstenfeld shuffling algorithm were used
to scramble the matrix by column, and the scrambled matrices were then stacked into
cube A2 in order.

The image cube A2 was cut into a series of one-dimensional vectors according to the cutting
method in Fig. 4c. The one-dimensional vectors were arranged into matrices in order. Then
chaotic sequence C3 and Knuth-Durstenfeld shuffling algorithm were used to scramble the
matrix by row, and the scrambled matrices were then stacked into cube A3 in order.

5 The proposed algorithm

Assume that the image that needs to be encrypted is P, P», ..., P,. The encryption step
flowchart is shown in Fig. 5. The specific encryption steps are as follows:

Cut Secrambling Stack into a cube
N N e

(a) a cutting method

Cut LYY/
Scrambling Stack into a cube
K o e —

A2

(b) b cutting method

Stack into a cube

 — y % i
Cut Scrambling
—_—

—

(c) c cutting method

A3
A2

Fig. 4 Image cube cutting method. a cutting method, b cutting method, ¢ cutting method
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"————l I
Preparatory ‘ ' Scrambled part '
Multiple High-frequency
| lai . parts(HL,LH,HH) Wavelet - |
plaintext images reconstruction Semi-encrypted
| 1 image cube |
3D scramblin,
| Image cube Low-frequency Scrambed |
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L e N A
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| |
| | X1,X2,X3 |—1| Rowl,Row2,Row3 | | | bitxor
| Dynamic chaos I | |
library | : |
| Reshape, floor, Mod | Seml'encrypmd
X4} 1J C_l | image cube |
L Generate and process chaotic sequences | Diffusion part ‘
S | - 1
Fig. 5 Encryption step flow
Step 1 Reconstitute the images P;, P,, ..., P, into an image cube Im as subsection 2.2,

assuming the size is @ X a X b. Record the size of each image as the key.

Step 2 Calculate the hash value of the image cube Im, and input it into the dynamic pseudo-
random sequence generator in subsection 3.3 to produce pseudo-random sequences
x1, x2, x3, x4, whose lengths are (@/4)*b-1, (a/4)* (a/4)-1, (a/4)*b-1 anda X a % b
respectively. Record the hash value as the key.

Step 3 Perform Haar wavelet transform on each layer of the image cube Im to obtain the
low-frequency part of the cube LL and other high-frequency detail parts of the cube
LH, HL, HH.

Step 4 Calculate rowl, row2, row3 according to algorithm 1.

Algorithm 1

Input: x

Ouput: row

1 s=size(x)

2 for i=l1:s

3 row(i)=mod(floor(x(i)*10"14),s-i+1)+1;
4 end

Let rowl, row2, and row3 be the chaotic sequence of the shuffling algorithm in
subsection 4.3. After cutting the cube, row/column vectors are arranged in order to
form a matrix, and the row/column scrambled calculation is shown in Algorithm 2,
supposed the matrix is LLI and scrambled its column. Perform three rounds of
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cutting, row or column scrambling, and reconstruction on the low-frequency part of
the cube LL to obtain the scrambling cube LL’.

Algorithm 2

Input: rowl, LL1

Output: LLI’

1 LLI’=LL;

2 s=size(LLI’);

3 for i=1:s
4t=LLI’(:,s-1+1);

5 LL’(:,s-i+1)=LL’(:,;row(i));
6 LL’(:,;row(i))=t;

7 end

Step 5 Perform Haar wavelet two-level reconstruction on each layer of the scrambled
cube LL’ and other high-frequency detail cubes LH, HL, HH to obtain a semi-
encrypted cube C-Im.
Step 6 Calculate ¢ by x4 as shown in formula (8).

¢ = mod(floor (reshape(x4, a, a)*1014),256) (8)

Where, mod is the modulus function. Floor is the round-down function. And reshape is the
reconstructed array size function. Convert ¢ into a pseudo-random matrix with a range of
[0,255] and a size of a x a.

Step 7 Perform bitwise XOR operation on each layer of the semi-encrypted cube C-Im and ¢
to obtain the encrypted image En-IM as shown in formula (9).

En—im(:,:,i) = bitxor(C—im(:,:,i),c),i€[l,2, -, b]. 9)

6 Experimental simulation and analysis
6.1 Experimental simulation

To verify the effectiveness of the proposed algorithm, six pictures were selected for simulation
experiments, including four grayscale images and two colour images as shown in Table 1. The
simulation experiment is carried out on the MATLAB R2020 platform. The encryption and
decryption results are shown in Figs. 6 and 7. After encrypting six pictures with different sizes,
colors and textures, six meaningless snowflake pictures are obtained. The decrypted pictures
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Table 1 Test images

Number Name Colour Size

Img.1 Lena grayscale 256 %256
Img.2 Barbara grayscale 512x512
Img.3 market grayscale 1024 %1024
Img.4 west grayscale 512 %256
Img.5 flamingos colour 256 %256
Img.6 Baboon colour 512x512

(a) Plaintext image cube (b) Ciphertext image cube (c) Decrypt image cube

Fig. 6 Encryption and decryption image cubes. a Plaintext image cube, b Ciphertext image cube, ¢ Decrypt
image cube

are indistinguishable from the original image in visual, indicating that the proposed algorithm
is effective.

6.2 Decrypted image quality analysis

In this paper, peak signal-to-noise ratio (PSNR) and structural similarity (SSIM) are used as
indicators to measure the quality of decrypted images. PSNR is a measure of picture distortion.

(a) Lena (b) Barbara (c) market (d) flamingos (e) Baboon

(g) Ciphertext images

(h) Decrypt images

Fig. 7 Plaintext images, ciphertext images and decrypt images. a Lena, b Barbara, ¢ market, d flamingos, e
Baboon, f west, g Ciphertext images, h Decrypt images
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When PSNR is greater than 30, the picture quality is considered acceptable. SSIM measures
the similarity of two images. The SSIM closer to 1, the smaller the image distortion. The
PSNR and SSIM values of the decrypted image in this paper are shown in Fig. 8. The PSNR
values comparison is shown in Table 2. The PSNR values are greater than 31, and the SSIM
values are greater than 0.96. Therefore, it can be considered that the decrypted image has less
distortion and better quality.

6.3 Statistical analysis
6.3.1 Histogram analysis

The 3D histogram distribution represents the grey level of each position in the image and it is a
graphical indicator of statistical properties that reflects the spatial distribution and grey level
value of the image. The plaintext histogram is shown in Fig. 9. The ciphertext histogram is
shown in Fig. 10. It can be observed that the plaintext histogram has one or several peaks,
showing the characteristics of the plaintext. In contrast, the ciphertext image is almost evenly
distributed, which well conceals the statistical characteristics of the plaintext.

6.3.2 Correlation coefficient analysis of adjacent pixels

The adjacent pixels in the plaintext image have a high correlation, which is one of the
important characteristics of the image. An effective encrypted image should generate cipher-
text with a low correlation between adjacent pixels. Baboon’s plaintext and ciphertext
neighboring pixel relationship diagram is shown in Fig. 11. It can be observed that since the
relationship between adjacent pixels of the plaintext is distributed on the diagonal, the
similarity of adjacent pixels is very high while the ciphertext image is evenly distributed,
and the characteristics of the plaintext cannot be obtained. Table 3 lists the adjacent pixel
correlation coefficients of this method and other methods. The correlation coefficients of
adjacent pixels of the ciphertext of the proposed algorithm are all close to 0, and the correlation
of the ciphertext is very low.

PSNR SSIM
37
0.9857

35.0176 N 0-4953 347746 |l 020 0.9818
25 34.2908 0.9779
o 0.98

0.970;
33 0.97
0.9689 0.9661

W 31.5532 31.6637 0.96

Imgl Img2 Img3 Imgd4 ImgS Img6 Img.1 Img2 Img3 Imgd4 Img5 Img.6

(a) Decrypt image PSNR value (b) Decrypt image SSIM value

Fig. 8 Decrypted image quality indicators. a Decrypted image PSNR value, b Decrypt image SSIM value

Table 2 PSNR comparison

Method Proposed Ref [3] Ref [12]

PSNR 33.9658 21.0667 30.342
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(c) market histogram

(d) flamingos histogram (e) Baboon histogram (f) west histogram

Fig. 9 Plaintext histogram. a Lena histogram, b Barbara histogram, ¢ market histogram, d flamingos histogram,
e Baboon histogram, f west histogram

(a)Lena ciphertext histogram

(d) flamingos ciphertext histogram (e) Baboon ciphertext histogram (f) west ciphertext histogram

Fig. 10 Ciphertext histogram. a Lena ciphertext histogram, b Barbara ciphertext histogram, ¢ market ciphertext
histogram, d flamingos ciphertext histogram, e Baboon ciphertext histogram, f west ciphertext histogram

6.3.3 Complexity test

Time sequence complexity refers to the degree to which the sequence is close to a
random sequence. The greater the complexity, the greater the randomness, and the
more difficult it is for the sequence to be recovered. The complexity algorithm C, and
spectral entropy (SE) can correctly reflect the complexity characteristics of the system
[23]. The larger the Cy and SE values the value, the greater the complexity. The C,
and SE values of the ciphertext in this paper, logistic chaotic sequence and Lorenz
chaotic sequence are shown in Table 4. It can be observed that the complexity of the
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Table 3 Correlation coefficient comparison

Method Correlation coefficient
Horizontal Vertical Diagonal
Proposed Img.1 —0.0016 0.0052 0.0049
Img.2 0.0023 —-0.0001 —-0.0095
Img.3 —0.0043 —-0.0019 0.0019
Img.4 0.0000 —=0.0045 -0.008
Img.5 -0.0077 0.0036 -0.0012
Img.6 0.0042 —0.0024 —0.0036
Ref [11] 0.0862 0.0683 0.0646
Ref [4] 0.0046 —0.0040 0.0008
Ref [16] 0.002 0.0047 0.0028
Ref [14] -0.0074 0.0032 0.0121
Ref [3] 0.0779 0.028 0.0462
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(a)Baboon pixel values of adjacent pixels in the (b)Baboon ciphertext pixel value of adjacent
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Fig. 11 Baboon’s plaintext and ciphertext neighboring pixel relationship. a Baboon pixel values of adjacent
pixels in the horizontal, vertical, and diagonal directions of the image, b Baboon ciphertext pixel value of
adjacent pixels in the horizontal direction, ¢ Baboon ciphertext pixel value of adjacent pixels in the vertical
direction, d Baboon ciphertext pixel value of adjacent pixels in the diagonal direction
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Table 4 Complexity comparison

Complexity index Ciphertext Logistic Lorenz

X y z
Co 0.2362 0.3358 0.0702 0.0882 0.0623
SE 0.9456 0.9523 0.4999 0.4665 0.5258

ciphertext is slightly smaller than Logistic sequence, but much larger than the Lorenz
system, which has strong complexity.

6.4 Anti-differential attack analysis

The differential attack is to use the same encryption algorithm to encrypt the plaintext image
before and after the change by making small changes to the plaintext image, and to compare
the encrypted results for deciphering the algorithm. The number of pixels changes rate (NPCR)
is used to evaluate the dependence of the ciphertext image of the algorithm on the plaintext
image. The ideal value of NPCR is 99.6045%. Table 5 lists the NPCR values of this method
and other methods. It can be seen that this algorithm is closer to the ideal value than other
algorithms.

6.5 Running speed

Comparing the running time with the proposed algorithm and the recent multi-image encryp-
tion algorithm, the experimental data volume, decryption time and encryption time are shown
in Table 6. It can be observed that although the algorithm in this paper handles a larger amount
of data, it still has a relatively fast speed. Therefore, the proposed algorithm has superiority in
running speed.

Table 5 NPCR value comparison

Method This paper Ref [20] Ref [25] Ref [12]

NPCR 99.62% 99.58% 99.26% 82.04%

Table 6 Running speed comparison

Method Data volume Encryption time /s Decryption time /s
This paper 128*128%*152 0.923 0.718

Ref [21] 128*128%*128 1.78 -

Ref [25] 128*%128%48 1.283 -

Ref [20] 128*128%68 3.2618 2.8451

Ref [8] 128*128*12 1.853 -
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6.6 Noise attack and cutting attack

The 3D ciphertext cube image is subjected to a clipping attack and a 10% salt and pepper noise
attack before decryption. The 12.5% ciphertext cube is cut as shown in Fig. 12. The decrypted
image is shown in Fig. 13. The PSNR values and SSIM values of the decrypted image are
shown in Table 7. It can be observed that after cutting 12.5% of the ciphertext cube, there is a
certain amount of noise in the decrypted image, but the overall image content is relatively
clear. After 10% of the salt and pepper noise attack, the decrypted image is noisy. However,
the image content can still be distinguished, so the proposed algorithm has a certain degree of
anti-attack.

Fig. 12 Cut cube

(a) Decrypt image after cropping attack

(b) Decrypt image after noise attack

Fig. 13 Decrypted image after the attack. a Decrypt image after cropping attack, b Decrypt image after noise
attack

Table 7 Decrypted image PSNR value and SSIM value

Attack Cut attack 12.5% Salt and pepper noise 15%
Evaluation index PSNR SSIM PSNR SSIM
Average value 17.5996 0.5379 11.6850 0.1840
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7 Conclusion

This paper proposes a multi-image encryption algorithm based on wavelet transform and 3D
shuffling scrambling. This paper designs the dynamic pseudo-random sequence generator
based on the roulette algorithm and a dynamic chaotic library with three kinds of one-
dimension chaotic maps that are highly efficient and have a good complexity, which is highly
associated with the plaintext image. To better scramble the image cube, this paper proposes a
3D shuffling scrambling algorithm, which divides the cube into one-dimensional vectors and
scrambles the order of the one-dimensional vectors, and then reorganizes the cube. To encrypt
multiple images, first, the images to be encrypted are divided into blocks, cut, and then are
reconstructed into a 3D cube image. Then, calculate the hash values of the image cube and
combine hash value and dynamic chaos library to generate chaos sequences. Perform Haar
wavelet transform on each layer of the image cube, and perform 3D shuffling of low-frequency
coefficients in three different directions. Reconstruct the cube with the scrambled low-
frequency coefficients and high-frequency three parts. Last, the chaotic matrix is XOR with
each layer of the image cube to obtain the final encrypted image. The experimental results
show that the proposed algorithm is better than other reference methods on the whole. The
PSNR values of the decrypted images are all higher than 31 and the SSIM values are all higher
than 0.96, so the decrypted image quality is higher. In the histogram analysis, correlation
coefficient analysis, complexity analysis and anti-differential attack analysis, the information
distribution of the ciphertext is more random, and the ciphertext has good cryptographic
statistics. In the running speed test, the algorithm in this paper shows superiority. Under the
attack of ciphertext and noise, the decrypted image can still have clear and identifiable content,
so the proposed algorithm has a strong anti-attack. The algorithm has no restrictions on the
shape of encrypted pictures, which is flexible. In summary, the proposed algorithm is safe,
efficient and anti-attack, and has practical application value.
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